
Donald J. Lewis

ESCAP Legal Consultant

9 September 2019



 Section A. Electronic Transactions and Signatures Law

1. Electronic transactions  
a. Electronic communications
b. Identity management and trust services

2. Data retention and electronic archiving

3. Electronic evidence

 Section B. Paperless Trade and Single Window Laws 

1. Single Window system/paperless trade system 

2. Information security: 
a. Information security and data confidentiality 
b. Data accuracy and integrity
c. Data sharing among government agencies 

3. Service level agreements (SLAs) and Memoranda of 
Understanding (MOUs)



 Section C. Cross-border Aspects 

1. Existing bilateral or regional agreements 

2. International standards/guidelines

3. Existing bilateral or multilateral technical/operational agreements 
4. Other international legal instruments, regulations and standards 

 Section D. Other considerations 

1. Liability issues

2. Dispute settlement considerations 

3. Intellectual property rights and database ownership 

4. Electronic payments 

5. Competition law 



 Article 6.2, Framework Agreement: National Policy Framework 
and Enabling Domestic Legal Environment:

 The Parties shall endeavor to create  an enabling national legislation on paperless 
trade…taking into consideration international standards and best practices, if 
applicable. 

 Article 5, Framework Agreement: General Principles 

a) Functional Equivalence

b) Non-discrimination of the use of electronic communications 

c) Technological Neutrality  



 Timor-Leste is in the early stages of development of its framework of 
laws and regulations for electronic transactions and cross-border 
paperless trade 

 By reference to the ESCAP Legal Checklist, there are many legal 
gaps to be addressed by new and extant laws and regulations. 

 2030 e-Government Strategy and ICT Master Plan 

o Development of e-commerce and ICT laws are major features of these 
longer-term socio-economic development plans for Timor-Leste

o E-Government and “Business-Enabling Environment” Initiatives 
provide a legislative and institutional context for the development of e-
commerce and paperless trade laws, including for the Timor-Leste National 
Single Window (NSW) 



 Resolution No. 9 2017: National Information and Communications 
(ICT) Policy  

o This resolution sets forth a priority list of proposed legislation to create 
an enabling trust-based ICT legal framework for e-commerce and 
paperless trade in Timor-Leste 

o List of legislative measures includes: 

1) E-commerce Law: including e-documents, e-contracts, e-signatures, 
and  e-service providers   

2) Privacy and Data Protection Law(s): including four (4) areas:
a. Protection against collection of incorrect or inaccurate data 
b. “Abuse of duties” 
c. Profiling in unauthorized or improper ways
d. Unauthorized access or improper use or disclosure of information, 

including within and among government agencies

3) Cybersecurity/cybercrime: with a focus on cybercrime and 
establishment of Computer Emergency Response Team (CERT)



 According to Economic Reform and Growth Guides (GRFE), there   
are other proposed legal reforms relevant to cross-border paperless 
trade in the pipeline: 

i. Arbitration, Mediation and Conciliation Law (currently under 
review by the National Parliament) 

ii. IPR Laws (including a Copyright Law) 

iii. Competition Law

 Timor-Leste legal reforms aim to adopt international best practices, to 
comply with ASEAN, WTO, World Bank, and Asian Development Bank 
(ADB) standards and guidelines, and, in appropriate cases, to ratify or 
accede to international treaties and conventions 



Electronic Transactions and e-Signatures

 Customs Code Decree Law No.14 (2017) is the current law in Timor-Leste 
governing electronic transactions – which is largely limited to National 
Single Window (NSW) considerations 

 Title V: Records, Payments and Exchange of Information, Customs Code
2017 

o Title V, Chapter I: Electronic Records and Payments

o Article 78:  Electronic Documents

o Title V regulates the validity, effectiveness and probative value of electronic 
documents under the Customs Code

 Drafting of national e-Commerce Law has begun, but will not be 
promulgated until at least 2021. Indonesia e-Commerce Law is  being 
referenced as a model 



Title V, Chapter I: Electronic Records and Payments

o Article 79: Registrations and Payments

o Responsibility of Customs Director General by notice published in Jornal da 
República to approve:

(a) documents which may be transmitted as an electronic record;

(b) payments which may be effected via an electronic  format;

(c) customs information system through which electronic documents may 
be transmitted, or by which e-payments may be made

o Electronic transmission of documents or payments are subject to 
authorization by the Director-General, in accordance with Article 80

o The Director-General may determine which documents or payments 
referred to in this Article are transmitted in electronic form, without prejudice 
to stipulated exceptions 



Title V, Chapter I: Electronic Records and Payments

o Article 80 Authorization
1. Any person to whom customs legislation requires submission of documents or 

payment (provided that person meets the eligibility criteria) may write to the 
Customs Director-General for authorization to submit such documents or make 
such payments via electronic means

2. If the applicant meets the criteria, Customs Director-General shall grant the 
required authorization, subject to conditions which may be imposed at any time

o Article 82 Subscription Requirements

o The electronic signature of the documents to be submitted under the 
Customs Code and other customs legislation shall comply with 
requirements imposed by the Customs Director-General



Title V, Chapter I: Electronic Records and Payments

o Article 83 Probative Force

1. Any electronic document meets the legal requirement of a writing - unless other 
proof is required 

2. As a rule, when any provision of customs legislation requires written registration, 
electronic registration satisfies such requirement as provided  in this Chapter

Title V, Chapter II: Information Exchange 

o Article 85 Access to customs information systems 

o Access to and handling of any information system requires authorization 
pursuant to Article 80 of the Customs Code



Title V, Chapter II: Information Exchange 

o Article 86 Technical requirements

o It is the responsibility of the Customs Director-General to determine:

a) The manner and form in which electronic records are created, generated, sent, 
reported, received and stored and the systems established for such  purposes; 

b) In what circumstances electronic records are to be signed electronically, what 
type of electronic signature, the manner in which the electronic signature must be 
affixed, and the identity of a person that may submit the documents to facilitate 
the Customs process



 Comments on Title V, Chapters I and II

o According to the Memorandum on the Foreign Trade Regime (MFTR),  
Chapters I and II are based on UNCITRAL Model Laws

o Authorization from Customs Director-General is required for traders to 
access and use the Asycuda World system. It is understood that only 
customs brokers and shipping agents are currently authorized to use the 
system

o Functional equivalence of electronic documents/records and e-signatures
is generally, but not unequivocally, recognized under the Customs Code 

o Such qualified statements in the Code underscore the current Department 
of Customs practice of requiring submission of paper customs declarations, 
notwithstanding submission of SADs in electronic form via the Asycuda
World system



 Comments on Title V, Chapters I and II

o While the Customs Code recognizes e-signatures, current Department of 
Customs practice is that e-signatures are not being used; instead a 
registered user (username/password) system is in operation   

o Qualified Customs Code provisions and current Department of Customs 
practices also impact the functional equivalence of e-signatures to written 
signatures 

o The use of e-signatures at least in the National Single Window (NSW) 
context is open to question as a primary means to establish attribution and 
authentication  for electronic transactions



 There are policy commitments to introduce legislation on electronic 
evidence in the future 

 Resolution No. 9 2017: National Information and Communications (ICT) 
Policy specifically recognizes the “probative value of electronic evidence” 
and its importance as part of the ICT legal framework 

 Timor-Leste Civil and Criminal Procedure Laws do not currently 
recognize the admissibility of electronic evidence in judicial proceedings     



National Single Window (NSW) system

 Original authorizing NSW legal instrument: CONFAC Resolution No. 6 
(2016) 

 CONFAC Resolution authorized establishment of National Trade 
Facilitation Committee (NFTC) and stipulated structure and composition of 
the NFTC

 MTCI has further identified Resolution No. 24 (2017) as a legal basis for the 
Timor-Leste NSW

 Customs Authority Decree Law (2017) granted powers intended to give 
Customs, and specifically the Director-General, a free hand to advance 
NSW development, but such powers are not fully exercised

 Pending Organic Law of the Ministry of Finance will likely replace such 
earlier enactments and envisages the creation of a new body, Fiscal and 
Public Finance Management Reform Commission (FPFMR) to oversee 
NSW implementation 



 Information security and data confidentiality are major legal gaps in the 
current Timor-Leste ICT legal framework

 Resolution No. 9 2017: National Information and Communications (ICT) 
Policy: 

o Cybersecurity and cybercrime laws are priority areas

o Emphasis on the need for data protection, confidentiality, and privacy rights 
of Timorese citizens and organizations 

 MRLAP and MTCI have reported that a Cybercrime Law is currently being 
drafted under the direct supervision of the Prime Minister’s Office 

 The draft Cybercrime Law reportedly will cover a range of offenses:  cyber-
hacking, malware, digital fraud and digital forgery 



 Customs Code (2017):  

o Article 85: 

o Access to personal data or organizations involved in customs activities is 
restricted to duly authorized customs officials 

o Unauthorized access or misuse of data, including by customs officials, is 
subject to penalties, including disciplinary proceedings

o Article 86: 

o It is the responsibility of the Director-General to establish appropriate 
control processes and procedures to ensure preservation, integrity, security, 
and confidentiality of electronic records under Customs control  



 Technology Information and Communication Agency (TIC) 

 TIC plays the central role in Timor-Leste in providing information security 
and data protection for government and society 

 TIC is also authority in charge of the National Data Center in Dili – and is 
responsible for security of its operations and databases 

 Decree Law No. 29 (2017): Creation of Technology Information and 
Communication Agency – IP-TIC Timor 

 This Decree Law sets forth the competencies and responsibilities of TIC as regards 
information security, data protection, and data sharing – especially in relation to the 
operation and management of the government computer intranet system 



 Decree Law No. 29 (2017): Creation of Technology Information and 
Communication Agency – IP-TIC Timor 

 TIC responsibilities are to: 
o Adopt appropriate information security standards  

o Ensure harmonization of information and communications and data sharing among 
government departments and public entities 

o Ensure the electronic security of public communications, databases, and network 
connections

o Develop an electronic certification system for users, transactions, and electronic 
documents, especially within the government ICT network

o Establish a single secure internet and intranet base for use by government 
departments and other public entities; and 

o Formulate rules and procedures that guarantee the security of electronic 
communications, databases, and computer network connections affecting 
government departments and public entities



 Timor-Leste is proceeding with its WTO Accession 

 A Trade Policy Review has been undertaken and Memorandum of Foreign 
Trade Regime (MFTR) was submitted to WTO in 2017

 Timor-Leste is seeking ASEAN Membership and is well-aware of  current 
ASEAN Single Window (ASW) initiatives (e.g. ATIGA-D e-C/O Programme)

 In May 2019, Timor-Leste, Indonesia, and the ADB concluded the MOU 
Regarding Cross-Border Trade and Cooperation Technical Assistance

o This MOU aims to harmonize and improve transport connectivity between 
Timor-Leste and West Timor (including Oecusse exclave)  and should 
contribute to the development of cross-border e-trade and e-transit 
procedures and systems, which will connect with the Timor-Leste NSW



Dispute Settlement 

 Timor-Leste currently does not have an Arbitration Law governing 
international commercial disputes, including those arising from cross-border 
paperless trade transactions  

 Arbitration, Mediation and Conciliation Law, approved by the Council of 
Ministers in 2016, is at present under review by the National Parliament

 This pending and important law is based on the UNCITRAL Model Law on 
International Commercial Arbitration 

 Notwithstanding the future adoption of this law, enforcement of foreign 
arbitral awards in Timor-Leste will remain problematic until Timor-Leste 
accedes to the United Nations Convention on the Recognition and 
Enforcement of Foreign Arbitral Awards (New York Convention) 


