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A. ELECTRONICS TRANSACTIONS AND SIGNATURES LAW



RECOMMENDATION 1
• Myanmar should modernize and simplify its statutes governing electronic documents and 

signatures. Specifically, Myanmar should: 

• (1) Consider developing a legal framework with increased technological neutrality, by 
revising or replacing the Electronic Transactions Law (2004) and building upon the 2016 
amendments to the Evidence Act. These changes would provide more flexibility for 
signatures, especially in non-official contexts, and more clarity on the implications of 
secure signatures;

• (2) Ensure the new e-commerce legislation which is currently being drafted adequately 
addresses how identification, authorization and authentication are carried out in an 
electronic environment. This process would ideally consult all relevant actors with an 
interest in a robust and secure e-commerce legal ecosystem, in line UNCTAD’s Rapid 
eTrade Readiness Assessment for Myanmar; 

(TO BE CONTINUED NEXT SLIDE)



RECOMMENDATION 1
• (3) Consider explicitly establishing requirements for functional equivalence between paper-based 

documents and electronic communications; or, in the alternative,

• (4) Consider making laws in appropriate cases recognize electronic communications as directly 
meeting requirements for documents, writing, signature, etc.

• In this process, it should pay attention to the work of UNCITRAL in this field, especially the United 
Nations Convention on the Use of Electronic Communications in International Contracts; the 
principles of the Convention can be used in domestic law as well. The occasional elements of 
Myanmar statutes have been influenced by the Convention, but there does not yet seem to be a 
comprehensive vision of the legal bases for electronic communications. 



RECOMMENDATION 2

• Myanmar should establish a legal basis for the preservation of stored information in electronic
form and rules for ensuring the integrity and security of this stored information.



RECOMMENDATION 3

• Myanmar should explicitly make electronic evidence appropriately admissible in judicial and
administrative/regulatory proceedings, and also consider making the same rules apply to
electronic evidence generated, stored or collected abroad. The 2016 amendments to the Evidence
Act are a good start for developing a legal framework for the use of electronic evidence.



B. PAPERLESS TRADE AND SINGLE WINDOW LAWS



RECOMMENDATION 4

• Myanmar should provide a legal basis for establishing and operating a Single Window for cross-
border trade and for creating a paperless trade environment. Such a legal basis can be provided 
by revision of existing laws or by enacting new laws. It is important in all events to have a single 
point of view and coordinated policy approach to the law by all participants in the trading 
economy.  The essence of this set of laws is to authorize and frame the electronic exchange of 
information among all public-sector and private-sector participants in trade. See Recommendation 
9 in this regard.



RECOMMENDATION 5

• Myanmar should expedite the adoption of laws on information security, cybercrime and privacy,
as well as laws/regulations requiring accuracy and integrity of data submitted and processed for
paperless trade. It may be that existing laws of general application will serve these purposes, but
that examination needs to be undertaken and any gaps filled, especially with a view to relevant
provisions supported by development partners.



C. CROSS-BORDER ASPECTS



RECOMMENDATION 6

• Myanmar should accede to the Framework Agreement on Facilitation of Cross-border Paperless
Trade in Asia and the Pacific as soon as possible. The Framework Agreement will help Myanmar in
arranging mutual recognition of electronic messages and information transmitted across borders,
as the parties settles on the appropriate rules and standards for this purpose.



RECOMMENDATION 7

• Myanmar should accede to the United Nations Convention on the Use of Electronic Communications
in International Contracts. By acceding to the Convention, Myanmar gets a shortcut to
internationally-recognized and sound electronic transaction laws applicable to domestic and
international transactions. Being a party to this Convention will help Myanmar make the deals that
paperless trade facilitation will then help execute. It also helps interpret other international
conventions to which Myanmar is a party consistently with its principles.



RECOMMENDATION 8

• Myanmar should study the many conventions to which it is a party and that allow paperless
documentation, especially in relation to its member of the Association of Southeast Asian Nations
(ASEAN), to ensure that its agencies and traders are aware of the opportunities they are given by
these instruments. This process may yield as many benefits as seeking out new conventions to join, with
the exception of those already mentioned in Recommendations 6 and 7. These other conventions
include:

• 1) Association of Southeast Asian Nations (ASEAN) Single Window Agreement (2005) and Legal
Protocol (2017)

• 2) WTO Trade Facilitation Agreement

• 3) World Intellectual Property Organization – in relation to its model statues and conventions



RECOMMENDATION 9

• Myanmar should continue to make bilateral or regional agreements as well as those promoted by
global bodies, as required. This can give it practice in supporting paperless communications for
trade elsewhere.



RECOMMENDATION 10

• Myanmar should proactively consider how to incorporate relevant international legal
standards/regulations/guidelines into its laws. In doing so, it should share the knowledge on the
benefits of such standards throughout the public sector, so agencies across government recognize
opportunities to go electronic. (A special effort may be useful for internal legal advisors so they
give consistent informed advice on such questions.). Some international legal
standards/regulations/guidelines that Myanmar has not yet expressly incorporated, but that could
be beneficial, include:

• 1) UN/ECE CEFACT Recommendation 33 on the establishment of a Single Window.

• 2) UN/ECE CEFACT Recommendation 35 on the legal status of a Single Window.

• 3) UN/ECE CEFACT Recommendation 36 on interoperability of cross-border systems.

• 4) UNNExT guidelines on Paperless Trade and Single Window.



D. OTHER CONSIDERATIONS



RECOMMENDATION 11

• Myanmar should clearly establish the criteria for liability of parties involved in cross-border 
paperless trade and for the liability of intermediaries in relation to the information and data 
passing through their systems. This may allow for some private contractual disclaimer of liability, 
subject to statutory or regulatory limits. The principle that harm is repaired by the person who 
caused it should be maintained, unless good reasons of public policy require an exception – in 
which case, the fact of the exception should be made clear as well. However, it may be necessary 
to study the kinds of responsibilities that can arise and the kinds of harm that can be done, and to 
build safeguards, before a full liability regime can be instituted.



RECOMMENDATION 12

• Myanmar should clearly set out how choice of forum and choice of law issues relevant for
paperless trade facilitation are determined in its laws.



RECOMMENDATION 13

• Myanmar should consider establishing laws defining who owns the data in a cross-border
paperless trade system and how the data can be used.



RECOMMENDATION 14

• Myanmar should ensure that its laws allow electronic payments for all purposes and among all
participants in international trade transactions. These laws may include appropriate security and
authentication practices.



RECOMMENDATION 15

• Myanmar should build awareness and capacity on legal issues of (cross-border) paperless trade
for its stakeholders, especially those who are involved in handling legal aspects, including
understanding the implications of joining international agreements. Myanmar may seek support
from UN and other international development agencies, in a coordinated manner to avoid
duplication of advice, in planning and delivering capacity building activities.
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