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 Section A. Electronic Transactions and Signatures Law
1. Electronic transactions  

a. Electronic communications
b. Identity management and trust services

2. Data retention and electronic archiving
3. Electronic evidence

 Section B. Paperless Trade and Single Window Laws 
1. Single Window system/paperless trade system 
2. Information security: 

a. Information security and data confidentiality 
b. Data accuracy and integrity
c. Data sharing among government agencies 

3. Service level agreements (SLAs) and Memoranda of 
Understanding (MOUs)



 Section C. Cross-border Aspects 
1. Existing bilateral or regional agreements 
2. International standards/guidelines
3. Existing bilateral or multilateral technical/operational 

agreements 
4. Other international legal instruments, regulations and 

standards 

 Section D. Other considerations 
1. Liability issues
2. Dispute settlement considerations 
3. Intellectual property rights and database ownership 
4. Electronic payments 
5. Competition law 



 Article 6.2, Framework Agreement: National Policy Framework 
and Enabling Domestic Legal Environment:

 The Parties shall endeavor to create  an enabling national legislation on 
paperless trade…taking into consideration international standards and best 
practices, if applicable. 

 Article 5, Framework Agreement: General Principles 

a) Functional Equivalence
b) Non-discrimination of the use of electronic communications 
c) Technological Neutrality  



 The current legal structure for electronic 
transactions and signatures law in 
Cambodia is very limited and consists 
primarily of:  
i. Sub-decree on Digital Signatures (2017) 
ii. Customs Law 2007 
iii. Prakas and Instructions



 However, major changes are imminent. The draft e-
Commerce Law has recently been approved by the 
Council of Ministers and is now under review by the 
National Assembly

 When adopted, the draft e-Commerce Law  will 
create a new comprehensive legal environment for 
electronic transactions and paperless trade in 
Cambodia

 The draft e-Commerce Law (3 April 2019 version) 
is a thoroughly modern and up-to-date law: the 
culmination of over 10 years of meticulous legal 
drafting by the Cambodian government – preceded 
by the draft e-Commerce Law (2012)



Sub-decree on Digital Signatures (2017)
Main points 
 Sub-decree has coverage applicable to all operations relating to 

digital signatures in the Kingdom of Cambodia
 Digital signatures certify authentication of the digital signatory and 

verify the origin of the electronic message of the digital signatory
 Ministry of Posts and Telecommunications (MPTC) is the Cambodian 

government authority charged with management of digital 
signatures and licensing of Certifying Authorities (CAs)

 An electronic communication with a digital signature certified by  
Certifying Authority (CA) is deemed legally valid, and as valid as a 
written paper document

 All online financial transactions must use digital signatures in order 
to comply with the Sub-decree, subject to other MEF and MTPC 
Prakas



Draft e-Commerce Law (2019)  
(draft version as of 3 April 2019)

Chapter 1: General Provisions
Chapter 2: Validity of electronic communications
Chapter 3: Electronic communications process
Chapter 4: Secure electronic signatures and electronic records 
Chapter 5: Intermediaries and electronic commerce service 
providers
Chapter 6: Consumer protection
Chapter 7: Government acts and transactions via electronic 
system
Chapter 8: Electronic Evidence 
Chapter 9: Electronic Payments and Electronic Fund Transfers
Chapter 10: Penalties 
Chapter 11: Final Provisions



Functional equivalence 
 Functional equivalence of electronic documents to paper-

based documents is clearly stipulated in Articles 5 and 6, 
draft e-Commerce Law (2019)
◦ Article 6 recognizes “electronic records” as meeting the 

requirements of a “writing” if they are in electronic form and 
accessibility is satisfied

 However, functional equivalence of electronic records (e.g.   
e-customs declarations) is not unequivocally recognized by 
the Customs Act (2007) and related regulations: 
◦ Prakas No.1447 (2007): Provisions and Procedures on Customs Declaration
◦ GDCE Instruction (2009): Detailed Procedures and Responsibilities in 

Functioning Customs Declaration (Single Administrative Documents-SAD) 
through electronic means    



 These regulatory enactments make it clear that SADs must be 
also submitted as hard copies in paper form

 Such enactments underscore the current GDCE practice of 
requiring the submission of paper documentation, 
notwithstanding submission of SADs in electronic form via 
the Asycuda World system

 Such Customs procedures appear not in conformity with 
provisions of the draft e-Commerce Law (2019) - and risk 
being “null and void” upon adoption of the e-Commerce Law  
of Cambodia

 Article 58, draft e-Commerce Law (2019): All regulatory 
provisions contrary to this Law are deemed null and void



Digital signatures, certificates and the PKI System 

 Sub-decree on Digital Signatures (2017) envisages 
a system of digital certificates and digital 
signatures used to authenticate and ensure trust in 
the use of electronic records 
◦ This is known as a PKI (Public Key Infrastructure) system

 Under the Sub-decree, Certifying Authorities (CAs) 
are authorized to issue digital certificates and 
verify digital signatures

 However, the government-operated PKI system may 
not be technologically neutral



Digital signatures, certificates and the PKI System 

 If digital signature certificates and legally 
recognized digital signatures are only available 
through the government-operated PKI system, then 
any other digital signatures may not be legally 
recognized and may be legally invalid 

 The draft e-Commerce Law (2012) made a point of 
stressing the need for technological neutrality
◦ Footnote 7 to Part 4: Security Service Providers expressly states: “Thus 

the Bill will not make any PKI-specific references in order to be technology 
neutral.”   



Digital signatures, certificates and the PKI System 
 Current customs regulations underemphasize digital 

signatures and instead use a registered user 
(username/password)system

 Such regulations and practices could impact the 
functional equivalence of digital signatures to written 
signatures   

 The future of PKI architecture – as set forth in the Sub-
decree on Digital Signatures (2017) – could also be 
jeopardized 

 The use of digital signatures is open to question as a 
primary means to establish attribution and 
authentication 



Digital signatures, certificates and the PKI System 
 However, GDCE has made it clear that it recognizes 

the importance of digital signatures and it is only 
with respect to e-customs declarations submitted 
via ASYCUDA (i.e. SADs) that digital signatures are 
not being used   

 Nonetheless, there is a need for alignment of 
Customs regulations with e-commerce legislation, 
especially in light of Article 58, draft e-Commerce 
Law (2019)  



 Article 10, draft e-Commerce Law (2019), Record Retention 
Requirements, sets forth conditions that must be satisfied for 
data retention purposes: 

o accessibility  
o retention in a format that demonstrates accuracy of the information 
o identification of origin and destination of the e-communication

 Article 51, Customs Law 2007 provides that traders and 
government agencies must keep accurate documents, records
and other information, including information in electronic 
format, pertaining to import and export – for a period of ten 
years 

 According to MoC and MPTC, a Data Governance Law will 
regulate, inter alia, data centers in Cambodia as well as 
conditions/time periods for data retention 



 Current laws in Cambodia do not expressly address 
admissibility of electronic evidence in the courts or in 
administrative/regulatory proceedings 

 However, according to Cambodia Bar Association, judicial 
practice admits electronic evidence in the same way as for 
other types of documentary evidence - by reference to the 
Civil Procedure Code or Criminal Procedure Code

 According to Cambodia Ministry of Justice (MoJ), in criminal 
proceedings, electronic evidence is admissible “by analogy” to 
Article 317, Criminal Procedure Code    

 Criminal Code recognizes certain offenses involving 
interference with telecommunications, including cyber-
hacking, which cannot be proved without introduction of 
electronic evidence 



 The draft e-Commerce Law (2019) has an entire chapter on 
electronic evidence (Chapter 8)

 Article 31, draft e-Commerce Law (2019): General 
admissibility of electronic evidence
◦ Nothing in the rules of evidence shall apply to deny the admissibility of an electronic 

record in evidence on the sole ground that it is an electronic record 

 Article 36: Standards of recording or storing of electronic 
records  
◦ For the purpose of determining under any other law whether an electronic record is 

admissible, evidence must be presented in respect of the standard, procedure, usage 
or practice on how that electronic record is recorded or preserved

 Article 38 sets forth certain procedures for producing 
electronic evidence and notably introduces judicially-
authorized discovery of electronic evidence



 There are no current rules regarding the 
admissibility of “foreign” electronic evidence in 
Cambodia

 However, this set to change. Article 39, draft e-
Commerce Law (2019)  stipulates: 
◦ Electronic evidence that has been authenticated by an authorized 

institution of a foreign state/country is admissible as evidence if 
such electronic evidence otherwise conforms to the requirements 
of Chapter 8 



 Information security standards are a major gap in Cambodia’s 
ICT and e-commerce legal frameworks

 Cambodia has no current data security or cybersecurity 
legislation or regulations. There is a need for a Data 
Protection Law 

 Article 23, draft e-Commerce Law (2019) does stipulate the 
application of information security codes of conduct and 
standards for intermediaries and electronic-commerce service 
providers

 Article 54, draft e-Commerce Law (2019) provides sanctions 
for violation/non-compliance with information security 
standards, codes of conduct and related regulations 



 Article 28, draft e-Commerce Law (2019) includes provisions 
concerning data protection  

o Article 28: Data Protection 
Anyone who keeps private information in electronic form must ensure that:
1 – such information must be protected and its security ensured in all 
circumstances, in order to avoid:
a) Loss
b) Hacking, use, modification or leaking, unless there is permission from the 
owner of such information or other parties as permissible by law
2 – the person who keeps such information must ensure, by all means, the 
secure protection of the information that has been provided…and to avoid 
usage or releasing of such information without permission or exceeding the 
scope of what is permitted



 Draft Cybercrime Law (v. 1), led by the Ministry of Interior, 
will provide additional information security in future. The 
draft law is based on the Budapest Convention 

 Draft Cybercrime Law (v. 1) sets forth a range of offenses:  
◦ Data espionage; illegal interception; data interference; unauthorized 

data transfer; system interference, and misuse of device, including 
computer programs or access codes, for criminal purposes

 Chapter 10: Penalties, draft e-Commerce Law (2019), drafted 
by the Ministry of Justice, also sets forth offenses to ensure 
protection of information: 
◦ System hacking and access interference, identity theft, electronic fraud 

and forgery, violation (misuse) of encryption, and violation of privacy, 
among others 



 Potential liability for paperless trade operators may arise in 
several contexts:

o Liability for inaccurate data, loss of data, delay, programming error – and 
consequential economic loss to traders and third parties 

 Chapter 5, draft e-Commerce Law (2019) provides for 
statutory liability of “intermediaries” and “e-commerce  
service providers”

o Appendix (incorporated via Article 4) defines such parties, which would 
appear to include : 

 GDCE as CNSW Single Window Operator
 All OGAs participating in CNSW
 Network service providers to Cambodia National Data Center 
 Cambodia National Data Center and GDCE data centers
 Commercial banks participating in Bakong national e-payment gateway and 

CNSW



 Scope of Liability
 Article 23(3), draft e-Commerce Law (2019)

establishes bases of liability of such parties: 
a) Any obligation set out in the law or other legal procedures; or
b) Any obligation to comply with an order or direction of a court or 

other competent authority; or
c) Any contractual obligation

 Article 25 provides a further base of liability:
violation of information security standards, codes 
of conduct or regulations – which may lead to 
penalties under Article 54



 Exclusions from Liability
 Article 23(1) and (2) draft e-Commerce Law (2019)

set forth exclusions from liability for such 
intermediaries and e-commerce service providers

o Article 23(2): 
An intermediary or electronic-commerce service provider shall 
not be required to monitor any electronic record processed by 
means of his system in order to ascertain whether its 
processing would constitute or give rise to an offence or civil 
liability, except where there are regulations to the contrary.



 Liability of E-Payment Service Providers 
 Chapter 9: Electronic Payments and/or Electronic 

Fund Transfers, draft e-Commerce Law (2019)
o Article 42: 
The service provider shall be held liable in the following cases (among 
others): 
a) Execution of a transaction without consumer’s authorization 
b) Execution of a fund transfer while having knowledge of forgery, 

loss, or theft of the electronic fund transfer instrument 
c) Technical malfunction, an error in operating the system, or a flaw in 

the electronic fund transfer instrument.



 Liability of “Controller”/Root CA and CAs
 Sub-decree on Digital Signatures (2017) establishes a 

PKI security and authentication system for the use of 
digital signatures in connection with e-documents

 Apparent current legal gaps in this system:  
 Lack of detailed coverage of the functions, powers, and duties of MTPC 

as government “Controller”/Root CA and of licensed CAs
 Apparent omissions regarding liability, and exclusion from liability, of 

the government “Controller”/Root CA and licensed CAs 

 These gaps may be due to the fact that, according to 
MPTC, the PKI system is not fully operational – and no 
CAs have yet been authorized by MPTC in Cambodia        



Choice of forum and choice of law for paperless trade
 Ministry of Justice (MoJ) has stated that Cambodian law 

recognizes and enforces choice of forum and choice of law 
clauses in international contracts – party autonomy is 
respected 

 In other words, individuals and legal entities may choose to 
have the law of a foreign country govern their contractual 
relationships in Cambodia 

 Article 3, Civil Code of Cambodia (2011) enshrines the 
principle of “private autonomy” – respecting free intentions of 
transacting parties, including legal persons 

 Specific conflict of laws rules (e.g. proper law of a contract) 
appear to be absent from both the Civil Code and Civil 
Procedure Code (2006)



Choice of forum and choice of law for paperless trade
 Draft Law on Commercial Contracts (2001) included 

conflict of laws rules related to international commercial 
contracts, but was not ultimately adopted 

 It is reported that the general practice of Cambodian 
courts is to avoid the application of foreign law when 
adjudicating disputes

 Cambodian law does provide for recognition of legal 
instruments issued by foreign governments (Article 155, 
Civil Procedure Code) and, where necessary, treats 
foreign law as a “fact” to be proven by evidence (Article 
199, Civil Procedure Code)



Choice of forum and choice of law for paperless trade

 Article 13, Civil Procedure Code recognizes 
“jurisdiction by agreement” but it is unclear 
whether such jurisdiction agreements include 
“foreign” jurisdiction/choice of forum clauses

 Cambodia is not a party to any mutual judicial 
assistance agreements and, as a result, any foreign 
court judgment would not be enforceable in the 
Cambodian courts


