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Introduction 

Information and Communications Technology 

(ICT) is a foundation for the digital economy 

and inclusive development. Capitalizing on its 

geographical reach and instantaneous delivery 

of digital content, the technology has been 

recognized as a foundation and enabler of 

sustainable development worldwide. ICT 

infrastructure is also considered as meta-

infrastructure which supports other 

infrastructure, such as intelligent transport 

systems, smart grids, single windows among 

others. The role of ICT is important particularly 

among developing countries, such as 

landlocked developing countries (LLDC). The 

technology plays a critical role to connect 

LLDCs with the rest of the world and helps 

provide social and economic services and 

information so that no one is left behind. 

 

Central Asia is no exception in the introduction 

and use of ICT for sustainable development. 

Aggregate data for Central Asia, or the SPECA1 

subregion (Figure 1), shows extensive use of 

the Internet by small and medium-sized 

enterprises (SMEs). SMEs are found to be using 

the Internet for customer services and 

obtaining information about goods and 

services as well as competitors.  

                                                 
1 The United Nations Special Programme for the 

Economies of Central Asia (SPECA) was launched in 

1998 to strengthen subregional cooperation in Central 

Asia. The countries in the SPECA subregion include 

 

 

 

 

 

 

 

 

Companies also advertise their products and 

engage in e-commerce and use the Internet for 

online banking and other financial services. 

Interacting with the government online is also 

found to be a significant cost-saving means. 

Thus, ICT has become an essential tool for 

SME’s competitiveness and profitability. 

 

Figure 1. Web presence among enterprises in 

SPECA countries, 2013-2014 
 

 
Source: ESCAP based on World Bank, “Enterprise Survey”, 

2016. 

Because of the critical role the Internet has 

come to play, its disruptions for even a short 

period of time can have potentially devastating 

impact on SMEs and the economy overall. 

Afghanistan, Azerbaijan, Kazakhstan, Kyrgyzstan, 

Tajikistan, Turkmenistan and Uzbekistan. In this paper, 

when Central Asia is mentioned, Afghanistan is 

included in the description.   

“Without building the e-resilience of the subregion to disasters, any potential 

gains to the economy may be lost overnight.” 
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This working paper aims to identify and bring 

to the attention of policy- and decision-makers 

ways and means which to enhance e-resilience, 

or the use of ICT for disaster risk reduction and 

protection of ICT assets, in Asia and the Pacific 

in general and Central Asia in particular.  

Disaster risks affecting Central Asia and their 

economic consequences 

Central Asia is vulnerable to various types of 

natural disasters, namely earthquakes, floods, 

landslides, mudslides/debris flows, dust and 

sandstorms, not to mention climate-related 

disasters such as drought and extreme 

temperatures. It is one of the most seismically 

active areas in the world with the majority of 

the population concentrated within the areas 

of high to very high seismic hazards. 

Consequently, economic activities are 

concentrated in the hazard-prone areas2.  

 

Between 2000 and 2015, 210 disasters were 

reported to have caused 10,639 deaths and 

affected more than 16 million people in the 

SPECA subregion. Out of the reported disasters, 

45% were floods, 18% earthquakes, 14% 

landslides, 6% extreme weather events, and 

4% were droughts (see Figure 2). 

 

Figure 2. Share of disasters in the SPECA 

subregion by number of occurrences, 2000-

2015

 
Source: ESCAP based on data from Centre for Research on the 

Epidemiology of Disasters, "EM-DAT: The International Disaster 

Database", 2015. 

                                                 
2 Michael Thurman, "Natural Disaster Risks in Central Asia: A 

Synthesis", United Nations Development Programme, 11 April 

2011. Available from 

http://www.undp.org/content/dam/rbec/docs/Natural-

disaster-risks-in-Central-Asia-A-synthesis.pdf.   

 

During the same period, disasters caused 

$ 1.9 billion in economic damage. Floods were 

the costliest disasters, followed by droughts 

and earthquakes (Figure 3). 

 

Figure 3. Disaster damage in the SPECA 

subregion, 2000-2015 

 
Source: ESCAP based on data from Centre for Research on the 

Epidemiology of Disasters, "EM-DAT: The International Disaster 

Database", 2015. 

Building a Resilient Digital Economy in Central 

Asia  

ICT is both a tool for disaster risk reduction and 

an asset that needs to be protected from 

natural disasters. The following sections 

examine how SMEs and governments in 

Central Asia can implement ICT resilience 

strategies as a foundation for a resilient digital 

economy in the sub-region.  

Business Continuity Plan for SMEs  

Although the subregion is vulnerable to natural 

disasters, Business Continuity Plans (BCPs) 

are not developed and implemented widely by 

SMEs in Central Asia. For example, less than 2 

per cent of the SMEs in Kazakhstan are 

insured against natural disaster risk3. A similar 

pattern is observed in the region as a whole; 

83% of the SMEs surveyed in the Asia-Pacific 

Economic Cooperation (APEC) economies 

 
3 World Bank, Kazakhstan – Southeast Europe and 

Central Asia Catastrophe Risk Insurance Facility 

(Washington D.C., 2015).   
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indicated that they did not have any BCPs4. It 

could be improved, considering the high 

exposure and vulnerability to natural disasters 

that affect SMEs disproportionately.  

ICT Infrastructure Resilience 

Disaster preparedness should also be 

integrated in the ICT sector. Due to the highly 

interconnected nature of economies and their 

reliance on ICT infrastructure, it is critical to 

ensure that the ICT infrastructure is reliable 

and resilient. However, an analysis of the 

transmission map of fibre optic cables in 

Central Asia shows that the existing ICT 

infrastructure may be exposed to seismic, 

flood and landslide risks,  

According to a study, not all countries are 

exposed to disaster risks which could damage 

ICT infrastructure in general and the Internet in 

particular. Table 1 below summarises a study 

finding which analysed the level of risks of 

Internet disconnection.  

Table 1. classification of countries according to 

the level of risks of Internet disconnection, 

2014 

High risk 

 

Moderate 

risk 

Low risk 

 

Turkmenistan 

 

Azerbaijan 

 

Afghanistan 

 

Uzbekistan 

 
Tajikistan 

 

Kazakhstan 

 

 Kyrgyzstan 

 
 

Source: Oracle Dyn, "Syria, Venezuela, Ukraine: Internet Under 

Fire", 26 February 2014. Available from 

http://research.dyn.com/2014/02/internetunderfire/. 

Turkmenistan and Uzbekistan were classified 

as being at high risk of Internet disconnection, 

as these two countries had only one or two 

                                                 
4 Asian Disaster Reduction Center, “BCP Status of the 

SMEs in the Asia-Pacific Region 2012”, 2012. Available 

from 

http://www.adrc.asia/publications/bcp/survey_2012.p

df.   

Internet service providers (ISP). Azerbaijan, 

Tajikistan and Kyrgyzstan were exposed to 

moderate risk of Internet disconnection as 

these countries have between three to ten ISPs. 

Only Afghanistan and Kazakhstan were in the 

low-risk category, and no country in the 

subregion was classified as resistant to 

Internet disconnection. 5  In order to avoid 

Internet outages more emphasis could be 

placed on network redundancy and 

diversification in the development of the ICT 

infrastructure. 

Legal, Regulatory and Policy Frameworks 

An enabling legal, regulatory and policy 

framework can promote resilience of ICT 

infrastructure and services. For example, data 

centre service providers could be required to 

put in place temperature monitoring and 

smoke detection, conduct location risk 

assessment, integrate structural resistance to 

disasters, and ensure the availability of 

redundant power sources and adequate 

equipment protection. Only three data centres 

(one in Azerbaijan and two in Kazakhstan, 

including the National Bank of Kazakhstan’s 

backup centre) have obtained Tier III 

certification from the Uptime Institute. 6 

Certifications from think tanks such as Uptime 

Institute and industry associations could serve 

as a basis for defining regulatory standards for 

new data centres.                                               

Learning from Good Practices 

In addition, governments can facilitate the 

sharing of good practices on how to protect ICT 

assets and encourage and train SMEs to adopt 

these practices before a disaster strikes. Such 

5 Oracle Dyn, "Syria, Venezuela, Ukraine: Internet Under Fire", 

26 February 2014. Available from 

http://research.dyn.com/2014/02/internetunderfire/.   
6 See Uptime Institute, "Uptime Institute Tier 

Certifications". Available from 

https://uptimeinstitute.com/TierCertification/.   
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good practices could include the development 

and implementation of BCPs mentioned above. 

Building Cost-effective E-Resilience in SMEs: 

Micro-Level Practices 

There are other micro-level practices the 

governments, SMEs and other stakeholders 

can implement to enhance e-resilience. SMEs 

do not always have the necessary resources to 

purchase and implement advanced digital 

applications.  The list below aims to raise 

awareness on the need to initiate actions, with 

a focus on proposing implementable and cost-

effective remedies.  

Backing Up Data: Disasters can cause 

structural damage and physical destruction of 

companies’ data centres, hardware and 

networks. Such damage could lead to losses of 

mission-critical data and information. To 

mitigate these negative consequences, SMEs 

can either save their data locally or create an 

offsite backup by using cloud technology. The 

latter solution is preferable as copies are not 

stored on site, and are therefore less likely to 

be affected by the same disasters as those 

impacting the onsite firm’s ICT systems.  

Maintaining Power Supply. SMEs could do well 

by taking power-related precautions, such as 

autonomous power supply technologies, 

voltage stabilizers, inverters, network filters 

and batteries. Inverters are used with batteries 

as part of uninterruptible power supply (UPS) 

to provide emergency and near instantaneous 

power to telecommunications equipment, data 

centres and computers if the main source of 

electricity becomes unavailable. 

 

Online Applications for Disaster Risk 

Management. While various software tools 

and resources are available for disaster risk 

management. In this context, publicly available 

online applications may not only make 

business sense, but also help prepare for 

disasters. Examples of such applications could 

help disseminate early warnings and alerts 

and conduct a risk assessment. Tools such as 

risk and hazard maps are generally available 

online. For example, Thinkhazard!, which has 

been created and developed by the Global 

Facility for Disaster Reduction and Recovery, 

provides risk maps at national and provincial 

levels for floods, earthquakes, droughts and 

landslides for all countries in Central Asia.  

 

Cloud Computing. Various cloud computing 

services and support are available to ensure 

continuity of business operations, including 

financial and human resource management, 

banking, customer relationship management, 

procurement, logistics and project 

management. Even if computer facilities are 

affected by disasters, necessary data and 

applications might be made available remotely, 

provided that networks are intact. 

 

These are some of the concrete good practices 

which have been found useful for SMEs and 

other entities in enhancing e-resilience in the 

context of Central 

Asia.  

 

 

 

Launched by the ESCAP resolution 73/6 in 2017, the Asia-Pacific Information 

Superhighway (AP-IS) initiative aims to increase the availability and 

affordability of broadband connectivity across Asia and the Pacific through four 

pillars: (1) physical infrastructure development; (2) Internet traffic and network 

management; (3) e-resilience and (4) broadband for all. The AP-IS Policy Brief 

Series is designed to deliver key messages emanating from the analytical 

research conducted by the ESCAP secretariat and AP-IS partners for member 

countries’ informed decision making. For more information and contact, 

please send e-mail to escap-ids@un. org visit the website at 

http://www.unescap.org/our-work/ict-disaster-risk-reduction/asia-pacific-

information-superhighway.  
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