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“More integrated ICT-based disaster information systems that can swiftly and holistically cope 
with all data run by each agency are needed.” 

E-resilience: A Review of National Broadband Policies, Regulations, Strategies and Initiatives of China, Japan 
and the Republic of Korea (2018) 
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Natural disasters and National disaster risk 
management mechanisms in the region  

• China 

China is among the countries most severely 
affected by natural disasters in the world. 
These natural disasters affecting China 
feature various types, high frequencies, vast 
coverage and cause heavy losses. In the past 
five years, various natural disasters struck 
China frequently and affected 310 million 
person-times, wherein about 1,500 persons 
died or went missing, over nine million 
persons were relocated, and nearly 700,000 
rooms collapsed, with direct economic losses 
of over CNY 380 billion. 

According to factors such as the extent of 
harm caused by natural disasters, the 
National Disaster Response Level Framework 
classifies natural disasters into Level I, II, III 
and IV. Classification is based on the severity 
of natural disasters, where Level I represents 
the most severe level. The Framework 
specifies the initiating conditions of each level 
based on the number of deaths, and number 
of persons to relocate or to relieve, etc 

 

 

 

 

 

 

 

Table 1. National disaster response level 

 Level I Level II Level III Level IV 
Precondition An 

extraordinary 
serious 
natural 
disaster 
occurs in the 
administrative 
area of a 
province 
(autonomous 
region, 
municipality) 

A major natural disaster occurs in the 
administrative area of a province 
(autonomous region, municipality) 

Number of 
deaths 

>200 100-200 50-100 30-50 

Number of 
persons to 
relocate or 
relieve 

>1 million 800,000-1 
million 

300,000-
800,000 

100,000-
300,000 

Number of 
rooms 
collapsed or 
severely 
damaged 

>200,000 150,000-
200,000 

100,000-
150,000 

10,000-
100,000 

Number of 
persons 
requiring 
government 
aid due to 
drought 
related 
water and 
food 
shortages  

>30% of the 
farm and 
husbandry 
population  
or  
>4 million 

>25% of the 
farm and 
husbandry 
population  
or  
>3 million 

>20% of 
the farm 
and 
husbandry 
population  
or  
>2 million 

>15% of 
the farm 
and 
husbandry 
population  
or  
>1 million 

Source: General Office of the State Council of China (2016). National 
Natural Disaster Response Framework (Guo Ban Han (2016) No. 25). 
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• Japan  

Japan is one of the disaster-prone countries, 
situated in the circum-Pacific orogenic zone 
where seismic and volcanic activities 
frequently occur. Due to the geographical and 
topographical factors, the country has been 
affected by a great number of large-scale 
natural disasters including earthquakes, 
tsunami, active volcanoes, typhoons, 
torrential rains and heavy snowfalls. As shown 
below, these natural disasters have caused a 
significant loss of lives and property in Japan. 

Figure 1.  Victims (dead and missing) from 
major natural disasters in Japan, 2001–2016 

 
Source: Cabinet Office, Japan (2016). White Paper on Disaster 
Management in Japan 2016 

It is estimated that nearly 20 per cent of the 
world’s earthquakes beyond the magnitude of 
6.0 have occurred in Japan. In recent 
decades, two large-scale earthquakes have 
occurred (the Great Hanshin-Awaji 
Earthquake in 1995 and the Great East Japan 
Earthquake in 2011), resulting in a significant 
number of casualties. The Great East Japan 
Earthquake in 2011, was of a magnitude of 
9.0. 22,010 people died or went missing, and 
resulted in a significant financial loss due to 
facility-related destruction. 

Japan has concentrated on developing 
systematic disaster management 
mechanisms as one of the national priorities 
in order to strengthen national resilience 
against hazards and to protect the property 
and lives of the people. Since the Great East 
Japan Earthquake, the government has 
formulated a special fiscal framework, which 

is separate from the ordinary fiscal framework, 
to manage revenues and expenditures for 
reconstruction purposes. While revenue is 
comprised of special taxes for reconstruction, 
issuance of reconstruction bonds and other 
expenditures are for costs of reconstruction 
projects and redemption of reconstruction 
bonds.  

 

• Republic of Korea 

The Republic of Korea is prone to various 
destructive natural hazards, including floods, 
typhoons, snowfalls, tidal waves, landslides 
and high winds. Heavy rain is the main reason 
for damage to the life in the country with the 
number of the victims of disasters 
dramatically increased from 2010 to 2011 
linked to heavy precipitation combined with 
typhoons. 

Figure 2. Number of natural disasters in the 
Republic of Korea, 2010-2018 

 

 
Source: MPSS website. Statistical yearbook of natural disaster. 

The Republic of Korea has continued to 
experience significant economic and social 
losses due to natural disasters that have 
resulted in substantial property damage in 
recent years. During this period, the biggest 
property damage happened in 2012 due to 
frequent heavy rain and three strong 
typhoons in a two-month period from the 
beginning of August to September.  
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Figure 3. Financial damage from natural 
disasters, 2010-2018 

Source: MPSS website. Statistical yearbook of natural disaster. 

In Republic of Korea, when a disaster occurs, 
the Central Disaster and Safety 
Countermeasures Headquarters is operated 
under the Prime Minister and the Minister of 
the Ministry of Public Safety and Security 
(MPSS) as chairpersons. The Central 
Emergency Headquarters is also managed 
differently according to the types of disasters 
under different ministries like the 
subcommittees. 

Figure 4.  National disaster management 
operating system 

 
Source: In Sool Yoo (2015). Disaster Management Planning in Korea. 
 

Resilient ICT against major disasters 

• China 

To strengthen the management of 
communication network security and improve 
the ability of communication network security 
protection, the Communication Network 
Security Protection Measures was published 
on 1 March 2010. The Measures focuses 
mainly on the network security protection for 
preventing the interruption, congestion and 
illegal control of communication network and 
for preventing the loss, leak or tampering of 
data in the communication network. 

1) Technologies for resilient ICT 
infrastructures 

In recent years, the telecom operators have 
gradually enriched the fibre optic cable 
routing. The basic principle of safe 
distribution of business circuit is to distribute 
the business load according to the different 
physical routing, different transmission 
system and different branch board, to avoid 
the failure of a single point resulting in the 
circuit failure.   

2) Financing mechanisms for building 
resilient ICT infrastructures 

Funds are the foundation and prerequisite to 
support the improvement of emergency 
communication guarantee level and 
capabilities. However, telecommunications 
operators’ investments in emergency 
communications is used for the maintenance 
and recovery of their own communication 
networks under normal conditions, while 
investment of funds in emergency 
communication guarantee is limited, causing 
long-term insufficient investments for 
emergency communications. Currently, the 
government puts less investment in 
emergency communication guarantee and 
has not established special funds for 
emergency communication. The fund 
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guarantee channels are limited and there is 
no long-term mechanism for raising funds for 
guaranteeing emergency communications. 

3) Governmental Platform Project for the 
Emergency Command System of the 
National Communication Network 

The Government Platform Project for the 
Emergency Command System of the National 
Communication Network ("the Emergency 
Platform") is a key project of the national 
emergency communications. Currently, the 
ministerial command centre, 31 provincial 
command centres, ministerial emergency 
command car, 31 provincial emergency 
command cars have been accomplished; the 
comprehensive application system has been 
deployed; interconnection between the 
ministerial command centre and provincial 
command centres has been implemented; the 
construction of the main body of the 
Emergency Platform has been accomplished 
and will be put into operation. 

4) National Emergency Communication 
Capacity Enhancement Project  

The objective of National Emergency 
Communication Capacity Enhancement 
Project is to strengthen the constructions of 
the command and dispatch, emergency 
communication networks, and equipment 
reserve, implement pilot operation support, 
improve the emergency communication 
guarantee capabilities of the country in an all-
round way.  

 

• Japan 
 

1) R&D for ICT resilience 

Based on the lessons from the Great East 
Japan Earthquake in 2011, the country 
established the Disaster Resistant ICT 

Research in 2014 under the National Institute 
of Information and Communication 
Technology (NICT) to provide a basis for 
advanced research and development for 
resilient information and communications 
networks in close partnership with 
government, academia and private sector.  

2) MDRU (Movable and Deployable ICT 
Resource Unit) 

MDRUs are movable and deployable ICT units 
for communications in times of disasters in 
order to secure communications networks in 
affected areas. They are in forms of a 
container, vehicle or boxes in different sizes, 
loaded with communications devices and 
information processing and storage devices. 
These units serve as temporary telephone or 
communications infrastructure in disaster-
afflicted areas right after the occurrence of a 
disaster. Wi-Fi is usable within a radius of 
500m from the location of MDRUs so that 
many terminal devices can use the system to 
grasp the disaster situations. MDRUs utilise 
various communications lines including 
satellite and surviving fibre optic lines. Some 
MDRUs are equipped with solar panels that 
can be run for around a week without external 
power sources. They can be used for 
seamless communications between disaster 
headquarters and disaster spots.  

3) Resilient Fibre optic networks 

Fibre optic networks are deployed in most 
communication facilities either in buried or 
overhead form. When large-scale disaster 
strikes, physical damage to fibre optic 
networks can create communication failures 
and congestion. This malfunction presents 
severe obstruction of information sharing and 
communication in the process of rescue and 
recovery from a disaster. On a premise that a 
certain level of physical damage is inevitable, 
the country has been developing ways to 
minimise the physical impact through 
strengthening resilience by focusing on two 
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themes, namely (a) damage control 
technologies and (b) emergency rehabilitation 
technologies under the leadership of NICT.  

As one of the damage control technologies, 
the NICT has been developing an Optical 
Packet and Path Integrated (OPCI), which is 
the integration between conventional 
technologies and optical packet switching. 
While optical paths guarantee bandwidth, 
optical packets are for services with lower-
cost and best-effort quality. 

 

4) Resilient wireless network systems 

In the event of a disaster, it is important to 
protect wireless network systems against 
communication disruption. NICT has 
established a disaster-resilient wireless 
network in the Miyagi Prefecture as the 
testbed that enables a national emergency 
communications drill. With four designated 
bases, this network creates mesh-like 
wireless connection which allows 
communication lines to function without being 
affected by some damage.  

 

• Republic of Korea 
 

1) Korea Safe-Net 

The Republic of Korea’s Safe-Net is a 
specialised nationwide unified network that 
will be utilised for public safety activities 
including not only usual duties and prevention 
services but also integrated command, 
control and assistance among all agencies in 
disasters. Through the technology of PS-LTE, 
multimedia and GIS data can be transmitted 
in real time to be used for relief operations. 
The Safe-Net is expected to be used by 330 
agencies in 8 departments, namely National 
Rescue; Police; Coast Guard; Military; Local 
Government; Medical facilities; Electricity 
providers; and Gas providers.  

Figure 5. Structure of the Safe-Net 

 
Source: MPSS (2016). Korea Safe-Net based on ICT. 

In usual situations, the Safe-Net conducts 
seven main duties as follows:  
• Fire and Rescue: facilities information, 

routing 
• Police: security screening, CCTV 
• Coast Guard: ship information inquiry 
• Integrated Defense: Joint military service 
• Safety management: inspection record 

and registration 
• Medical: remote diagnosis, patient record 
• Electric/Gas: Remote monitoring 

In emergency situations, the network is 
designed to undertake the following 
functions: 
• Rapid situation assessment: video of site, 

GPS information, simultaneous 
propagation of the situation 

• Simultaneous command: management of 
communication groups 

• Integrated control: Group call, emergency 
call 

• Cooperation between agencies: video 
conference, resource requests 
2) Communication failure management 

system 

The Framework Act on Telecommunications 
stipulates that the Emergency Communication 
Countermeasures Headquarters should be 
operated under the leadership of the Minister 
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of Ministry of Science and ICT (MSIP) for 
comprehensive government-led actions in 
case of a large-scale communication failure 

Table 2. The major roles and activities of 
relevant agencies for managing 
communication disruption 

Classification Main function 
Communi
cation 
failure 
managem
ent 
agency 

Ministry of Science, 
ICT and Future 
Planning 

Communication failure 
management (on a 
national level) 

National 
Information Society 
Agency 

Construction and 
operation of the 
communication failure 
management system 

Central Radio 
Management Office 

Communication failure 
management  
(on a local level) 

Telecom operators Communication failure 
management 

Disaster 
managem
ent 
agency 

Ministry of Public 
Safety and Security  

 

Ministry of the 
Interior 
National Security 
Council 

Disaster-
related 
agency 

Korea 
Meteorological 
Administration 

Provision of weather 
information  

Korea Electric 
Power Corporation 

Provision of information 
on power failure 

Korea Red Cross  Provision of information 
on the victims 

 
Source: Lee, Joo Ho (2011). Analyzing the Emergency Traffic for 
Crisis and Emergency Management in Korea and USA. 
 
 

3) Technical specification for resilient ICT 
infrastructure 

Article 22 and 27 of the Regulation on 
Technical Specifications for Broadcasting and 
Telecommunications Facilities, enacted by the 
National Radio Research Agency (partial 
amendment on 2 June 2016), are relevant to 
the provision of stable and reliable 
telecommunications services. The regulation 
outlines the construction standards to ensure 
telecommunications facilities to provide non-
disruptive services in the event of unexpected 
accidents or disasters.  

The regulation requires the 
telecommunications facilities to be 
constructed in the areas where there is not 
much influence from storm and flood damage 

and electromagnetic interference. Moreover, 
the locations should be those that are the 
least affected by vibration from surrounding 
areas. Machine rooms have to be exclusively 
built with resilient interior materials not to be 
influenced by accidents.  

Conclusion 

In parallel to the broadband development, it is 
noted that China, Japan and the Republic of 
Korea are prone to natural hazards which 
damage broadband infrastructure and disrupt 
services. As the dependency on broadband 
services deepens, how to protect the 
broadband networks as a critical 
infrastructure and ensure 24/7 services at a 
time of disasters have become a critical 
imperative in society, based on the 
experiences from major disasters. 

After going through a series of structural 
reforms, the countries have experienced a 
huge improvement from the aspect of the 
disaster management based on the lessons 
learnt from the previous disaster 
management mistakes. At the same time, 
along with the growing importance of ICT 
resilience, the countries have been seeking to 
design more concrete safety strategies to 
maximize the use of ICT for disaster risk 
mitigation and to strengthen the resilience of 
ICT infrastructure. From these objectives, 
diversified approaches have been explored to 
develop new viable technologies that can be 
practically applied to disaster management.  

Despite the current positive outcomes that 
the countries have achieved so far, there are 
still some suggestions from various relevant 
sectors on the future path of ICT-integrated 
disaster management. It has been observed 
disaster management systems in place are 
still more focused on the stage of response 
after the occurrence of disasters rather than 
on securing enough efficiency of functions for 
all stages of disaster management. Due to 
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Launched by the ESCAP resolution 73/6 in 2017, the Asia-Pacific Information Superhighway (AP-IS) initiative aims to 
increase the availability and affordability of broadband connectivity across Asia and the Pacific through four pillars: (1) 
physical infrastructure development; (2) Internet traffic and network management; (3) promoting e-resilience and (4) 
broadband for all. The AP-IS Policy Brief Series is designed to deliver key messages emanating from the analytical 
research conducted by the ESCAP secretariat and AP-IS partners for member countries’ informed decision making.  
 
For more information and contact, please send e-mail to escap-ids@un. org visit the website at 
http://www.unescap.org/our-work/ict-disaster-risk-reduction/asia-pacific-information-superhighway.  

 

this, there are some limitations to minimize 
the scale of disaster destruction in advance.  

To overcome these limitations, more 
integrated ICT-based disaster information 
systems that can swiftly and holistically cope 
with all data run by each agency are needed. 
Also, there is a need for an advanced 
management platform that encourages the 
active participation of the general public with 
the use of ICT beyond the level of a one-sided 
system solely managed by the governments. It 
is necessary for the governments to expand 
the scope of collaboration with the private 
sector on disaster management.   

There is also a need to plan active 
governmental investments in R&D of new ICT 
that can fully utilize and analyses the large-
scale disaster information accumulated. The 
use of big data allows the countries to take 
better precautionary measures with more 
accurate prediction. However, even though 
the governments have been gradually 
increasing the budget for R&D on ICT-
integrated disaster and safety management 
along with a series of master plans and 
policies, the issue of effectiveness has been 
constantly raised. In final, closer partnership 
between the public and the private sector 
should be established and strengthened for 
sustainable R&D initiatives. Also, the 
communications channel should be improved 
to clarify each ministry’s role in ICT resilience. 
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