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1. Introduction 

This webinar is the first in a series of webinars co-organised by the United Nations Economic and Social 

Commission for Asia and the Pacific (ESCAP) and the Internet Society in preparation for the Third Session of 

the Committee on Information and Communications Technology (ICT), Science, Technology and Innovation on 

19-20 August 2020.1 

 

In this webinar held on 1 July 2020 with participants from 12 member states in the region, a primer on the 

basics of Internet routing and Internet exchange points (IXPs) was presented.2 IXPs are a key component of 

the Internet infrastructure and contribute to global network resilience and efficiency. By keeping domestic 

Internet traffic local, IXPs help reduce transit costs, reduce latency in the network and provide a better user 

experience. IXPs play an important role in bridging the digital divide and providing affordable Internet for all. 

Yet, many parts of the Asia-Pacific region still lack neutral IXPs. 

 

The webinar was divided into four sessions that began with an overview of Internet routing. This was 

followed by a more in-depth look at Internet transit, peering and the Border Gateway Protocol (BGP) in the 

second session, and an explanation of how IXPs work in the third session. The final session presented some 

security considerations and best practices for establishing IXPs, as well as highlighted the role governments 

can play in establishing IXPs. This report summarises the four sessions in the webinar. 

 

                                                   
1 ESCAP, Committee on Information and Communications Technology, Science, Technology and Innovation, Third Session, 

https://www.unescap.org/intergovernmental-meetings/committee-information-and-communications-technology-science-

technology-and-innovation-third. 

2 ESCAP, Bringing affordable and reliable Internet to all: what do Internet Exchanges Points have to do with this? (Webinar), 

https://www.unescap.org/events/bringing-affordable-and-reliable-internet-all-what-do-internet-exchanges-points-have-do. 
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2. Session 1: Welcome and Introduction 

The webinar began with opening statements by Tiziana Bonapace, Director of ICT and Disaster Risk Reduction 

Division (IDD), ESCAP and Rajnesh Singh, Regional Vice President of Asia-Pacific, Internet Society. 

 

Tiziana Bonapace expressed gratitude to the Internet Society for supporting ESCAP and the Asia-Pacific 

Information Superhighway (AP-IS) initiative.3 The COVID-19 pandemic has amplified the digital divide and its 

impact on socioeconomic inequalities, and it is now more important than ever to accelerate efforts towards 

bridging the divide. A key aspect in bridging the digital divide is the promotion of efficient Internet traffic and 

network management – one of the pillars of the AP-IS. Thus, it is important to deepen our understanding of 

network routing and IXPs, and establish a shared plan for achieving the regional goals of doubling 

connectivity by 2025 and achieving universal connectivity by 2030, in line with the United Nations Sustainable 

Development Goals. 

 

Rajnesh Singh welcomed participants to the webinar and expressed his pleasure to be working with ESCAP on 

the AP-IS initiative. The Internet Society has been involved in the AP-IS from the start, since the development 

of its first Master Plan. In the implementation of the Master Plan it is important to look at building blocks that 

make up the Internet infrastructure, and IXPs have become a fundamental piece of that building block. In the 

region, there remains a gap in the use of IXPs to improve Internet access and affordability that needs to be 

bridged, and this webinar contributes to this effort by providing a primer on Internet routing and IXPs. The 

Internet Society is a global non-profit organisation working to ensure the Internet remains a force for good 

for everyone, and looks forward to working with ESCAP and member States in establishing IXPs to expand 

Internet access and lower connectivity costs. 

 

Siope Vakataki ‘Ofa, Economic Affairs Officer of ICT and Development Section, IDD, ESCAP presented the 

status of implementation of the AP-IS initiative. In response to the key outcomes from the AP-IS Steering 

Committee meeting in August 2019, a number of studies on IXPs in the Pacific subregion and in Cambodia, Lao 

PDR, Myanmar and Viet Nam (CLMV) have been conducted. This webinar is the first in a series of preparatory 

meetings for the Third Session of the Committee on ICT, Science, Technology and Innovation to discuss the 

findings from these studies and devise a plan of action. The schedule of preparatory meetings is as follows: 

 

• 3 July – Consultations on connectivity for pandemic recovery and resilience (Kyrgyzstan, Kazakhstan, 

Mongolia) 

• 9 July – CLMV Working Group Meeting: Enhancing sustainable and inclusive connectivity through IXP and 

traffic management 

• 11 July – SPECA TWG on innovation and technology for sustainable development 

• 5 August – Pacific Working Group on IXP and its operational modalities 

• 11 August – Fourth Steering Committee Meeting on AP-IS 

                                                   
3 ESCAP, Asia-Pacific Information Superhighway, https://www.unescap.org/our-work/ict-disaster-risk-reduction/asia-pacific-

information-superhighway. 
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Yeong Roo Lee, Vice-President of the Department of ICT Infrastructure and Platform, National Information 

Society Agency, Republic of Korea shared findings from a study of IXPs in CLMV. All countries except Lao PDR 

already have IXPs – 1 in Cambodia, 1 in Myanmar and 3 in Viet Nam. In Viet Nam the three IXPs operate 

independently with no interconnection between each IXP node. A ring-type inter-country IXP model for 

CLMV is recommend with interconnections using dedicated trunk in 10G increments. It is also recommended 

that IXPs are collocated with IDC to improve network performance, reduce network latency and reduce cost. 

Further, there is a need to establish IXP backup to strengthen resilience and stability of the system. 

 

The first session concluded with an overview of Internet routing by Aftab Siddiqui, Senior Manager for 

Internet Technology, Internet Society. The basics of domain name system and routing by way of a worked 

example of accessing a website were explained. 

 

A computer is connected to a router, which is connected to the Internet. All routers function the same way – 

they find a path and forward packets until something goes wrong. If there is a fibre cut, for example, the 

routers will try to find an alternative path, and once an alternative path is available, they will start forwarding 

packets again. 

 

There are at least 69,000 networks (autonomous systems) across the Internet, each using a unique 

autonomous system number to identify itself to other networks. The Internet continues to grow, adding 

about 3,000 networks every year. Routers use the BGP to exchange “reachability information”, build a “routing 

table” and pick the best route when sending a packet, typically based on the shortest path. The BGP shortest 

path is determined by the number of networks and not the physical distance. 

 

There are two types of routing protocol – static and dynamic. The static protocol is implemented to always 

take the same route. Dynamic routing dynamically discovers network destinations and how to get to them. It 

allows routing tables in routers to change if a route on the router goes down or if a new network is added. It 

is important to follow dynamic routing. 

 

Dynamic routing protocols can be classified into Interior Gateway Protocol (IGP) and Exterior Gateway 

Protocol (EGP). IGP is used for exchanging routing information between routers within an autonomous system 

(e.g., a system of corporate local area networks). EGP handles routing outside an autonomous system, and is 

commonly used between routers on the Internet to exchange routing table information. There are many IGP 

options but only one EGP option – that is the BGP – so basically, BGP is the protocol of the Internet. 

 

3. Session 2: Internet Transit, Peering and BGP 

The second session took a more in-depth look at Internet transit, peering and BGP, and began by providing 

some definitions: 

 

• Peering is exchanging routing information and traffic directly with peer, usually free. 



Report on ESCAP-ISOC Webinar – Bringing Affordable and Reliable Internet to All: What do Internet Exchanges Points have to do with this? 

internetsociety.org @internetsociety   

4

• Transit is carrying traffic across a network, usually for a fee.  

• Default involves finding where to send traffic when there is no explicit match in the routing table.  

• Default Free Zone is a situation where you always know where and how to reach your destination and 

never have to rely on a default path. 

 

If you need to connect to the Internet, you will connect with an Internet service provider (ISP) and that 

requires a fee. The fee is based on how much traffic you need on that connectivity by megabits or gigabits. 

Transit providers normally charge wholesale or retail prices depending on how much you are buying. 

 

Two enterprises in the same city communicating with each other may have to go through international 

transit, which incurs high costs. But transit providers can be bypassed through peering. BGP will find the 

shortest path and will connect through peering rather than through the transit provider, thus reducing costs 

as the enterprises only have to pay for the cost to establish the connectivity (port and pipe costs), and not for 

the traffic being transferred on that pipe. 

 

Each BGP speaker (router), which is called a “peer”, exchanges routing information (routing table) with its 

neighbours (peers) in the form of prefix announcements. BGP learns multiple paths via internal and external 

BGP speakers, picks the best path and installs it in the routing table. The best path is sent to external BGP 

neighbours, and policies are applied by influencing the best path selection. 

 

There is a difference between routing and forwarding that needs to be noted. Routing is building maps and 

giving directions, and forwarding is moving packets between interfaces according to the directions. So, there 

are two types of table, Routing Information Base (RIB) that provides every possible route to build maps and 

give directions. The best paths in the RIB are installed in the forwarding table or Forwarding Information Base 

(FIB) to move packets. 

 

4. Session 3: How an IXP Works 

The third session focused on how an IXP works. An IXP is a place where ISPs meet to exchange traffic via BGP 

(peering). An IXP is a result of partnership, collaboration and trust – it is where both the networks and people 

interconnect. For an IXP to work it needs a switch, routers, servers, a neutral location, appropriate power 

sources, cooling, security and technical experts to run and manage the IXP. 

 

The location of the IXP is very important. The IXP location should be neutral and low cost so that everyone 

can connect to it. In considering the IXP location, the factors that should be considered include: space, 

environmental control, security, power, access to terrestrial infrastructure, cabling and support. 

 

IXPs generally fall into five categories: (1) non-profit organisations; (2) associations of ISPs; (3) operator-neutral 

for-profit companies; (4) university or government agencies; and (5) information associations of networks. 

Most IXPs are owned and managed neutrally. Many ISPs have expressed strong feelings about the importance 

of IXPs’ neutrality – meaning there is no discrimination on who can connect to the IXPs. IXPs generally abstain 
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from carrying out any activities that may compete with members’ business activities or opportunities. For 

instance, IXPs generally do not sell transit. If an IXP competes with members it could lose their support. 

 

Many IXPs begin with donations of equipment, rack space, labour and other assistance. The Internet Society 

has donated equipment for setting up IXPs and supported the establishment of IXPs in the region, including in 

India (Kolkata), Nepal, Pakistan, Papua New Guinea, the Philippines and Thailand (Bangkok). When IXPs receive 

donations, written agreements are necessary to define the transaction and ownership. Neutrality can be at 

stake if one member owns part of the IXP, therefore, the IXP should own the equipment. 

 

Developing a business case for IXPs is important. IXPs can improve Internet affordability and quality. IXPs help 

strengthen local Internet connectivity, develop the local Internet industry, improve competitiveness and serve 

as a hub for technical activity. IXPs also serve as a catalyst for innovation of new products and services for the 

local community. IXPs often publish traffic statistics on their website for the benefit of members, as a badge 

of honour. The measurement of traffic growth over time can be used by researchers. 

 

In establishing an IXP, it is important that members develop and agree on peering and interconnection 

policies. Adopting an open peering policy that invites non-traditional members such as content delivery 

networks (CDNs), government, academia and banks to peer is encouraged. Strategies also need to be initiated 

to grow membership (e.g., through marketing and seminars) because ISPs and other potential members do 

not always see the advantages of peering. 

 

Ways to grow the value and traffic of an IXP include promoting regional interconnection and attracting 

carriers and transit providers, for example, allowing transit providers to use the IXP platform to sell transit 

through bilateral peering. There are three main peering agreements implemented by IXPs – bilateral peering, 

multilateral peering and hybrid peering agreement. Most IXPs use the hybrid option.4 

 

As mentioned at the start of the session, IXPs are about connecting both the network and the people. An IXP 

is also a platform that encourages local innovation of content and application development, organises 

capacity building activities to raise awareness about IXPs and build a pool of skilled peering coordinators and 

network routing engineers, and ensures that the IXP and members operate stable and robust network 

infrastructure services based on best practices. 

 

For those interested in learning more about IXPs, the Internet Society provides resources on IXPs,5 including 

an IXP toolkit6 and the Asia-Pacific IXP Mapping Project (an ESCAP-Internet Society collaboration).7 

                                                   
4 IXPs generally publish their peering policy on their website. Some examples of peering policies shared during the webinar include: 

New Zealand Internet Exchange (https://ix.nz/service/peering/); Singapore Internet Exchange (https://www.sgix.sg/services/peering-

services/); and Cloudflare (a CDN) (https://www.cloudflare.com/peering-policy/). 

5 Internet Society, Internet Exchange Points (IXPs), https://www.internetsociety.org/issues/ixps/. 

6 IXP Collaboration Portal, https://www.ixptoolkit.org/. 

7 IXP Mapping Project – Asia Pacific, http://ixpmap.org/. 
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Three polls were conducted during the webinar. The first poll asked whether Internet efficiency (speed and 

latency) is a challenge in the participants’ country and 90% responded yes, while 70% of the participants 

responded that they have a neutral IXP in their country. 

 

In countries with an IXP and yet are still experiencing latency in local traffic, this could be due to two reasons 

– the local entity is not peering with an IXP or the content being accessed is not hosted in the country. Both 

can be resolved easily, with the availability of data to convince enterprises and CDNs such as Akamai, 

Cloudflare, Facebook and Google to peer with the IXP. 

 

For example, a study conducted in Pakistan shows that only 1,541 of 14,927 .pk domains are hosted by ISPs or 

entities registered in Pakistan, and another 1,304 are hosted by Cloudflare. This means more than 80% of “local 

content” is being hosted in servers outside of Pakistan, and, as such, is subject to international transit costs 

and increased latency.8 Such data is important for developing a business case for establishing IXPs. 

 

In another poll, 90% of the participants agree that IXPs improve Internet speed and latency. However, when 

asked about participants’ intention to establish an IXP in their country – 45% responded yes, 36% responded 

no and 19% responded maybe. 

 

5. Session 4: Security Considerations and Best Practices in Establishing an IXP 

The main security issues that IXPs are concerned about is route hijacking and route leaks. Route hijacking is 

the illegitimate takeover of groups of IP addresses by corrupting Internet routing tables maintained by the 

BGP,9 and a route leak is a redirection of traffic through an unintended path that may enable eavesdropping 

or traffic analysis. Both route hijacking and route leaks can cause distributed denial of service attacks.10 

 

Therefore, it is important for IXPs to follow security guidelines. They should have a published policy of traffic 

not allowed on the peering fabric and perform filtering of such traffic. IXPs perform filtering based on 

information provided by the one of the five regional Internet registries, such as the Asia Pacific Network 

Information Centre (APNIC). 

 

A good set of security guidelines to follow is one developed by the Mutually Agreed Norms for Routing 

Security (MANRS) initiative.11 MANRS is a global initiative supported by the Internet Society that has 

established a security baseline of concrete actions for network operators, including IXPs. Besides filtering, 

other actions include anti-spoofing, coordination and global validation. 

                                                   
8 Aftab Siddiqui, Why Is So Much Internet Traffic Leaving Pakistan? Internet Society, 9 April 2020, 

https://www.internetsociety.org/blog/2020/04/why-is-so-much-internet-traffic-leaving-pakistan/. 

9 Megan Kruse, What is BGP Hijacking, Anyway? Internet Society, 7 May 2018, https://www.internetsociety.org/blog/2018/05/what-is-

bgp-hijacking-anyway/. 

10 MANRS, RFC 7908 Defines “Route Leak”, 23 June 2016, https://www.manrs.org/2016/06/rfc-7908-defines-route-leak/. 

11 MANRS, MANRS IXP Programme, https://www.manrs.org/ixps/. 



Report on ESCAP-ISOC Webinar – Bringing Affordable and Reliable Internet to All: What do Internet Exchanges Points have to do with this? 

internetsociety.org @internetsociety   

7

 

These actions are supported by a growing and visible community of more than 450 operators around the 

world that have adopted them. There are 56 IXPs that are part of this initiative. 

 

More than 90% of the 69,000 networks on the Internet are stub networks, which means they have only one 

connectivity upstream. These networks are highly unlikely to create routing incidences. They can generate 

spoofing attack of a limited quantity but cannot be part of a leak. This means we need to be concerned about 

10% of the networks, which is still thousands of networks. The good news is about half of Tier 1 network 

operators are now members of MANRS and there are 11 CDNs and cloud providers that are members of 

MANRS, including Akamai, Amazon, Cloudflare, Facebook, Google, Microsoft, Netflix and Verisign.  

 

There are many other best practices for establishing and managing IXPs, but their application depends on 

local circumstances, including the policy and regulatory framework of the locality. Neutrality is a best practice 

that has been emphasised. Neutrality in terms of the location, operations, ownership, business model and 

governance system is important. 

 

There are multiple governance models, but across the globe, the best model so far involves members running 

the IXPs themselves, even if they are commercially operated. It is important that members have a say in the 

operations, and transparency is important to encourage more people to join. 

 

It is also important that IXPs are envisioned as a platform for collaboration to develop the Internet ecosystem 

(and not just a facility for connectivity). They can add value to the community by developing the local Internet 

industry, generating innovation and building capacity. In addition, it is important to foster relationships with 

other IXPs as they are often very willing to share their experience and expertise. The Internet Society works 

with APNIC in supporting IXPs, including providing training for IXP managers. 

 

Governments and regulators play an important role in enabling the development of IXPs, for example, by 

promoting local investment opportunities via tax holidays and reducing duties on the equipment needed (e.g., 

switches, routers and servers).  

 

At the end of the fourth session, Tiziana Bonapace, Director of IDD, ESCAP and Rajnesh Singh, Regional Vice 

President of Asia-Pacific, Internet Society closed the webinar. Tiziana Bonapace thanked all resource persons 

for an informative webinar and noted the results from the poll, which indicated a need for examining the 

policy and regulatory barriers towards establishing IXPs. She remarked that there is plenty of work ahead and 

considerable scope for further analysis and discussion on developing a regional policy for establishing IXPs, 

improving Internet access and bridging the digital divide. Rajnesh Singh thanked the participants for joining 

the webinar and hoped that they found the webinar valuable. He encouraged participants to reach out to the 

Internet Society regarding the support needed in establishing and improving IXPs. 


