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“With over 50 billion connected devices and global Internet traffic volume of 1.3 zettabytes (in 

2016), there is a looming fear that critical physical infrastructure and facilities connected to 

the Internet, and assets stored digitally, can be quickly compromised in cyberattacks.” 
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As of September 2020, there were 1.74 

billion websites in cyberspace1, and Asia and 

the Pacific now accounts for 50.1% of all 

Internet users in the world. Another 

interlinked trend is the development of 

Artificial Intelligence (AI). As cyberspace 

becomes more integrated into government, 

society and the economy, and their 

dependence on technologies deepens, there 

is an increasing concern on the resilience and 

security of cyberspace in the context of 

increasing number of cyberattacks and call 

for strengthened cybersecurity.  

 

Malicious technological developments 

intended to disrupt and sabotage the digital 

and physical world have and will continue to 

be more widespread as more devices are 

connected to the Internet.  

 

Over the years, the intensity, frequency and 

severity of cyberattacks have increased. 

 
1 Internet Statistics and Facts for 2020 

https://www.websitehostingrating.com/internet-statistics-facts/ 

(accessed in March 2020). 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

For instance, in recent years, attacks on 

Internet of Things (IoT) have focused on 

critical infrastructure: hackers attacked a 

German steel mill in 2015, shut down the 

Ukrainian power station resulting in 80,000 

people losing power in the same year. 

 

Figure 1: Cybercrime in Asia-Pacific countries 

 

 
 
Sources: produced by Marsh & McLennan Companies ‘Cyber Risk in 

Asia-Pacific the Case for Greater Transparency’  
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Moreover, financial losses related to 

compensation for compromised data, lawsuits, 

and recovery from cyberattacks through 

rehiring and securing networks, are extremely 

high.  

 

Cyberattacks and Cybersecurity Trends 

It is important to distinguish between 

“cybercrime” and “cyberattack”. Cybercrime is 

the broad umbrella under which actions that 

are performed using cyberplatforms are 

considered criminal under justice systems.  

The paper limits the definition of cyberattacks 

to two main instances – “cyberactions 

performed by nonstate actors to undermine 

the function of a computer network”, 2  and 

“threats breaching security controls around a 

physical or an information asset”.3 

“Cyberwarfare” is a separate category that 

involves state actors and is associated with 

activities related to armed conflict. 

 

Figure 2: Relationship between cyber-actions 

 
The motivations behind these attacks are 

diverse. Table 1 aims to summarize some of 

the cyberattack motivations and examples 

 

Table 1 Examples of cyberattack motivation 

categorization 

 

 
2 Ibid. 
3 ITU, The ITU National Cybersecurity Strategy Guide (Geneva, 2012). 

Available at https://www.itu.int/ITUD/ 

cyb/cybersecurity/docs/ITUNationalCybersecurityStrategyGuide.pdf. 

The term “cybersecurity” has different 

connotations depending on the concerned 

community. 

 

Enterprises, governments, institutions and 

individuals are faced with different issues and 

priorities when addressing cybersecurity. For 

policymakers and legislators, they need to 

enact laws, legislations, policies, regulations 

and guidelines to define responsibilities and 

ensure safety and security in cyberspace.  

Policymakers and legislators also need to be 

able to strike a balance between safety and 

security, and privacy and freedom of speech, 

as well as ensure alignment with international 

norms and agreements.4 

Much has been reported on the financial 

impact of cyberattacks on organizations and 

enterprises. During 2018, we have seen a 

350% increase in ransomware attacks, a 

250% increase in spoofing or business email 

compromise (BEC) attacks and a 70% 

increase in spear-phishing attacks in 

companies overall. Further, the average cost 

of a cyber-data breach has risen from $4.9 

million in 2017 to $7.5 million in 2018, 

according to the U.S. Securities and Exchange 

Commission. 

 

“Smart cities” investing in connecting their 

infrastructure to the Internet and wirelessly-

enabled sensors are more exposed than 

others. Infrastructure such as water supply, 

transportation systems and power grids can 

be attacked remotely. Ransomware, botnets, 

Phishing, Website Defacement and Advanced 

Persistent Threats (APTs) are other areas of 

great concern. 
Among them the dark web, an encrypted 

portion of the Internet that is not indexed by 

search engines. Access to dark web pages 

requires special software with the decryption 

key, as well as special knowledge.5 The dark 

web marketplace provides goods and services 

for conducting cyberattacks. For example, 

 
4  CIGI, Getting beyond Norms: New Approaches to International 

Cyber Security Challenges (Waterloo, 2017). 

https://www.cigionline.org/sites/default/files/documents/Getting%2

0Beyond%20Norms.pdf. 
5  Dictionary.com, “The Deep web vs. the Dark Web”. Available at 

https://www.dictionary.com/e/dark-web/. 

Source: Produced by ESCAP 
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users can buy government email lists to 

conduct cyberespionage. 

 

Figure 12: Number of instances by category in 

the dark web marketplace 

 
Source: Produced by ESCAP, based on data from Sarah Jamie Lewis, 

“Dark Web Data Dumps – Valhalla Marketplace Listings”, October 

2016. 

 

AI is increasingly used in cyberattacks across 

the globe. Most machine learning systems 

have been developed without considering 

possible misuse for cyberattacks,6 and as a 

result, the consequences of their misuse are 

more severe. At the same time more research 

is conducted to incorporate AI in cybersecurity.  

 

Machine learning has also been found to be 

particularly effective in cybersecurity in the 

following areas: User and entity behavior 

analytics, secure sockets layer/transport layer 

security (SSL/TLS) encryption, Deep Learning, 

Risk Modeling, Honeypots, as well as for 

securing of endpoint devices such as mobile 

phones, iPads and notebooks. 

An integral part of AI is IoT, which connects 

devices to machines to collect and transmit 

data that is in many cases used for Big Data 

analytics and machine learning. The number 

of IoT connected devices are grow to 50.1 

billion in 2020, up from 18.2 billion in 2015.7 

However, because of the ubiquitous nature of 

IoT, the associated cyber risks could also 

increase exponentially, and significantly affect 

people’s homes, offices, schools and 

 
6  According to Ian Goodfellow, a research scientist at OpenAI 

(https://www.openai.com/), a-non-profit AI research company, and 

Google Brain (https://ai.google/research/teams/brain), an AI 

research team at Google. 

 
7 Number of connected IoT devices from 2012 to 2020. Available at 

https://www.researchgate.net/figure/Number-of-connected-IoT-

devices-from-2012-to-2020_fig2_327272757 

hospitals through smart homes, smart 

television, smart cars and smart grid 

applications. 

The Way Forward 

In light of the cyberattack and cybersecurity 

trends and issues that have surfaced, this 

section offers some recommended actions for 

the way forward. The list below is not 

exhaustive. As technologies evolve, additional 

perspectives or new issues are expected to 

emerge. 

1. Ensure the privacy of individuals: 

Employees should be trained and informed 

about company practices collecting personal 

data and the use of such data. To track the 

extent to which countries are safeguarding 

their citizens’ privacy rights, a global 

cyberprivacy index could be developed. 

 

2. Establish an incident reporting 

mechanism: This includes monitoring and 

assessing the occurrences of cyberattacks 

and data breaches, including their nature, 

scope and impact, as well as details of the 

responses to incidents.  

3. Strengthen laws and legislations and 

increase penalties for cyberattackers and 

hackers: There is no international framework 

that binds countries in terms of offensive 

cyberoperations, but some countries have 

started initiating the establishment of 

national laws and legislations. 

4. Plan and implement digital safety and 

digital literacy initiatives: These initiatives 

could be supported by developing and 

updating cybersecurity policies in the private 

sector and government organizations, 

organizing training and awareness campaigns.  

5. Invest in cybersecurity research and 

initiatives: Regional cooperation and 

knowledge sharing would also be crucial for 

addressing the wide range of cyber threats 

and risks. 

6. Promote cybersecurity best practices for 

individuals and organizations: Although not 

exhaustive, some of the cybersecurity best 

practices for individual users include the 

following: 
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Launched by the ESCAP resolution 73/6 in 2017, the Asia-Pacific Information Superhighway (AP-IS) initiative 

aims to increase the availability and affordability of broadband connectivity across Asia and the Pacific through 

four pillars: (1) physical infrastructure development; (2) Internet traffic and network management; (3) promoting 

e-resilience and (4) broadband for all. The AP-IS Policy Brief Series is designed to deliver key messages 

emanating from the analytical research conducted by the ESCAP secretariat and AP-IS partners for member 

countries’ informed decision making.  

 

For more information and contact, please send e-mail to escap-ids@un. org visit the website at 

http://www.unescap.org/our-work/ict-disaster-risk-reduction/asia-pacific-information-superhighway.  

 

 

• Clear cache in browsers and devices. It is 

also important to change passwords regularly. 

• Update software regularly  

• Enable two-factor authentication for 

account log in 8  

• Know your right to privacy.  Individuals have 

the right to refuse the use of cookies to track 

browsing history. In addition, review privacy 

policies and adjust privacy settings of the 

sites used, particularly, social media sites. 

• Do not automatically connect to Wi-Fi 

networks and store Wi-Fi passwords –public 

Wi-Fi networks are vulnerable to hacks and 

pose security risks. 

• Use VPNs to hide the actual IP address – 

However, this method may not be applicable 

in certain Asia-Pacific countries and should be 

used following the regulations in specific 

countries.  

 
8 Seth Rosenblatt and Jason Cipriani, “Two-factor authentication: 

What you need to know (FAQ)”, CNET, 15 June 

2015. Available at https://www.cnet.com/news/two-factor-

authentication-what-you-need-to-know-faq/. 
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