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Executive Summary 
 

This report provides an assessment of Bangladesh’s readiness for cross-border paperless trade, i.e., 

the conduct of international trade on the basis of electronic data and documents. Following a brief 

overview of trade facilitation implementation in Bangladesh, findings from the technical and legal 

readiness assessments for cross-border paperless trade are presented. Recommendations on both 

technical and legal aspects of cross-border paperless trade are then provided, followed by an action 

plan for Bangladesh to move forward.  

Bangladesh has made significant progress in implementing trade facilitation measures in the past two 

years. While implementation of transparency and other general measures is in line with the Asia-Pacific 

regional average, implementation in the area of paperless trade and cross-border paperless trade 

remains below average. Significant opportunities exist for Bangladesh to reduce trade costs and 

improve its competitiveness by accelerating its efforts to facilitate and digitalize trade procedures. 

Achieving cross-border paperless trade could help Bangladesh save over USD 700 million in trade 

transaction costs annually. 

Moving towards cross-border paperless trade: Cumulative implementation score 

of core groups of trade facilitation measures in Bangladesh, 2019 

 
Note: Maximum possible implementation score is 100. For each group of measures, a slope less steep than 
the frontier or the benchmark implies lower levels of implementation. 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019; Untfsurvey.org 

 

Technical readiness in Bangladesh for cross-border paperless trade is still at an early stage of 

development. However, there are strong commitments and concrete plans to move forward, including 

establishment of a National Single Window (NSW). In the meantime, the e-customs system is used for 
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electronic data exchange and sharing. Customs aside, most other agencies are currently in planning 

stages for electronic data/document exchange and submission. Memoranda of Understanding (MOUs) 

have been signed between National Board of Revenue (NBR) and 50 other government agencies 

(OGAs), for an integrated paperless trade system. Bangladesh has not yet conducted any cross-border 

data exchange. However, e-customs and the planned NSW are designed to enable cross-border data 

exchange. 

From a legal point of view, Bangladesh has a paucity of legal rules specifically applicable to cross-

border paperless trade. The basic legal rules, including the Information & Communication Technology 

Act (ICT Act), relevant to paperless communications are relatively dated and incomplete. However, 

progress is evident with the recent promulgation of the Digital Security Act (2018), and the development 

of a national electronic payment gateway. A National Single Window Law is also in the making.  

Aside from the need for strengthening of the coordinating mechanism on paperless trade, three 

technical areas require further improvements for cross-border paperless trade. Firstly, relevant 

regulatory agencies – other than customs – should be enabled to use paperless trade systems and 

eventually to be connected to the NSW. Secondly, Bangladesh should continue enhancing strategic 

and holistic plan for business continuity of ICT systems, especially in light of the Digital Bangladesh 

programme. Enhancement of users' authentication mechanism and data security measures; business 

process re-engineering; and data harmonization and standardization and capacity building programmes 

for all agencies should be elements of such a plan. Thirdly, Bangladesh should continue and further 

engage in regional, subregional and bilateral initiatives on cross-border paperless trade, as a way to 

build its national capacity. Through partnerships, Bangladesh should participate in joint inspection and 

sharing of results electronically, expedite the introduction of Authorized Economic Operator (AEO) 

programme and conclude mutual recognition agreements with its main trading partner countries. 

Legal environments for paperless trade, both domestic and cross-border, also require some reforms 

and improvements. Five areas of reforms are found to be critical for Bangladesh. First, Bangladesh 

should continue its efforts to modernize its statutes and regulations governing or related to electronic 

transactions, in particular, the Information & Communication Technology Act (ICT Act) and the Customs 

Act. In doing so, attention should be given to the areas of functional equivalence; technological 

neutrality; data retention and electronic archiving; admissibility of electronic evidence; and resolving 

related inconsistencies between the ICT Act and Bangladesh Customs enactments. Second, one or 

more national laws should clearly establish the nature, functions, and features of the NSW. Third, 

Bangladesh should take a more proactive role in promoting and participating in cross-border paperless 

trade cooperation and interoperability initiatives. Fourth, Bangladesh should proactively consider how 

to incorporate relevant international legal standards/regulations/guidelines into its legal frameworks. 

Fifth, Bangladesh should clearly establish criteria for liability of parties involved in cross-border 

paperless trade and for the liability of intermediaries in relation to information and data passing through 

their systems. 

To facilitate reforms, it is recommended that Bangladesh should ratify the Framework Agreement on 

Facilitation of Cross-border Paperless Trade in Asia and the Pacific – which it already signed in 2017 – 

as soon as possible. By doing so, Bangladesh can more effectively plan and implement its trade 

digitalization strategy and ensure the activities prioritized under the Framework are fully aligned with its 

needs. The Framework Agreement will assist Bangladesh to develop its national capacity, design a 

long-term plan, engage in pilot exchange of selected data and documents and keep abreast of emerging 

legal standards and solutions in the area of cross-border paperless trade.  

The readiness assessments, together with the action plan featured in this report, provide a foundation 

to elaborate more detailed activities at national and agency level in this area, with identifiable timelines 

and budget sources. It is hoped that the report will contribute to the Government of Bangladesh’s quest 

to accelerate progress towards cross-border paperless trade, including through its ratification of the 

Framework Agreement. 
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I. Introduction 
 

This report provides an assessment of 

Bangladesh’s readiness for cross-border 

paperless trade, i.e., the conduct of international 

trade transactions on the basis of electronic data 

and documents – as opposed to paper-based 

data and documents. Benefits from the 

successful implementation of cross-border 

paperless trade are large, with the potential to cut 

transaction costs by 25% across the Asia and the 

Pacific region, as well as to increase regulatory 

compliance, reduce illicit financial flows and 

facilitate engagement in the increasingly digital 

global economy.1 

The assessment was conducted by a team of 

experts following readiness checklists developed 

by the ESCAP Interim Intergovernmental 

Steering Group on Cross-Border Paperless 

Trade Facilitation, of which Bangladesh is a 

member.2 The team visited Bangladesh in April 

2019 to conduct interviews with relevant 

government agencies and private sector 

stakeholders. 3  A national consultation on 

facilitating cross-border paperless trade was co-

organized by the Ministry of Commerce, 

Bangladesh, Bangladesh Foreign Trade Institute 

and ESCAP on 21st July 2019, where preliminary 

findings from the visits were further reviewed, 

consolidated and validated.4 Final findings and 

recommendations incorporating inputs and 

suggestions received during and following the 

consultation are presented in this report.5 Based 

on these findings and recommendations, an 

individual draft action plan towards cross-border 

paperless trade for Bangladesh has been 

prepared and is also presented in this report. 

It is hoped that the report will contribute to the 

Government of Bangladesh’s quest to accelerate 

progress towards cross-border paperless trade, 

including through its ratification of the related 

regional Framework Agreement (See Box 1). 

Box 1. The Framework Agreement on Facilitation of Cross-Border Paperless 
Trade in Asia and the Pacific  

 

The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific 

(“Framework Agreement”) was adopted as a UN treaty, deposited with the Secretary General of the 

United Nations in New York in 2016. Over 30 countries, including Bangladesh, actively participated 

in the development and negotiation of the Agreement. It is designed as an inclusive and enabling 

platform that will benefit all participating economies regardless of where they stand in terms of trade 

facilitation or Single Window/paperless trade implementation. The Framework Agreement supports 

the full digital implementation of the WTO Trade Facilitation Agreement. It also supports the more 

effective implementation of the growing number of bilateral and subregional initiatives and pilot 

projects on the electronic exchange of trade-related documents across borders. 

 

For more information, please see: http://bit.ly/ESCAP_FA  

 

Preparation of the report was supported by 

ESCAP, through a project entitled “Facilitating 

Cross-Border Paperless Trade in Least 

Developed Countries for Regional Integration 

and Sustainable Development (Phase I)”. The 

 
1 ADB-ESCAP (2019). Asia-Pacific Trade Facilitation 
Report 2019. Available from 
https://www.unescap.org/resources/asia-pacific-
trade-facilitation-report-2019-bridging-trade-finance-
gaps-through-technology  
2 Cross-border paperless trade: a technical readiness 
checklist. Available from 
https://www.unescap.org/sites/default/files/IISG_2019
_4_English.pdf 

project intends to assist member States in the 

Asia and Pacific region, specifically least 

developed countries, to become more integrated 

and better utilize trade as an engine of 

sustainable development. The project seeks to 

Cross-border paperless trade: a legal readiness 
checklist. Available from 
https://www.unescap.org/sites/default/files/IISG_2019
_3_English.pdf 
3 The lists of stakeholders interviewed are in Annex I. 
4 The list of participants in the consultation is in 
Annex II. 
5 Consolidated responses to questions in the 
technical and legal checklists are in Annex III and V. 

http://bit.ly/ESCAP_FA
https://www.unescap.org/resources/asia-pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps-through-technology
https://www.unescap.org/resources/asia-pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps-through-technology
https://www.unescap.org/resources/asia-pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps-through-technology
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf
https://www.unescap.org/sites/default/files/IISG_2019_3_English.pdf
https://www.unescap.org/sites/default/files/IISG_2019_3_English.pdf
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develop voluntary trade facilitation and paperless 

trade action plans to remove bottlenecks and 

promote cross-border electronic commerce. 

This report is structured as follows: The next 

section (II) provides brief state of play of trade 

facilitation and paperless trade implementation in 

Bangladesh, based on Bangladesh’s 

notifications under the World Trade Organization 

(WTO) Trade Facilitation Agreement (TFA) and 

the UN Global Survey on Digital and Sustainable 

Trade Facilitation 2019. In section III and IV, 

findings from the technical and legal readiness 

assessment for cross-border paperless trade are 

presented, respectively. Recommendations on 

both technical and legal aspects of cross-border 

paperless trade that have emerged from the 

assessment are discussed in section V, followed 

by the introduction of an action plan based on the 

recommendations in section VI. The report ends 

with a brief discussion of a way forward in section 

VII.
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II. Trade facilitation and paperless trade implementation in 

Bangladesh 
 
This section briefly reviews the state of play of 

trade facilitation and paperless trade 

implementation based on secondary data 

sources, namely the WTO Trade Facilitation 

Agreement Database6 and the UN Global Survey 

on Digital and Sustainable Trade Facilitation7. 

 

Bangladesh and WTO TFA implementation: a 

brief review of notifications 

Bangladesh has notified 34.5% of all measures 

included in the WTO TFA under Category A (i.e. 

indicating measures are implemented), well 

below the ESCAP average of 65%. 8  All 

measures notified in category B (i.e., indicating 

more time is needed for implementation) have an 

indicative date of implementation set for the 20th 

February 2020, such as Article 2 “Opportunity to 

comment, information before entry into force and 

consultations” and Article 12 “Customs 

cooperation”. If Bangladesh implements these 

measures as indicated, it would reach a 72.7% 

implementation rate.  

All the remaining measures are notified in 

category C (i.e., indicating capacity building is 

required before implementation). Most of them 

are measures under Article 7 “Release and 

Clearance of Goods”, which contains for instance 

Sub-article 7.4 “Risk management” and Sub-

article 7.7 “Trade Facilitation Measures for 

Authorized Operators”. These are measures 

known to be among the most challenging and 

time consuming to implement. The two main 

technical assistance and capacity building 

requests by Bangladesh to implement these 

measures are: development of human resources 

and training; and legislative and regulatory 

framework. 

 

Bangladesh in the 2019 UN Global Survey on 

Digital and Sustainable Trade Facilitation 

The most recent data from the UN Global Survey 

on Digital and Sustainable Trade Facilitation 

reveals that Bangladesh has made significant 

progress in implementing trade facilitation 

measures in the past two years. According to the 

2019 Survey, most progress has been made in 

implementing more efficient trade “transparency” 

and “transit” (Figure 1). Bangladesh has also 

achieved higher levels of “institutional 

arrangement and cooperation” than the regional 

average. However, with an overall 

implementation rate of core measures included 

in the Survey of only 53.8%, Bangladesh remains 

below the Asia-Pacific regional average (59.1%). 

It is also below the level of implementation in 

South and South-West Asia (55.3%) (Figure 2). 

This indicates that significant opportunities exist 

for Bangladesh to improve trade facilitation 

mechanisms.  

  

 
6 WTO Trade Facilitation Agreement Database, 
available from: https://www.tfadatabase.org/ 
7 UN Global Survey on Digital and Sustainable Trade 
Facilitation. Data available at: https://untfsurvey.org 
8 For a region-wide analysis of WTO TFA 

notifications, please see Levelu, A. and Y. Duval 

(2019). Implementation of the WTO TFA in Asia and 
the Pacific: 2 Years on. ESCAP Trade Insights No. 
26. Available at: 
https://www.unescap.org/resources/implementation-
wto-trade-facilitation-agreement-asia-and-pacific-2-
years-escap-trade  

https://www.tfadatabase.org/
https://untfsurvey.org/
https://www.unescap.org/resources/implementation-wto-trade-facilitation-agreement-asia-and-pacific-2-years-escap-trade
https://www.unescap.org/resources/implementation-wto-trade-facilitation-agreement-asia-and-pacific-2-years-escap-trade
https://www.unescap.org/resources/implementation-wto-trade-facilitation-agreement-asia-and-pacific-2-years-escap-trade
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Figure 1. Bangladesh implementation of trade facilitation measures 2017 and 

2019 

 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.  

 

Among the five core groups of trade facilitation 

measures, Bangladesh’s implementation of 

“transparency” and “formalities” are generally in 

line with Asia-Pacific regional average. In 

contrast, “paperless trade” and “cross-border 

paperless trade”, remain challenges and the 

implementation of these two groups stand below 

the regional average (Figure 1).  

 

Figure 2. Overall implementation of trade facilitation measures in 46 Asia-Pacific 

countries, 2019  

 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.  
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In “paperless trade”, Bangladesh has partially 

implemented measures for automated customs 

system, internet connection available to customs 

and other trade control agencies, electronic 

submission of customs declarations, electronic 

submission of air cargo manifest, and electronic 

application and issuance of preferential 

certificate of origin (Figure 3). Electronic single 

window, a measure explicitly stipulated in the 

WTO TFA, has only been implemented on a pilot 

basis. E-payment of customs duties and fees and 

application of customs refunds can only be made 

with paper documents. 

 

 

Figure 3. Bangladesh implementation of “paperless trade” measures, 2019 

 
    Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.  

 

Bangladesh’s implementation of “cross-border 

paperless trade” measures remains very limited. 

Establishment of relevant regulations and 

recognized certification authority will provide 

legal and institutional foundation for invigorating 

cross-border paperless trade and ensure future 

actual exchange of specific trade-related data 

and documents across borders in order to 

achieve a fully integrated paperless 

transformation. However, measures of law and 

regulations for electronic transactions and 

recognized certification authority, the basic 

building blocks towards enabling the exchange 

and legal recognition of trade-related data and 

documents, are only on a partial and pilot 

implementation. Other trade-related documents 

such as certificate of origin and sanitary and 

phytosanitary (SPS) certificate are not yet ready 

to be exchanged with trading partners (figure 4).  
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Figure 4. Bangladesh implementation of cross-border paperless trade, 2019 

 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.  

 

Digital trade facilitation offers great opportunities 

to reduce trade costs and increase trade 

volumes. If Bangladesh implements WTO TFA 

together with cross-border paperless trade 

measures, it could achieve trade cost reductions 

of 33%, instead of only about 11% if it aims at 

basic compliance with the TFA. 9  Through 

paperless trade and seamless electronic 

exchange of trade data and documents, 

Bangladesh can enhance its competitiveness in 

the regional and global markets and improve the 

effectiveness of its participation in global value 

chains. In this respect, continuous and quality 

improvements shall be taken step by step by 

Bangladesh. 

 

  

 
9 ESCAP (2017). Digital Trade facilitation in Asia and 

the Pacific. Studies in Trade, Investment and 

Innovation, No. 87. Available from 

https://www.unescap.org/publications/digital-trade-

facilitation-asia-and-pacific-studies-trade-investment-

and-innovation-87. See also ADB(2017) “Trade 

Facilitation and Better Connectivity for an Inclusive 

Asia and Pacific”, available from 

https://www.adb.org/publications/trade-facilitation-

connectivity-inclusive-asia-pacific 
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III. Technical readiness for cross-border paperless trade: 

key findings 
 

Key findings on Bangladesh’s technical 

readiness for cross-border paperless trade are 

summarized below. The findings are presented 

following the structure of the Technical 

Readiness Checklist adopted by the Interim 

Intergovernmental Steering Group on Cross-

border Paperless Trade Facilitation, at its 5th 

Meeting in March 2019. 10  The completed 

checklist, which contains further details and 

elaborations, is available in Annex III, with 

supplementary information on other government 

agencies (OGAs) in Annex IV. 

It is shown that the level of technical readiness in 

Bangladesh for cross-border paperless trade is 

basic. However, there are concrete plans to 

move forward, with strong commitment 

supported by two major agencies. It is planned to 

establish a National Single Window (NSW), an 

integrated paperless trade system for 

Bangladesh. In the meantime, the e-customs 

system, ASYCUDA is used for data exchange 

and sharing. While the e-customs system is 

integrated to commercial banks for duty 

payments, other agencies and partners are 

currently in planning stages for electronic 

data/document exchange and submission. With 

Memoranda of Understanding (MOUs) has been 

signed between the National Board of Revenue 

(NBR) and 50 OGAs (inclusive of 3 commercial 

banks) until now, it is planned that these 

agencies and partners will be integrated into the 

system. Network services in Bangladesh are 

established at a fair level in order to support 

paperless trade systems, with plans for further 

development. Bangladesh has not yet conducted 

any cross-border data exchange. However, e-

customs and the planned NSW are designed to 

enable cross-border data exchange. 

Bangladesh signed the Framework Agreement 

on Facilitation of Cross-border Paperless Trade 

in Asia and the Pacific in 2017 and is in the 

process of ratification. Active participation and 

leadership in the Framework Agreement and 

 
10 Cross-border paperless trade: a technical 

readiness checklist. Available from 

related activities could facilitate Bangladesh to 

further improve overall paperless trade 

environment. 

 

A. Paperless trade system at the national 

level 

 

Institutional and governance bodies  

Bangladesh is showing strong commitment to 

implement paperless trade systems with two 

major agencies.  National Trade Facilitation 

Committee (NTFC) is established with the 

Minister of Commerce as its head, with 

representations from all relevant public and 

private organisations. Thereupon, a technical 

committee was formed under the NTFC to carry 

the implementation forward. The technical 

implementation of the NSW is being done under 

the supervision of the NBR.  The Minister of 

Commerce officially heads the NTFC, with the 

NBR as the de facto chair. Whereas Bangladesh 

customs, which works under NBR, serves as the 

lead agency for the NSW and leads the Sub 

Committee.  

Though the heavy involvement of both major 

government stakeholders is admirable, it is 

challenging to identify responsibilities of each 

agencies, and also a leading agency for (cross-

border) paperless trade. This could lead to 

confusions. 

Level of automation 

Bangladesh is progressing towards an integrated 

paperless trade system with a plan to establish 

the NSW. In the meantime, the e-customs 

system, ASYCUDA is used for data exchange 

and sharing. Concretely the system allows the 

receiving, processing and issuance of approvals 

electronically. It is also integrated to commercial 

banks for duty payments. Authentication for 

customs brokers and declarants is done via a 

User ID and a password issued by customs. 

Strong security and authentication mechanism 

https://www.unescap.org/sites/default/files/IISG_2019

_4_English.pdf 

https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf
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including digital signatures are currently not used 

for authenticating documents and/or users. 

Electronic submissions for customs are almost at 

100% with the exception of very small Land 

Customs stations (LCs) which are being 

accounted in the system with a few days delay.  

Integration of other agencies and partners, 

except the commercial banks for payment of 

duty, are currently in planning stages for 

electronic data/document exchange and 

submission. MOUs has been signed between 

NBR and 50 OGAs until now. A comprehensive 

list of OGAs with indication of whether they have 

electronic system in place or not is available in 

Annex IV. 

In addition to e-customs system, Bangladesh has 

a number of other paperless trade systems, 

either in operation or currently being tested. 

Chittagong Port has implemented Port EDI / 

Container Terminal Management System 

(CTMS), primarily for port related processes. 

However, this system is not able to exchange 

data directly with e-customs, but only specific 

data with the customs stations located at the port.  

e-SPS and e-CO are currently at testing and 

planning stage under the NSW project. NSW 

project is expected to be completed by the end of 

December 2020, nevertheless, there is no 

definite timeline to cover all trade transactions in 

paperless environment. This would mean that 

even with the current NSW project completed, it 

is yet to achieve a totally paperless environment. 

Then, the next challenge would be to further 

identify and implement the digitalization of the 

trade data that can be electronically exchanged 

on cross-border basis with other countries’ 

authorities. 

Information and communication technology 

(ICT) infrastructure and Security 

Network services are established at a fair level in 

order to support paperless trade systems. There 

are also plans for further development under the 

government plans, especially with the Digital 

Bangladesh programme. Virtual private network 

(VPN) Fibre Optics are installed in all major cities 

and broadband connectivity is provided to all 

major border crossing points. e-customs is 

connected to the Government Secured Intra-net 

(GSI) which in turn connects 314 Ministries and 

agencies. All software/application development 

follows the National Digital Architecture, 

developed by Bangladesh Computer Council 

(BCC), ICT Division, Ministry of Posts, 

Telecommunications and Information 

Technology. 

The network is secured under the provisions of 

the Digital Security Agency Act of 2018 together 

with the ICT Act 2006. The full implementation of 

the National Digital Architecture is expected 

under the Government Manifesto of Vision 2021, 

Digital Bangladesh. 

Currently, the e-customs system is hosted within 

the premises of the NBR. After the completion of 

the NSW, it will be moved in the Data Centre by 

the ICT Division. It is a Tier III Data Centre with 

the disaster recovery (DR) located about 200 

kms away. The Tier IV Data Centre was opened 

in November 2019, at the Bangabondu- Kaliakoir 

Hi-Tech Park. 

The information technology (IT) security policy is 

in place under the Digital Security Act, 2018. In 

addition, e-customs is currently using the 

ASYCUDA internal security mechanism, but it is 

planned to incorporate digital signatures and 

public key infrastructure (PKI) in the future. XML 

is the communication protocol used for data 

exchange. 

Business process re-engineering, data 

harmonization and standardization 

Business Process re-engineering (BPR), data 

harmonization and standardization has been 

conducted restrictively in Bangladesh. At the 

moment, only the customs have made a step 

forward with the adoption of the World Customs 

Organization (WCO) Data Model 3.7. It has 

digitalized Import and Export Declarations; 

Manifest information; and customs duty 

payments. Other government stakeholders are 

still in the planning stages.  

Capacity building, computer literacy and 

budget 

Awareness programme and workshop was 

conducted but in very confined manner; 

restricted for users of the e-customs system. 

Other stakeholders are only partially aware of 

issues regarding cross-border trade and 

requested more capacity building in the area of 

BPR, data harmonization, awareness and 

communications programmes. 
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Level of computer literacy amongst the private 

sector stakeholders is fair. Most trading 

communities have their own business 

applications for business and operations, 

however, these are conducted through a cluster 

of customs brokers, and not by the traders from 

their own premises. However, government 

stakeholders experience budget and capacity 

constraints for BPR, data harmonization and 

standardization. They may also face challenges 

in the application development and maintenance, 

especially in securing adequate human 

resources for capable system architects, system 

developers, programmers, project managers and 

IT application/hardware. 

 

B. National status towards cross-border data 

exchange 

 

Electronic application & single window 

system 

Cross-border data exchange is mainly supported 

by e-customs, ASYCUDA system. NSW is not 

yet implemented, but at development stage, and 

cross-border data exchange capability is a pre-

requirement in the technical specifications. It is 

the intention that the NSW will act as the national 

single point of connectivity. 

Business process re-engineering, data 

harmonization and standardization 

As mentioned in the earlier sections, BPR is 

conducted by customs to support cross-border 

data exchange. Data harmonization and 

standardization has been conducted by customs 

using international standards and based on the 

recommendations of the WCO Data Model 3.7. 

There is a plan to develop regional business 

processes for cross-border data exchange, 

however, a timeline has yet to be set. 

Awareness programme and capacity 

As mentioned earlier, awareness programmes 

were conducted mainly for the main stakeholders 

involved in the integration of the NSW. There are 

insufficient discussions on cross-border 

exchange, including the types of data and 

documents that can be exchanged. It is at the 

discussion stages for export information 

exchange and Certificate of Origin (CO) 

information exchange. 

In the areas of BPR, data harmonization and 

system development, technical capacities exist 

within customs but the transfer of this capacity 

and knowledge to OGAs would require some 

resources, possibly by outsourcing to third 

parties. 

Other matters – Authorized Economic 

Operator (AEO)  

Bangladesh is proceeding to implement AEO 

scheme. Currently, AEO is being piloted on 

Yellow/Green/Red channels. It is targeted to 

introduce Blue channel by the end of 2019. 

Efforts need to be introduced to ensure higher 

compliance level of traders to achieve global 

level competitiveness. 

 



  

IV. Legal readiness for cross-border paperless trade: key 

findings 
 

Key findings on Bangladesh’s legal readiness for 

cross-border paperless trade are summarized 

below. The findings are presented following the 

structure of the Legal Readiness Checklist 

adopted by the Interim Intergovernmental 

Steering Group on Cross-border Paperless 

Trade Facilitation, at its 5th Meeting. The 

completed checklist, which contains further 

details and elaborations, is available in Annex V.  

It may be noted that Bangladesh has a paucity of 

legal rules specifically applicable to cross-border 

paperless trade. Exceptions include selected 

articles of certain international conventions to 

which Bangladesh is a party, notably through the 

WTO and the WCO. We therefore examine its 

law on domestic transactions, which may serve 

as a model for international activities as well. It is 

also observed that the basic legal rules relevant 

to paperless communications are out-of-date and 

incomplete. The Information & Communication 

Technology Act (ICT Act) dates from 2006, 

although there have been some later 

amendments. The ICT Act has notable gaps in 

its coverage and its rules are rigid and bound to 

a particular technology. There are also significant 

inconsistencies between ICT Act and current 

Bangladesh customs legislation and practices.  

On the other hand, progress is evident with the 

nascent implementation of the Bangladesh 

NSW, promulgation of the Digital Security Act 

(2018), and the development of a national 

electronic payment gateway. A National Single 

Window Law is also in the making. There is a 

widespread recognition that e-commerce law, 

trade facilitation, and concomitant technologies 

 
11 Available from: 
http://www.icnl.org/research/library/files/Bangladesh/c
omm2006.pdf 
12 See Article 5: Legal recognition of data messages, 
and Article 7. Signature, UNCITRAL Model Law on E-
Commerce (1996) 
13 Chapter II.6, and Chapter II.7, Information & 
Communication Technology Act (hereinafter ICT Act); 
Chapter II.8, ICT Act, also recognizes that electronic 

are evolving at a great speed – prompting the 

need to overhaul electronic transactions law, 

customs regulation, and other regulatory 

practices in Bangladesh. Such legal reforms will 

in turn be supportive of international trade and 

the transition to paperless trade transactions and 

procedures. In making this transition, 

Bangladesh should adopt global or regional best 

practices concerning e-commerce and trade 

facilitation that will help to harmonize its legal 

system with that of its trading partners. 

 

A. Electronic transactions and signatures 

law 

Electronic transactions 

The current legal system for electronic 

transactions and signatures in Bangladesh is 

predicated on the Information & Communication 

Technology Act (2006, amended in 2009 and 

2013) (ICT Act). 11  In line with the UNCITRAL 

Model Law on E-Commerce (1996),12 the ICT Act 

recognizes the functional equivalence of both 

electronic records/documents and digital 

signatures to paper-based records/documents 

and written signatures.13  

However, some inconsistencies concerning 

functional equivalence are apparent. Under the 

current Bangladesh Customs Act (i.e. Customs 

Act 1969), the Commissioner of customs may 

require the submission, in additional to an 

electronic import declaration form (i.e. bill of 

entry), the submission of a paper bill of entry duly 

signed by the owner or his authorized agent.14  

This is also the current practice of Bangladesh 

customs notwithstanding the submission of 

records and electronic signatures by Bangladesh 
government authorities may substitute for paper-
based documents.    
14 Section 79(1A), Customs Act 1969; Bangladesh 
Customs Act 1969 available from: 
http://nbr.gov.bd/uploads/acts/7.pdf 
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import declarations in electronic form via the 

ASYCUDA World system. 

ICT Act also refers to technological neutrality and 

provides that authentication of an electronic 

record by means of a digital signature is to be 

effected by use of a technology neutral system15. 

ICT Act envisages a system of digital signatures 

and digital certificates used to authenticate and 

ensure trust in the use of electronic records, 

establishes a PKI system for this purpose. Under 

the ICT Act, certifying authorities (CAs), 

approved by the Bangladesh government, are 

authorized to issue digital signature certificates to 

subscribers which are the basis for digital 

signatures in Bangladesh. 16  However, as 

identified by UNCTAD17, among others, the sole 

reliance on PKI by the Bangladesh government 

might compromise technological neutrality – to 

the extent that digital signature certificates and 

legally recognized digital signatures are only 

available through the government-operated PKI 

system. In order to overcome such ambiguities, 

one approach could be to provide for the legal 

recognition of plain electronic signatures – in 

addition to PKI-generated digital signatures. 

 At present, Bangladesh customs regulations de-

emphasize digital signatures and instead use a 

different authentication and identity management 

system: the registered user (i.e. 

username/password) system. 18  As a result, 

current NBR customs regulations and practices 

appear to diminish the functional equivalence of 

digital signatures. It is unclear to what extent 

digital (or plain electronic) signatures will operate 

in the Bangladesh customs NSW environment. In 

order to resolve such ambiguities, there would 

appear to be a need for better alignment of 

customs regulations with ICT legislation in 

Bangladesh.  

The Bangladesh Customs Act currently 

recognizes electronic customs declarations (i.e. 

e-bill of entry, e-bill of export) and electronic 

 
15 Chapter II.5(2), ICT Act 
16 See Chapter V: Controller & Certifying Authorities, 
ICT Act 
17 UNCTAD (2019). Bangladesh Rapid eTrade 
Readiness Assessment. Available from: 
https://unctad.org/en/PublicationsLibrary/dtlstict2019d
6_en.pdf 
18 See Chapter IX. 79, Customs Act 1969 
19 Chapter IX. 79A, Customs Act:  Acceptance of 
electronically transmitted bills of entry and 

manifests. 19  However, ICT Act is silent on 

specific types of electronic records/documents. 

The Bangladesh NSW and the ASYCUDA World 

system plan to introduce a range of electronic 

documents, including e-certificates of origin, e-

bills of lading, e-waybills, e-invoices, e-Phyto 

certificates, and other e-licenses and e-permits. 

There is a need for legal recognition of such 

electronic records/documents, including 

potentially their legal functions and 

characteristics, as well as their functional 

equivalence to paper-based documents, in ICT 

Act, the Customs Act, and other relevant 

Bangladesh laws and regulations. Revisions to 

ICT Act as well as the draft revised Customs Act 

(2019) are currently under review and are 

intended to address gaps and ambiguities in 

Bangladesh’s electronic transactions law.  

Data retention and electronic archiving  

ICT Act recognizes that electronic records must 

be kept safely for purposes of legal validity of 

such records.20 Moreover, data custodians must 

allow for accessibility to electronic 

records/documents. 21  However, ICT Act does 

not further detail the responsibilities of 

government custodians of paperless trade 

electronic records - such as government data 

centres. Pursuant to the Customs Act, 

Bangladesh customs must keep records of 

transmission to/from a registered user of the 

Bangladesh customs computer system (i.e. 

ASYCUDA World) for a period of five years. 22 

Electronic evidence 

The laws of Bangladesh do not presently provide 

sufficient recognition of the admissibility of 

electronic evidence in judicial or 

administrative/regulatory proceedings. ICT Act 

has no express provisions on the admissibility of 

electronic evidence in such legal proceedings, 

although it has been reported that electronic 

evidence may be admitted in judicial cases 

involving criminal offenses as listed in Chapter 

documents; Chapter VII.43, Customs Act which 
recognizes the use of electronic import manifests 
20 Chapter II.9, ICT Act 
21 Id. 
22 Chapter IX.79G, Customs Act 
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VIII of the ICT Act, which enumerate a range of 

cybercrimes.23 

The Evidence Act 1872 also has no express 

provisions on electronic evidence but has been 

successfully invoked to admit evidence such as 

electronic documents and email. The Digital 

Security Act (DSA) (2018), which deals 

specifically with cybercrimes, appears to allow for 

admissibility of electronic evidence in the 

prosecution of such crimes. However, there do 

not appear to be any provisions in Bangladesh 

law currently recognizing the admissibility of 

foreign electronic evidence in judicial or 

administrative/regulatory proceedings.   

 

B. Paperless trade and Single Window 

systems 

Single Window system/paperless trade 

system 

There are no current legal instruments for the 

authorization or establishment of the Bangladesh 

NSW. However, the draft Customs Act (2019) is 

expected to have provisions on NSW operations. 

In this regard, the NBR has submitted a new 

Finance Bill (i.e. the revised Customs Act (2019)) 

to Parliament. Also importantly, Bangladesh is 

currently formulating a National Single Window 

Law.  

Information security 

ICT Act relies on a digital signature and 

certificate system and PKI, reinforced by certain 

cybercrime offenses, to provide information 

security to users of paperless trade systems in 

Bangladesh. However, specific information 

security standards and codes of conduct are not 

identified in ICT Act, although Chapter IV 

generally recognises the application of 

“information security procedures” in the context 

of “secure electronic records”” and “secure digital 

signatures”.24 

The DSA (2018) is the primary legislation in 

Bangladesh governing information security and 

data confidentiality. The DSA implements a new 

data protection regime for the country. DSA aims 

 
23 Chapter VIII.54 et seq., ICT Act 
24 Chapter IV.16 and 17, ICT Act 
25 Chapter Six: Crime and Punishment, Digital 
Security Act (DSA)   

to promote the confidentiality, integrity, and 

availability of public and private information 

systems and networks in Bangladesh. Like 

similar legislation elsewhere, DSA is intended to 

protect “critical information infrastructures” (such 

as government computer systems and networks) 

as well as the personal data of individuals 

pursuant to section 26 of the Act. Article 43(B) of 

the Constitution of Bangladesh also safeguards 

citizens' privacy of correspondence and 

communication to some extent. There is a need 

to further strengthen privacy rights and personal 

data protection in Bangladesh. 

Chapter VIII, ICT Act, stipulates several 

cybercrimes related to computers. Chapter Six, 

DSA stipulates additional cybercrimes, such as 

illegal entrance into critical information 

infrastructures, digital or electronic fraud and 

forgery, identity theft, cyber-terrorism, and 

electronic transactions conducted without legal 

authority.25 

Service level agreements (SLA) and 

memoranda of understanding (MOUs) 

The ICT Division has confirmed that service level 

agreements (SLAs) are in place governing 

internet-linked computer operations and 

databases. The Bangladesh Computer Council 

(BCC) has overall responsibility for SLAs under 

the National Enterprise Architecture (NEA). BCC 

has an SLA in place with the Bangladesh 

National Data Centre, and perhaps other data 

centres, and may incur contractual liability in the 

event of SLA breach.  

However, section 38 of the DSA, statutorily 

provides that network service providers in 

Bangladesh are normally exempted from all civil 

and criminal liability. Consequently, contractual 

undertakings, such as SLAs, are particularly 

important in Bangladesh. 

The NBR has reportedly entered into MOUs with 

50 OGAs as part of preparations for the 

implementation of the NSW. Such MOUs may 

include provisions on data sharing. Legal 

limitations on data sharing in relation to personal 

 



 

 

 
12 

privacy and commercial confidentiality are only 

partly in place. 26 

 

C. Cross-border aspects 

Existing bilateral or regional agreements 

To date, Bangladesh has understandably placed 

primary emphasis on the development of its 

domestic NSW, rather than on cross-border 

paperless trade. However, it is participating in 

certain cross-border paperless trade initiatives: 

• Bangladesh is a member of the Asian 

Clearing Union (ACU). Bank settlements 

are conducted by SWIFT. All messaging 

is done by electronic means despite the 

use of different software by paying and 

receiving banks in ACU member states. 

• Bangladesh enjoys least developed 

country (LDC) preferential access to the 

European Union under the Everything 

But Arms (EBA) programme. Traders 

use the EU online GSP registration 

system for exports via the Bangladesh 

Export Promotion Bureau (EPB).  

• Bangladesh is a party to the South Asian 

Association for Regional Cooperation 

(SAARC) Agreement on Mutual 

Administrative Assistance in customs 

Matters – which provides an institutional 

basis for cross-border paperless trade 

consultations between SAARC 

Members.  

• Bangladesh is also participating in the 

South Asia Sub-regional Economic 

Cooperation (SASEC) Programme.  

International standards/guidelines 

Bangladesh is a party or signatory to certain 

international treaties which include or authorize 

the use of electronic documents and 

communications. Principal relevant international 

 
26 Chapter VIII. 63, ICT Act; section 26, Digital 
Security Act (2018) 
27 In particular, UN/CEFACT Recommendation 33 on 
the establishment of a Single Window; UN/CEFACT 
Recommendation 35 on the legal status of a Single 
Window; and UN/CEFACT Recommendation 36 on 
interoperability of cross-border systems.  These 
UN/CEFACT Recommendations are available from: 
https://www.unece.org/uncefact/tfrecs.html 

treaties that Bangladesh is a party or a signatory 

to include: 

• WTO and its TFA 

• Revised Kyoto Convention on the 

Harmonization and Simplification of 

Customs Practices (RKC) 

• WTO Sanitary and Phytosanitary 

Agreement 

• WTO Customs Valuation Agreement 

Bangladesh is one of the first signatories of the 

Framework Agreement on Facilitation of Cross-

border Paperless Trade in Asia and the Pacific, 

a UN Treaty.  

Bangladesh has referenced international models 

in drafting its national e-commerce law. ICT Act 

bears the imprimatur of the UNCITRAL Model 

Law on E-Commerce (1996). Interest has also 

been shown in the UNCITRAL Model Law on 

Electronic Transferable Records (2017). 

Bangladesh is in the process of compliance with 

RKC. NBR customs is using the WCO Data 

Model and United Nations Layout Key (UNLK) in 

connection with the ASYCUDA World system 

and NSW development. 

Bangladesh should take account of UN/CEFACT 

Recommendations as guidance on Single 

Window development, including the 

establishment, legal status, and cross-border 

interoperability of such systems.27   

Given its pivotal role as a South Asian regional 

transport and transit hub, Bangladesh should 

also give serious consideration to acceding to the 

following conventions:  

• WCO Harmonized Frontier Controls 

Convention28 

• United Nations Convention on Contracts 

for the International Carriage of Goods 

28 Available from: 

http://tfig.unece.org/contents/Harmonized-frontier-

controls-convention.htm and the text here: 

http://www.unece.org/fileadmin/DAM/trans/conventn/

ECE-TRANS-55r2e.pdf 

 

http://tfig.unece.org/contents/Harmonized-frontier-controls-convention.htm
http://tfig.unece.org/contents/Harmonized-frontier-controls-convention.htm


 

 

 
13 

Wholly or Partly by Sea – Rotterdam 

Rules29 

• Convention on the International Shipping 

of Goods under Cover of TIR Carnets 

(bearing in mind that an e-TIR program 

has been recently inaugurated)30  

•  Convention on the Contract for the 

Shipping of Goods by Road (CMR 

Convention)31 and an additional protocol 

to the Convention, adopted in 2008, 

which provides for the use of CMR 

electronic consignment notes32 

• Convention on the International Carriage 

by Rail (COTIF) which has introduced 

CIM electronic consignment notes33  

 

D. Other considerations  

Liability issues 

Under Bangladesh law, network service 

providers are generally exempted from civil or 

criminal liability – except in very limited 

circumstances.34  Network service providers may 

incur contractual liability by reference to SLAs or 

subscriber agreements. However, such 

contractual liability may be restricted by 

exculpatory clauses (e.g. force majeure) or by 

disclaimer clauses. Moreover, as it now exists, 

ICT Act lacks clearly articulated provisions on 

SLAs. 

There is no specific statutory treatment of 

paperless trade service providers in Bangladesh. 

Although network service providers are 

considered as “intermediaries” under ICT Act, 

intermediate liability issues are only briefly and 

inadequately addressed. 35  Bangladesh law 

 
29 Available from: 
https://uncitral.un.org/en/texts/transportgoods/conven
tions/rotterdam_rules and the text is here: 
https://uncitral.un.org/sites/uncitral.un.org/files/media-
documents/uncitral/en/rotterdam-rules-e.pdf 
30 Available from: http://tfig.unece.org/contents/TIR-
convention.htm and the text is in the second section 
of the TIR Handbook: 
http://www.unece.org/fileadmin/DAM/tir/handbook/en
glish/newtirhand/TIR-6Rev11e.pdf 
31 The CMR Convention is available from: 
https://treaties.un.org/doc/Treaties/1961/07/19610702
%2001-56%20AM/Ch_XI_B_11.pdf. 
32 The Protocol is available from: 
https://treaties.un.org/doc/Treaties/2008/03/20080303
%2006-53%20PM/CTC-xi-B-11b.pdf and a 
description of the  “e-CMR” project is available from: 
http://www.eu-

does not appear to have directly addressed 

issues of liability concerning public authorities 

(i.e. government agencies) participating in the 

Bangladesh paperless trade environment, 

including the NSW. However, under Chapter VIII, 

ICT Act, breaches of confidentiality by 

government agencies should be subject to 

criminal prosecution.36  

With reference to the PKI system and the misuse 

of digital certificates and signatures, the 

Controller of Certifying Authority (CCA) and BCC 

as Root Certifying Authority (CA), may potentially 

incur liabilities under ICT Act for their acts and 

omissions as well as under the common law. 

Common law remedies may include breach of 

contract, breach of statutory duty, and 

negligence.  

Dispute settlement considerations 

Bangladesh recognises arbitration, including 

international commercial arbitration. The 

Bangladesh Arbitration Act (2001) was 

formulated in accordance with the UNCITRAL 

Model Law on International Commercial 

Arbitration. Domestic arbitral awards are 

enforced by way of the Arbitration Act, while 

foreign arbitral awards are recognised and 

enforced pursuant to the New York Convention 

to which Bangladesh is a party. The Arbitration 

Act further provides that a foreign arbitral award 

is enforceable by execution of the Bangladesh 

court under the Civil Procedure Code in the same 

manner as a decree of the court. Such well-

known features of international commercial 

arbitration should satisfy international trading 

partners facing future paperless trade disputes in 

Bangladesh.  Moreover, as a common law 

gate.eu/system/files/ppmo_attachments/UNCEFACT
%20eCMR%20project_DTLF_30AUG2017_v3.pdf 
33  Information on COTIF is available from: 
https://www.cit-rail.org/en/rail-transport-law/cotif/ and 
here: http://otif.org/en/; ESCAP has provided an 
excellent 2015 explanation of COTIF and consignment 
notes:  
https://www.unescap.org/sites/default/files/CIT%20-
%20Common%20consignment%20note.pdf 
34 Chapter VIII.79, ICT Act; Section 38, DSA 
35 Chapter VIII.79, ICT Act 
36 Chapter VIII.63, ICT Act; Section 26, Digital 
Security Act (DSA) also provides protection against 
unauthorized use or disclosure by government 
authorities of personal “identity information” – 
including a person’s e-TIN number, electronic or 
digital signature, or username. 

https://treaties.un.org/doc/Treaties/2008/03/20080303%2006-53%20PM/CTC-xi-B-11b.pdf
https://treaties.un.org/doc/Treaties/2008/03/20080303%2006-53%20PM/CTC-xi-B-11b.pdf
https://www.cit-rail.org/en/rail-transport-law/cotif/
http://otif.org/en/
https://www.unescap.org/sites/default/files/CIT%20-%20Common%20consignment%20note.pdf
https://www.unescap.org/sites/default/files/CIT%20-%20Common%20consignment%20note.pdf
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jurisdiction, Bangladesh applies English conflict 

of laws rules, principles and doctrines, including 

those relating to choice of forum and choice of 

law. 

Intellectual property rights and database 

ownership 

Bangladesh protects intellectual property rights 

consistent with international practice. 

Bangladesh has enacted the Copyright Act 2000 

(as amended in 2005), the Patents and Designs 

Act 2003, and the Trademarks Act 2009. 

Bangladesh is a WIPO Member and is a party to 

many of the major intellectual property 

conventions, including the Berne Convention for 

the Protection of Literary and Artistic Works and 

the Paris Convention for the Protection of 

Industrial Property. As a WTO Member, 

Bangladesh complies with the WTO TRIPS 

Agreement.  

In particular, the Copyright Act 2000 (as 

amended in 2005) provides for the recognition 

and protection of computer software IP and 

imposes higher penalties for software 

infringement than other types of copyright 

violation. The Copyright Act empowers software 

owners with legally enforceable rights in the 

Bangladesh courts to prevent misappropriation 

and unauthorised use of their IP and databases.  

Electronic payments 

Bangladesh Bank has created a fully integrated, 

advanced, interoperable domestic electronic 

payment environment – the backbone of which is 

National Payment Switch Bangladesh (NPSB). 

Certain aspects of this national e-payment 

system will interface with the NSW. Important 

banking regulations in this regard include:  

• NPSB Switch Operating Rules & User 

Manual: Disputes Management Rules 

• Bangladesh Real Time Gross 

Settlement (BD-RTGS) System Rules 

• Bangladesh Electronic Fund Transfer 

Network (BEFTN) Operating Rules 

• Guidelines on ICT Security for Banks 

and Non-Bank Financial Institutions 

2015 

Bangladesh Bank has stated that it will connect 

its import-export e-payment system to 

ASYCUDA World as the basis for NSW e-

payments – particularly those involving high-

value payments and government payments, 

including customs e-payments. Currently, 

domestic customs duties are able to be paid 

through the e-payment system.  

Strict foreign exchange controls are in place for 

cross-border trade and e-commerce payments, 

despite current account convertibility. Relevant 

regulations for international trade electronic 

payments include:  

• Bangladesh Payment and Settlement 

Systems Regulations 2014 

• Regulations on Electronic Fund Transfer 

2014 

• Foreign Exchange Regulation Act 1947 

(amended in 2015)  

• Guidelines for Foreign Exchange 

Transactions (2018) 

Cross-border international trade payments in 

Bangladesh remain largely paper-based, being 

characterised by the prevalent use of paper 

letters of credit (L/Cs), bills of exchange (B/Es), 

and documentary collections (D/P, D/A).  

Competition law 

Bangladesh enacted its Competition Act in 2012. 

The Bangladesh Competition Commission was 

established pursuant to Competition Act and a 

Chairman to the Commissioner appointed in 

2013. Although as yet untested, the Competition 

Act could potentially have application in the 

Bangladesh paperless trade environment, 

particularly to the extent that the government 

effectively restricts market entry of paperless 

trade service providers, including foreign 

competitors. 

 

  



 

 

 
15 

V. Recommendations for moving towards cross-border 

paperless trade 
 

Based on the findings from the technical and legal readiness of Bangladesh for cross-border paperless 

trade in the sections III and IV of the report, a series of technical and legal recommendations for 

Bangladesh to accelerate progress towards cross-border paperless trade are presented in this section. 

 

A. Recommendations emerging from the technical readiness assessment 

 

Recommendation 0 (High Priority): In order to improve its domestic paperless trade environment and its 

readiness to participate in cross-border paperless trade, Bangladesh is recommended to gradually 

develop national single window and other paperless trade systems that are interoperable within and 

across borders, including by developing its national technical capacity in this area, developing a 

long-term plan and engaging in pilot exchange of selected data and documents. To support this 

process, Bangladesh is recommended to actively participate in the programmes relating to the 

Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific. The 

Framework Agreement can significantly help Bangladesh in narrowing technical gaps in (cross-

border) paperless trade and support its journey to move into a knowledge-based economy. (see 

Annex VI for a brief description on the Framework Agreement). 

 

Institutional and governance bodies  

Recommendation 1: (Medium Priority) Bangladesh should further strengthen the institutional 

mechanisms of coordinating stakeholders of (cross-border) paperless trade, building upon the 

existing NTFC and the technical working groups of NSW. The Committee should also enhance 

representation of private sector stakeholders from trading community, to ensure they are well-

informed, and their activities are aligned with the overall directions and policies.  

 

Recommendation 2: (Medium Priority) Bangladesh should establish a working group that establishes 

capacity building programmes, awareness campaign and a communication plan to ensure that all 

stakeholders are aware of the benefits and objectives of paperless trade and cross-border data 

exchange. 

 

Level of automation 

Recommendation 3: (High Priority) Bangladesh should make relevant regulatory agencies ICT-

enabled as soon as possible to empower them to participate in paperless trade. While some 

agencies will be inter-connected to the e-customs and eventually to the National Single Window, 

some other government agencies involved in trade are still paper-based in processing their 

regulatory procedures e.g. applications from traders. Though automation of customs procedures 

greatly facilitate trade, businesses cannot optimize their operations, if they have to go through 

manual processes in completing other trade-related regulatory requirements. 

 

Information and communication technology (ICT) infrastructure  

Recommendation 4: (High Priority) Bangladesh should continue enhancing the strategic plan and 

guidelines on business continuity of ICT systems (including for paperless trade systems), such as 
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disaster recovery plan, to ensure service continuity and sustainability of such systems, reflecting 

future requirements such as device and technology upgrades. The planned Data Centre should also 

be constructed in line with the strategic plan and guidelines.  

 

Recommendation 5: (Medium Priority) Bangladesh should quickly enhance the users’ authentication 

mechanism and data security measure through the implementation of PKI measures, digital 

signatures and other latest and enhanced security measures other than dependency on User ID and 

password methodology being used now for e-customs. Bangladesh should create an environment 

to recognise and integrate all future security and authentication technologies. This is relevant to 

achieve mutual recognitions of electronic data and documents with other countries.  

 

Recommendation 6: (High Priority) Bangladesh should ensure coordination and collaboration 

between the NSW implementing parties and the ICT Agency to consider maximization of existing 

networks and infrastructure, e.g. GSI which currently connects 314 Ministries and agencies.  

 

Business process re-engineering 

Recommendation 7: (Medium Priority) Bangladesh should carry out BPR in implementing or 

upgrading ICT systems of trade-related regulatory agencies. By this way, business and operational 

procedures can be optimized, rather than simple automation of existing processes. Currently, it is 

reported that only NBR (customs) have conducted this.  

 

Data harmonization and standardization 

Recommendation 8: (Medium Priority) Bangladesh should carry out data harmonization in 

implementing or upgrading ICT systems of trade-related regulatory agencies, using available 

international standards. In this way, Bangladesh’s paperless trade systems can increase their 

interoperability and would be able to exchange electronic data more readily among one another and 

with systems of other countries. Currently, it is reported that only NBR (customs) has conducted this 

and adopted the WCO Data Model Version 3.7 

 

Capacity building 

Recommendation 9: (High Priority) Bangladesh should build awareness and capacity on paperless 

trade of its stakeholders. Bangladesh may seek support from UN and other international 

development agencies, in a coordinated manner to avoid duplicate support in planning and 

delivering capacity building activities.  

 

Other matters 

Recommendation 10: (High Priority) Bangladesh should set a strategic plan to secure budget for 

implementing ICT systems of trade-related regulatory agencies, including assessing requirements 

of those agencies, coordinating potential source of budget and outreaching to international 

development agencies. It should be noted that as being a signatory of the Framework Agreement, it 

can help Bangladesh to secure budget from international development agencies (Article 14 Capacity 

Building).  

 

Facilitation of cross-border data exchange 

Recommendation 11: (High Priority) In implementing or upgrading automation systems of relevant 

regulatory agencies in connection with Recommendation 3, Bangladesh should make those systems 
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enabled for both domestic and cross-border paperless trade at the same time, to quickly improve 

their readiness and competitiveness without duplication of efforts.  

 

Recommendation 12: (High Priority) Bangladesh should continue to actively participate in 

regional/subregional/bilateral initiatives on cross-border paperless trade. The current reported 

discussion with Indian customs is an example. By this way, Bangladesh would not be left out from 

cross-border paperless trade processes re-engineered as part of implementing those initiatives. It 

should be noted that ratifying the Framework Agreement can help Bangladesh to better participating 

in relevant cross-border paperless trade initiatives (Article 13 Pilot projects and sharing of lessons 

learned).  

 

Recommendation 13: (High Priority) Bangladesh should proactively participate in joint inspection 

and sharing (recognition) of results electronically among relevant regulatory agencies and also with 

trading partner countries. For sharing (recognition) of results with trading partner countries, ratifying 

the Framework Agreement helps Bangladesh to initiate and operationalize joint inspection and 

sharing (recognition) of results (Article 8 Cross-border mutual recognition of trade-related data and 

documents in electronic form).  

 

Recommendation 14: (Medium Priority) Bangladesh should expedite the piloting process to 

introduce AEO programme and conclude mutual recognition agreement with main trading partner 

countries to improve level of trust on Bangladesh traders, which can help initiating cross-border 

paperless trade.   

 

 

B. Recommendations emerging from the legal readiness assessment 

 

Recommendation 0: (High Priority) In order to improve its domestic legal environment for paperless 

trade and its legal readiness to participate in cross-border paperless trade, it is recommended that 

Bangladesh proactively join relevant international agreements, participate in relevant regional 

initiatives, and incorporate relevant international legal standards/regulations/guidelines into its legal 

frameworks. Bangladesh should also ratify the Framework Agreement on Facilitation of Cross-

border Paperless Trade in Asia and the Pacific as soon as possible. The Framework Agreement can 

significantly help Bangladesh in narrowing legal gaps in (cross-border) paperless trade and 

contribute significantly to the implementation of its NSW. (see Annex VI for a brief description on the 

Framework Agreement).  

 

Electronics transactions and signatures law 

Recommendation 1: (High Priority) Bangladesh should continue its efforts to modernize its statutes 

and regulations governing or related to electronic transactions, in particular, the Information & 

Communication Technology Act (2006, amended in 2009 and 2013) (ICT Act). Functional 

equivalence of electronic records/documents and digital signatures should be clearly and 

unequivocally maintained. Related legislation, such as the Customs Act, should be consistent and 

supportive of such functional equivalence. Technological neutrality should also be upheld without 

favouring one specific technology over another, especially as regards government-operated 

systems. To the extent that preference is given to digital signatures and supporting architecture, 

there should be specific provisions on the use of private and public keys stipulated in the ICT Act. 

The legal validity of foreign digital signatures should be clearly recognized and the use of foreign 
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digital signatures should be facilitated. Consideration of alternatives to digital signatures may be 

appropriate in certain circumstances, consistent with principles of technological neutrality.  

The choice of the optimal authentication system for electronic transactions is critically important for 

the seamless operation of the Bangladesh National Single Window and other paperless trade 

systems. Digital signatures and other authentication systems may be preferable to the registered 

user system, currently employed by Bangladesh Customs, for data security and integrity reasons. 

One recent alternative model worthy of further study is eIDAS (electronic Identification, 

Authentication and trust Services) established by EU Regulation 910/2014.  

 

Recommendation 2: (Medium Priority) The ICT Act and Customs Act should recognize a range of 

specific types of e-document as part of the overall development of the cross-border paperless trade 

environment in Bangladesh. Their legal functions and characteristics, as well as their functional 

equivalence to paper-based documents, should be set forth appropriately in these and other statutes.  

The United Nations Commission on International Trade Law (UNCITRAL) Model Law on Electronic 

Transferable Records (2017) and the United Nations Convention on Contracts for the International 

Carriage of Goods Wholly or Partly by Sea (Rotterdam Rules) (2008) are excellent reference 

sources for relevant rules pertaining to e-documents.  

 

Recommendation 3: (Medium Priority) Revisions to the ICT Act (and other related legislation) should 

recognize electronic contracts and consider the inclusion of appropriate rules concerning not only 

formation and validity, but also performance and e-payment obligations, of electronic contracts. The 

connections between e-contracts and trade e-documents/records (e.g. e-documentary sales 

contracts) should be considered.  

Useful relevant international resources include:   

• The United Nations Convention on the Use of Electronic Communications in International 

Contracts  

• The United Nations Convention on Contracts for the International Sale of Goods (and 

Opinions of the CISG Advisory Council)    

• International Chamber of Commerce (ICC Incoterms) (2010) – regarding the accepted use of 

e-documents in combination with international trade terms 

 

Recommendation 4: (High Priority) The ICT Act should have more detailed provisions on data 

retention and electronic archiving, especially in relation to the NSW and set forth the responsibilities 

of government and other custodians of paperless trade electronic records and other information, 

such as government data centres. Data-sharing arrangements amongst government agencies are 

co-related to data collection, retention and ownership issues. All such matters may be collectively 

addressed in a chapter of the ICT Act or as a separate data governance law.  

 

Recommendation 5: (High Priority) The ICT Act should include comprehensive provisions on the 

admissibility of electronic evidence in judicial and administrative/regulatory proceedings. Special 

rules for collecting and producing electronic evidence as well as ordering the disclosure of electronic 

evidence should be elucidated. Subject to evidentiary rules and authentication requirements, foreign 

electronic evidence should also be admissible. The Digital Security Act and the Evidence Act should 

be amended to clearly permit the admissibility of electronic evidence.  

 

Paperless trade and single window laws 

Recommendation 6: (Medium Priority) One or more national laws should clearly establish the nature, 

functions, and features of the Bangladesh NSW. The structure, functions, and composition of the 
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NTFC, and any sub-committees, should be set forth. The government department or other 

institution(s) which will act as the authorized NSW operator should be identified and the powers and 

responsibilities of the NSW operator, as well as those of the participating OGAs, should be spelt out. 

Consideration may be given to drafting a National Single Window Act.  

 

Recommendation 7: (High Priority) Notwithstanding the passage of the Digital Security Act in 2018, 

there is an exigent need for stronger, more extensive legal protection of commercial confidentiality 

and privacy in the Bangladesh electronic environment. This is especially the case with respect to 

data-sharing arrangements between customs (NBR), OGAs and others of the Bangladesh NSW. 

Data collected from paperless trade transactions will often include both sensitive proprietary 

commercial information and sensitive personal data. Further amendments of the Digital Security Act 

may be necessary. Protection of proprietary commercial digital information should also be interlinked 

and recognized in Bangladesh IP legislation concerning trade secrets. Given current limitations of 

the Digital Security Law, a Privacy Act, addressing inter alia the cyber activities of businesses and 

individuals, is specifically recommended. The EU General Data Protection Regulation (GDPR) 

provides a sound model for protecting privacy in the cyber context.  

 

Cross-border aspects 

Recommendation 8: (Medium Priority) Bangladesh should take a more proactive role in promoting 

and participating in cross-border paperless trade cooperation and inter-operability initiatives. There 

are large opportunities for exploring NSW and paperless trade interoperability within the regional 

frameworks of SAARC, SASEC, and BIMSTEC – along the lines of the ASEAN Single Window 

(ASW). Given the importance of Chittagong and Mongla ports for international and South Asian 

regional trade, Bangladesh is well-positioned to initiate and participate in multilateral and bilateral 

cross-border paperless trade interoperability dialogues, especially those regarding transport and 

transit arrangements – both by sea and land. India, in particular, with ICEGATE, provides excellent 

conditions for meaningful progress on paperless trade interoperability with the NSW, including the 

prospects of harmonized e-documents and exchange of agreed-upon data elements. The 

Framework Agreement can serve as a valuable mechanism in supporting mutual recognition 

arrangements (MRAs) for electronic messaging and trade data exchange.  

 

Recommendation 9: (Medium Priority) Bangladesh should proactively consider how to incorporate 

relevant international legal standards/regulations/guidelines into its legal frameworks. In doing so, it 

should take the opportunity to share knowledge on the benefits of such standards throughout the 

public sector. Among the international legal standards/regulations/guidelines that Bangladesh has 

not yet expressly incorporated, but which could be beneficial, include: 

• UN/CEFACT Recommendation 33 on the establishment of a Single Window 

• UN/CEFACT Recommendation 35 on the legal status of a Single Window 

• UN/CEFACT Recommendation 36 on interoperability of cross-border systems 

• UNNExT Legal Guide for Single Windows and Paperless Trade 

 

Other considerations 

Recommendation 10: (High Priority) Bangladesh should clearly establish criteria for liability of parties 

involved in cross-border paperless trade and for the liability of intermediaries in relation to 

information and data passing through their systems. The ICT Act should provide clear, specific 

recognition of and provisions on service-level agreements (SLAs). The liabilities of network service 

providers should be further developed – particularly, civil liability. The ICT Act should include more 

extensive provisions on intermediate liability. The Customs Act should address the liability, and 
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exemptions from liability, of the Single Window operator (i.e. Bangladesh Customs) as well as OGAs, 

as public authorities, for errors or omissions in Single Window transactions leading to economic loss 

or damage to traders. Contractual and statutory exemptions from liability should be studied – which 

should be balanced against public policy and public interest factors.  

 

Recommendation 11: (Medium Priority) Bangladesh should ensure that its laws allow electronic 

payments for all purposes and among all participants in international trade transactions. Banking 

laws should ensure that financial institutions employ appropriate security and authentication systems.  

Bangladesh Bank should extend aspects of its national e-payment gateway to encompass 

international trade transactions, in particular, the Real Time Gross Settlement (RTGS) system, as 

well as permit the participation of foreign bank branches in the national e-payment ecosystem. 

International trade payments should move away from paper-based documents and processes, such 

as paper L/Cs, B/Es, and documentary collections – and embrace e-payment solutions, including 

but not limited to electronic fund transfer (EFT), as well as e-documents.  Such changes may be 

incorporated in revisions to Bangladesh banking and financial regulations, IT laws, commercial laws, 

and the negotiable instruments law. Useful references include:  

• The United Nations Commission on International Trade Law (UNCITRAL) Model Law on 

Electronic Transferable Records (2017) – which is of relevance to fintech development 

(including blockchain) and the recognition of e-bills of exchange (e-B/Es), and e-promissory 

notes; and  

• eUCP V1.1 Supplement to ICC Uniform Customs and Practice (UCP) 600 – which provides 

rules on e-letters of credit (e-L/Cs).  

 

Recommendation 12: (High Priority) Given the continued reliance on paper-based trade, particularly 

by the private sector, the Bangladesh government should build awareness and capacity on legal 

issues of (cross-border) paperless trade among its various stakeholders. Chambers of commerce, 

think tanks, and important trade bodies, such as Bangladesh Garments Manufacturers’ and 

Exporters’ Association (BGMEA), have important roles to play in such capacity-building initiatives. 

Bangladesh may seek support from the UN and other international development agencies, in a 

coordinated manner, for the planning and delivery of such capacity building activities. 
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VI. Bangladesh action plan for cross-border paperless 

trade 
 

This section features an initial national action plan, based on the “Individual Action Plan” template 

developed by the Working Groups of the Interim Intergovernmental Steering Group on Cross-border 

Paperless Trade Facilitation. The plan features indicative actions that could be undertaken by 

Bangladesh to implement the technical and legal recommendations presented in the previous section 

(V). The action plan includes priority level, timeline, capacity-building needs and potential key agencies 

related to each indicative action, based on discussions held during the national consultation workshop 

on facilitating cross-border paperless trade held on 21st July 2019, in Dhaka, Bangladesh37, as well as 

the knowledge acquired by and the experience of the expert team. Indicative actions as well as other 

information included in this initial action plan may be further elaborated upon – e.g., activities may be 

further broken down into sub-activities and tasks; and type of capacity-building needs may be specified 

– and incorporated into other relevant national development plans (e.g. national trade facilitation action 

plan, e-commerce development strategy, or e-government plan).  

 

Part 1: Technical Aspect 

Priority level: High, Medium, Low 

Overall 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential key agencies 

0. Ratify the Framework 
Agreement on Facilitation 
of Cross-border Paperless 
Trade in Asia and the 
Pacific 

High 31 
Dec. 
2019 

N/A Ministry of Commerce 

Ministry of Foreign Affairs 

Institutional and governance bodies for electronic data exchange in paperless environment 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential key agencies 

1. Strengthen the 
institutional mechanisms for 
coordinating stakeholders 
of (cross-border) paperless 
trade 

Med.  Yes.  

Optimizing effective 
organization and operations 
of the National Trade 
Facilitation Committee and 
sub-committees and 
working groups  

Agenda of National Trade 
Facilitation Committee and 
working groups on 
sequencing Bangladesh 
National Single Window 
measures  

National Trade Facilitation 
Committee  

Technical working groups 
of National Single Window 

National Board of 
Revenue, including 
customs 

Ministry of Commerce  

 
37 National Consultation on Facilitating Cross-border Paperless Trade: Bangladesh, event website is available 

from: https://www.unescap.org/events/national-consultation-facilitating-cross-border-paperless-trade-bangladesh 

https://www.unescap.org/events/national-consultation-facilitating-cross-border-paperless-trade-bangladesh
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1.1 Build upon the existing 
National Trade Facilitation 
Committee and the 
technical working groups of 
National Single Window 

Med.  Yes.  

Building effective 
collaboration between 
National Trade Facilitation 
Committee and other 
government agencies and 
other stakeholders; and 
between National Board of 
Revenue customs and 
other government agencies  

National Trade Facilitation 
Committee  

Technical working groups 
of National Single Window  

National Board of 
Revenue, including 
customs 

1.2 Enhance representation 
of private sector 
stakeholders from trading 
community 

Med.  Yes.  

Awareness, integration and 
participation in National 
Single Window - and 
support for National Single 
Window implementation 

Bangladesh Garments 
Manufacturers and 
Exporters Association  

Bangladesh Federation of 
Chambers of Commerce 
and Industries  

Plus, other private sector 
stakeholders – freight 
forwarding and customs 
brokers’ associations 

Bangladesh Association of 
Software & Information 
Services  

2. Establish a working 
group that establishes 
capacity building 
programmes, awareness 
campaign and a 
communication plan 

Med.  N/A National Trade Facilitation 
Committee 

National Board of 
Revenue, including 
customs and private sector 
associations 

ICT Division, Ministry of 
Posts, 
Telecommunications and 
Information Technology 

Bangladesh Association of 
Software & Information 
Services  

Automation 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential Key agencies 

3. Make relevant regulatory 
agencies ICT-enabled (list 
of all relevant agencies is in 
Annex IV with indication of 
whether they have 
electronic system in place 
or not.) 

High  N/A Technical working groups 
of National Single Window 

National Board of 
Revenue, including 
customs 

ICT Division  

Bangladesh Association of 
Software & Information 
Services  



 

 

 
23 

ICT Infrastructure for Paperless Trade 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential Key agencies 

4. Continue enhancing the 
strategic plan and 
guidelines on business 
continuity of ICT systems 

High  Yes.  

Build awareness of 
business continuity best 
practises. 

National Board of 
Revenue, including 
customs 

Technical working groups 
of National Single Window 

Bangladesh Computer 
Council, ICT Division 

(Bangladesh Hi-Tech Park 
Authority) 

Bangladesh National Data 
Centre 

5. Enhance the users’ 
authentication mechanism 
and data security measure 
through the implementation 
of PKI measures and digital 
signatures 

Med.  Yes.  

Implementation of public 
key infrastructure measures 
to strengthen existing 
systems e.g. ASYCUDA 
World. 

  

National Board of 
Revenue, including 
customs 

Technical working groups 
of National Single Window 

Controller of Certifying 
Authority  

Bangladesh Computer 
Council  

ICT Division 

6. Ensure coordination and 
collaboration between the 
NSW implementing parties 
and the ICT Agency to 
consider and maximization 
of existing networks and 
infrastructure 

High  N/A National Trade Facilitation 
Committee and Technical 
working groups of National 
Single Window 

National Board of 
Revenue, including 
customs 

ICT Division 

Business Process Re-engineering 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential Key agencies 

7. Carry out business 
process re-engineering 
(BPR) in implementing or 
upgrading ICT systems of 
trade-related regulatory 
agencies 

Med.  Yes.  

Seek technical assistance 
from ESCAP and other 
international development 
agencies 

National Board of 
Revenue, including 
customs 

Technical working groups 
of National Single Window 

ICT Division 

(a2i) 

Data Harmonization 
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Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential Key agencies 

8. Carry out data 
harmonization in 
implementing or upgrading 
ICT systems of trade-
related regulatory agencies, 
using available international 
standards 

Med.  Yes.  

Awareness of WCO Data 
Model guidelines and 
UN/CEFACT 
Recommendations.   

Seek technical assistance 
from ESCAP and other 
international development 
agencies 

National Trade Facilitation 
Committee  

Technical working groups 
of National Single Window 

National Board of 
Revenue, including 
customs  

ICT Division 

(Bangladesh Computer 
Council, Bangladesh Hi-
Tech Park Authority & a2i) 

Awareness and Capacity Building 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential Key agencies 

9. Build awareness and 
capacity on (cross-border) 
paperless trade of its 
stakeholders 

High Cont
inuo
us 

Yes.  

Seek support from ESCAP 
and other international 
development agencies 

 

Other Issues 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential Key agencies 

10. Set a strategic plan to 
secure budget for 
implementing ICT systems 
of trade-related regulatory 
agencies 

High  N/A National Trade Facilitation 
Committee  

Ministry of Finance  

ICT Division 

(a2i) & Bangladesh 
Association of Software & 
Information Services 

10.1 Assessing 
requirements of those 
agencies  

High  N/A National Trade Facilitation 
Committee  

Technical working groups 
of National Single Window  

ICT Division 

(Bangladesh Computer 
Council) 

10.2 Coordinating potential 
source of budget and 
outreaching to international 
development agencies 

High  N/A National Trade Facilitation 
Committee  

Ministry of Finance 

Ministry of Foreign Affairs 
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Facilitation of Cross-border Electronic Data Exchange 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential Key agencies 

11. Make automation 
systems of relevant 
regulatory agencies 
enabled for both domestic 
and cross-border paperless 
trade at the same time 

High  N/A National Board of 
Revenue, including 
customs 

Technical working groups 
of National Single Window 

12. Participate in regional, 
subregional and/or bilateral 
initiatives on cross-border 
paperless trade  

High  N/A National Board of 
Revenue, including 
customs 

Ministry of Commerce 

Ministry of Foreign Affairs 

ICT Division 

13. Participate in joint 
inspection and sharing 
(recognition) of results 
electronically among 
relevant regulatory 
agencies and with trading 
partner countries 

High  N/A National Board of 
Revenue, including 
customs 

Ministry of Commerce 

14. Expedite the piloting 
process to introduce 
Authorized Economic 
Operator programme and 
conclude mutual 
recognition agreement with 
main trading partner 
countries 

Med.  N/A National Board of 
Revenue, including 
customs 

Ministry of Commerce 

Ministry of Foreign Affairs 

ICT Division 

(Bangladesh Computer 
Council) 
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Part 2: Legal Aspect 

Priority level: High, Medium, Low 

Overall 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential key agencies 

0. Ratify the Framework 
Agreement on Facilitation 
of Cross-border Paperless 
Trade in Asia and the 
Pacific 

High  Yes.  

Increase awareness of the 
Framework Agreement text 
and undertakings; increase 
awareness of the 
Framework Agreement 
relationship to WTO Trade 
Facilitation Agreement 
(TFA), National Single 
Window implementation, 
and creation of cross-
border paperless trade 
environment  

National Trade Facilitation 
Committee  

Legal working group of 
National Single Window 

Prime Minister’s Office  

Ministry of Commerce 

National Board of 
Revenue, including 
customs 

Ministry of Foreign Affairs    

Bangladesh Garments 
Manufacturers and 
Exporters Association  

Bangladesh Federation of 
Chambers of Commerce 
and Industries  

Bangladesh Association 
of Software & Information 
Services  

Electronics transactions and signatures law 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential key agencies 

1. Modernize its statutes 
and regulations governing 
or related to electronic 
transactions 

High  Yes.  

Development of a 
knowledge base concerning 
UNCITRAL Model Laws 
and UN Convention on the 
Use of Electronic 
Communications in 
International Contracts; 
Rotterdam Rules; UN 
Convention on Contracts for 
the International Sale of 

Goods; electronic 
Identification, 
Authentication and trust 
Services; EU General Data 
Protection Regulation; 
UN/CEFACT 
Recommendations and 

Ministry of Law, Justice 
and Parliamentary Affairs  

Supreme Court of 
Bangladesh  

Ministry of Commerce  

National Board of 
Revenue, including 
customs  

ICT Division, Ministry of 
Posts, 
Telecommunications and 
Information Technology 

Ministry of Foreign Affairs 

 

1.1 Revisions of ICT Act   

1.2 Passage of the revised 
Customs Act 2019 

1.3 Drafting of National 
Single Window Act 

1.4 Amendments of Digital 
Security Act 

1.5 Amendments of 
Evidence Act 

1.6 Strengthening IP laws 
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1.7 Adoption of Privacy Act other national e-commerce 
law models  

1.8 Drafting of Electronic 
Contracts Act 

1.9 Drafting of Data 
Governance Act 

2. Recognize a range of 
specific types of e-
document as part of the 
overall development of the 
cross-border paperless 
trade environment in 
Bangladesh 

Med.  Yes.  

Knowledge of legal regimes 
recognizing e-documents, 
including UNCITRAL Model 
Law on Electronic 
Transferable Records 
(MLETR) (2017) and UN 
Convention on Contracts for 
the International Carriage of 
Goods Wholly or Partly by 
Sea (Rotterdam Rules) 
(2008)  

National Board of 
Revenue, including 
customs 

Ministry of Commerce  

ICT Division 

Ministry of Law, Justice 
and Parliamentary Affairs 

3. Recognize electronic 
contracts and consider the 
inclusion of appropriate 
rules concerning not only 
formation and validity, but 
also performance and e-
payment obligations, of 
electronic contracts 

Med.  Yes.  

Knowledge of UN 
Convention on the Use of 
Electronic Communications 
in International Contracts; 
UN Convention on 
Contracts for the 
International Sale of Goods; 
International Chamber of 
Commerce publications  

Ministry of Commerce 

Ministry of Law, Justice 
and Parliamentary Affairs 

National Board of 
Revenue, including 
customs 

Bangladesh Bank  

4. ICT Act to have more 
detailed provisions on data 
retention and electronic 
archiving 

High  Yes.  

Coordination among 
relevant government 
agencies in drafting 
regulations governing data 
sharing, collection, retention 
and ownership or data 
governance law  

ICT Division 

Bangladesh Computer 
Council 

Bangladesh National Data 
Centre 

5. ICT Act to include 
comprehensive provisions 
on the admissibility of 
electronic evidence in 
judicial and 
administrative/regulatory 
proceedings 

High  Yes.  

Coordination on 
amendments of ICT Act, 
Evidence Act, and Digital 
Security Act; reference to 
other national models  

Ministry of Law, Justice 
and Parliamentary Affairs  

Supreme Court of 
Bangladesh 

Digital Security Agency  

Paperless trade and Single Window laws 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential Key agencies 

6. Provide a legal basis for 
establishing the nature, 
functions and features of a 
Single Window  

Med.  Yes.  

Knowledge of provisions in 
a National Single Window 
law; reference to other 
national models 

National Trade Facilitation 
Committee  

Legal working group of 
National Single Window 
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7. Establish stronger, more 
extensive legal protection 
of commercial 
confidentiality and privacy 

High  Yes.  

Build knowledge among 
government agencies by 
reference to international 
models: OECD Guidelines 
on the Protection of Privacy 
and Trans-border Flows of 
Personal Data (1980) and 
EU General Data Protection 
Regulation 2016; and by 
reference to other national 
models   

National Trade Facilitation 
Committee  

Ministry of Law, Justice 
and Parliamentary Affairs  

Supreme Court of 
Bangladesh 

Digital Security Agency 

7.1 Amendments to Digital 
Security Act 

7.2. Cross-reference and 
interlink to IP laws 
protecting trade secrets 

7.3 Adoption of Privacy Act 

Cross-border aspects 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential Key agencies 

8. Initiate and participate in 
multilateral and bilateral 
cross-border paperless 
trade interoperability 
initiatives 

Med.  Yes.  

Strengthen capabilities to 
participate proactively in 
regional frameworks of 
South Asian Association for 
Regional Cooperation, 
South Asia Sub-regional 
Economic Cooperation, Bay 
of Bengal Initiative for Multi-
Sectoral Technical and 
Economic Cooperation; and 
transport and transit 
initiatives  

Ministry of Foreign Affairs  

Ministry of Commerce  

National Board of 
Revenue 

9. Proactively consider how 
to incorporate relevant 
international legal 
standards, regulations and 
guidelines into its legal 
frameworks 

Med.  Yes.  

(In relation to the legal 
frameworks mentioned in 
Legal Recommendation 1.)  

Build knowledge of 
international standards, 
regulations, and guidelines 
relevant to National Single 
Window and paperless 
trade, including WCO 
instruments, UN/CEFACT 
Recommendations and 
UNNExT Legal Guide for 
Single Windows and 
Paperless Trade  

Ministry of Commerce 

National Board of 
Revenue, including 
customs  

Ministry of Foreign Affairs 

ICT Division  

Ministry of Law, Justice 
and Parliamentary Affairs 

Other considerations 

Indicative action 
Priority 
level 

Time
line 

Capacity building needs Potential Key agencies 

10. Clearly establish the 
criteria for liability of parties 
involved in cross-border 
paperless trade and for the 
liability of intermediaries in 
relation to the information 

High  Yes.  

Comprehensive 
coordination among 
government agencies to 
formulate a new unified 

National Trade Facilitation 
Committee  

National Board of 
Revenue, including 
customs 
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and data passing through 
their systems 

legal regime governing the 
liability of all parties 
involved in National Single 
Window and paperless 
trade; draft and amend laws 
to implement this new legal 
regime 

ICT Division  

Digital Security Agency 

Bangladesh 
Telecommunication 
Regulatory Commission 

Controller of Certifying 
Authority  

Bangladesh Computer 
Council 

Ministry of Law, Justice 
and Parliamentary Affairs 

11. Ensure that its laws 
allow electronic payments 
for all purposes and among 
all participants in 
international trade 
transactions 

Med.  Yes.  

Development and 
integration of national e-
payment system (National 
Payment Switch 
Bangladesh) with NSW; 
Internationalization of 
national e-payment 
gateway; Introduction of e-
documents for payment and 
settlement purposes 

Bangladesh Bank 

National Board of 
Revenue, including 
customs  

ICT Division 

12. Build awareness and 
capacity on legal issues of 
(cross-border) paperless 
trade for its stakeholders 

High  Yes.  

Design and delivery of 
educational programmes 
and professional seminars 
for the private sector 
promoting the transition 
from paper-based to 
paperless trade and arrival 
of the electronic trading 
environment 

National Trade Facilitation 
Committee  

Ministry of Commerce  

Bangladesh Computer 
Council 

Bangladesh Garments 
Manufacturers and 
Exporters Association  

Bangladesh Federation of 
Chambers of Commerce 
and Industries  

Plus, other private sector 
stakeholders – freight 
forwarding and customs 
brokers’ associations, 

Bangladesh Federation of 
Chambers of Commerce 
and Industries  

 

 



  

VII. Conclusion and way forward 
 

Bangladesh has made significant progress in 

implementing trade facilitation and paperless 

trade. However, much more remains to be done 

to further enhance trade efficiency in Bangladesh, 

in particular, by adopting digitalization of trade 

procedures. In this report, findings from technical 

and legal assessments of the readiness of 

Bangladesh for cross-border paperless trade 

were presented, along with recommendations 

derived from these findings. An initial action plan 

was formulated based on the experts’ 

recommendations and input gathered during the 

national consultations, which provides a useful 

basis for the preparation by Bangladesh of an 

individual action plan under the Framework 

Agreement on Facilitation of Cross-Border 

Paperless Trade in Asia and the Pacific.  

A regional workshop was organized where 

countries shared their main issues and 

challenges in facilitating cross-border paperless 

trade and priority actions to address these issues 

and challenges. 38 At this workshop, Bangladesh 

identified these top priorities from the initial action 

plan. For technical aspect: (1) capacity building, 

especially in the area of human resources; (2) 

standardization of trade data and procedures; 

and (3) harmonization and coordination between 

headquarters and remote service delivery points 

(BCP); and integration among of all agencies. 

For legal aspect: (1) Modernization of relevant 

acts, laws and regulations (by amendment and 

review); (2) Coordination, decentralization and 

harmonization of legal statutes; and (3) 

Integration and implementation. 

The report highlighted that there were no 

technical or legal obstacles in Bangladesh to 

ratify the Framework Agreement and that it 

should do so as soon as possible so it can start 

to more effectively plan and implement its trade 

digitalization strategy. The readiness 

assessments together with the action plan 

featured in this report can serve as a foundation 

to elaborate more detailed activities at national 

and agency level in this area, with identifiable 

timeline and budget sources. Additional 

meetings and consultations among stakeholders 

may be useful to further refine and specify 

actions and their sequencing in order to achieve 

the long-term goal of cross-border paperless 

trade – and to identify specific pilot projects and 

capacity building and technical assistance needs. 

At the regional workshop, Bangladesh expressed 

its intention to ratify the Framework Agreement 

by December 2019, following stakeholder 

consultation, inter-ministerial meeting and 

cabinet approval. 

Pending its ratification and the entry into force of 

the Framework Agreement, Bangladesh may 

also continue to participate in the Interim 

Intergovernmental Steering Group on Cross-

border Paperless Trade Facilitation to gather and 

exchange information on good practices that can 

help Bangladesh further enhance its readiness 

for cross-border paperless trade.

 
38 Capacity Building Workshop on Cross-border 

Paperless Trade Facilitation, 19 September 2019, 

New Delhi, India. For more information, see: 

https://www.unescap.org/events/aptff-capacity-

building-workshop-cross-border-paperless-trade-

facilitation 

https://www.unescap.org/events/aptff-capacity-building-workshop-cross-border-paperless-trade-facilitation
https://www.unescap.org/events/aptff-capacity-building-workshop-cross-border-paperless-trade-facilitation
https://www.unescap.org/events/aptff-capacity-building-workshop-cross-border-paperless-trade-facilitation
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Annex I. List of stakeholders interviewed 
 

Organization Name Job Position 

Bangladesh Bank (Central 
Bank) 

Ms. Lila Rashid General Manager 

Bangladesh Federation of 
Chambers of Commerce 
and Industries  

Md. Shafiul Islam 
(Mohiuddin) 

President 

Sheikh Fazle Fahim Senior Vice President 

Mr. Hussain Jamil Acting Secretary General 

Bangladesh Garment 
Manufacturers and 
Exporters Association 

Md. Siddiqur Rahman President 

Mr. Moinuddin Ahmed First Vice President 

Bangladesh Knitwear 
Manufacturers & Exporters 
Association 

A.K.M. Salim Osman MP, President  

Bangladesh Shipping 
Agents’ Association 
Chittagong 
Bangladesh 

Mr. Ahsan Ul Huq 
Chowdhury 

Chairman 

Bangladesh Shipping 
Agents’ Association Khulna 
Branch, Bangladesh 

Capt. M. Rafiqul Islam Chairman 

Bangladesh Tariff 
Commission 

Ms. Rama Dewan Joint Chief 

Chittagong Customs 
Clearing & Forwarding 
Agents Association 

A.K.M. Akhter Hossain  President 

Department of Agriculture 
extension 

Mir Nurul Alam Director General 

Dr. Azhar Director 

Dhaka Chamber of 
Commerce and Industry 

Osama Taseer President  

Md. Joynal Abdin Acting Secretary 

Dhaka Customs Agents 
Association 

Shaikh Md. Farid President 

 Commissioner 

Metropolitan Chamber of 
Commerce and Industry 

Ms. Nihad Kabir President 

Ministry of Civil Aviation 
and Tourism 

Md Mokabbir Hossain Additional Secretary (Biman and 
CA) 

Ministry of Commerce Mr. Shafiquzzam Joint Secretary 

Ministry of ICT Md. Nobir Uddin Sr. Systems Analyst 

Ministry of Shipping Mr. Md. Shahadat Hossain Additional Secretary  

Mr. Md. Abdus Samad Secretary 

Mr. Md. Abdul Quddus Khan Additional Secretary (port) 

National Board of Revenue 
Bangladesh 

Md. Mosharraf Hossain 
Bhuiyan 

Senior Secretary 
& Chairman 

Md. Firoz Shah Alam Customs Policy & ICT 

Abul Basar Md. Shafiqur 
Rahman 

First Secretary  
Customs Policy & Budget 
 

Mr. Raich Uddin Khan First Secretary 

Mr. Gyes Uddin First Secretary 

Office of the Chief 
Controller of Imports & 
Exports 

Mr. Pranesh Ranjan 
Sutradhar 

Chief Controller 

 Mr. Mohiuddin Abdul Kadir Legal Adviser 
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Annex II. List of participants at the national consultation workshop 
 

Organization Name Job Position 

Bangladesh Bank  Md. Mokaddem Ahamed Deputy Director 

Mohammad Baduizzaman 
Dider 

DGM 

Bangladesh Foreign Trade 
Institute 

Ali Ahmed Chief Executive Officer 

Nahrin Rahman Swarna Research Associate  

Farhana Rifat Junior Research Associate  

Kazi Sadia Junior Research Associate 

Md. Shafiqul Islam Office Assistant 

Bangladesh Land Port 
Authority 

Amar Chan Banik 
Joint Secretary & Director 

Bangladesh Standards 
and Testing Institute 

Mohammad Arafat Hossain 
Sarker 

Assistant Director (Certification 
marks wing) 

Bangladesh Tariff 
Commission 

Rama Dewan 
Deputy Chief 

Chittagong Chamber of 
Commerce & Industry 

Engineer Mohammad 
Farque 

Secretary In-charge 

Chittagong Customs 
Clearing & Forwarding 
Agents Association 

AKM Akther Hossain 
President 

Dhaka Custom House Mohammad Belal Hossian 
Chowdhury 

Commissioner 

Mohammad Ariful Islam Joint Commissioner  

Dhaka Chamber of 
Commerce & Industry 

Enamul Hafiz Latifee 
Deputy Secretary 

Federation of Bangladesh 
Chambers of Commerce 
and Industries 

Sheikh Fazle Fahim 
President 

Financial Institution 
Division, Ministry of 
Finance 

Mohammad Anamul Huq 
Deputy Secretary  

ICT Division Md. Nobir Uddin Senior System Analyst 

Dr. Md. Fazlur Rahman Joint Secretary 

Metropolitan Chamber of 
Commerce & Industry 

Asif Ayub 
Additional Secretary 

Ministry of Commerce Kamruzzaman Deputy Secretary 

Md. Mofizul Islam Senior Secretary 

Tapan Kanti Ghosh Additional Secretary 

Md. Shafiqul Islam Additional Secretary 

Md. Munir Chowdhury Former DG, WTO Cell 

A.H.M Shafiquzzaman Joint Secretary 

Mohammad Rezaul Hoque Deputy Secretary 

Md. Abdus Samad Al Azad Joint Secretary 

Ministry of Finance 
Musrat Mah Jabin 

Deputy Secretary, Economic 
Relations Division 

Ministry of Foreign Affairs Md. Nazrul Islam Director General 

Ministry of Shipping ATM Monemul Haque Joint Secretary 

National Board of 
Revenue 

Md. Mosharraf Hossain 
Bhuiyan 

Senior Secretary & Chairman 
(Internal Resources Division) 

Md. Masud Sadiq Member 

Dr. Nahida Faridy  

AKM Zahid Hossain Senior System Analyst  

Mashuk Al Hossain DG-DEDO 

Dr. AKM Nuruzzaman Commissioner  
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Annex III. Cross-border paperless trade: a technical readiness checklist: 

Bangladesh 
 

 

Scope and structure of the checklist 

The Checklist is to assess technical gaps in implementing cross-border paperless trade systems. The 

Checklist takes into considerations of national issues such as implementation of electronic and 

paperless transactions at national level and Single Window system, pre-requisites for cross-border 

paperless trade data exchange.  

The Checklist is structured in two sections as below: 

 

 

Section A - Paperless Trade System at the National Level 

This section focuses on technical issues related to implementation of electronic trade systems in 

paperless environment at the national level.  Technical issues are grouped into the following 

categories. 

1. Institutional and governance bodies for electronic data exchange in paperless environment 

a. Strong political commitment 

b. Coordination 

c. Inter-agencies governance structure 

2. Level of automation 

a. Electronic Systems 

b. Single Window System 

3. Information and Communication Technology (ICT) Infrastructure for Paperless Trade 

a. Network service availability 

b. Common/single network (E-Systems)  

c. Single Window System – integrate/interoperate with other systems  

d. Strategic plan for ICT infrastructure issues  

e. Disaster Recovery 

f. Business Continuity Plan 

4. Security 

a. IT security policy 

b. Security measures (E-Systems)  

c. Authentication mechanism 

d. Communication protocol 

5. Business process re-engineering 

a. BPR for paperless trade 

b. Implementation of paperless trade transactions 

6. Data harmonization and standardization 

7. Capacity building 

8. Other matters 

a. Computer literacy 

b. Budget constraints 
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Section B – National Status Towards Cross-border Data Exchange 

This section is aimed at assessing the status of a country or an organization to embark on cross-

border paperless trade data exchange projects. 

1. Electronic systems  

2. Single Window System  

3. Business process re-engineering  

4. Data Harmonization and standardization  

5. International Transit 

6. Awareness Program  

7. Other matters 

a. Authorized Economic Operator  

b. Stakeholders and trade community 

c. Government budget  

d. Documents being considered for cross-border data exchange & Prioritization 

e. Further information 
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CONSOLIDATED RESPONSE TO TECHNICAL READINESS CHECKLIST 

Section A: Paperless Trade System at the National Level  

No. Questions  Response 

1. Institutional and governance bodies for electronic data exchange in paperless 

environment: 

One of the critical success factors for implementation of paperless trade system is strong 

commitment from the Head of Government without which many projects of this magnitude 

tend to stall. When top management is committed to spearhead a project, issues of financial 

support and other resources could be addressed more readily. Coordination among 

participating parties (among Government agencies, between government and private sectors) 

is not an easy task but could be carried out more efficiently and effectively with the 

establishment of an institutional body equipped with a strong governance structure. The 

institutional set-up will provide a venue for relevant officials to come together to discuss on 

functionalities and other technical as well as legal matters. The governance structure which 

depicts the role and responsibilities of each unit/group as well as reporting mechanism will 

expedite the implementation of the paperless trade systems. 

1.1 Is there strong political commitment in 

your country to implement paperless 

trade systems to expedite international 

trade supply chain? 

YES. It is further demonstrated by a National Single 

Window Law, which has been proposed to 

supplement the existing ICT Act. 

Is there an official government 

instruction or decree? Has a Ministerial 

level official been appointed for this 

initiative? 

YES. Bangladesh has adopted the National Trade 

Facilitation Committee (NTFC) with the Minister of 

Commerce as its head. It has representations from 

all relevant public and private organisations. A 

technical committee has been formed to carry out 

the implementation of the NTFC forward. The 

technical implementation of the National Single 

Window (NSW) is under the supervision of the 

National Board of Revenue (NBR).  It is expected 

that a National Decree from the Prime Minister’s 

Office will be issued this year. 

1.2 Does the paperless trade initiative 

encompass all the community partners 

and is it driven by the government at 

the top level? 

YES. It encompasses all the community partners, 

50 other government agencies (OGAs), so far, have 

signed memoranda of understanding (MOUs) with 

NBR which is the de facto chair for NTFC. 

Which government agency is in 

charge? 

The ministry of Commerce officially heads the 

NTFC, although NBR is the de facto chair. Customs 

is the lead agency for the NSW.  

1.3 Is there an inter-agencies governance 

structure established to oversee 

paperless trade systems facilitated by 

the government?  

There is a NTFC and a NSW sub-Committee. NBR 

is the de facto NTFC chair, while Bangladesh 

Customs (also part of NBR) heads the NSW sub-

Committee.  

If yes, please provide a diagrammatic 

representation of the structure and 

indicate the Lead Agency?  

The NTFC and NSW sub-Committee include both 

government and private stakeholders. For example, 

Bangladesh Garments Manufacturers’ and 

Exporters’ Association (BGMEA) and certain 
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This structure may include the private 

sector stakeholders or community 

players. 

chambers of commerce are represented on such 

bodies. The Central Bank of the country is also a 

member. 

2. Level of Automation 

It is not feasible for an organization/agency to consider implementing paperless trade system 

without the capability of processing electronic document/information/data, let alone cross-

border data exchange subsequently. 

2.1 Paperless trade system 

2.1. 

(a) 

Has your country implemented 

Electronic Customs (eCustoms)? (And 

other services that facilitates Customs 

declarations in an electronic format) 

YES. 

Does it have the capability to receive, 

process and issue document 

electronically? 

YES. e-Customs has been implemented using the 

ASYCUDA solution for the electronic reception, 

processing and issuance of approvals. 

Is it integrated with Electronic Payment 

(ePayment)?  

YES. It is integrated with commercial banks for duty 

payments. 

Does it have the capability to 

authenticate users electronically? 

YES. Authentication is via User ID and password 

issued by Customs for customs brokers / 

declarants. 

Does it ensure data/document 

security? 

YES, via internal ASYCUDA security measures. 

Digital signatures are currently not used. 

What is the percentage of trade 

covered under this system? 

100% (however, a very small Land Customs 

stations (LCs) are not covered under the electronic 

system. Import and export data of these LCs is 

being incorporated in the system few days after 

actual trade.) 

Are community partners connected to 

it electronically? 

NO. Other than the commercial banks for payment 

of duty, other community partners are currently in 

planning stages for electronic data/document 

exchange and submission. MOUs has been signed 

between NBR and OGAs. 

2.1. 

(b) 

Has your country implemented 

Electronic Port (ePort)? (Including air, 

sea, road rail and inland ports) 

YES. Major ports are connected except some Land 

Customs Stations. 

Does it have the capability to receive, 

process and issue document 

electronically? 

UNCERTAIN. Specific information unavailable, 

although it is reported that Chittagong Port has 

implemented Port EDI / Container Terminal 

Management System (CTMS). According to its 

website, these systems are primarily for port related 

processes. However, the system is not able to 

exchange data with NBR. 
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Is it integrated with Electronic Payment 

(ePayment)?  

No. 

Does it have the capability to 

authenticate users electronically? 

Port has different electronic system. They have 

different user ID and password. 

Does it ensure data/document 

security? 

N/A 

What is the percentage of trade 

covered under these systems? 

N/A 

Are community partners connected to 

it electronically? 

N/A 

2.1. (c) 

 

 

Has your country implemented 

Electronic License (eLicense), 

Electronic Permit (ePermit), Electronic 

Certificate (eCertificate), etc.? 

NOT YET. 

Does it have the capability to receive, 

process and issue document 

electronically? 

NOT YET, but it is currently at testing and planning 

stages for electronic sanitary and phytosanitary 

certificates (e-SPS) and e-CO (Export Promotion 

Bureau). 

Is it integrated with Electronic Payment 

(ePayment)?  

N/A 

Does it have the capability to 

authenticate users electronically? 

N/A 

Does it ensure data/document 

security? 

N/A 

What is the percentage of trade 

covered under these systems? 

N/A 

2.1. 

(d) 

Has your country implemented 

Systems of cross-border trade other 

than above specified? 

NO. 

Does it have the capability to receive, 

process and issue document 

electronically? 

NO. 

Is it integrated with Electronic Payment 

(ePayment)?  

Does it have the capability to 

authenticate users electronically? 

N/A 

Does it ensure data/document 

security? 

N/A 

What is the percentage of trade 

covered under these systems? 

N/A 
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2.1. 

(e) 

What is your country’s targeted 

timeline to cover all trade transactions 

through these systems towards 

paperless environment? 

NSW project is expected to be completed by the 

end of December 2020. However, there is no 

definite timeline to cover all trade transactions 

through these systems towards paperless 

environment. 

2.2 Has a Single Window System been 

implemented in your country to 

expedite cargo movement/clearance 

and to facilitate international trade 

supply chain? 

If yes, please answer following 

questions (2.2. (a) to 2.2. (d). If No, 

please answer 2.2. (e).) 

NO. However, an IT firm has already been given 

work orders to develop the NSW. 

2.2. 

(a) 

How does it receive data electronically 

i.e what kind of user interface and 

communication channel (internet-

based network or dedicated/secured 

private network) is used? 

N/A 

2.2. 

(b) 

Does it support paperless 

environment? 

N/A 

2.2. (c) How many agencies are connected to 

the single window? Please list them. 

N/A. However, 50 OGAs/ Certificate Licensing and 

Permit issuing agencies (CLPIAs) (inclusive of 3 

commercial banks) are planned to be connected 

through NSW (MOUs signed). 

2.2. 

(d) 

Who operates this system? N/A 

2.2. 

(e) 

If No, does your country have a future 

plan and when is the targeted timeline 

to implement electronic transactions 

towards paperless environment? 

It is now targeted for ratification of the Framework 

Agreement by December 2019. Implementation of 

NSW is in progress, and it may take a couple of 

years more to be completed. 

3. Information and Communication Technology (ICT) Infrastructure for Paperless Trade 

A good information and communication technology (ICT) infrastructure is one of the essential 

elements for an efficient paperless trade system. The primary function of the network is to 

serve as a secure channel for information exchange between the participating parties. 

Unavailability of internet service could be one of the obstacles in full implementation of a 

trade facilitation system when the business process is incomplete due to missing parties in 

the network connectivity.   

There are various options of network such as Multi-Protocol Label Switching - Internet 

Protocol Virtual Private Network (MPLS-IPVPN), HTTPS (HyperText Transfer Protocol over 

Secure Socket Layer). Regardless of choice of options, the network should allow connectivity 

and interoperability between heterogeneous platforms and support various protocols and 

exchange paradigms within a secure operating environment. It is not uncommon that different 

stakeholders have different level of computerization and system on different platforms. To 

ease integration/interfacing/interoperability between these systems, a single window system 

which connects them needs to support interface with heterogeneous systems. 
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Putting in place a strategic plan to address information and communication technology (ICT) 

infrastructure issues and a disaster recovery centre should be part of a business continuity 

plan. It is essential to ensure that the effects of operating disruptions are properly mitigated. 

3.1 Is Network service available at all 

border posts, including 

ports/airports/cargo clearing house, in 

your country? 

Virtual private network (VPN) Fibre Optics are 

installed in all major cities. Broadband connectivity 

is provided to all major border crossing points. 

If not, what is your country’s future 

plan and targeted timeline to connect 

the stakeholders of the logistic and 

supply chain including controlling 

agencies? 

N/A 

3.2 Are the systems mentioned in 2.1 

connected via a common/single 

network? If yes, answer 3.2. (a) to 3.2. 

(e).) 

NO. Currently there is only one application in 

operation; e-Customs. It is connected to the 

National Interface Architecture for network 

connectivity / Government Secured Intra-net (GSI) 

which connects 314 Ministries and agencies. 

3.2. 

(a) 

Does it have an integrated secure 

network? 

YES. Network is secured under the provisions of 

the Digital Security Agency and Act of 2018 

together with the ICT Act 2006. 

3.2. 

(b) 

Is it able to provide a high availability 

rate of minimum 99.9% in terms of 

service level agreement for trade data 

exchange in paperless environment? 

YES. 

3.2. (c) Is it able to support various 

communication protocols? 

YES. It supports HTTPS and POP. 

3.2. 

(d) 

Is it designed to take into account 

future requirements such as device 

and technology upgrades? 

YES. Introduction of new technology, e.g. 

blockchain, and applications are being monitored 

and tested by Bangladesh Computer Council 

(BCC).  

3.2. 

(e) 

If any of the above is lacking (a~ d), 

what is your country’s future plan to 

upgrade it and what is the targeted 

timeline? 

Full implementation is expected under the 

Government Manifesto of Vision 2021, Digital 

Bangladesh. 

3.3.  If a Single Window System is 

implemented, is it able to 

integrate/interface/interoperate with 

other existing heterogeneous systems 

(i.e., with systems on different 

platforms)? 

 

If it does support (is able to 

interoperate with) heterogeneous 

systems, what is the method of 

integration/interfacing? 

Specific information is not available due to lack of 

information on the actual design specifications. 

From the functional aspects, it is to build with the 

ability for interoperability with other existing 

systems. 
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3.4 Does your country have a strategic 

plan to address information and 

communication technology (ICT) 

infrastructure issues (for paperless 

trade)? 

YES. It is the Government Manifesto of Vision 

2021, Digital Bangladesh. 

If not, what is your country’s future 

plan and targeted timeline to establish 

the strategic plan? 

N/A 

3.5 Is there any policy for the 

establishment of a Disaster Recovery 

(DR) at 

agency level? 

national level? 

YES. Currently, it is hosted within the premises of 

NBR. With the completion of NSW, it will be hosted 

in the Data Centre established by the Government’s 

ICT Division. It is a Tier III Data Centre with the DR 

located about 200 kms away. The Tier IV Data 

Centre was opened in November 2019, at the 

Bangabondu- Kaliakoir Hi-Tech Park. 

Please state the Disaster Recovery 

(DR) implementation at  

     agency level (specify the %) 

     national level. 

Currently, it is hosting the Government Secured 

Intranet which connects 314 Ministries/Agencies 

primarily for communications and reporting matters 

amongst the government entities. 

If not, what is your country’s future 

plan and targeted timeline to set up a 

Disaster Recovery (DR)? 

N/A 

3.6 Does your country have a business 

continuity plan for paperless trade 

systems? 

If yes, is it regularly tested? 

It is being planned together with the development of 

the NSW. 

If not, what is your country’s future 

plan and targeted timeline to develop a 

business continuity plan? 

It is anticipated to be developed by the end of 2020. 

4. Security 

The confidence of users to replace paper-based document with electronic information or data 

is to an extent dependent on how the IT system manages the electronic data in a secured 

manner. 

4.1 Is there any information technology 

(IT) security policy for your country? 

If yes, please specify. 

YES, by Digital Security Act 2018. 

4.2 What kind of security measures 

undertaken to protect system(s) 

mentioned in 2.1 (if any of them is 

implemented) from unauthorized 

access? 

E-Customs is being planned to incorporate digital 

signatures and public key infrastructure (PKI). 

Currently, it uses the ASYCUDA internal security 

mechanism. 
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4.3 What kind of authentication 

mechanism is used to ensure security 

of information transmitted 

electronically? 

It is being planned to incorporate digital signatures 

and PKI. 

4.4 What kind of communication protocol 

is used for electronic data exchange 

currently? 

XML is being planned for data exchange. 

4.5 What is your country’s future plan to 

enhance the security level mentioned 

in 4.1 and 4.2 and what is the targeted 

timeline? 

Vision 2021, Digital Bangladesh. 

5. Business Process Re-engineering 

Failure to review and re-engineer a manual procedure/process in the development of an 

electronic system will often lead to inefficiency of the system. It will further jeopardize 

integration/interfacing with other systems if business processes across the board are not 

streamlined to ensure seamless flow of information. Implementation of an electronic system 

often begins with parallel processing of paper document, but the ultimate goal is to 

discontinue the usage of paper document.  

5.1 Have the stakeholders in your country 

conducted re-engineering and 

streamlining of business processes to 

support paperless trade/national single 

window: 

  (a) agency level (Please list them)? 

  (b) national level? 

PARTIALLY. Business Process Re-engineering 

has been conducted by Customs only. 

5.2 Has your country implemented any 

paperless trade transactions? 

YES. It has implemented Import and Export 

Declarations; Manifest information; and Customs 

duty payments. 

If yes, what kind of transactions are 

implemented, and type of electronic 

documents are exchanged? 

Import and Export Declarations, Manifest 

information. 

If not, what is your country’s future 

plan and targeted timeline to do away 

with paper-based documents? 

 

6. Data Harmonization and Standardization 

Data compatibility is one of the main issues that needs to be addressed in various 

connectivity projects in and around the region. Thus, if data harmonization and 

standardization can be carried out as early as possible, seamless data exchange will be 

achieved without compatibility issues, especially if it is based on international standards. 

6.1 Has data harmonization and 

standardization been conducted on the 

data elements for paperless trade. 

PARTIALLY. Data harmonization and 

standardization has been conducted by Customs 

only. 
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--(a) at agency level (Please list 

them)? 

--(b) at national level? 

If yes, has a data model been adopted 

and is it based on international 

standards/guidelines, such as United 

Nations rules for Electronic Data 

Interchange for Administration, 

Commerce and Transport 

(UN/EDIFACT), United Nations Code 

for Trade and Transport Locations 

(UN/LOCODE), Core Component 

Technical Specification (CCTS), Core 

Component Library (CCL), World 

Customs Organization Data Model 

(WCO DM), etc.? 

It has adopted the WCO Data Model 3.7. 

7. Capacity Building 

Capacity building is an ongoing activity in most projects but is important particularly at the 

onset of a project to ensure stakeholders have a common understanding on the project and 

their respective role and responsibilities to make it a success. 

7.1 Has your country conducted any 

awareness program and/or workshop 

to ensure the stakeholders 

(government agencies and traders) 

having a common understanding on 

‘paperless trade’ and to have better 

insight in the requirements of 

‘paperless trade’ as well as their 

respective role to help realize cross-

border paperless trade data 

exchange? 

PARTIALLY. Awareness programmes and 

workshop was conducted only for users of the e-

Customs system. 

7.2 Do the stakeholders of cross-border 

trade in your country fully understand 

the single window approach? 

YES. They are partially aware but requested more 

capacity building in the area of modernization of 

business processes, BPR and data harmonization, 

awareness and communications programmes. 

7.3 Has your country conducted any 

awareness program or workshop on 

single window? 

YES. But very few and inadequate as these 

programmes are few and irregular. 

7.4 What is your country’s future plan and 

timeline to enhance capacity building 

for cross-border paperless trade data 

exchange? 

No specific timeline indicated. 

8. Others 

8.1. 

(a) 

What is the level of computer literacy 

in the trading community in your 

country as a whole to support 

Level of computer literacy is fair. More trading 

communities have their own business applications 

for business and operations. However, it is done 
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electronic transactions? (>75%=High, 

50%=Medium, 25%=Low) 

under a home-grown system under which some 

clusters of computer operators have sprang up, 

through which the traders do these things. They 

themselves or their offices very rarely, if at all, do 

these jobs. 

8.1. 

(b) 

Are they ready to accept changes 

arising from re-engineered business 

processes in implementing paperless 

trade systems? 

YES. They are supportive. 

8.2 

 

Does your country encounter budget 

constraint in implementing paperless 

trade system? 

YES. Budget constraints are mainly in IT application 

/ hardware/human resources, e.g. system 

architects, programmers, project managers and IT 

application/hardware. 

If yes, what is your country’s future 

plan to overcome this financial 

constraint and what is the targeted 

timeline? 

No information provided. 

 

Section B: National Status Towards Cross-Border Data Exchange 

No. Questions  Response 

Ideally, all stakeholders of cross-border trade should be on board the cross-border data exchange 

project to bring forth full benefits. In this respect, it is important that their IT systems support cross-

border data exchange. A single window system is meant to connect systems of the stakeholders via a 

single point of connectivity providing more efficient integration/interfacing. Likewise, a National Single 

Window which acts as the national single point of connectivity will tend to ease integration/interfacing 

for cross-border data exchange with dialogue partners. 

1. What is the percentage of systems 

mentioned in Section A 2.1 (if any of them 

is implemented) support cross-border data 

exchange? 

100% for e-Customs (ASYCUDA). It supports 

cross-border data exchange. 

2. If a single window mentioned in Section A 

2.2 is implemented, does it support cross-

border data exchange?  

NOT YET. NSW is not yet implemented, but still 

at development stage. Cross-border data 

exchange capability is a pre-requirement in the 

technical specifications. 

If ‘Yes’, does it function as the National 

Single Window which acts as the national 

single point of connectivity for any cross-

border data exchange with other dialogue 

partners? 

It is the intention that the NSW will act as the 

national single point of connectivity. 

When business process re-engineering is done on domestic procedures/processes for paperless 

transaction at the national level, it has to take into consideration requirements for cross-border data 

exchange whereby paper document will not be exchanged across borders. 

3. If your country has implemented paperless 

transactions at the national level as 

mentioned in Section A 5.2, has re-

engineering and streamlining of business 

processes been conducted to support 

cross-border data exchange? 

PARTIALLY. Business process re-engineering 

conducted by Customs is to support cross-

border data exchange. 
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No. Questions  Response 

If not, what is your country’s future plan 

and targeted timeline to develop a regional 

business process for cross-border data 

exchange? 

There is a plan to develop regional business 

process for cross-border data exchange. 

However, timeline has not been set. 

If data harmonization and standardization is done based on international standards which are adopted 

by most organizations or countries in the region, it will minimize changes in the national system 

process and database structure when implementing cross-border data exchange electronically. 

4. Has data harmonization and 

standardization been conducted based on 

international standards/guidelines such as 

United Nations rules for Electronic Data 

Interchange for Administration, Commerce 

and Transport (UN/EDIFACT), United 

Nations Code for Trade and Transport 

Locations (UN/LOCODE), United Nations 

Centre for Trade Facilitation and Electronic 

Business (UN/CEFACT) Single Window 

Recommendation, etc. to support cross-

border paperless trade data exchange? 

YES. Data harmonization and standardization 

conducted by Customs was based on the 

recommendations of the WCO Data Model 3.7. 

If not, what is your country’s future plan to 

minimize changes in your system process 

and database structure for cross-border 

data exchange electronically? 

N/A 

5 International Transit 

Among the issues faced by transit traders under the current international transit procedure in many 

countries in the region are: 

(i) Repetitive submission of a customs transit declaration at entry to every country of transit; and 

(ii) A security document needs to be registered at every country of transit. 

To address the above issues, the following could be considered: 

(a) A single Customs Transit Declaration to be valid for the whole transit route: Data and 

information of the Customs Transit Declaration submitted and approved at the country of departure to 

be shared across border with the countries of transit and country of destination. 

(b) A single guarantee to be valid for the whole transit route: Relevant data/information of the 

guarantee registered at the country of departure to be shared across border with countries of transit 

and country of destination.  

If single stop inspection is done by all controlling agencies at the exporting country and data of the 

inspection results is shared with the importing country, it will definitely expedite cargo clearance. 

 

5.1 Is paperless Customs declaration 

implemented in your country for: 

  (a) national transit procedures (inbound 

transit, outbound transit, inland transit); 

and  

NO. 

  (b) international transit? NO. 

 

If yes, is the Customs regime in your 

country able to support implementation of 

a single Customs Transit Declaration and 

single guarantee valid for the international 

transit route taking into consideration the 

following?  

N/A 
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No. Questions  Response 

(a) to agree on a guarantee registered at 

the country of departure, covering the 

highest duty amount calculated based on 

duty rate of each country in the transit 

route, to be valid and accepted throughout 

the transit route; and  

(b) to agree on a regional/sub-regional 

format and content of the single 

guarantee? 

N/A 

If not, what is your country’s future plan 

and targeted timeline to address this 

issue? 

No information provided. 

5.2 Has your country implemented a one stop 

inspection system by all controlling 

agencies at the borders at the time of 

exit/export? 

NO. 

If yes, is the inspection results shared with 

the importing country? 

 

If not, is there any intention to implement a 

single stop inspection and what is the 

timeline? 

No information provided. 

6. Awareness Program 

Awareness program is important for stakeholders to understand how cross-border data 

exchange could be carried out so as to reduce their anxiety and that they will be prepared to 

address any issues that may arise.  

If a country lacks the expertise to carry out business process analysis, data harmonization & 

simplification, system development, project management, etc, it may look for technical 

assistance from external party. 

 

6.1 Does your country have an awareness 

program (capacity building / training / 

workshop etc) for stakeholders to have a 

better understanding on  

(a) how cross-border data exchange could 

be implemented? 

YES. But mainly for integration into the NSW, 

without much on the type of data for cross 

border exchange. 

(b) potential business transactions and 

documents for cross-border data 

exchange? 

YES. It is at the discussion stages for export 

information exchange and CO information 

exchange. 

(c) method of identifying inhibitors that 

need to be addressed? 

NO. 

If not, what is your future plan and targeted 

timeline to conduct the awareness 

program? 

No timelines provided. 

6.2 Does your country have the capacity to 

carry out: (a) business process analysis? 

PARTIALLY.  Technical capacity exists within 

Customs but transfer of this capacity and 

knowledge to OGAs would require some 

resources, possibly outsourcing to third parties. 

(b) data harmonization and simplification? PARTIALLY.  Technical capacity exists within 

Customs but transfer of this capacity and 

knowledge to OGAs would require some 

resources, possibly outsourcing to third party. 
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No. Questions  Response 

(c) system development? PARTIALLY.  Technical capacity exists within 

Customs but transfer of this capacity and 

knowledge to OGAs would require some 

resources, possibly outsourcing to third parties. 

(d) Project management? PARTIALLY.  Technical capacity exists within 

Customs but transfer of this capacity and 

knowledge to OGAs would require some 

resources, possibly outsourcing to third parties. 

7. Other matters 

Some countries ready for cross-border data exchange may not be willing to participate in a pilot project. 

One of the reasons is the lack of trust on economic operators of their dialogue partners. If your 

economic operators are able to comply with AEO (Authorized Economic Operator) scheme and 

mutually recognized by your dialogue partners, it will expedite cross-border data exchange. 

 

7.1 Authorized Economic Operator (AEO) 

7.1. 

(a) 

Is the Authorized Economic Operator 

scheme implemented in your country? 

Currently, AEO is being piloted on 

Yellow/Green/Red channels. It is targeted to 

introduce Blue by the end of 2019. 

If yes, how extensive is it implemented in 

terms of percentage of economic 

operators registered for the scheme? 

 

7.1. 

(b) 

In general, what is the level of compliance 

of traders in your country (high, medium or 

low)?  

There is no study about compliance level of 

traders yet. 

7.1. 

(c) 

Is your country ready to sign any Mutual 

Recognition Agreement for Authorized 

Economic Operator (AEO) with dialogue 

partners? 

No indicators provided. Maybe in the future. 

In the preparatory stage, it is useful to assess the readiness of stakeholders in accepting changes 

arising from cross-border data exchange, and availability of fund for any potential cross-border 

paperless trade project. 

 

7.2 Are the stakeholders and trade community 

ready to accept changes arising from the 

re-engineered processes towards cross-

border data exchange? 

• Regulatory agencies 

• Agents/Customs brokers 

• Traders 

• Port Community 

• Financial institutions 

• Others (Please specify) 

YES. They are all supportive but request for 

capacity building programmes for modernization 

and for better understanding further identifying 

the effectiveness and efficiency of BPR exercise 

for cross border data exchange. 

7.3 Does your country’s government budget 

provisioned for transition to cross border 

paperless trade data exchange? 

NO. 

If no, what is your targeted timeline?  

Sharing of information on countries’ preference on the prioritized documents for cross-border data 

exchange can help identify potential participants having same or similar preferences to work together 

on pilot projects that meet their common preferences. 
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No. Questions  Response 

7.4 Is your country considering cross-border 

data exchange for any of the following 

documents and related processes? 

(Y=Yes, N=No) 

(Please select top 5 prioritized documents) 

(i) Sea Way Bill 

(ii) (Advance) Manifest 

(iii) Customs Transit Declaration 

(iv) Transit Bond 

(v) Phyto-Sanitary Certificate 

(vi) Sanitary Certificate 

(vii) Fumigation Certificate 

(viii) CITES Certificate 

(ix) Certificate of Origin (Preferential) 

(x) Certification of Origin (non-

preferential) 

(xi) Pharmaceutical Certificate 

(xii) National Standard and Quality 

Certificates 

(xiii) International Organization for 

Standardization (ISO) and other 

international standards and quality 

certificates 

(xiv) Certificate for medical devices 

(xv) Certification of Electrical and 

Electronic Components, Equipment 

and Product 

(xvi) Dangerous Goods List 

(xvii) Material Safety Data Sheet 

(MSDS) 

(xviii) Letter of Credit 

(xix) Bill of Lading 

(xx) Invoice  

(xxi) Packing List 

(xxii) Import Permit 

(xxiii) Others (Please specify)  

No information provided. It is anticipated that 

the completion of NSW will lead to some 

concrete planning. 

7.5 For each of the five (5) prioritized 

documents identified in 7.4, please provide 

further information on the following: 

(a)  implementing agency/party: 

Documents                   Implementing 

agency/party  

 

 

 

 

 (b) how many % of the document and 

related processes is paperless?  

Documents (%) 
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Annex IV. Readiness of agencies for (cross-border) paperless trade   
 

Below is a list of relevant agencies (OGAs/CLPIAs) and permits that are relevant to (cross-border) 

paperless trade in Bangladesh, as available as of November 2019. The information on relevant 

agencies and their current status in digitalization of their systems and/or connections to electronic 

national systems were collected, to supplement findings in the technical checklist (Annex III). 

Specifically, the list identifies: 

• Name of agencies 

• Permit type: permit types, names and/or explanations 

• NSW participation: Whether agencies/permits will be participating in the NSW 

• E-application: Whether agencies have electronic system in place for traders to apply for permits 

(MSD = Manual Supporting Documents; or EDHC = Electronic Declaration/Application (but 

hard copy still required)) 

• Payment: How do the traders pay for the customs duty/permit application fee (if any) (CD = 

Cash Deposit) 

• NSW: Whether agencies are connected to the NSW/Customs system and the level of 

connection 

o C - Connected: Whether agencies are connected to the NSW/Customs system  

o A - Approval: Whether approval information of agencies are merely uploaded to 

NSW/Customs system via upload module  

o F – Full : Whether agencies are fully connected to the NSW/Customs system with their 

internal e-applications 

 

Name of Agencies Permit type 
NSW 

participa
tion 

E-
application 

Payment 

NSW 

 
C  

A F 

Bangladesh 
Customs, NBR 

1. License to Export /Import 
radioactive/atomic products 

  

To be 
EDHC very 

Soon 
CD 

X X X 

2. Export/import permit of 
atomic products 

All 

To be 
EDHC very 

Soon 
  

      

3. NoC to export/import Non-
ionizing radioactive products 

EDHC   
      

1. Bill of Entry Noting EDHC         

2. Import General Manifest 
(IGM) 

EDHC   
      

3. Bill of Export Noting EDHC         

4. Assessment Notification EDHC   
      

5. Duty Payment EDHC         
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6. Clearance Notification EDHC   

   
Posts and 

Telecommunicatio
ns Division 

 

    
  

      

Bangladesh Land 
Port Authority 

1. Release Letter for customs 
(Major land ports and LCS) 

All 

EDHC CD 

X X X 

2. Exit Note-final document on 
payment of port authority fees 
(Major land ports and LCS) 

EDHC   

      

Directorate 
General of Drug 
Administration 

1. License to export Drug 

All 

MSD CD X X X 

2. Renewal of license to export 
Drug 

MSD   
      

3. Registration to import Drug MSD         

4. Renewal of the registration to 
import Drug 

MSD   
      

5. Pre-approval to import Drug MSD   
      

6. Pre-approval and document 
examination prior to export drug 

MSD   
      

7. Clearance Certificate to 
customs to release imported 
Drug and raw materials 

MSD   

      

8. Pre-approval of Block List to 
import raw material and 
pacakge of Drug 

EDHC   

      

9. No objection Certificate 
(NOC) to import Drug 

MSD   
      

Sonali Bank 
Limited 

1. Payment Challan 
All 

Partially 
EDHC 

CD 
X X X 

Mongla Port 
Authority 

1. Exit Note-final document on 
payment of port authority fees All   

CD 
X X X 

Information and 
Communication 

Technology 
Division 

  

    

  

      

Bangladesh 
Export Processing 
Zones Authority 

(BEPZA) 

1. Export Permit 

All 

Partially 
EDCH 

CD 
X X X 

2. Import Permit 
Partially 
EDCH 

  
      

Bangladesh 
Atomic Energy 
Commission 

(BAEC) 

1. Radiation Certificate for 
imported food products (not 
required for imports from 
SAARC countries) All 

MSD CD 

X X X 

2. Radiation Limit Checking of 
the exportable foods and other 
goods 

MSD   
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3. Radiation Limit checking of 
the exportable iron scrap 

MSD   
      

4. Elemental Analysis (Lead and 
Mercury) certificate for frozen 
fish exports; done only in Dhaka 

MSD   

      

Bangladesh 
Inland Water 

Transport 
Authority (BIWTA) 

1. Gate Pass-final document on 
payment of port authority fees 

All   CD 

X X X 

Bangladesh Bank 

1. LC Verification 

All 

  CD X X X 

2. EXP for Verification           

3. Cash Incentive     
      

Bangladesh 
Election 

Commission 
1. National Identify Card All EDCH CD 

X X X 

Ministry of 
Shipping 

 
    

  
      

Ministry of 
Agriculture 

  
    

  
      

Department of 
Environment 

 
    

  
      

Civil Aviation 
Authority of 
Bangladesh 

1. NOC for aircraft import 
All 

  CD X     

2. Flying worthiness Certificate           

Department of 
Fisheries 

1. License for Non-packer fish 
and fish products exporter 

All 

MSD 
CD 

X X X 

2. License for Live and Chilled 
fish exporter MSD 

  
      

3. License for Fish Drying yard 
(Exporter) MSD 

  
      

4. License for Fish feed 
importers MSD 

  
      

5. Registration of export-
oriented Fish/shrimp farm MSD 

  
      

6. NOC to import fish, fish 
products and fish feed 

MSD 
  

      

7. Examine the sample imported 
fish MSD 

  
      

8. Examine the sample export 
fish MSD 

  
      

9. NOC to import Mesh (Net) 
MSD 

  
      

10. Inspection Certificate for the 
export consignment MSD 

  
      

11. Health/salubrity certificates 
for export of fish and fish 
products MSD 

  

      

12. EU/Russian veterinary 
certificates for export of fish and 
fish products MSD 
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Bangladesh 
Telecommunicatio

n Division 

1. NoC to import Radio 
Equipments 

All 

  
CD 

X X X 

2. Release Certificate to 
discharge imported Radio 
Equipments   

  

      

3. NoC to import Mobile Phone           

4. NoC to import satellite phone           

5. NoC to import 
telecommunication materials   

  
      

Bangladesh 
Computer Council 

(BCC) 

 

    
  

      

Bangladesh Navy               

Plant Quarantine 
Wing of 

Department of 
Agricultural 
Extension 

1. Clearance to export/import 
plant or plant products 

All 

MSD CD 
X X X 

2. Phytosanitary Certificate for 
plants and plant products 

EDHC   
      

3. Import Permit to import plant 
or plant Products 

EDHC   

      

4. Release Order 
 To be 
EDHC 
Soon 

  
      

5. Anchorage Permit MSD         

Registrar of Joint 
Stock Companies 

and Firms 

1. Name Clearance 

All 

EDHC CD X X X 

2. Company Registration EDHC         

3. Trade Organization 
Registration 

EDHC   
      

4. Partnership Firm Registration EDHC         

5. Return Filling EDHC         

6. Issuance of entity's certified 
copy 

EDHC   
      

Office of the 
Controller of 

Imports &Exports 

 

    
  

      

Bangladesh 
Investment 

Development 
Authority (BIDA) 

1. Registration of Foreign 
Investment 

All 

EDHC CD 
X X X 

2. Registration of Local 
Investment 

EDHC   
      

3. Registration of Industrial 
Investment Project 

EDHC   
      

4. Recommendation to issue 1st 
Ad-hoc industrial IRC 

To be 
EDCH 
Soon 

  

      

5. Recommendation to issue 
2nd Ad-hoc industrial IRC 

To be 
EDCH 
Soon 
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6. Recommendation to 
regularize Industrial IRC 

To be 
EDCH 
Soon 

  
      

7. Approval of Foreign 
Borrowing 

EDHC   
      

8. Visa Recommendation for 
Foreign Investors/Workers 

EDHC   
      

9. Approval/Extension of Work 
Permit for Expatriate 

EDHC   
      

10. Approval/Renewal of 
Branch/Liaison and 
Representative office 

EDHC   

      

Bangladesh 
Economic Zones 

Authorty 

1. Export Permit 

All 

EDHC CD X X X 

2. Import Permit EDHC         

3. Project Registration and 
Clearance 

EDHC   
      

Ministry of  
Fisheries and 

Livestock 

 

    

  

      

Chittagong Port 
Authority 

1. Exit Note-final document on 
payment of port authority fees 

All 
EDHC 

CD 
X X X 

Payra Port 
Authority 

1. Exit Note-final document on 
payment of port authority fees 

All 
  

CD 
X X X 

Office of the 
Controller of 

Accounts (CGA) 
  

    
  

      

Bangladesh 
National Authority 

for Chemical 
Weapons 

Convention 
(BNACWC) 

 

  

  

   

Ministry of 
Commerce 

1. Approval for industrial IRC 
3rd Adhoc 

All 

MSD 
CD 

X X X 

2. Approval to export prohibited 
export goods MSD 

  
      

3. Approval to export conditional 
export goods MSD 

  
      

4. Approval to re-export the 
imported goods MSD 

  
      

5. Recommendation for cash 
incentive MSD 

  
      

6. Clearance Permit (CP) to 
release imported car and 
Machineries MSD 

  

      

7. Import Permit (IP) to import 
car and Machineries MSD 

  
      

Ministry of 
Industries 

  
    

  
      

1.NoC for Aircraft Import All   CD X X X 
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Ministry of Civil 
Aviation and 

Tourism 
2. Flying worthiness Certificate 

  
  

Bangladesh 
Standards and 

Testing Institution 
(BSTI) 

1. NOC to customs to discharge 
imported goods 

All 

EDHC CD 
X X X 

2. Certificate Marks (CM) 
Licenses 

MSD   
      

3. Renewal of certificate Marks 
(CM) Licenses 

MSD   
      

Ministry of Health 
and Family 

Welfare 
  

    
  

      

Chief Controller of 
Imports & Exports 

(CCI & E) 

1. Import Permit 

All 

EDHC CD X X X 

2. Import Registration Certificate 
(IRC) EDHC 

  
      

3. Renewal of Import 
Registration Certificate (IRC) EDHC 

  
      

4. 1st Ad hoc Industrial IRC EDHC         

5. 2nd Ad hoc Industrial IRC 
EDHC 

  
      

6. 3rd Industrial IRC 
EDHC 

  
      

7. Regularization of Industrial 
IRC EDHC 

  
      

8. Export Registraion Certificate 
(ERC) EDHC 

  
      

9. Renewal of Export 
Registration Certificate (ERC) EDHC 

  
      

10. Export Registration 
Certificate (Indenting Service) EDHC 

  
      

11. Renewal of Export 
Registration Certificate 
(Indenting Service) EDHC 

  

      

12. Multinational Export 
Registration Certificate (ERC) EDHC 

  
      

13. Renewal of Multinational 
Export Registration Certificate 
(ERC) EDHC 

  

      

14. Multinational Import 
Registration Certificate (IRC) EDHC 

  
      

15. Renewal of Multinational 
Import Registration Certificate 
(IRC) EDHC 

  

      

16. Multinational Indenting 
Certificate EDHC 

  
      

17. Renewal of Multinational 
Indenting Certificate EDHC 

  
      

18. Prior Import Approval to 
import explosive products and 
firearms EDHC 
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19. Import Permit to import 
explosives products and 
firearms EDHC 

  

      

20. Export Permit to return 
goods which arrives erroneously EDHC 

  
      

21. Approval for re-export 
EDHC 

  
      

22. Import permit on Returnable 
Basis EDHC 

  
      

23. Export Permit 
EDHC 

  
      

24. Export-Cum-Import Permit 
EDHC 

  
      

25. Clearance Permit EDHC         

26. Prior Permission (PP) 
EDHC 

  
      

27. Approval to renew more 
than three years Non-Renewal 
Certificate 

EDHC   

      

28. Permission for Import and 
Export of defective RMG goods 

EDHC   

      

Export Promotion 
Bureau (EPB) 

1. Registration of the new 
export-oriented RMG Industry 

All 

MSD CD 
X X X 

2. Renewal of the registration of 
export-oriented RMG Industry 

MSD   
      

3. Registration of the new 
export-oriented Non-textile 
Industry 

MSD   
      

4. Renewal of the registration of 
export-oriented Non-textile 
Industry 

MSD   

      

5. APTA Certificate of Origin MSD         

6. Certificate of Origin for 
Preferential tariff for Least-
Developed countries 

MSD   

      

7. Certificate of Origin for China MSD   
      

8. GSP Certificate of Origin for 
EU 

EDHC   
      

9. GSP Application for textiles MSD         

10. GSP (EU) certificate of 
origin for Non-Textile Industry 

MSD   
      

11. GSP (Except for EU) CO for 
Non-Textile Industry 

MSD   
      

12. South Asian Free Trade 
Area (SAFTA) Certificate of 
Origin 

MSD   

      

13. SAPTA Certificate of Origin MSD   
      

1. Membership Certificate All MSD CD X X X 
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Bangladesh 
Knitwear 

Manufacturers 
and Exporters 
Association 
(BKMEA) 

2. Utilization Declaration (UD) 
Partially 
EDHC 

  
      

3. Amendment of UD MSD         

4. Export Order MSD         

5. Free of Cost Certificate 
MSD 

  
      

6. Bond License Renewal 
Request Recommendation MSD 

  
      

7. New Open Bond License 
Renewal Request 
Recommendation MSD 

  

      

8. GSP Form Issue MSD         

9. Duplicate GSP Request 
Recommendation MSD 

  
      

10. Recommendation letter for 
GSP facility to EPB MSD 

  
      

11. In-bond Form issue MSD         

12. UD statement Certificate 
Issue MSD 

  
      

13. 100% Exporter Certificate 
Issue MSD 

  
      

14.  Sample Pass Book Issue 
MSD 

  
      

15. Machinery Release 
Certificate MSD 

  
      

16. Issuing of Production 
Certificate for deemed exporter MSD 

  
      

17. Issuing of Machinery Import 
Certificate MSD 

  
      

18. Indemnity Bond Release 
Certificate MSD 

  
      

19. Cash Incentive Certificate 
Issue MSD 

  
      

20. EPB Renewal Request 
Recommendation MSD 

  
      

21. ID card issue for 
Commercial/Member MSD 

  
      

22. Cost free certificate (for CM 
based factory, sample import) MSD 

  
      

23. Certificate of Origin (CO) MSD         

24. Visa recommendation Letter 
for both importers and exporters 

MSD 

  

      

25. On-arrival Visa 
recommendation MSD 

  
      

26. Compliance certification 
letter to buyer MSD 

  
      

27. No-child labour Certificate 
EDHC 
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Bangladesh 
Garments 

Manufacturers 
Association 
(BGMEA) 

1. Membership Certificate 

All 

EDHC CD X X X 

2. Certificate of Origin (CO) EDHC         

3. Utilization Declaration (UD) MSD         

4. Amendment of UD 
MSD 

  
      

5. UD Statement Certificate 
issue MSD 

  
      

6. Machinery Release 
Certificate 

MSD 
  

      

7. Export Order MSD         

8. Bond License Renewal 
Request Recommendation 

MSD 
  

      

9. New Open Bond License 
Request Recommendation MSD 

  
      

10. GSP Form Issue 
MSD 

  
      

11. Duplicate GSP Request 
Recommendation MSD 

  
      

12. Inter/Sub-contract bond 
form issue MSD 

  
      

13. 100% Exporter Certificate 
Issue MSD 

  
      

14. Sample Pass Book Issue MSD         

15. Production Certificate for 
deemed exporter MSD 

  
      

16. Indemnity Bond Release 
certificate MSD 

  
      

17. Cash Incentive certificate 
issue MSD 

  
      

18. Cost free certificate MSD         

19. Visa recommendation Letter 
for both importers and exporters 

MSD 
  

      

20. On-arrival visa 
recommendation MSD 

  
      

21. Compliance certification 
letter to buyer MSD 

  
      

22. Group insurance claim 
settlement MSD 

  
      

23. No-child labour certificate 
MSD 

  
      

Department of 
Livestock (DLS) 

1. License for Animal Feed 
exporter 

All 

MSD 
CD 

X X X 

2. License for Animal Feed 
importer MSD 

  
      

3. License for veterinary Drug 
exporter MSD 
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4. License for veterinary Drug 
importer MSD 

  
      

5. No objection Certificate 
(NOC) to import Animal Feed MSD 

  
      

6. No objection Certificate 
(NOC) to import/Veterinary Drug MSD 

  
      

7. Veterinary Health Certificate 
(VHC) for exporters EDHC 

  
      

8. Import Permit to import One 
day old chick EDHC 

  
      

9. NoC to export Pet Animal EDHC         

10. NoC to Import Pet Animal 
EDHC 

  
      

Department of 
Explosives 

1. License to import of Gas 
Cylinders and valves 

All 

EDHC 
CD 

X X X 

2. License to import of LPG EDHC         

3. License to import of Calcium 
carbide EDHC 

  
      

4. License to import of 
Explosives EDHC 

  
      

5. License to import Explosives 
through Land Road 

EDHC 
  

      

6. License to import Explosives 
through Air and waterway 

EDHC 
  

      

7. NoC to import Explosives 
Products (petroleum) EDHC 

  
      

8. License to import of 
petroleum EDHC 

  
      

Bangladesh 
Telecommunicatio

n Regulatory 
Commission 

(BTRC) 

1. NoC to import Radio 
Equipment 

All 

MSD 
CD 

X X X 

2. Release Certificate to 
discharge imported Radio 
Equipment EDHC 

  

      

3. NoC to import Mobile Phone EDHC         

4. NoC to import satellite phone 
EDHC 

  
      

5. NoC to import 
telecommunication materials 

TO be 
EDHC very 

Soon 
  

      

Posts and 
Telecommunicatio

ns Division 
        

 
  

  
  

 

Income Tax Wing, 
NBR 

1. Taxpayer's Identification 
Number (TIN) for individual 

All 

EDHC CD 
X X X 

2. Taxpayer's Identification 
Number (TIN) for Company 

EDHC   
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3. Taxpayer's Identification 
Number (TIN) for partnership 
Firm 

MSD   

      

4. Tax Clearance Certificate EDHC         

VAT Wing, NBR 

1. Business Identification 
Number (BIN) 

All 

? CD 
X X X 

2. Registration as per the VAT 
Act 

?   
      

3. Exporter Enrolment ?         

4. Enrolment as per Tax 
Turnover 

MSD   
      

5. Disposal of the application to 
remove goods for export 
purposes 

EDHC   

      

Bangladesh bank 

1. LC Verification 

All 

EDHC CD X X X 

2. EXP for Verification MSD         

3. Cash Incentive EDCH   
      

Biman 
Bangladesh 

Airlines 
1. IGM Submission 

All   
CD 

X X X 
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Annex V. Cross-border paperless trade: a legal readiness checklist: 

Bangladesh 
 
 
Scope and structure of the checklist 

 

This checklist will help evaluate the degree to which current laws accommodate electronic documents 

and communications, notably whose with cross-border elements, and what could be done to bring the 

laws into conformity with the Framework Agreement on Facilitation of Cross-Border Paperless Trade 

in Asia and the Pacific, which aims to help member states to accommodate these changes for the 

purpose of cross-border trade without paper.  

 

The Checklist is structured in four sections as below: 

 

 

Section A. Electronics transactions and signatures law 

1. Electronic transactions  

a. Electronic communications 

b. Identity management and trust services 

2. Data retention and electronic archiving 

3. Electronic evidence 

 

Section B. Paperless trade and Single Window laws 

1. Single Window system/paperless trade system 

2. Information security: 

a. Information security and data confidentiality 

b. Data accuracy and integrity  

c. Sharing information and data between and among government agencies 

3. Service level agreements (SLA) and Memoranda of Understanding (MOUs) 

 

Section C. Cross-border aspects 

1. Existing bilateral or regional agreements  

2. International standards/guidelines   

3. Existing bilateral or multilateral technical /operational agreements 

4. Other international legal instruments, regulations and standards  

 

Section D. Other considerations 

1. Liability issues  

2. Dispute settlement considerations  

3. Intellectual property rights and database ownership 

4. Electronic payments 

5. Competition law 

 

Introductory Note: In addition to providing answers to specific questions, this legal checklist for 

Bangladesh cites and reproduces provisions of relevant Bangladesh laws and regulations, which are 

the legal authority for the answers given.  Where such legal provisions are reproduced, italics are 

occasionally used to key the reader to legally important words and phrases of the relevant section of 

the law or regulation. 
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CONSOLIDATED RESPONSES TO LEGAL READINESS CHECKLIST  

Findings are presented based on the information collected during visits by the team of experts who 

conducted interviews with relevant government agencies and private sector stakeholders in November 

2018, supplemented by those from existing reports and information provided by a national consultant.  

 

A. Electronics transactions and signatures law  

This first section of the checklist deals with basic laws supporting electronic transactions and electronic 

signatures. The Framework Agreement addresses these concerns, directly or indirectly, in articles 5, 6 

and 7. In particular, the first three principles included in Article 5 (General principles) represent the 

international consensus on e-transactions law.39 Key electronic transactions legal issues in this section 

include legal recognition of electronic communications and legal issues related to identity management 

and trust services, including electronic signatures. Other important related issues covered are the 

regulatory/legal requirements for data retention and electronic archiving; and the admissibility of 

electronic evidence, for example, in judicial and enforcement proceedings. 

 

Focus Questions Response 

Related provisions of the Framework Agreement:  

• Article 5: General principles; 

• Article 6: National policy framework, enabling domestic legal environment and 

paperless trade committee; 

• Article 7: Facilitation of cross-border paperless trade and development of single-

window systems: More specific questions on the Single Window appear below in 

part II. 

The first block of questions aims to explore the laws generally, with special attention to 

those that affect single window and/or cross-border trade documentation practices. 

1. Electronic transactions legal issues: 

     a. Legal recognition of electronic communications. 

What are the conditions for the 

recognition of the legal validity of 

electronic communications? 

The Information & Communication Technology Act 

(hereinafter “ICT Act”) speaks in terms of “electronic records”, 

not “electronic communications”. “Electronic record” in the 

ICT Act is defined as “” data, record or data generated, image 

or sound stored, received or sent in an electronic form or 

microfilm or computer generated microfiche.” 

The ICT Act recognizes the legal validity of electronic records. 

See Chapter II.6. ICT Act as set forth below.  

The conditions for legal validity of electronic records, as set forth in 

the ICT Act, are as follows:  i) authentication of the electronic record 

normally by means of digital signature of the originator (see infra 

 
39 The Framework Agreement sets out the internationally recognized criteria for such laws, such as media 

neutrality (the laws apply in the same way, or with the same effect, to paper and electronic documents), 

technology neutrality (the laws do not specify what technology to use to achieve the legal effect), and functional 

equivalence (electronic documents have the same practical or legal effect as their paper equivalents even if they 

have different characteristics). 



 

61 
 

Chapter II.5(1) and II.7 of the ICT Act); and  ii) the electronic record 

must be “accessible” and “kept safely” (Chapter II.6;  see infra 

Chapter II.9, ICT Act, for the legal requirements for electronic record 

safekeeping). 

Information & Communication Technology Act (2006, 

amended in 2009 and 2013) 

Chapter II – Digital Signature & Electronic Records 

II.6. Legal recognition of electronic records.--Where any law 

provides that information or any other matter shall be in writing or in 

the typewritten or printed form, then, notwithstanding anything 

contained in such law, such information or matter is rendered or 

made available in an electronic form: Provided that such information 

or matter is accessible so as to be usable for subsequent reference. 

II.7.  Legal recognition of digital signatures.--Where any law 

provides that-- (a)  any information or any other matter shall be 

authenticated by affixing the signature; or (b)  any document shall be 

authenticated by signature or bear the signature of any person; then, 

notwithstanding anything contained in such law, such information or 

matter is  authenticated by means of digital signature affixed in 

defined manner or so is the case  of  any document. 

 

Do laws establish requirements for 

functional equivalence between 

paper-based documents and 

electronic communications? Do they 

recognize electronic 

communications as directly meeting 

requirements for documents, 

writing, signature, etc.? 

YES, to both questions. Functional equivalence of electronic 

records with paper-based documents is stipulated in Chapter 

II.6 of the ICT Act; “Electronic records” are equated to 

“information, documents, records or any other matters to be 

kept in written or printed or typewritten form” (Chapter I.7). 

Digital signatures, provided the relevant provisions of the Act 

are complied with, are treated as the equivalent of written 

signatures (Chapter II.7).   

Chapter II. 8, ICT Act, also recognizes that electronic records 

and electronic signatures by Bangladesh government 

authorities may substitute for paper-based documents.  

Chapter II. 8: Use of electronic records and electronic signatures in 

Government and its agencies. 

(1) Where any law provides for— 

(a) the filing of any form, application or any other document with any 

office, authority, body or agency owned or controlled by the 

appropriate Government in a particular manner; 

(b) the issue or grant of any licence, permit, sanction, approval or 

order by whatever name called in a particular manner;  

(c) the receipt or payment of money in a particular manner;  

then, notwithstanding anything contained in such law, filing, issue, 

grant of the document and receipt and payment of money, as the 

case may be, is effected by means of prescribed electronic form. 
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However, such government authorities are not legally required to 

accept electronic documents. 

Chapter II.11, ICT Act: No liability on Government to accept 

documents in electronic form. 

Nothing contained in this Act shall by itself compel any Ministry or 

Department of the Government or any authority or body established 

by or under any law or controlled or funded by the Government to 

accept, issue, create, retain and preserve any document in the form 

of electronic records or effect any monetary transaction in the 

electronic form. 

Functional equivalence appears to be eroded by Chapter IX. 

79(1A) of the Customs Act (1969) which provides:  

The Commissioner of Customs may […] require the owner who has 

delivered or transmitted a bill of entry [i.e. import declaration form] in 

electronic form to submit to the appropriate officer a paper bill of entry 

duly signed by the owner or his authorized agent, containing such 

information and documents as the said Commissioner may specify 

[…] 

 

1. Electronic transactions legal issues: 

    b. Legal issues related to identity management and trust services, including electronic 

signatures 

Are there laws that inhibit 

technological neutrality by 

mandating or favouring the use of 

specific technologies or business 

solutions for e-communications to 

be given legal effect? 

YES.  

Chapter II.5(2), ICT Act generally provides: The 

authentication of electronic record shall be effected by the use 

of technology neutral system or standard authentic signature 

generating machine or strategy.  

However, as alluded to by UNCTAD,40  technology neutrality 

may be compromised by Bangladesh’s sole reliance on 

government-controlled Public Key Infrastructure (PKI) 

technology – to the apparent exclusion of other emerging 

technologies, such as blockchain (which is often privately 

owned). However, according to the ICT Division of the 

Ministry of Posts, Telecommunications and Information 

Technology, the Bangladesh Computer Council (BCC) is 

currently introducing blockchain technology for authentication 

and mutual recognition purposes.  

 

Do laws address how identification, 

authorization and authentication are 

carried out in an electronic 

environment? 

YES. Chapter II.5 (1), ICT Act, provides: any subscriber may 

authenticate an electronic record by affixing his digital 

signature.  

 
40 UNCTAD (2019). Bangladesh Rapid eTrade Readiness Assessment. Available from: 

https://unctad.org/en/PublicationsLibrary/dtlstict2019d6_en.pdf 

https://unctad.org/en/PublicationsLibrary/dtlstict2019d6_en.pdf
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Chapter IV.16 and 17, ICT Act, also recognise the use of 

secure electronic records and signatures.   

Chapter IV.16: Secure electronic record -- Where any security 

procedure has been applied to an electronic record at a specific point 

of time, then such record shall be deemed to be a secure electronic 

record from such point of time to the time of verification. 

Chapter IV.17: Secure digital signature - If, by application of a 

security procedure agreed to by the parties concerned, it can be 

verified that a digital signature, at the time it was affixed, was— 

(a) unique to the person affixing it; 

(b) capable of identifying the person affixing it; and 

(c) created in manner or using a means under the sole control 

of the person affixing; 

then such digital signature shall be deemed to be a secure digital 

signature as per sub-section (2). 

Chapter III.13, ICT Act, provides identification and 

authorisation rules on the basis of Attribution.  

Attribution. -- (1) An electronic record shall be that of the originator if 

it was sent by the originator himself. (2) As between the originator 

and the addressee, an electronic record shall be deemed to be that 

of the originator if it was sent-- 

(a) by a person who had the authority to act on behalf of the 

originator in respect of that electronic record; or 

(b) by an information system programmed by or on behalf of 

the originator to operate automatically. 

For all the questions above, are 

those laws applicable to all 

electronic communications or 

transactions or only to some 

business sectors or categories of 

documents or users? 

YES. The ICT Act applies to all “electronic records”.  There 

are no express carve-outs. However, in practice, these are yet 

to be used in all sectors or categories of documents or users.  

In particular, are there special rules 

for specific types of electronic 

documents such as bills of lading, 

manifests, certificates of origin, 

invoices, phytosanitary certificates, 

etc.? 

YES, the Customs Act 1969 does regulate and reference 

explicitly and implicitly the use of e-documents, particularly, e-

customs declarations (bill of entry for import declaration form; 

bill of export for export declaration form) and e-manifests. 

They also permit the use of other unspecified trade e-

documents in place of paper documents, which would 

apparently include certificates of origin (C/Os), bills of lading, 

and invoices in electronic form.  

Representative sections of the Customs Act are reproduced 

below:  

Chapter IX. 79A, Customs Act, is entitled: Acceptance of 

electronically transmitted bills of entry and documents. It 

provides: 
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The Board may, by notification in the official Gazette, declare that 

electronically transmitted bills of entry and related documents may 

be acceptable subject to such conditions as are specified in that 

notification.    

Chapter VII.43. Delivery of import manifest in respect of a 

vessel provides:   

The Board may, by notification in the official Gazette, fix a place in 

any river or port beyond which no vessel arriving shall pass until an 

import manifest has been delivered to the  pilot, officer of customs, 

or other person  duly authorised to  receive  the same, or as the case 

may be, until the manifest has been  transmitted to the Customs 

computer system by a registered user. 

 

Future Developments:  

It is further noted that a new draft Customs Act (2019) is now 

under review by the Parliament, and is reported to be under 

scrutiny by the concerned Parliamentary Standing 

Committee. The new Customs Act is expected to introduce 

new provisions as well as amendments relevant to paperless 

trade and electronic transactions. 

The second block of questions explores laws relating to data retention and archiving, 

actions that take a different form in the electronic world from on paper. 

2. Regulatory/legal requirements for data retention and electronic archiving 

Are there laws requiring 

preservation of stored information? 

YES. Chapter II.9, ICT Act provides general guidelines on the 

preservation of electronic records: 

Retention of electronic records.--(1) Where any law provides that any 

document, record or information shall be retained for any specific 

period, then such requirement shall be deemed to have been 

satisfied if such documents, records or information, as the case may 

be, are retained in the electronic form if the following conditions are 

satisfied — 

(a)   the information contained therein remains accessible so 

as to be usable for a subsequent reference;  

(b)   the electronic record is retained in the format in which it 

was originally generated, sent or received, or in a format which can 

be demonstrated to represent accurately the information originally 

generated, sent or received; 

 (c)   such information, if any, as enables the identification of 

the origin and destination of an electronic record and the date and 

time when it was sent or received, is retained. 

Do they prescribe a minimum data 

retention period or a maximum 

retention period? 

PARTIALLY In the case of customs e-records, pursuant to 

Chapter IX.79G, Customs Act, entitled: customs to keep 

records of transmission:  
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1) The customs must keep a record of every transmission sent 

to or received from a registered user using a customs computer 

system. 

2) The record described in sub-section (1) of this section must 

be kept for a period of five years from the date of the sending of or 

the receipt of the transmission, or for such other period as may be 

prescribed.  

Do they clearly apply to 

electronically-stored data? If so, are 

there rules to ensure its integrity 

while stored and its accessibility to 

anyone with sufficient cause to 

inspect it? 

YES. Chapter II.9, ICT Act, and the provisions on e-records 

in the Customs Act (as set forth above) clearly apply to 

electronically-stored data. As described above, these laws 

provide basic rules to ensure data integrity and accessibility 

while stored.  

Future Developments:  

ICT Act is subject to further revisions in 2019 and a new 

Customs Act (2019) has been prepared for parliamentary 

approval (please see above). Such developments are the 

concrete manifestation of the Bangladesh government’s 

commitment to rapid IT enablement pursuant to its “Digital 

Bangladesh” platform, Vision 2021 manifesto, a2i 

Programme, and Digital Commercial Policy (the latter 

issued in 2018).  

The final block of questions in this first set looks to the law of evidence, i.e. whether 

businesses or even government will have a hard time proving their cases in a court or 

before a regulatory body because the records involved are in electronic form. 

3. The admissibility of electronic evidence, for example, in judicial and enforcement 

proceedings 

Is electronic evidence admissible in 

judicial and administrative / 

regulatory proceedings? 

NO – for the most part. The ICT Act has a dearth of express 

provisions on the admissibility of electronic evidence in 

judicial or administrative/regulatory proceedings, although it 

has been suggested by Bangladesh legal commentators that 

the Act does permit electronic evidence in judicial cases 

involving criminal offenses at least for those listed in Chapter 

VIII: Offences, Investigation, Adjudication, and Penalties. The 

Evidence Act 1872 does not have any express provisions on 

electronic evidence, but, by reference to Chapter IX.87(b) of 

the ICT Act, the definition of “document” of section 3 of the 

Evidence Act, 1872 also includes a document generated or 

prepared by electronic machine or technology. Moreover, in 

certain cases, the Evidence Act has been successfully cited 

to allow admission of electronic evidence in the form of e-

documents and particularly email.  

 

If so, are there special rules for 

collecting or producing electronic 

evidence, or for ordering the 

disclosure of electronic evidence? 

YES. The Customs Act does make reference to the 

collection of trade-related electronic documents in relation to 

customs investigations. 
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Is a distinction made between 

evidence for criminal proceedings 

and for civil proceedings? 

YES - as mentioned above. Under the ICT Act and Evidence 

Act, there is a tendency to admit electronic evidence more 

readily in criminal than in civil proceedings. Under the new 

Digital Security Act 2018, which specifically deals with 

cybercrimes, it appears that electronic evidence will be 

admissible in the prosecution of the cybercrimes listed 

therein. 

Chapter Seven, Digital Security Act, concerning 

Investigation of Offence and Trial, provides in sec. 42 Search 

and Seizure through Warrant: - 

 

If any police officer has reason to believe that, 

a. An offence has been committed or there is possibility of 

commission of an offence under this Act, or- 

b. Any computer, computer system, computer network, 

data-information relating to an offence under this Act, or any 

evidence -proof thereof is being kept in some place or with a 

person, 

Then, he/she can, after recording the reason for such 

belief, apply to the tribunal or as the case may be, to the Chief 

Judicial Magistrate or Chief Metropolitan Magistrate to obtain 

search warrant.   

Is electronic evidence generated, 

stored or collected abroad 

admissible in judicial and 

administrative/regulatory 

proceedings? Are the rules about 

such ‘foreign’ evidence different 

from those applicable to other kinds 

of ‘foreign’ evidence? 

NO.  
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B. Paperless trade and Single Window laws 

This section deals with the laws relating to implementing and developing a paperless trade system 

(including but not limited to a Single Window system). These matters relate in particular to Article 6 and 

7 of the Framework Agreement. Article 6, due to its wide scope, can cover many legal aspects relating 

to creating an enabling national policy framework for paperless trade. Article 7 specifically encourages 

parties to implement and develop a cross-border paperless trade system, in particular a Single 

Window. 41  Accordingly, this section of the checklist first covers basic legal issues related to 

implementation of a Single Window and/or other paperless trade system(s). Given the importance of 

information security and data confidentiality to enhance users’ trust and confidence to adopt a paperless 

trade system, it then explores legal issues related to information security, including (1) Laws and 

regulations on information security and data confidentiality; (2) Laws and regulations on data accuracy 

and integrity; and (3) Laws and regulation on accessing and sharing information. It also includes 

questions on service-level agreements and memoranda of understanding (MOUs) for paperless trade. 

 

Focus Questions Response 

Related provisions of the Framework Agreement:  

• Article 6: National policy framework, enabling domestic legal environment and paperless 

trade committee  

• Article 7: Facilitation of cross-border paperless trade and development of single-window 

systems. 

The first block of questions aims to assess a country’s readiness to implement a paperless 

trade system/Single Window system. 

1. Laws relating to the establishment of a Single Window system/paperless trade system 

What legal instruments are 

used or need to be enacted to 

authorize or to establish the 

Single Window and a 

paperless trading 

environment? 

There are no current legal instruments for the authorization or 

establishment of the National Single Window (NSW), as far as 

known.  

Financial regulations have been promulgated by Bangladesh Bank, 

the Central Bank, which provide a solid legal foundation for the 

NSW, especially the establishment of National Payment Switch 

Bangladesh (NPSB) and Bangladesh Electronic Fund Transfer 

Network (BEFTN).  

Future Developments:  

Bangladesh NBR has submitted a new Finance Bill (i.e. the 

revised Customs Act (2019)) which is expected to have provisions 

relevant to NSW establishment as part of development of the 

overall paperless trade environment. Moreover, NBR and other 

government agencies have stated that Bangladesh is formulating 

a separate National Single Window Law.   

 

 
41 No specific provision in the Framework Agreement deal with the legal requirements on information security and 

data confidentiality. 
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Is there a national or 

coordinating agency to 

promote the domestic 

paperless trading environment 

(e.g. a Single Window 

committee)? If so, does it have 

government and private 

representatives on it? 

YES, there is a National Trade Facilitation Committee (NTFC) and 

a NSW sub-Committee. The National Board of Revenue (NBR) is 

the de facto NTFC chair, while Bangladesh customs (also part of 

NBR) heads up the NSW sub-Committee. It is anticipated that 

NBR’s NTFC chairmanship (and presumably through customs or 

otherwise as the lead agency for the Single Window sub-

Committee) will be given legal recognition through a decree of the 

Prime Minister’s Office in 2019. There are 50 OGAs who have 

signed MOUs with NBR – many of which are also part of the NTFC 

and NSW sub-Committee. 

YES. The NTFC and NSW sub-Committee include both 

government and private stakeholders. For example, Bangladesh 

Garments Manufacturers and Exporters Association (BGMEA) and 

certain chambers of commerce are represented on such bodies.   

 

Is there a dedicated budget to 

establish the Single Window 

(or paperless trading 

platform)? 

YES. Substantial funding of USD 74.1 million has been awarded 

for the development of the NSW by the World Bank Group 

(including the IFC) in August 2018. These funds are part of the 

Bangladesh Regional Connectivity Project. There is also a 

dedicated unit for NSW within NBR customs. 

 

The second block of questions aims to explore laws relating to information security and 

data confidentiality, with special attention to those that affect single window and/or cross-

border trade documentation practices. 

2. Legal aspects relating to information security: 

     a. Laws and regulations on information security and data confidentiality; 

Do the national laws mandate 

information security 

standards?  

YES to some extent.  

Chapter IV.16, ICT Act recognises “secured electronic records” 

and the application of an information security procedure. 

Chapter IV.17, ICT Act recognises “secured digital signatures” 

which are adopted pursuant to an information security procedure.  

For purposes of information security, Bangladesh adopts a digital 

signature and certificate system under the supervision of licensed 

Certifying Authorities (CAs) and a government Controller (i.e. 

Public (and Private) Key Infrastructure). There are currently six 

organisations acting as CAs in Bangladesh, including the BCC – 

which apparently acts as the Root CA. PKI is operated by the 

Controller of Certifying Authority (CCA). 

Chapter V: Controller & Certifying Authorities – sets forth the 

functions, duties, and powers of the Controller and Certifying 

Authorities (CAs) who are jointly responsible for the security of 

digital signatures, certificates, and related computer infrastructure 

(PKI).  
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Chapter VI.41 and 42, ICT Act, Duties of Subscribers: 

41. Application of security procedure --The subscriber shall apply required 

security procedure to ensure the purity of Digital Signature Certificate 

issued by a Certifying Authority. 

44. Control of safety measure of subscriber –  

(1) Every subscriber shall exercise reasonable care to retain control of 

using of Digital Signature Certificate and take all steps to prevent its 

disclosure to a person not authorised to affix the digital signature of the 

subscriber. 

Chapter VII: Breaching Rules, Prevention, Penalties 

Chapter VII.47, ICT Act: (1) The Controller may, by notification in the 

Official Gazette or in Electronic Gazette, declare any computer, computer 

system or computer network to be a protected system. 

(2) The Controller, by order in writing, may authorize the persons who are 

authorized to secure access to protected systems notified under sub-

section (1) of this section. 

Chapter VIII: Offences, Investigation, Adjudication, Penalties 

This Chapter sets forth a range of cyber-crimes which are intended 

to deter interference with computer data and systems, preserve 

PKI integrity, and thereby promote information security. 

Do the national laws protect 

the confidentiality of electronic 

transactions/information? 

YES, to some extent.  

Article 43(B) of the Constitution of Bangladesh safeguards citizens' 

privacy of correspondence and communication, but it appears that 

such protection would not normally extend to breach of privacy 

caused by a private entity or caused through peer-to-peer data-

sharing as Article 43(B) only extends to government or State action 

vis-à-vis individuals or organizations. 

 

Chapter VIII, ICT Act: Offences, Investigation, Adjudication, 

Penalties provides criminal penalties for breach of confidentiality 

and privacy: 

VIII. 63. Punishment for disclosure of confidentiality and privacy:  

--Save as otherwise provided by this Act or any other law for the time 

being in force, no person who, in pursuance of any of the powers 

conferred under this Act, or rules and regulations made thereunder, has 

secured access to any 

electronic record, book, register, correspondence, information, document 

or other material shall, without the consent of the person concerned, 

disclose such electronic record, book, register, correspondence, 

information, document or other material to any other person shall be 

regarded as an offence. 

(2) Whoever commits any offence under sub-section (1) of this section he 

shall be punishable with imprisonment for a term which may extend to 

two years, or with fine which may extend to Taka two lakhs, or with both. 
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The Digital Security Act (2018) establishes a new data protection 

regime for Bangladesh. It aims to promote the confidentiality, 

integrity, and availability of public and private information systems 

and networks with the goal of protecting individual rights and 

privacy, economic interests, and security in the cyberspace.  

Section 26, Digital Security Act, defines personal data as “identity 

information”. Section 26 requires that an individual's explicit 

consent or authorisation be obtained for collecting, selling, 

storing/preserving, supplying or using his or her identity 

information. 

Digital Security Act, Chapter Five: Critical Information 

Infrastructure 

V. 26. Punishment for Collecting, Using Identity Information without 

Permission, etc :- 

(1) If any person without any legal authority collects, sells, takes 

possession, supplies or uses any person’s identity information, then, that 

activity of that person will be an offense under the Act. 

(2) If any person commits any offense mentioned within sub section (1), 

the person will be penalized with imprisonment for a term not exceeding 5 

(five) years or fine not exceeding 5 (five) lacs taka or with both. 

(3) If any person commits the offense mentioned in sub-section (1) for the 

second time or recurrently commits it then, he will be penalized with 

imprisonment for a term not exceeding 7 (seven) years or with fine not 

exceeding 10 (ten) lacs taka or with both. 

 

Are there laws about cyber-

crimes, i.e. crimes using a 

computer (or other information 

and communication 

technology) or targeting a 

computer or a network, such 

as unauthorized access to 

computers, introducing 

malware, interfering with 

proper operations, etc.? 

YES.   

Chapter VIII, ICT Act, Offences, Investigation, Adjudication, 

Penalties stipulates several criminal offenses related to 

computers, including computer hacking, malware, mala fide 

destruction, damage, deletion, or disruption of computer 

information, publication of illegal materials in electronic form, etc.  

The above cyber-crime provisions are substantially augmented by 

the new Digital Security Act (2018).  

Chapter Six, Digital Security Act: Crime and Punishment 

includes as new cyber-crimes: illegal entrance into critical 

information infrastructure (apparently 22 categories), digital or 

electronic fraud or forgery, identity fraud, identity 

misappropriation, cyber-terrorism, harm to religious sentiments or 

values, defamation, e-transactions without legal authority, and 

breach of the Official Secrets Act.  

2. Legal aspects relating to information security: 

     b. Laws and regulations relating to data accuracy and integrity when such data is shared 

for cross-border paperless trade systems 
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Are there national 

laws/regulations establishing 

requirements of accuracy and 

integrity of data submitted and 

processed for paperless 

trade? Are these laws of 

general application or 

specifically directed at 

paperless trade? 

YES.  

The ICT Act prescribes an electronic environment in which data 

integrity is protected by PKI architecture and the use of verified 

digital signatures. The submission of data is directly attributable to 

the subscriber and, by virtue of his/her e-signature, the subscriber 

is accountable for the accuracy and authenticity of submitted data 

associated with that e-signature.   

The Digital Security Act (2018) has as one of its objectives the 

protection of data integrity – which is achieved in part through 

threat preventive measures (please see above).  

The Customs Act also clearly requires data accuracy and integrity 

for documents used for purposes of cross-border trade – whether 

it is paper-based or paperless. This is especially the case for 

customs declarations (i.e. bills of entry and bills of export) and 

import manifests wherein the Customs Act provides that such 

customs declarations and import manifests may be legally 

submitted in either paper or electronic form (Chapter IX. 79A; 

Chapter VII.43).  

Pursuant to the Customs Act, with respect to e-customs 

declarations, it is the responsibility of the importer (bill of entry) and 

exporter (bill of export) to provide truthful and accurate particulars 

of the goods (including HS code classification) to Bangladesh 

customs. In the case of e-import manifests, the responsibility for 

data accuracy rests with the master of the vessel and is evidenced 

by his signature on the manifest (which may be a digital signature).  

In the event of data inaccuracies, the importer, exporter, customs 

agent (broker), and master, depending on the e-document and 

circumstances, may be liable for a range of penalties under 

Chapter XVII - Offences and Penalties--- of the Customs Act.    

Under the Customs Act, data integrity and accountability are 

reinforced by the use of a registration system for access to 

“Customs computer systems” (Chapter IX. 79B). Registered users 

are allocated a unique user identifier. This unique user identifier is 

used by the registered user for the purpose of transmitting 

information to or receiving information from the customs computer 

system (IX.79D). Where information is transmitted to the customs 

computer system by the registered user by means of the unique 

user identifier the transmission of that information shall, in the 

absence of proof to the contrary, be sufficient evidence that the 

registered user to whom the unique user identifier has been issued 

has transmitted that information (IX.79E). Cancellation of 

registration of the registered user may be undertaken by customs, 

inter alia, if the registered user has failed to comply with, or acted 

in contravention of, any conditions imposed by the Commissioner 

of customs in relation to the use and security of the registered 

user’s identifier or has been convicted of an offense under the 

Customs Act regarding improper access to or interference with a 

customs computer system (IX.79F).  
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Do these laws impose 

obligations on persons 

submitting such information 

and require processes to 

ensure correct attribution? Do 

they apply equally to paper 

and electronic 

communications? Are they 

consistent with the 

authentication and identity 

management rules mentioned 

earlier? 

YES.   

Chapter III.13, ICT Act, provides identification and authorization 

rules on the basis of Attribution. This is consistent with the 

authentication and identity management rules mentioned above. 

The Customs Act directly addresses attribution issues and 

processes concerning the submission of required customs 

clearance-related information in electronic form. The Registered 

User system described above makes it clear that there is a 

rebuttable presumption that any information transmitted to the 

customs computer system by means of the unique user identifier is 

attributable to the registered user. This could include all of the 

parties mentioned above which become registered users: viz., the 

importer, exporter, customs broker, and master of the vessel. In 

addition, the requirement of signature (and potentially digital 

signature) on certain trade documents (e.g. the master’s signature 

on the import manifest) provide another strong legal basis for 

establishing attribution.  

 

2. Legal aspects relating to information security: 

     c. Laws and regulations for accessing and sharing information and data between and 

among government agencies; 

Are there agreements or 

policies for the sharing of data 

between government 

agencies within the country?  

Are there limits on such 

sharing based on personal 

privacy or commercial 

confidentiality? 

YES. The NBR has entered into MOUs with 50 OGAs as part of 

preparations for implementation of NSW. Although the contents of 

such MOUs have not been disclosed, it is likely that they include 

provisions on data sharing between Bangladesh customs and the 

OGAs in connection with the NSW.  

Legal limitations on such sharing in relation to personal privacy and 

commercial confidentiality are now at least partly in place by virtue 

of Section 26 of the Digital Security Act, Chapter VIII. 63., ICT 

Act, Punishment for disclosure of confidentiality and privacy, and 

Article 43(B) of the Constitution. 

The third block of questions aims to explore legal mechanisms to regulate the relationship 

between paperless trade service providers and service users to facilitate electronic trade-

related transactions. 

3. Service level agreements (SLA) and Memoranda of Understanding (MOUs) on paperless 

trade operations, e.g. operation of a Single Window. (Service levels may be applicable for 

matters like availability, reaction time, processing time, etc.) 

Are there service level 

agreements or memoranda of 

understanding governing 

paperless trade operations? 

Who are the parties and what 

is their legal authority for 

making these agreements or 

MOUs? 

YES.  

The Bangladesh ICT Division has stated that there are SLAs in 

place governing internet-linked computer operations and 

databases. The ICT Division mentioned that the BCC has overall 

responsibility for SLAs under the National Enterprise Architecture 

(NEA). In particular, the BCC has an SLA in place with the 

Bangladesh National Data Centre (and perhaps other data centres) 
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and would incur liability for breach of the SLA in unspecified 

circumstances.  

 

If yes, what level of service is 

expected from paperless trade 

service providers? 

At present, they are bound to comply contractually with the terms 

of the SLA regarding provision of services, and therefore may incur 

liability on the basis of breach of such contract terms. Chapter 

VIII.79 of the ICT Act provides minimal further guidance. Chapter 

VIII.79 provides that civil or criminal liability may potentially be 

incurred where the service provider providing access has 

knowledge or failed to exercise due diligence regarding “any third 

party information or data made available by him” that constitutes 

an offense or is otherwise in contravention of the ICT Act. 

Moreover, such liability only relates to intermediaries. However, 

generally, service providers do not incur any liability under the ICT 

Act - save in these very limited circumstances. 

Section 38 of the Digital Security Act (2018) is framed in similar 

(although not identical) terms.  

Section 38 - No Responsibility for the service provider: 

(1) Any service provider will not be responsible under this Act or any rules 

enacted under this Act for facilitating access to data-information, if he 

succeeds in proving that, the offence or breach was committed without his 

knowledge or he took all possible steps to stop the commission of the 

offence.  

What level of service is 

expected from Single Window 

operators? 

As the NSW is just getting underway, there are currently no Single 

Window operators.  

 

 

 

C. Cross-border aspects 

This section deals with the cross-border aspect of paperless trade, which is the ultimate focus of the 

Framework Agreement. The questions are inspired by articles 8, 9 and 10 of the Framework Agreement, 

which focus on: cross-border mutual recognition of trade-related data and documents in electronic form; 

international standards for exchange of trade-related data and documents in electronic form; and 

relation to other legal instruments enabling cross-border paperless trade, respectively. 

A key issue in achieving seamless cross-border paperless trade is the legal recognition of trade-related 

data and documents in one country by another. Recognition involves attributing legal status of some 

kind to electronic messages exchanged across borders. Different legal mechanisms may achieve that 

goal. Some of those legal mechanisms will apply to certain types of transactions (for instance, business 

to business (B2B) or business to government (B2G)), while other legal mechanisms will apply only to 

specific types of documents or data sets, or to specific types of trust services (e.g. electronic 

signatures). Some legal mechanisms will establish legal recognition regardless of the method or 

technology used, while others are technology-specific. With respect to legal form, some mechanisms 

are treaty-based and therefore may be directly legally binding. Other mechanisms favour harmonization 

of legal systems through the adoption of uniform laws. Yet other mechanisms are based on Memoranda 

of Understanding and similar technical arrangements. 
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Article 8 of the Framework Agreement promotes mutual legal recognition of trade related data and 

documents in electronic form. It refers to the notion of “substantially equivalent level of reliability” to 

indicate that mutual legal recognition should be based on the general principle of technology neutrality. 

However, it does not establish any specific legal recognition mechanisms but is open to various options. 

Accordingly, many of the questions in this section aim in particular at identifying which laws and 

technical arrangements may have an impact on achieving such mutual legal recognition. Questions 

also extend to the broader focus of Articles 9 and 10: laws and other relevant agreements that prohibit, 

restrict or facilitate cross-border data flows for paperless trade, and any related activity. A non-

exhaustive list of possibly relevant international instruments is also provided at the end of the section 

for ease of reference. 

 

Focus Questions Response 

Related provisions of the Framework Agreement: 

• Article 8: Cross-border mutual recognition of trade-related data and documents in electronic 

form 

• Article 9: International standards for exchange of trade-related data and documents in 

electronic form 

• Article 10: Relation to other legal instruments enabling cross-border paperless trade 

1. Existing bilateral or regional agreements for cross-border paperless trade data exchange, 

including e-commerce and paperless trade facilitation provisions in regional trade agreements 

Is the country party to an 

international agreement, such 

as a regional trade agreement 

or a bilateral trade facilitation 

agreement, that requires or 

favours the legal recognition 

of electronic messages 

exchanged across border? 

YES. Bangladesh is one of the first countries to sign the Framework 

Agreement on Facilitation of Cross-border Paperless Trade in Asia and 

the Pacific, but has not ratified it yet. 

Bangladesh is a member of South Asian Association for Regional 

Cooperation  (SAARC) and a party to South Asian Free Trade Area 

(SAFTA). In particular, Bangladesh is a party to the SAARC Agreement 

on Mutual Administrative Assistance in Customs Matters. It is also a 

member of the Bay of Bengal Initiative for Multi-Sectoral Technical and 

Economic Cooperation (BIMSTEC) – which includes Bangladesh, 

Nepal, Bhutan, India, Burma, Sri Lanka, and Thailand. BIMSTEC has 

established a platform for intra-regional cooperation between SAARC 

and ASEAN members. Both SAFTA and BIMSTEC emphasize the 

importance of e-trade facilitation.  

In addition, Bangladesh, along with Bhutan, India, the Maldives, Nepal, 

and Sri Lanka, participates in the South Asia Sub-regional Economic 

Cooperation (SASEC) Program. The programme helps build modern 

and effective customs administration that speeds up the time and 

reduces the costs of moving goods, vehicles, and people across 

borders. The country is also a signatory to the BBIN-MVA (a seamless 

road, rail and river connectivity agreement among Bangladesh, Bhutan, 

India and Nepal).   

Bangladesh is a member of the Asian Clearing Union (ACU). The ACU 

has 9 member countries (Bangladesh, Bhutan, India, Iran, Nepal, 

Maldives, Pakistan, Myanmar and Sri Lanka) and has put in place 

procedures for cross-border e-payments (i.e. T/T, electronic fund 

transfer (EFT)). Settlement is conducted through banking channels 
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using SWIFT codes. All messaging is done by electronic means despite 

the use of different software by the paying and receiving banks in ACU 

member states. 

Bangladesh currently enjoys least developed country (LDC) preferential 

access to European Union markets under EBA. Bangladesh traders 

make use of the EU online GSP registration system for their exports. 

The relevant government authority for the submission of e-GSP forms 

to the EU is the Bangladesh Export Promotion Bureau (EPB).   

Is the country party to an 

international agreement 

providing legal recognition of 

electronic messages 

exchanged across the 

border?  

YES - please see above.  

 

Are there arrangements that 

provide for mutual recognition 

of electronic messages and 

transmitted information? If 

yes, is mutual recognition 

granted on a bilateral or 

multilateral basis?  

NO.  Non bilateral mutual recognition arrangements for electronic 

messages or information are known.   

At the multilateral level, Bangladesh and other ACU members mutually 

recognize each other’s electronic messages and undertake settlement 

of cross-border T/T, EFT e-payments using SWIFT.    

Does the country recognize 

foreign electronic signatures 

and certificates? If so, on what 

basis?  

NO.  However, pursuant to Chapter V. 20, the Controller (i.e. CCA) may, 

subject to prior government approval, recognize any foreign Certifying 

Authority (CA) and if such foreign CA is recognized, then the Digital 

Signature Certificate issued by such foreign CA will be valid under the 

ICT Act. It is not known whether there has been any such foreign CA 

recognition.   

 

As discussed earlier, the Customs Act allows for the submission of a 

range of trade-related documents in electronic form. Such documents 

may involve the use of foreign digital signatures and may include foreign 

e-C/Os as a matter of practice.  

 

 

Are national laws relevant to 

paperless trade facilitation 

based on international 

models? (e.g. United Nations 

Commission on International 

Trade Law (UNCITRAL), 

Council of Europe, 

Organization for Economic 

Co-operation and 

Development (OECD), etc.) 

(Note also the questions 

below about international 

YES. It is clearly evident that the Bangladesh government has 

referenced international models in the drafting of its national e-

commerce law. In particular, the ICT Act bears the imprimatur of the 

UNCITRAL Model Law on E-Commerce (1996). 
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standards and agreements 

that may apply to some or all 

of your communications.) 

2. International standards/guidelines   

Do participants in cross-

border trade use or rely on 

standards/regulations/guideli

nes for the exchange of 

electronic messages? United 

Nations Centre for Trade 

Facilitation and Electronic 

Business (UN/CEFACT) 

Recommendations 35and 36 

on legal issues raised by 

cross-border interoperability 

are examples of such 

guidelines.42 

PARTIALLY. There is an awareness of 

standards/regulations/guidelines of the WCO, but not so much 

concerning UNECE and the UN/CEFACT Recommendations. NBR 

customs is consulting the WCO Data Model in connection with the NSW 

development plan. There has been some degree of unspecified 

compliance with the Revised Kyoto Convention (RKC).  

 

Have international legal 

standards/regulations/guideli

nes been incorporated into a 

country’s legal framework for 

its cross-border paperless 

trade? If so, how? Does the 

incorporation of such rules at 

the domestic level also affect 

cross-border activity? 

PARTIALLY. To some extent – please see above. Since NSW 

development is only just getting underway, there has not been deep 

consideration given to cross-border interoperability. Accordingly, such 

international legal standards/regulations/guidelines (other than those 

mentioned above) have not yet featured much in Bangladesh’s nascent 

legal framework for its cross-border paperless trade. 

3. Existing bilateral or multilateral technical /operational agreements 

Are there technical or 

operational agreements which 

provide for the unilateral or 

mutual recognition of 

electronic messages? 

Examples are the (Sanitary 

and Phytosanitary) SPS 

exchange agreement 

between China and 

Netherlands and Association 

of Southeast Asian Nations 

(ASEAN) Electronic-

Association of Southeast 

Asian Nations Trade in Goods 

Agreement (e-ATIGA) 

programme.  

Please see above.  

 

 
42 Available from https://www.unece.org/tradewelcome/un-centre-for-trade-facilitation-and-e-business-

uncefact/outputs/cefactrecommendationsrec-index/trade-facilitation-recommendations.htm 

https://www.unece.org/tradewelcome/un-centre-for-trade-facilitation-and-e-business-uncefact/outputs/cefactrecommendationsrec-index/trade-facilitation-recommendations.htm
https://www.unece.org/tradewelcome/un-centre-for-trade-facilitation-and-e-business-uncefact/outputs/cefactrecommendationsrec-index/trade-facilitation-recommendations.htm
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4. Other international legal instruments, regulations and standards relevant to enable cross-

border paperless trade data 

Which other laws may be 

relevant to cross-border 

paperless trade facilitation? 

E.g., bilateral or multilateral 

agreements on cybercrime 

and taking of electronic 

evidence abroad. 

Please see below. 

 

Non-exhaustive list of legislative texts relevant for cross-border recognition of electronic 

messages* 

Treaty / Model Law Implementation Status 

Framework Agreement on Facilitation of Cross-border Paperless Trade in 
Asia and the Pacific (2016) 

Bangladesh is one of the 
first signatories, but has 
not ratified FA-PT. 

Association of Southeast Asian Nations (ASEAN) Single Window 
Agreement (2005) and Legal Protocol (2017) N/A 

International Maritime Organization Amendments to the Annex to the 
Convention on Facilitation of International Maritime Traffic, 1965, As 
Amended (2005)  

No.  Accession to FAL 
Convention 1965 (not 
2005 amendments) 
indicated on the 
Bangladesh Department 
of Shipping website.  

International Maritime Organization Guidelines for the Use of Electronic 
Certificates (2016)  

No. Not indicated on the 
Bangladesh Department 
of Shipping website. 

United Nations Centre for Trade Facilitation and Electronic Business 
(UN/CEFACT) Recommendation on Establishing a Legal Framework for 
International Trade Single Window (Recommendation 35) Yes  

United Nations Commission on International Trade Law (UNCITRAL) 
Model Law on Electronic Signatures (2001) 

No  

United Nations Commission on International Trade Law (UNCITRAL) 
Model Law on Electronic Transferable Records (2017) 

Interest was shown in 
MLETR. 

United Nations Commission on International Trade Law (UNCITRAL) 
Model Law on Electronic Commerce (1996) 

This Model Law has 
influenced the drafting of 
Bangladesh e-commerce 
legislation. 

United Nations Convention on the Use of Electronic Communications in 
International Contracts (2005) No   
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World Customs Organization International Convention on the 
Simplification and Harmonization of Customs Procedures (Revised Kyoto 
Convention, 2006) 

Bangladesh has acceded 

to the RKC – but is not in 

full compliance. 

World Trade Organization Trade Facilitation Agreement (2013) 
Yes  

Others (please specify):   

*Note: User may add or delete from the list depending on the economy considered. 

 

D. Other considerations 

For paperless trade to be conducted in the best possible manner, the Framework Agreement requires 

parties to create an enabling national legal framework (Article 6) and remove all the relevant legal 

barriers. It is therefore recommended that the parties aim at building a national policy framework for 

implementation of the Framework Agreement that is both sophisticated enough to address all the 

pertinent legal issues and consistent with the relevant international legal instruments and standards for 

harmonious cross-border electronic data and document exchange. Therefore, besides the topics 

specifically addressed in substantive provisions of the Framework Agreement, parties may also wish to 

deal with related issues such as liability, dispute settlement, intellectual property, electronic payment 

and competition – which in some cases may have been addressed in other legal agreements (cf. Article 

10). These matters may affect the effective operation of single window and other paperless trade 

systems, particularly in the cross-border environment.  

These legal issues may be handled by different sets or sources of legal rules. Therefore, there is no 

one-size-fits-all solution or approach. The legal framework, action plan and capacity-building 

programmes may and should be customised at the national levels, depending on the various levels of 

awareness and preparedness of different member States, as already envisaged in Articles 6, 12 and 

14 of the Framework Agreement. 

Accordingly, the questions included in this section of the checklist attempt to learn what approaches 

and priorities are in a particular country’s legal regime on (1) liability, (2) dispute settlement, (3) 

intellectual property, (4) electronic payment and (5) competition issues that may arise in relation to 

cross-border paperless trade implementation. These are not exhaustive, and other legal issues may 

emerge.  

 

Focus Questions Response 

Related provisions of the Framework Agreement: 

• Article 6: National policy framework, enabling domestic legal environment and paperless 

trade committee 

• Article 10: Relation to other legal instruments enabling cross-border paperless trade  

• Article 12: Action plan  

• Article 14: Capacity-building 

The first block of questions aims to ascertain the legal liability of the parties operating in a 

single window or other paperless trade system. 

1. Liability issues related to operations of cross-border paperless trade systems, including 

cross-border paperless trade transactions (Liability includes liability for inaccurate data, 

loss of data, delay, programming error and machine learning errors.) 
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Can public authorities (e.g. 

government agencies) accept 

liability in relation to their role in 

cross-border paperless 

transactions? If so, is there a 

limitation on their liability? Is the 

limitation statutory or contractual? 

YES – to a limited extent.  

In our meeting with officials of the ICT Division, it was 

ascertained that the Bangladesh Computer Council (BCC) has 

potential liability both in terms of being a SLA service provider 

and also as the Root CA. The BCC is a statutory body under 

the Ministry of Posts, Telecommunications and Information 

Technology, Government of Bangladesh. It was admitted that 

BCC would incur liability under its SLA with the National Data 

Centre in the event of SLA breach. In such case, liability is 

contractual and would likely be limited by exculpatory clauses, 

such as force majeure.  

 

Although not fully canvassed, it would further appear that BCC 

as the Root CA (and as a Certifying Authority simpliciter) may 

incur liability for breach of its duties as a CA under the ICT Act 

as well as contractual liability. Likewise, the Controller of 

Certifying Authority (CCA) could incur liability under the ICT Act 

for failure to perform its statutory functions and duties leading 

to economic loss or damage. In both cases involving the BCC 

and the CCA, this could result in legal liability predicated on a 

breach of statutory duty - a specific branch of tort liability under 

the common law (which is followed in Bangladesh). Tort liability 

is normally limited by reasonable foreseeability.  

May single window operators be 

liable with respect to their 

services? To whom? If so, is there 

a limitation on their liability? Is the 

limitation statutory or contractual? 

NO. The NSW is just getting underway so there is no single 

window operator currently in Bangladesh and questions 

regarding the liability of such operators were viewed as 

premature.  

 

Do paperless trade service 

providers accept liability arising 

from their role in cross-border 

paperless transactions? If so, is 

there a limitation on their liability? 

Is the limitation statutory or 

contractual? 

PARTIALLY. See above in an earlier discussion of the level of 

service expected of paperless trade service providers. As 

pointed out above, liability is primarily contractual, not 

statutory, at this point in time.  

 

Is the potential liability of other 

parties involved in cross-border 

paperless trade facilitation clearly 

established? 

PARTIALLY. As discussed above, there is some extremely 

limited treatment of the liability of network service providers in 

Chapter VIII.79, ICT Act and Section 38, Digital Security Act 

(please see above).  

 

Are there clear laws on 

intermediary liability in relation to 

their responsibility for information 

and data passing through their 

systems? 

PARTIALLY. Intermediary liability – in relation to network 

service providers – is very briefly addressed in Chapter VIII.79, 

ICT Act (please see above). Such intermediate liability is very 

narrowly defined and circumscribed.  
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The second block of questions aims to examine the dispute settlement mechanisms for the 

operators of a single window or other paperless trade system. 

2. Dispute settlement considerations for cross-border paperless trade transactions; Legal 

issues related to conflict of laws in cross border transactions 

Do national laws clearly set out 

how choice of forum and choice of 

law issues relevant for paperless 

trade facilitation are determined? 

Are these laws specifically 

applicable to paperless trade or 

cross-border trade, or of general 

application? Have they been 

applied in practice to paperless 

trade? Are they based on 

international models? 

YES. As a common law jurisdiction, Bangladesh applies 

English conflict of laws rules, principles and doctrines, 

including those relating to choice of forum and choice of law. 

Such conflicts rules include those concerning choice of law (or 

governing law) clauses in contracts as well as for determining 

the proper law of the contract (using the “closest connection” 

test). Such conflicts rules are of general application, but should 

apply to electronic contracts as a species of contract.  

 

Is arbitration possible? Are 

domestic and foreign arbitral 

awards enforceable? 

YES. Bangladesh recognises arbitration, including in 

international commercial contexts. Domestic arbitral awards 

are enforced by way of the Bangladesh Arbitration Act 

(2001). Foreign arbitral awards are recognised and enforced 

pursuant to the New York Convention to which Bangladesh is 

a party. Section 45(1)(b), Arbitration Act provides that a 

foreign arbitral award is enforceable by execution of the 

Bangladesh court under the Civil Procedure Code in the 

same manner as if it were a decree of the court. 

The third block of questions aims to examine intellectual property issues involved in a 

single window or other paperless trade system. 

3. Intellectual property rights and data base ownership issues, including the ownership of 

data and information stored or archived in the cross-border paperless trade system 

Do the law or contractual 

agreements define who owns the 

data in a cross border paperless 

trade system and how the IP and 

the database can be used? 

YES. The Copyright Act 2000 (as amended in 2005) provides 

for recognition and protection of computer software IP and 

imposes higher penalties for software infringement than other 

types of copyright violation. The Copyright Act empowers 

software owners with legally enforceable rights in the 

Bangladesh courts to prevent misappropriation and 

unauthorised use of their IP and databases.  

The fourth block of questions aims to examine the use of electronic payments in a single 

window or other paperless trade system. 

4. Examination of banking/payments law for electronic payments in the cross-border 

paperless trade system 

Does the national single window or 

paperless trade system accept 

electronic payments? Does the 

government or state agencies 

accept them? If yes, are electronic 

payments restricted to a specific 

Bangladesh Bank has created a fully integrated, advanced, 

interoperable domestic e-payment environment. The backbone 

of this system is National Payment Switch Bangladesh 

(NPSB). Bangladesh Bank has added the Bangladesh 

Electronic Fund Transfer Network (BEFTN), Real Time 

Gross Settlement (RTGS), and Internet Banking Fund 

Transfer (IBFT) systems, which have considerably facilitated 
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method or provider (e.g., credit 

cards or an exclusive bank)? 

e-commerce transactions and e-payments in Bangladesh. 

These systems are accessible to and involve many banks in 

Bangladesh as part of Bangladesh’s inclusive digitalisation 

initiative.   

Domestic customs duty payments to be paid by importers may 

be effected electronically. Such e-customs payments, involving 

government revenues, are handled exclusively by Bangladesh 

Bank and Sonali Bank, the leading state-owned commercial 

bank in Bangladesh. Any e-payments, other than those 

involving government revenues, may be handled by any 

commercial bank in Bangladesh (e.g. HSBC) – including cross-

border T/T, EFT and e-letters of credit (e-L/Cs). Credit and 

debit cards may be used for all of the above e-payments, 

although over 90% of payment cards are debit cards, and, 

importantly, there are strict forex controls in place for cross-

border trade and e-commerce, despite current account 

convertibility. 

Foreign exchange controls are governed by the Foreign 

Exchange Regulation Act 1947 (amended 2015) and the 

Guidelines for Foreign Exchange Transactions (2018). 

Important payment and settlement rules and regulations 

(followed by Bangladesh Bank and other commercial banks) 

include:  

• Bangladesh Payment and Settlement Systems 

Regulations 2014 

• Regulations on Electronic Fund Transfer 2014 

• Bangladesh Electronic Fund Transfer Network 

(BEFTN) Operating Rules 

• Bangladesh Real Time Gross Settlement (BD-RTGS) 

System Rules 

• NPSB Switch Operating Rules & User Manual: 

Disputes Management Rules 

• Guidelines on ICT Security for Banks and Non-Bank 

Financial Institutions 2015 

 

Future Developments:  

In relation to the NSW, Bangladesh Bank, working with NBR 

customs and the ICT Division, will connect its import-export e-

payment system to ASYCUDA World as the basis for NSW e-

payments – particularly those involving high-value payments 

and government payments. This will likely involve integration 

of aspects of the digitised payment systems mentioned above, 

particularly RTGS. OGAs are likely to be added to the system. 

Payment and settlement will normally be affected by EFT.   

 

The fifth block of questions aims to examine the competition law issues involved in a single 

window or other paperless trade system. 
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5. Competition law issues, including treaties and conventions, and General Agreement on 

Tariffs and Trade (GATT)/World Trade Organization (WTO) requirements applicable to the 

cross-border paperless trade system 

Is competition law applicable to 

single window operators or other 

paperless trade services 

providers? 

YES. Bangladesh passed its Competition Act in 2012. The 

Bangladesh Competition Commission was established 

pursuant to Competition Act and a Chairman to the 

Commission appointed in 2013. The functions of the 

Competition Commission include the investigation of anti-

competitive vertical and horizontal agreements and practices, 

abuses of dominant position, and combinations (i.e. mergers 

and acquisitions) and the prosecution of crimes under the Act.  

The Competition Act prohibits a range of anti-competitive 

behaviour including abuse of dominant position in the relevant 

market and a range of anti-competitive agreements and 

practices, such as price discrimination; resale price 

maintenance; market division; predatory pricing; and tying 

arrangements. Such provisions could potentially have 

application in the Bangladesh paperless trade environment.  

One current example is the exclusive use of government-

controlled PKI architecture, as authorised under the ICT Act, 

which could be viewed as anti-competitive in potentially 

restricting market entry for emerging private technologies, such 

as blockchain.   
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Annex VI. Framework Agreement on Facilitation of Cross-border 

Paperless Trade in Asia and the Pacific 
 

The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific 

(“Framework Agreement”) was adopted by the United Nations Economic and Social Commission for 

Asia and the Pacific on 19 May 2016. It is a multilateral treaty deposited with the Secretary General of 

the United Nations.43 A group of more than 25 countries participated in the development and negotiation 

of the Agreement between 2012 and 2016.44 It is designed as an inclusive and enabling platform that 

will benefit all participating economies regardless of where they stand in terms of trade facilitation or 

single window/paperless trade implementation. 

Paperless trade makes international trade more efficient and transparent while improving regulatory 

compliance, particularly if trade-related data and documents in electronic form are exchanged across 

borders. Paperless trade may therefore be the solution of choice to address Bangladesh’s trade 

facilitation needs, in particular in the context of a rapidly digitalizing global economy. Benefits of 

acceding to the Framework Agreement include the following: 

• Accelerated progress towards a digital and paperless trade environment. 

• Opportunity to integrate emerging cross-border paperless trade considerations and best 

practices early in the development of national single window and other paperless trade systems. 

• Easier access to information, knowledge and resources to achieve full digital implementation of 

the WTO Trade Facilitation Agreement. 

• Reduction in overall investment costs and maximization of return from investments in paperless 

trade systems.  

• Increased opportunities for capacity building through trainings, workshops and knowledge-

sharing platforms. 

• Compliance with commitments the party may have made through in its bilateral and plurilateral 

trade agreements to collaborate on exchanging electronic of data and documents.  

• Ready access to potential counterpart countries interested to negotiate and achieve cross border 

data exchange.  

• Direct participation in the development of pragmatic solutions for the cross-border exchange of 

trade documents.  

Potential benefits from achieving cross-border paperless trade in Asia and the Pacific have been 

quantified in terms of trade costs reductions and trade gains. A study by Shepherd et al. estimated that 

if Bangladesh achieves at least partial implementation of cross-border paperless trade, it would reduce 

its cost and time of export/import by 11%/ 12%, and help it boost its exports by 4%.45 The export gains 

would be approximately about USD 0.6 billion per year. A more recent study finds that, if Bangladesh 

implements WTO TFA together with cross-border paperless trade measures, it could achieve trade cost 

reductions of 33%, instead of only about 11% if it aims at basic compliance with the TFA.46 This amount 

to potential trade transaction cost savings of more than USD 0.7 billion per year. 

 
43 Text of the Framework Agreement and related documents : https://www.unescap.org/resources/framework-
agreement-facilitation-cross-border-paperless-trade-asia-and-pacific 
44 For the list of countries that have officially nominated focal points (i.e., which means they were actively involved), 
see: http://communities.unescap.org/cross-border-paperless-trade-facilitation/national-focal-points-resolutions-
683-and-706. Bangladesh was active in the negotiations and has nominated an official focal point. 
45 ESCAP (2014). Estimating the Benefits of Cross-Border Paperless Trade. Available from: 
https://www.unescap.org/sites/default/files/Benefits%20of%20Cross-Border%20Paperless%20Trade.pdf 
46 ESCAP (2017). Digital Trade facilitation in Asia and the Pacific. Studies in Trade, Investment and Innovation, 

No. 87. Available from https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-

trade-investment-and-innovation-87. See also ADB(2017) “Trade Facilitation and Better Connectivity for an 

Inclusive Asia and Pacific”, https://www.adb.org/publications/trade-facilitation-connectivity-inclusive-asia-pacific  

https://www.unescap.org/resources/framework-agreement-facilitation-cross-border-paperless-trade-asia-and-pacific
https://www.unescap.org/resources/framework-agreement-facilitation-cross-border-paperless-trade-asia-and-pacific
http://communities.unescap.org/cross-border-paperless-trade-facilitation/national-focal-points-resolutions-683-and-706
http://communities.unescap.org/cross-border-paperless-trade-facilitation/national-focal-points-resolutions-683-and-706
https://www.unescap.org/sites/default/files/Benefits%20of%20Cross-Border%20Paperless%20Trade.pdf
https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-trade-investment-and-innovation-87
https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-trade-investment-and-innovation-87
https://www.adb.org/publications/trade-facilitation-connectivity-inclusive-asia-pacific


  

 

Trade, investment and innovation are powerful engines for growth and sustainable 

development. The expansion of trade across the Asia-Pacific in recent years has been a key 

driver of economic dynamism and rising prosperity. Trade and investment, for example through 

participation in global networks of production, have created employment, raised incomes and 

helped spread knowledge and technology throughout the region. But not all individuals and 

communities have been able to benefit from the growth that comes from engagement in 

international markets, and too many barriers to inclusion remain. 

ESCAP’s objective is to promote trade, investment and technology and innovation for inclusive 

and sustainable development in the Asia-Pacific region. We work with Member States to ensure 

that the benefits of trade, investment, technology and innovation are extended to all. 

For more information on TIID work: 

http://unescap.org/tii 

 

 

 


