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Introduction

Under Article 6 of the Framework Agreement, a national policy framework for 
paperless trade is to be developed.

To understand how the policy frameworks, action plans and laws related to 
paperless trade have been adopted by countries and to support the development 
of a template for a national policy framework for (cross-border) paperless trade, 
this study looks at national-level policies and legislations and reviewed best 
practices that can be incorporated into the template.
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Introduction

The template for a national policy framework for (cross-border) paperless trade 
developed based on the country case studies is designed to be flexible, to 
accommodate different approaches that countries have taken and is considering.

The study and the presentation serves as background for countries to discuss how 
to develop a template for on designing a national policy framework, including 
essential elements and different approaches.
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Introduction

Country Selection

• A range of countries with 
varying degree of 
implementation for (cross-
border) paperless trade

• Good sub-regional coverage of 
the Asia-Pacific region

• Included countries of various 
scales and landlocked 
developing countries (LLDCs) 
such as Kazakhstan and 
Azerbaijan. 
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Sub-region Country Trade 
facilitation score

Cross-border 
paperless trade 

score
Southeast Asia Singapore 93.55 72.22

Thailand 82.80 66.67

Viet Nam 61.29 50.00

South Asia India 79.57 55.56

East Asia China 82.80 72.22

Republic of Korea 94.62 77.78

Central Asia Kazakhstan 66.67 33.33

Azerbaijan 81.72 50.00

Oceania Australia 94.62 83.33

Source: UN Global Survey on Digital and Sustainable Trade Facilitation for the year 2019.  
https://untfsurvey.org /region?id=ESCAP

Selected countries by sub-region and their scores in the UN 
Global Survey on Digital and Sustainable Trade Facilitation 2019 

https://untfsurvey.org/region?id=ESCAP
https://untfsurvey.org/region?id=ESCAP


Collection of good practices in selected countries in the Asia-
Pacific region 

National policy framework is diverse in its composition – it could be 
combination of several legislation, policies, roadmaps and such. In this 
regard, this study analyses country examples in several aspects.

Composition of national policy framework for (cross-border) paperless trade 
include practices based on provisions of the Framework Agreement and 
supporting documents, and practices specific to the implementation of 
measures to facilitate cross-border paperless trade. Summarized into:

1. Policy plans: approaches

2. Legal environment

3. Policy commitment tools
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Policy plans: approaches

Three approaches to achieve a (cross-border) paperless trade system:

1) approaches directed at trade facilitation (“paperless trade” 
approach); 

2) e-government or ICT oriented approach; or 

3) approaches driven by regional/sub-regional initiatives and 
agreements. 
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Policy plans: approaches

Approach Paperless Trade Approach ICT / E-government Approach Regional/sub-regional 
Approach

Features • Policies are focused on 
trade facilitation and 
establishing a paperless 
trading platform

• Legislation is enacted to 
support and encourage 
the use of paperless trade 
platform

• Policies are centred on 
developing the ICT 
infrastructure and 
digitalizing the delivery of 
public services

• Wide adoption of 
technologies to support 
electronic transactions 
with government 
departments and agencies

• Policies and legislations 
largely adhere and 
supported initiatives and 
agreements concluded by 
regional and sub-regional 
bodies to support cross-
border trade

• Support cross-border 
exchange of electronic 
trade documents and data

Countries • Republic of Korea • China, Singapore, 
Kazakhstan, Azerbaijan

• Thailand, Viet Nam
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Three Approaches to Achieve national policy framework for (cross-border) Paperless Trade



“Paperless trade” approach

The Republic of Korea 

• Paperless trading as a policy tool to facilitate trade and improve efficiency 
of transactions with Customs and relevant government agencies

– Korea Customs Service (KCS) led the implementation of an automated 
customs clearance process; streamline export procedures and paperwork; 
conduct business process reengineering and standardization of trade 
documents 

– uTradeHub (online single window) links services provided by trade related 
entities including the KCS, banks and logistics companies to simplify trade 
procedures; users need not resubmit the same information once it has been 
entered into the system

9



“Paperless trade” approach

The Republic of Korea 

• Introduced and adopted legislative measures and regulatory changes to 
support a paperless trading system. 

– Replacement of the Act on Promotion of Trade Business Automation with the 
Electronic Trade Facilitation Act (ETFA) by the National Assembly in 2005

– Designated the Ministry of Trade, Industry and Energy (MOTIE) as the agency 
responsible for developing and implementing measures to facilitate electronic 
trade (Article 4 of ETFA)

10



“Paperless trade” approach

Key Legislative Elements to Support Paperless Trade in the Republic of Korea
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Act Description and Purpose of the Act
Electronic Trade Facilitation Act • Main legal framework that supports paperless trading

• Legalized the submission of electronic trade documents via electronic trade
infrastructure (paperless trade platform)

• Provided for validity and recordkeeping of electronic trade documents that are
kept by an electronic trade infrastructure business entity

Framework Act on Electronic
Transactions

• Addressed the legal validity of electronic documents and electronic signatures
• Ensured security and reliability of electronic transactions and the protection of

personal information of users in the policies formulated
Digital Signature Act • Established a framework for electronic signature

• Provided guidelines for the role of a certification authority and criteria for an
authorized certificate

Act on Promotion of Information and
Communications Network Utilization and
Information Protection (“Network Act”)

• Facilitated the use of information and communication networks
• Provided guidelines for the management and protection of personal information

Commercial Act • Provided for legal validity of a Bill of Lading
• Regulated commercial registration and activities

Telecommunications Business Act • Regulated electronic trade infrastructure service provider



E-government/ ICT approach

Azerbaijan, China, Kazakhstan, Singapore
• Adopts national policy and plans on ICT and e-government to provide 

digital services to replace transactions that were conducted by paper 
documents for government agencies. 
– China’s introduction of “Internet + government services” in its 13th five-year 

plan (adopted in March 2016) and the Guiding Opinion on the Accelerated 
Promotion of the “Internet + Government Services” (issued in September 
2016); in 2019, China's national integrated online government service platform 
was put into trial operation.

– Azerbaijan’s Electronic residency (e-Residency) and Mobile Residency (m-
Residency) program to support the Digital Trade Hub through government 
issued digital identities.
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E-government/ ICT approach
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Sub-regional/regional approach 

ASEAN members including Thailand and Viet Nam

• Adopted initiatives and agreements concluded by regional and sub-
regional bodies to support cross-border trade

– The construction of an ASEAN Single Window (ASW) was officially initiated 
through the signing of the Agreement to Establish and Implement the ASEAN 
Single Window in 2005 and the Protocol on building and deploying the ASEAN 
Single Window (2006).

– The Protocol on the Legal Framework to Implement the ASEAN Single 
Window was signed in 2015 to permit the cross-border exchange of trade and 
customs-related data and information between NSWs of ASEAN member 
states (Article 6) and provide for information security and confidentiality 
(Article 9)
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Sub-regional/regional approach 

Thailand

• Developed its NSW in accordance with the agreement and further 
developed domestic policies and laws that support the construction and 
operation of NWS. 

– Formed a National Logistics Committee in 2007 

– Thailand’s Logistics Development Strategy supported expediting the 
enactment of relevant Decrees under the Electronic Transaction Act; linking of 
data across government agencies
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Sub-regional/regional approach 

Viet Nam
• Legislative pieces and action plans were developed to meet its obligations 

under the ASEAN agreement and Protocol on the development and 
implementation of the Single Window
– The Decree on Information Technology Application in State Agencies’ 

Operations (No. 64/2007/ND-CP) promoted the use of IT in state agencies and 
laid the foundation to support the construction of the NSW through building 
of databases, development of e-forms, and established the legal validity of e-
documents. 

– The Action Plan to promote the National Single Window, ASEAN Single 
Window (2018-2020) was developed according to the commitments and 
implementation roadmap of ASEAN countries
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Legal environment

• Laws to support Paperless Trade

– Alignment with international standards 
• All countries in the study have adopted UNCITRAL Model Law to domestic laws on 

electronic transaction.

– Regular revision of laws as and when necessary 
• Singapore revised its Electronic Transactions Act (ETA) in 1998 with the adoption of the 

United Nations Convention on the Use of Electronic Communications in International 
Contracts (ECC). 

• India’s Information Technology (IT) Act enacted in year 2000 was amended to improve on 
the aspect of technological neutrality.

– Sub-regional treaties
• The Customs Code of Kazakhstan follows the Eurasian Economic Union (EAEU) Customs 

Code which permits exchange of electronic trade documents within EAEU members.
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Legal environment

• Regulating Service Providers through Laws and Service Agreements

– Using a combination of laws and service agreements 

• The Republic of Korea’s Uni-PASS and uTradeHub have terms and conditions (T&Cs) in 
their provision of services to user 

• National legislations on information security offer protection to users and penalises 
service providers and third parties for any violation of the laws; laws on contractual 
disputes and arbitration

– Enact subordinate laws that prescribe rules and practices in detail

• Kazakhstan’s Law on Electronic Document and Electronic Digital Signature (2003) 
included articles on legal responsibilities of certifying centres and service providers. 
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Legal environment

• Bilateral and Regional Agreements 
– Incorporate (cross-border) paperless trade measures in trade agreements

• In the revised protocol for China – Singapore FTA (2019), the new e-commerce chapter 
included Articles to support the use of interoperable electronic authentication such as 
digital certificates and electronic signatures (Article 4). 

• The customs procedure and trade facilitation chapter include the mandatory use of IT to 
support customs operations and to consider the WCO Data Model and recommended 
best practices by the WCO (Article 5) and allow for advance lodging of documents in 
electronic format (Article 4).

• DEPA concluded between Singapore, Chile and New Zealand in June 2020 serves to 
facilitate digital trade and create a framework for the digital economy. 

• Module 2 on business and trade facilitation contain Articles that ensure Parties make 
electronic versions of trade administration documents publicly available and provide 
acceptance for electronic versions of trade administration documents as legal equivalent 
of paper documents. Interoperability in electronic invoicing and electronic payments 
between parties were supported through adoption of internationally accepted standards. 
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Policy commitment tools

• Institutional Governance

– Inter- and intra-government agency coordination

• All of the countries in this study, including China, Singapore and Thailand have 
established Ministerial-level steering committees to help overcome bureaucratic 
resistance. 

• Representation from the various ministries are involved in regular meetings to discuss 
policy developments

– Equitable and transparent budget allocation

• China and Thailand has involved the Ministry of Finance or State budget bureau as a 
supporting organisation for any action plan to ensure equitable distribution of 
budget. 

• Kazakhstan state programmes, such as “Digital Kazakhstan,” indicated the yearly 
budget available which increased the transparency of government spending. 
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Policy commitment tools

– Leveraging technical and developmental assistance

• Countries such as Azerbaijan and Kazakhstan received international 
assistance to implement an automated Customs regime

• The passage of the WTO Trade Facilitation Agreement (TFA) provides 
additional capacity building resources for member governments to utilize 
(legal and technical expertise and potential funding opportunities). 
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Policy commitment tools

• Implementation Frameworks and Roadmaps
– Adopting frameworks and roadmaps for implementation

• Frameworks or roadmaps developed by international organisations such as Asia-Pacific 
Economic Cooperation (APEC), Organisation for Economic Cooperation and Development 
(OECD) and the United Nations.

• Frameworks and roadmaps for Single Window developed from the early success cases of 
Japan’s Nippon Automated Cargo Clearance System (NACCS), the Republic of Korea’s UNIPASS 
and Singapore’s TradeNet etc. 

– Enforce pilot testing in action plans
• China conducted pilot testing in the construction of E-Port 

• Pilot testing of trade documents such as the ASEAN Customs Declaration Document, electronic 
Phytosanitary Certificate (e-Phyto) and electronic Animal Health Certificate (e-AH) under the 
ASEAN Single Window initiative

– Provide complimentary services to encourage usership
• Usage of the Single Window platform for essential services pertaining to transactions with 

Customs are provided for free (except for administrative fees for application for certification 
and usage of third-party services)
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Policy commitment tools

• International obligations

– Countries can attach paperless trade commitments into regional or sub-
regional trade agreements or include provisions in a paperless trade roadmap 
that correspond to other international treaty obligations.

• ASEAN member countries have made substantial commitments to establish the 
National Single Window (NSW) and ASEAN Single Window (ASW) through ASEAN 
level agreements and actions plans developed. 

• Viet Nam established a single National Steering Committee which ensured the use of 
international standards in NSW protocols and the coordination of NSW and ASW 
implementation timelines in the action plan. 
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Template for National Policy Framework for (Cross-border) 
Paperless Trade 

The template for national policy framework for (cross-border) paperless trade 
needs to be flexible. 

Countries are not likely to build a policy and legal strategy completely from scratch.  
They will, instead, start with existing policies, legal and regulatory systems and 
procedures that are already in place.  Some of these existing arrangements may 
need adjustment.  Some will need to be created to fill in missing gaps.
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Template for National Policy Framework for (Cross-border) 
Paperless Trade 

A proposed template for 
national policy framework 
on cross-border paperless 
trade, consisted of the 
following elements or 
components:
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•Definition of 
Terms

•Objectives and 
Principles

1. Scope of 
Coverage

•Strategy and 
Approach

•Policy Commitment 
Tools

2. Formulating 
Policy plan

3. Institutional 
and 

Governance 
Structure

4. Action Plan

5. (Cross-
border) 

Paperless 
Trade 

Legislations



Template for National Policy Framework for (Cross-border) 
Paperless Trade 

1. Scope of coverage
• Outcomes and objectives to be achieved for national level paperless trade 

• Policies, legislative frameworks, institutional structure and implementation strategies 

• Stakeholders involved in planning, coordination, and implementation

Definition of terms 

• Based on internationally recognised definitions or Framework Agreement on Facilitation of Cross-
border Paperless Trade (Article 3)

Objectives

• Adapted from the Framework Agreement to focus on mutual recognition of trade-related data and 
documents in electronic form and facilitating interoperability

Principles

• Existing national trade facilitation strategy documents or other bilateral and international treaties 
that promote paperless and cross-border paperless trade. E.g. The principles of (a) Functional 
equivalence, (b) Non-discrimination, and (c) Technological neutrality found in most UNCITRAL text.
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Template for National Policy Framework for (Cross-border) 
Paperless Trade 

2. Formulating policy plan

Approaches
Three main approaches drawn from the experience of countries in the study.
• “paperless trade” approach; 
• e-government or ICT oriented approach; or 
• approaches driven by regional/sub-regional initiatives and agreements

• Countries reserve the flexibility to adopt a combination of approach and strategies, adjusting 
their approach to meet current and future needs. 

• The Republic of Korea has adopted a paperless trade approach since the early 1990s where 
policies and legislations are developed to support the construction and use of a national 
paperless trade platform 

• Integrated the IT systems of government agencies through cloud and hyper connected networks. 
E.g. National ICT Master Plan (2008), Framework Act on National Informatization (2009), and the 
Act on Shared Utilization of Public Administration Information (2010).
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Template for National Policy Framework for (Cross-border) 
Paperless Trade 

Policy commitment tools 

• Ensure that policy initiatives are implemented in a timely manner, congruent with 
policy plans and statutes

• Strong leadership
– High level ministers to chair the national committee to drive (cross-border) paperless trade 

initiatives could encourage greater cooperation and serves to reinforce political will

• Commitments in regional or sub-regional agreements and international treaties 
– Provisions on cross-border paperless trade can be included in trade agreements to encourage 

interoperability and mutual recognition of trade documents and electronic data

– Signing and ratifying international treaties e.g. United Nations Convention on the Use of 
Electronic Communications in International Contracts and adopting the WTO Trade 
Facilitation Agreement 
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Template for National Policy Framework for (Cross-border) 
Paperless Trade 

3. Governance structure 
• Ensure that the objectives and principles are met and that effective action plans to 

achieve these goals are clearly defined with a realistic pathway to implementation

• Governments have made use of the expertise of different ministries by designating 
initiatives to the relevant responsible ministry. E.g. Policies related to information 
security could be assigned to the ministry of communication and information and 
technical matters could be addressed by working groups established under the ministry. 

• Countries may already have a suitable national body or committee on logistics and trade 
facilitation (e.g. China’s National Trade Facilitation Committee, Thailand’s National 
Logistics Committee) that could uptake the role to be the leading body.

• Countries may consider establishing sub-committees or working groups (e.g. legal 
working group, technical working group and logistics sub-committee) to drive more 
specialized initiatives.

29



Template for National Policy Framework for (Cross-border) 
Paperless Trade 

4. Action Plan

• Include measurable indicators (i.e., legislation or regulations passed or implemented or 
number of procedures minimized or eliminated through the use of paperless systems). 

• Implemented in pilot or testing phases (e.g. introduction of specific paperless processes 
at one or more ports or customs facilities, before widespread application.)

• Supported by dedicated funding and budget allocation
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Template for National Policy Framework for (Cross-border) 
Paperless Trade 

5. (Cross-border) Paperless Trade Legislation and Agreement
• Can be incorporated into action plans or be part of legislative development tasked to a legal 

working group.

Countries may reference:

• UNCITRAL texts and other global standards in developing domestic legislations on electronic 
transactions and electronic signature

• APEC Cross-Border Privacy Rules (CBPR) and the OECD Guidelines Governing the Protection of 
Privacy and Trans-border Flows of Personal Data to craft regulations on data protection 

• The Convention on Cybercrime of the Council of Europe for guidelines to develop cybersecurity 
legislation. 

• Trade agreements and MOUs including the relatively newer digital agreements such as DEPA. 
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Guidelines on How to Develop a National Policy 
Framework for (Cross-Border) Paperless Trade

A. Initial Assessment of the Status of (Cross-Border) Paperless-Trade

B. Formulating Policy Plans and Building Strong Policy Commitments

C. Assess Available Resources and Financial Requirements

D. Action Plan and Mode of Implementation

E. Establishing (Cross-border) Paperless Trade Facilitation Institutional Structure

F. Capacity Building and Technical Support

G. Monitoring and Assessment
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A. Initial Assessment of the Status of (Cross-Border) Paperless-
Trade

Countries should conduct a holistic assessment of the current state of (cross-border) paperless trade 
implementation and ascertain whether the current ICT and legal infrastructure is adequate to 
support subsequent upgrading or implementation of new technologies in government departments 
and Customs.

❑ Trade and customs laws and regulations

❑ Trade documentation and related procedures

❑ Computerization and automation requirements for existing government agencies 

❑ (Cross-border) paperless trade laws and legislative requirements that should be enacted or 
revised

❑ Cybersecurity and related laws on data privacy and data control

• Make use of legal and technical readiness assessment developed by the Interim Steering Group 
and its working groups
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B. Formulating Policy Plans and Building Strong Policy 
Commitments

Clear communication of policy plans across ministries and agencies should be conducted to 
emphasize the importance of the activities and help enforce interagency cooperation. 

The policy framework should also be built on strong policy commitments to implement initiatives 
and programmes suggested in the policy plans. Such commitments can be communicated through 
legal instruments, international treaties, and the establishment of specialized working groups to 
formulate strategies and advance action plans.

❑ Model after international standards and agreements (incorporate digital trade provisions that 
provide commitments to cross-border paperless trade and allow for exchange of electronic trade 
data)
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C. Assess Available Resources and Financial Requirements

Improving ICT infrastructure and adopting an automated customs system or Single Window often 
entails substantial investments in both technologies and human resources to ensure that staff are 
prepared. 

❑ Ensure sufficient budget allocation by involving the ministry or agency responsible for allocating 
budget in the planning process

❑ Financial support and technical assistance from international organizations (e.g. ADB, ESCAP, 
UNCTAD, the World Bank)
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D. Action Plan and Mode of Implementation

In the development and execution of action plans and initiatives on (cross-border) paperless trade, 
countries can consider various approaches that are best suited to the needs of the nation and where 
efficacies can best be realized for financial and human resources invested.

❑ Government-led approach and public-private partnership (PPP)

❑ Integrated and targeted approach

❑ Pilot testing and phased implementation (enforced in action plans)
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E. Establishing (Cross-border) Paperless Trade Facilitation 
Institutional Structure

A (cross-border) paperless trade facilitation institutional structure is necessary to manage the 
coordination of policies and laws that may be needed to implement the policy framework for (cross-
border) paperless trade. 

❑ Designating a lead (cross-border) paperless trade facilitation agency

❑ Establishing a national paperless trade facilitation body (include representation from public and 
private sector)
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Government stakeholders Ministry of Finance/ Customs
Ministry of Communication
Ministry of Trade/ Commerce
Ministry of Transport
Ministries and agencies involved in testing/certifying 
products and licensing traders

Business community Chambers of commerce and business associations
Importers/exporters

Service providers Financial institutions and insurance companies
Logistics service providers



F. Capacity Building and Technical Support

A plan of outreach and capacity building to the business community should be built into action plans 
of the national policy framework.  Each national committee (or the local equivalent) should have 
clearly defined enquiry points to manage questions from the wider public about the system.

❑ Outreach and capacity building programmes for officials from government agencies and 
businesses

❑ Technical support for electronic customs submission system (e.g. online FAQs, customer service, 
chatbots)
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G. Monitoring and Assessment

Monitoring and assessment of the implementation of national economic and development plans 
should be built into action plans and conducted by a designated ministry while more specialized 
projects are under the responsibility of a lead agency or committee. 

Monitoring procedures should include regular input from both the public and private sector. 

❑ National surveys conducted on users of electronic trade management system and customs 
officers

❑ Self-assessment Guide from International Organization (e.g. ESCAP Legal and Technical Readiness 
Checklists on Cross-border Paperless Trade facilitation, WCO Self-Assessment Check List  and the 
WTO Negotiations on Trade Facilitation Self-Assessment Guide)
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