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Executive Summary

• Mutual Recognition is an important issue in enabling global cross-border 

paperless trade

• Currently, efforts are bi-lateral or regional or between private parties

• Challenges include legislative backing, technology support, capacity building 

etc

• Scope of research paper is to understand how emerging technologies can 

enable mutual recognition of cross border electronic documents

• As part of this research paper, the team has focused on the following 

emerging technologies and specific use cases supporting mutual recognition

• Blockchain

• Internet of Things
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Emerging Technologies that can disrupt cross border trade

Technology Description Cross-border paperless trade facilitation

Blockchain A decentralized, distributed digital ledger that records 

electronic transactions in a manner so as to provide 

transaction integrity and immutability.

Ability to collaborate and share trade-related data and 

documents across international supply chains in near 

real time.

Internet of Things An Internet network of connected objects such as sensors

to facilitate communication between them and to other

internet enabled devices and systems.

Automate the capture of supply chain data using

sensors, which then can be used by customs and other

entities as part of the trade facilitation process.

Quantum 

computing

An area of computing focused on developing computer 

technology based on quantum theory, resulting in either 

far greater computing power than what is available 

today, or the ability to carry out computations that are 

deemed infeasible by current computing paradigms.

The ability to process very large volumes of trade 

data relatively quickly; this also has implications for 

the use of cryptographic algorithms based on which 

electronic or digital signatures may have been 

developed.

Autonomous 

“Things”

An emerging technological development that allows 

things to work automatically without human guidance or 

direct intervention leveraging other technologies such as 

Artificial Intelligence (AI).

Autonomous robots, transport systems have a huge 

role in defining next generation logistics for 

international trade.
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Emerging Technologies that can disrupt cross border trade

Technology Description Cross-border paperless trade facilitation

5G 5G is the term used to define the next generation of 

mobile networks that provide very high speed data 

transfers.

5G has the potential to reshape the logistics industry 

by enabling machine-to- machine interaction, 

including transport communication systems, for 

better track-and-trace visibility.

Edge Computing The ability of devices to process data locally as against 

transmitting to a data centre.

As device computational power increases, Edge 

Computing can aid in providing better quality 

management that could identify a potential quality 

issue or defect in a supply chain process.

3D Printing A computer-aided manufacturing device that creates or 

prints 3D objects on custom materials, using digital data 

as an input.

The ability to roll out certain types of products faster 

without the need to build an extensive assembly line, 

thereby giving the ability to manufacturers to lower 

complexity and improve time to market.

Artificial 

Intelligence

Ability of a computer program or machine to think, learn 

and act like humans. 

AI has huge potential for automation in enabling 

paperwork reduction, demand forecasting, 

warehouse management and improving compliance.

Computer vision, 

augmented reality, 

virtual reality

Computer vision is concerned with the automatic 
extraction, analysis and understanding of useful 
information from a single image or a sequence.

Automatic processing of images, videos available in 

shipments, border gate controls to accurately assess 

shipment, logistics data and enabling faster 

clearances.
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Emerging Technologies enabling Mutual Recognition –

IoT and Blockchain
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Internet of Things for Mutual Recognition

• Internet of Things is a network of connected 

devices such as sensors that have data capture, 

sharing and processing capabilities

• This presents huge opportunity in

• Enabling automation of various aspects of 

buy-ship-pay process

• Drive use cases that rely in real time data 

driven decision making

• Ensuring secure transmission of data by 

using appropriate security design principles

• Mutual Recognition depends on 

trustworthiness and assurance of integrity of 

data which a secure IoT ecosystem can 

provide

The elements and foundation of a trustworthy IoT system must be agreed upon 

for mutual recognition to be accepted and effective

Gartner estimates 20bn IoT devices in 2020!
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IoT – Key Features and Challenges

• Key features of an IoT ecosystem

• Interconnection of Things

• Connection of Things to 

Internet

• Uniquely Identifiable

• Ubiquity

• Sensing/Actuation capability

• Embedded Intelligence

• Interoperable communication 

capability

• Self-configurability

• Programmability

Cross border trade is signified by the need to collect, share and process 

information across borders

IoT systems can be designed facilitate such data collection in real time basis 

while ensuring data provenance and trustworthiness

• Key issues in usage of IoT 

• Legality

• Cyber Security

• Data Ownership

• Privacy

• Usage and Processing rights

• Mutual Recognition
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IoT – Identity

• Identification of a Thing and that of an Individual will play a key role in driving 

overall design and architecture

• Like evolution of Internet and discovery of resources, IoT will through a 

similar evolution for resource discovery 

• Aspects of IoT Identity

• Centralized and Decentralized

• Ability to distinguish between Identifier (created at the time of 

manufacturing) and Network Address (based on membership of device in 

a network)

• Discovery – ability to discover an object and its attributes

• Methodology is establishing IoT Identity to enable mutual recognition should 

be agreed upon through standardization or interoperability
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IoT – Authentication

• Security must be embedded as a design 

consideration in IoT

• Following aspects may be considered in 

designing a secure IoT system

• Usage of strong authentication systems

• Ability to protect data

• Secure session establishment

• Ability to upgrade firmware securely

• Monitoring and Auditing

• Boot Protection

• Authentication of devices participating in 

exchange of IoT data as part of cross border 

trade must rely on mechanisms that are strong 

and accepted between parties involved in 

trade facilitation process

Fig. Elements of an IoT system that need to be secured
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IoT – Privacy 

• IoT data may reveal habits, preferences, 

locations and may be considered private. This 

information must be stored securely 

• Hardware Root of Trusts embedded as part of 

IoT devices provide the ability to encrypt 

sensitive data and minimize access to those 

that need them

• GDPR etc emphasizes on the principle of 

adequacy for third party data processing

• Globally, GDPR and other data protection 

regulations are gradually harmonizing privacy 

requirements in dealing with personal data

• Any mutual recognition mechanism in enabling 

cross border trade can leverage these baseline 

guidelines in either adopting a similar 

legislation or designing their own

Figure 2. Representative architecture for a Hardware Root of Trust 

approach that use cryptographic keys to protect data
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IoT – Data Ownership and Legal Issues 

• Data Ownership

• G2G exchange of IoT data could be a tricky subject on ownership of data, IPR and data 

usage

• Scope of data, origin, ownership interests, rights to use may have to be clearly defined in 

the context of mutual recognition agreements

• Legal Issues

• IoT presents interesting issues around digital evidence, data provenance and traceability

• Factors considered in evaluating the integrity of digital data

• Who created the evidence

• Processes and technology used

• Chain of custody
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IoT - Mutual Recognition

• Mutual Recognition

• IoT presents interesting possibilities in helping cross border mutual recognition of 

electronic messages become more economical, secure and effective through real time 

collection and transmission of data

• Mutual recognition relies on a level of trustworthiness and assurance

• When data gets exchanged across borders, the foundations of what constitute a 

trustworthy IoT system must be agreed upon which can be done through 

intergovernmental frameworks

• Given that IoT interoperates with other technologies such as Blockchain and AI, any 

mutual recognition framework must take a holistic view at addressing how data gets 

collected, shared, processed and stored in a trustworthy manner so as to be accepted 

across borders



15

IoT - Way Forward

• IoT presents opportunities to automate various processes as part of cross-border trade as it 

obviates the need for physical data capture as part of shipping, logistics and transportation 

through the use of sensor technology

• In terms of the way forward towards leveraging IoT for facilitating cross-border mutual            

recognition of electronic messages, countries can look at

• Defining trade processes that could leverage IoT data and M2M data exchange automation

• Create pilot projects through public-private partnerships in areas of customs, logistics and 

shipping in order to evaluate data exchange and integration feasibility with existing customs, 

Single Windows and other systems

• The adoption of international standards such as ISO 21823-1 for interoperability of IoT data 

exchange as well as for security and trustworthiness of IoT networks as part of various trade 

processes

• Enabling legislative frameworks that support the usage of IoT data for cross-border exchange 

and mutual recognition of electronic information

• Extend pilot projects to fully-fledged rollout of IoT systems that can then be integrated into 

domestic and international supply chains for facilitating cross-border paperless trade
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Blockchain for Mutual Recognition

• This work builds upon the earlier report “Mechanism for cross-border mutual 

recognition of trade-related data and documents in electronic form”

• The report studied existing mutual recognition approaches like: MRA of AEO, 

APEC TEL, PAA MR of PKI, EEU PKI MRA, etc.

• It found commonalities in them including:

• governing stakeholder

• legal instrument

• requirements ownership

• implementing bodies

• object and execution method

• maintaining trust

• technical standards

• We study the potential of blockchain technology to act as one potential unifying 

framework/mechanism addressing some of these commonalities like Objects and 

execution methods for mutual recognition, Maintaining Trust, Technical standards

• We also present a case study of a large private trade blockchain effort (Tradelens)
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Blockchain for Mutual Recognition

• We consider trade documents and associated 

events as objects for cross-border mutual 

recognition

• We first describe a basic example blockchain

network that will be our running example

• We also take a sample trade event from the 

Buy-Ship-Pay* model like issuing a purchase 

order that gives rise to one document and one 

event that we will persist and recognize on the 

blockchain

• Other documents and events can similarly be 

considered
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Blockchain for Mutual Recognition – Technical Elements

• Identity

Each entity needs to be digitally identified in the network by every other entity. Mechanisms 

including but not limited to PKI can be used to establish digital identity of real-world entities. A 

trusted certificate authority (TCA) issues keys contained in certificates signed by the TCA. 

The TCA’s public key is publicly known and verifiable. In our scenario, certificates are issued 

to all the five participants in the network. Importer when creating the transaction for sending 

purchase order to Exporter, signs it with his own private key. Exporter can easily verify if the 

transaction was indeed signed by importer.

• Endorsement

This means every transaction is attested as per pre-defined endorsement scheme agreed 

upon by all parties. Attestation involves signing the transaction with the endorser’s key. In our 

example “issue purchase order” is endorsed by both Importer and Exporter and others can 

verify.
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Blockchain for Mutual Recognition – Technical Elements

• Smart Contract

Every operation in the network, is pre-programmed by all the participants in the form of 

functions – also called as smart contracts. This is the common code agreed upon by all 

participants which runs on each participant’s node. Every transaction is just an invocation of 

some particular function in the smart contract with user-defined inputs. Invocation of a 

function is restricted to specific parties as mentioned in the next point. In our use-case, 

Importer invokes the function “issue-purchase-order” from the smart contract while creating 

the transaction.

• Authorization

Every transaction on the blockchain is authorized using the signature of the invoking party 

and the endorsement signature by all the endorsers as per endorsement scheme. Every 

participant which receives a block of transactions would validate if the transaction was 

authorized correctly. After the transaction is executed – everyone has the visibility that the 

transaction was indeed invoked by Importer.
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Blockchain for Mutual Recognition – Technical Elements

• Authentication

Functions in the smart contract can only be invoked by authorized party. This is achieved by 

adding the authorized party into the “Access-Control-Lists” of the smart contract. In our case 

– Importer is the only participant who can invoke “issue-purchase-order” function. If any other 

participant tries to create a transaction invoking the above function – all other parties would 

reject it. In fact, the request for endorsement would be rejected in the first place.

• Immutability and non-repudiation

Once the transaction is committed by every participant in the blockchain, it is impossible to 

alter the transaction without changing the transaction on every other node in the blockchain. 

This is because each block of transaction is mathematically linked to previous blocks which 

makes it difficult to change previous transactions.
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Blockchain for Mutual Recognition – Transaction Flow

• Importer creates a transaction to invoke “issue-

purchase-order” function from smart contract

• This transaction is signed by Importer and sent 

to Importer and Exporter for endorsement 

(i.e. as per the scheme for this transaction)

• Importer gives the endorsement and sends to 

Exporter

• After validating this, Exporter gives Endorsement

• Endorsement is given back to Importer

• The transaction is then sent to the ordering 

service to order different transactions of the 

network

• Ordering service then sends the final transaction 

to all the nodes in the network

• Every node checks the validity of endorsements 

and stores the transaction into blockchain
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Use Cases
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Blockchain - EDI3 – Inter government ledger

Cost of trade is not 
decreasing as fast as the 

world benchmark for 
many countries

UN/ESCAP – 44% of 
trade costs are 

related to border 
procedures

   

 RULES OF ORIGIN 13 

 

 

Figure 2 Imports into Australia, 2015-16 

By type of tariff entry and  trade agreement 

  

Source: Commission estimates based on ABS (2016). 
 
 

 

Figure 3 Share of eligible imports where preference was claimed, 

2015-16 

  

Source: Commission estimates based on ABS (2016). 
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Productivity commission –
origin rules are so 

complicated that they 
erode much of the FTA 

concession

The inter-government ledger (IGL) focusses on cross-border processes which are still very paper 

intensive. The goal is to reduce the cost of trade and improve uptake of FTAs by leveraging Blockchain
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Blockchain - EDI3 – CoO Example

Chamber

Exporter

Importer

Agent

Gov country BGov country A

Paper CoO

The Paper Process

Forwarder

Certificates of Origin, for example, are

1. Issued by chamber to exporter

2. Provided to forwarder by exporter

3. Sent to importer via courier

4. Provided to customs agent by importer

5. Given to customs with clearance pack.

6. Goods may be held at port if the paper 

“doesn’t look right”

HELP!

Despite our “digital world” there is still a 

mountain of physical paper documents in 

international trade processes that present 

non-tariff barriers to exporters. 

Mutual recognition of cross border 

electronic exchange of data could 

rely on technologies such as 

Blockchain to improve security and 

reduce cost
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Blockchain - EDI3 – Better CoO

New Process

1. Digital data provided to exporting 

regulator by identified chamber (or 

exporter) 

2. Forwarded securely to importing 

regulator and immediately validated.

3. All interested parties can verify the 

certificate is sent and valid.

G2G solves the problem of trusting 

authenticity of documents between 

regulators of different countries over 

Blockchain Chamber

Exporter

Agent

Gov’t BGov’t A

The Digital Process

Digital CoO

IGL

verify

submit
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Blockchain - EDI3 – IGL enabling Mutual Recognition

The Inter Government Ledger is a Blockchain anchored multi-channel architecture for governments to 

securely exchange digital data and for any third party to verify the integrity of the data. 

The IGL is an interesting example of how countries can build Mutual Recognition mechanisms based 

on emerging technologies such as Blockchain

This is the IGL
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Blockchain - Tradelens

The TradeLens blockchain is a shared, immutable ledger that 

records transactions and tracks tangible  and intangible assets. 

Virtually anything of value can be tracked and traded on a blockchain 

network, reducing risk and cutting costs for all involved.

While the power of TradeLens comes from its members, blockchain 

enables secure distribution and storage of vital information at the 

heart of the platform.

TradeLens uses the IBM Blockchain Platform which is based on 

Hyperledger Fabric, an open-source permissioned blockchain where 

the peer members (“Trust Anchors”) are known to the network based 

on cryptographic identities.

Tamper-proof 

recording and non-

repudiation for all 

data submitted to the 

solution. 

Verifiability of data 

against the recorded 

proof of submission 

on the blockchain. 

Recoverability of the 

solution from the data 

recorded on the 

blockchain. 

Provenance and 

Auditability. All 

transactions are 

signed and dated on 

the ledger.

Privacy of data to 

ensure that it is only 

shared with relevant 

organizations. 

How the TradeLens blockchain connects the ecosystem:
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Blockchain - Tradelens – Shipper Centric to Network Model
Inland Transportation

Shippers / Beneficial 
Cargo Owner

Supply Chain 
Visibility Systems

Trade 
Associations

Supply Chain / 
Transportation 
Management 
Systems

Authorities

Financial / Insurance 
Services 

Port Community Systems; 
Terminal Operating 

Systems

Freight Forwarders / 
3PLs

Customs 
Systems

Customs 
Brokers

Inland Transportation

Shippers / Beneficial 
Cargo Owner

Supply Chain 
Visibility Systems

Trade 
Associations

Supply Chain / 
Transportation 
Management 
Systems

Authorities

Financial / Insurance 
Services 

Port Community Systems; 
Terminal Operating 

Systems

Ports and 
Terminals

Freight Forwarders / 
3PLs

Customs 
Systems

Ocean Carriers

Customs 
Brokers

This requires trust.

Connect the Ecosystem Drive True Information Sharing Foster Collaboration and Trust Spur Innovation
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Blockchain - Tradelens – Ecosystem

BCO 3PL Drayage
Customs & 

Authorities

Ports & 

Terminals
Carriers

Ports & 

Terminals

Customs & 

Authorities
Drayage 3PL BCO

Packing List Non-Negotiable

Bill of Lading

Export 

Documentation

Advance 

Declaration

Pre-Paid 

Invoice

Certificate of 

Origin

Shipping 

Instructions

Importer 

Security Filing

Cargo Specific 

Certificate

Commercial 

Invoice

Customs 

Clearance

Import 

Documentation

SHIPPING MILESTONES AND 
SHIPMENT DATA*

STRUCTURED 
AND UNSTRUCTURED DOCUMENTS*

TRADELENS BLOCKCHAIN BUSINESS 
NETWORK

Original 

Bill of Lading

* Note: representative sample only of the data on the platform
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Blockchain - Tradelens – Standards and Interoperability

TradeLens is committed to the promotion and adoption of standards and interoperability 

of platforms.

TradeLens is a neutral platform that is available to participants of any party to a shipment, 

anywhere in the world. The platform provides a way for all major logistics and permissioned 

participants to immediately contribute to and extract value from the TradeLens network.

TradeLens will work closely with the advisory board, ecosystem members and 

standards bodies to help the industry develop and adopt standard codes and data 

models. The TradeLens data model and access control scheme aligns with 

UN/CEFACT.

Information standardization

TradeLens is committed to openness, with all functionality surfaced via non-

proprietary, publicly available APIs that are designed specifically for ease of 

integration.

Interface standards

The TradeLens platform has full intentions to follow blockchain-based standards evolving 

in the industry, inclusive of cross-ledger namespace and transfers or information between 

ledgers.

Blockchain interoperability

Standards Data
Location: LOCODE, SMDG, Transport: IMO, NMFTA

Time: ISO8601, Business Objects: UNCEFACT SCRDM

Identity: WCO Trader Identification Number

Standards Organizations

Openshipping.org, DCSA*

UN, WCO, GS1

ISO/TC 307
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Blockchain - Tradelens – Data Sharing

TradeLens permissions are determined through a combination of the organization’s role and the 

data type. The TradeLens platform then permits access to data according to the permission matrix.

The full Data Sharing Specification is available at here

Transport 

Service 

Buyer Consignor Consignee

Origin 3PL 

Agent

Destination 

3PL Agent

Export 

Customs 

Broker

Import 

Customs 

Broker

Request 

Party Notify Party

Transport 

Service 

Provider

Origin 

Marine 

Terminal
. . .

. . .

. . .

https://docs.tradelens.com/reference/data_sharing_specification/
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Blockchain - Electronic Bill of Lading

• Bill of lading (BL) is in use since

16th Century

• Functionalities:

➢ Receipt of goods

➢ Evidence of the carriage contract

➢ Title to goods

• Issued by Shipping Line

➢ Original paper BL (with endorsement) 

is used to establish ownership

➢ Original paper BL is required to take 

delivery of goods

• BL Types

➢ Negotiable and Non-Negotiable BL

Shipping Line

3. Surrender BL and take delivery

Shipper/Seller

Shipper’s
Bank

Consignee’s
Bank

Consignee/Buyer

1. Issue BL

2
.B

 Tran
sfer B

L

2.B Transfer BL

2
.B

Tr
an

sf
er

 B
L

2.A Transfer BL

Negotiable BLNon-Negotiable BL

Payment - LC

P
ay

m
en

t 
-

LC

P
aym

en
t -

LC
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IoT – Smart Containers

• The Smart Container is a normal container fitted with sensors to capture and share data to offer end to 

end visibility of transport execution. 

• Cross-border agencies could gain advantage from, and harness the power of real-time smart container 

data, to assist border clearance processes Fast Lane implementations etc. 

• Smart Containers automatically generate data

• Position

• Door Open/Close status

• Temperature

• Movement

• Impact

• + extensions

• Smart Containers communicate near real-time

• From (nearly) anywhere

• Economically thanks to IoT technology

• Smart Containers are permanently attached
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IoT – Smart Containers

• Smart Containers power real time data sharing of key 

information and events that include arrival, delays, 

temperature

• Smart Containers are also secure and employ various IoT

security techniques to ensure data integrity

• This can enable seamless and secure exchange of 

information required for customs procedures as part of 

cross border trade

• Smart Containers offer another interesting potential in 

enabling Mutual Recognition of cross border 

electronic exchange of data using IoT devices
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Summary
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Summary

• Both Blockchain and IoT offer immense potential in making mutual recognition of cross 

border electronic data exchange secure and effective

• Blockchain or Distributed Ledger technology by design uses cryptography to ensure data 

immutability, integrity and privacy and is decentralized allowing all participants to view 

information in a real time basis

• IoT ecosystems can be designed with a strong level of security to ensure device and data 

integrity, security, provenance, continuous monitoring and real time information sharing

• Through appropriate design and security, both Blockchain and IoT can address key issues 

for Mutual Recognition as outlined earlier

• But, to drive mutual recognition globally, standards are required. Some of these are being 

evolved globally as part of ISO, etc to drive interoperability

• Bi-lateral, multi-lateral and Inter-governmental frameworks driven by bodies such as 

UN/ESCAP may have to make use of these standards to make mutual recognition accepted 

and more effective
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