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Overall Assessment on legal readiness
u It is clear that Armenia has been making great efforts to bring itself into the 

digital age, both in practice and in law.

u Many initiatives are very new and their success cannot yet be fully analysed.

u That said, not all the legal framework is as modern, as flexible or as 
comprehensive as it needs to be to support active cooperation between the key 
parts of government and the enterprising parts of the economy.

u The numbers of laws, decrees and regulations increase but it can be difficult to 
know which are in force and which take priority over others.

u The ESCAP Framework Agreement recommends a national co-ordinating 
committee for the National Single Window, made up of public- and private-
sector members. An early task for such a committee would be sort out the 
conflicts in the current legal regime and ensure the appropriate improvements 
are made.

u Given the achievements to date, there is every reason to be hopeful of success.
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Outline
u Context: the ESCAP Framework Agreement on … Cross-border Paperless Trade

u Electronic transactions: why does this matter for cross-border trade?
u E-documents, e-signatures, e-evidence

u Single window: intergovernmental and international co-operation

u Uses of e-communications by and within government
u Uses of e-communications between government and private sector
u Uses of e-communications across national borders

u The legal infrastructure of the single window
u International cooperation

u International agreements about e-trade

u International agreements that allow or promote e-trade
u International standards that affect e-trade

u Other considerations
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Recap of ESCAP Framework Agreement
u The Framework Agreement assists but does not command its member 

states to achieve cross-border paperless trade
u It sets out a number of Principles in article 5

u Functional equivalence: e-communications do not have to ‘be’ paper

u Non-discrimination: do not deny legal effect to e-communication just 
because it is electronic

u Technology neutrality: let the market decide (but maybe not for 
government) 

u Promotion of interoperability: different technologies should be able to 
talk to each other

u Improved trade facilitation and regulatory compliance

u Cooperation between the public and private sectors

u Improved transboundary trust environment
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ESCAP Framework Agreement (2)

u The Agreement then requires of its member states that they “endeavour” to 
take action on several fronts:
u 6. Create a national policy framework for paperless trade
u 7. Enable cross-border exchange of trade-related data, with particular 

attention on the creation of a national “single-window” system.
u 8. Adopt standards for mutual recognition of electronic communications 

from outside the country if they have a substantially similar level of 
reliability.

u 9. Adhere as possible to recognized international standards and guidelines 
for the creation, use and management of electronic communications and 
provide for safe, secure and reliable means of such communications.

u 10. Adopt as appropriate relevant international legal instruments from the 
UN and other bodies.

u Much technical support and capacity building is available to member states 
under the Agreement, through working groups, technical advisory 
committees and other resources for members
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Law of Electronic Transactions
u The domestic law on electronic transactions – and the legal validity of electronic 

communications in general – is important to cross-border paperless trade. 
There are several reasons:

u Armenia would not need two sets of laws for the same kind of transaction, 
depending on the involvement of someone outside the country. This 
simplifies both the law and the technology, and promotes trade.

u Doing business electronically under local law teaches people how to do it, 
how to manage risks, and how to develop new opportunities – all of which is 
helpful when one does foreign trade as well.

u As a result, it is important to get the local law “right” and not just count on 
developing something special and limited for international trade.

u It is also important to have one’s laws on e-communication consistent with 
international standards where possible. More discussion on this point follows.

u In this way, foreign trading partners will be comfortable with Armenian law, 
and Armenian traders will find a familiar legal environment when they trade 
abroad.
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Law of Electronic Transactions (2)
u The law in Armenia on electronic documents and electronic messages 

is basically stated in Law on Electronic Documents and Electronic 
Signatures of 2004.

u Article 4 of this Law says that such documents “protected by an 
electronic signature” are as valid as their paper equivalents, “if the 
electronic signature “has been authenticated and there is no strong 
evidence that the document has been changed or forged.”

u The law also provides for certification of e-signatures by a certification 
center, which in turn can be (but need not be) accredited by the 
government of Armenia.

u A number of other specialized laws require the use of electronic digital 
signatures for valid communications, often with government agencies.
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Law of Electronic Transactions (3)
u An electronic digital signature is defined in article 2 of the Electronic 

Documents and Electronic Signatures Law of 2004 to be clearly a signature 
generated by public key cryptography and (by implication) in need of a 
Pubic Key Infrastructure (PKI).

u The signatory has a secret key for signing, and anyone who wants 
to verify the signature uses a public key.

u Usually the key pair is issued by an official authority (“the 
certification  center” in Armenia)

u PKIs can be very secure and reliable. They can also be complex and 
expensive to manage.

u The responsibility of the licence holder for mistaken identification of the 
signatory can create problems, too. Must the certifier compensate for 
losses?
u Article 18 of the 2004 Law may suggest the answer is Yes:

u Individuals and legal entities shall bear responsibility for violation of 
law on electronic documents circulation, use of electronic signature 
and provision of other services in this area pursuant to the procedure 
established by the legislation of the Republic of Armenia.
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Law of Electronic Transactions (4)
u It is worth considering whether all legally-effective e-signatures must be 

PKI signatures (also known as “electronic digital signatures”) or whether 
these secure e-signatures should be required only for documents 
needing high security.
u The better view seems to e-signatures other than electronic digital 

signatures can be used validly, in unregulated private transactions

u Not all questions of identity and authentication can be resolved by 
signatures. A broader perspective makes sense.
u The UNCITRAL Working Group on Electronic Commerce is 

currently reviewing identity management and trust services.
u The Framework Agreement promotes ‘technology neutrality’, under 

which parties to communications can decide what technology suits their 
goals.
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Supporting Electronic Transactions

u A number of Government ministries or agencies in recent years have 
worked to develop a policy and legal framework for the use of e-
signatures and e-communications generally. 

u Instances of such policies and legal frameworks include:

u Customs Authority
u Tax Code

u Cadaster

u State Register of legal entities

u Generally, the unified portal for dealing with government agencies tends 
to require citizens to identify themselves through an electronic digital 
signature – created through the use of one’s national identity card.
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Supporting Electronic Transactions (2)
u Besides laws permitting the use of e-documents and e-signatures (with 

conditions as appropriate), a legal framework can also cover other issues 
presented by such communications:

u Data security: what are users’ obligations to keep data secure from 
alteration or deletion? Are commercial incentives enough to ensure 
good practices, or must laws assist as well?
u In Armenia, the 2004 Law provides in article 7 for the accurate retention of 

electronic records, and for their restoration to their original formatting if 
required.

u Data archiving: what e-records must be kept, for how long, and how are 
they to be kept accessible when the technology that creates them 
keeps changing? 
u In Armenia, the Law on Archives regulates the storage of data and the 

period of its protection, depending on the state bodies involved. The 
minimum data retention periods are different depending on the type of the 
data. The law set forth that the archives can be in different forms including 
electronic.
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Supporting Electronic Transactions (3)
u Data protection (privacy): personal information has value for 

businesses but many people are uncomfortable having their 
information shared. Conditions for collecting, using and disclosing 
personal information are becoming stricter. The Law on Personal 
Data Protection, adopted on 18.05.2015, fully regulates privacy of 
personal data regardless of whether it is on paper or in electronic 
form.

u Electronic evidence: how can e-records be used and proved (shown 
to be reliable) before courts and administrative authorities? Article 5 
of the 2004 Law provides for the use of electronic version of original 
documents..

u Should e-documents from foreign sources have stricter rules? There 
do not seem to be any distinctions drawn about the source of 
documents in evidence – though proving the authenticity of a 
foreign digital signature can raise issues (see later).
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Single Window: e-Communications with and within 
Government

u A “Single window” is a centralized authority for the deposit and handling of 
documents affecting all aspects of international trade. Instead of going to 
numerous state offices, importers and exporters can deal with one office 
that co-ordinates all the relevant approvals.

u At present Armenia does not have a fully operating Single Window.
u However, it has a number of activities that are building towards a Single 

Window:
u The Customs Authority runs a partially electronic system for approvals and paymeet

of duties, but many regulatory agencies are not part of it.

u The government runs a Unified Portal for the provision of public services that allows 
a single access point for increasing number of agencies. However:

u Customs is not a member, though it is clearly the key participant for a 
paperless trade single window.

u It does not currently deal with information from outside the country.
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Single Window – Legal Support
u A national or international single window system depends not only on 

interconnecting technology but also on laws that permit the interconnections to be 
effective.

u The basic level of such laws is the support for electronic transactions that we have 
looked at up to now.

u In addition, such a system is assisted by a general recognition of the value of 
electronic government, itself supported by law.
u Authorization for government departments to operate internally and communicate with 

each other electronically – notably including all approval agencies with Customs.
u Authorization for government departments to communicate with private sector 

electronically (and private actors with each other, if authorization is needed.)

u Authorization for government and private actors to communicate effectively with parties 
outside Armenia – ‘effectively’ in this case meaning ‘with legal effect in Armenia and 
abroad’

u It is very helpful in developing policies and laws on such interconnections to have 
the internal lawyers for all the interacting parties communicate with each other.
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Single Window – Legal Support (2)
u A single window system involves a great deal of co-ordinated technology and the 

participation of many agents, both public and private. 

u The legal system should ensure that contracts among these co-ordinating parties 
are enforceable and fair.

u These contracts may include “service-level agreements” by which suppliers of 
the technology promise that the services will function properly to a specified 
level (e.g. 23 hours a day, seven days a week.)

u Normally service-level agreements would not be a matter for legislation as 
such, but the limits of any party’s rights or the effectiveness of an authority 
could be indicated. Support for private agreements is important.

u Liability among the parties could be specified in law if the parties do not agree 
or if the cost of the single window becomes prohibitive to potential users of the 
system. 

u For public-sector participants, the laws could indicate the liability of each 
participant to other participants for their mistakes or negligence. 15



Single Window – Legal Support (3)
u In paperless trade, as in all trade, money makes the world go round.

u Therefore the legal system needs to accommodate electronic payments and allow the 
banks and other actors making or receiving payments to set up systems that are 
appropriate for them.

u Many elements of e-payment systems are allowed in Armenia today. The Portal for 
state services routinely accepts credit card payments for different kinds of obligations 
to the state, including fines and licence fees. Commercially, e-payments can be made
for domestic contracts and business-to-consumer foreign transactions.(The Customs  
Authority tends to make its own arrangements for e-payments, however.) 

u A good source for a checklist and explanation of legal issues that arise in establishing a 
Single Window is the UN/CEFACT Recommendation 35, published in 2010 but still 
relevant, and also UNNExT Electronic Single Window Legal Issues: A Capacity-
Building Guide.

u https://www.unece.org/fileadmin/DAM/cefact/recommendations/rec35/Rec35_ECE_TRADE_401_EstablishingLe
galFrameworkforSingleWindow_E.pdf

u https://www.unescap.org/resources/electronic-single-window-legal-issues-capacity-building-guide
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International Considerations
u International considerations are important for national laws and to support 

cross-border trade.

u There are several types of international “law” to be considered:

u Treaties to which Armenia is a party – bilateral or multilateral (e.g. regional) 
[examples below] on the use of electronic communications

u Treaties to which Armenia is a party on trade or cross-border activities 
generally that may permit or frame electronic communications

u International “instruments” – treaties, model laws, guidelines – setting out 
rules for or approaches to dealing with electronic communications.

u Documents of International organizations – more or less formal, more or 
less regional or global, public or private – that influence best practices for e-
communications (e.g. CEFACT, ASEAN, UNNExT, APP. They may be public 
or private: Internet Policy Forum, OECD, ICC)

u International organizations that provide a practical forum for discussing the 
development and implementation of members’ laws on e-communications 
(e.g. ESCAP)
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Armenia - treaties

Bilateral and regional 
u Bilateral: we have not discovered any bilateral treaties that affect foreign 

paperless trade. 
u Regional: Armenia is a member of the Eurasian Economic Union (EAEU), 

which provides a wide free-trade area, with facilitating rules about 
procedures and times for payment e.g. of VAT.
u The EAEU promotes electronic communications among its members, notably in 

its recent Customs Code.

u Armenia is also a member of the Commonwealth of Independent States. 
The CIS has fewer provisions than the EAEU about the means of 
communication.

u Armenia has a recent comprehensive trade agreement with the European 
Union. It encourages the use of electronic commerce, licensing, and so 
forth.
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Armenia – treaties (2)
Multilateral

Multilateral treaties often permit – but more rarely require – e-communications.
• Armenia is a party to the CITES agreement (Convention on the International Trade 

in Endangered Species). Many certificates may be electronic.  

• Revised Kyoto Convention on the Harmonization and Simplification of Customs 
Practices: This convention changes customs practice from inspecting every 
package to managing the risk of contraband or other unsuitable goods. Electronic 
forms are promoted.

• Sanitary and Phytosanitary Agreement – National Notification Authorities can now 
use the SPS Notification Submission System (SPS NSS) to fill out and submit SPS 
notifications in electronic form. 

• Convention on the Contract for the Shipping of Goods by Road (CMR Convention): 
This United Nations Convention standardizes the contract for goods carried by road, 
and the manifest or shipping document that accompanies it, so it is readily accepted 
in all member states.
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Armenia – treaties (3)
Trade facilitation
u Armenia is a member of the World Trade Organization and of its Trade 

Facilitation Agreement (TFA). The TFA requires certain measures to be 
taken within certain time limits, in order to remove barriers to paperless 
trade.

u Some of these measures are legal, some practical.
u Different obligations have different schedules for implementation.
u The ESCAP Framework Agreement on the Facilitation of Cross-border 

Paperless Trade mentioned earlier is intended to operate within the 
obligations of the TFA, without contradiction.

u The ESCAP Agreement focuses more specifically on electronic 
communications, and besides its legal principles (described above), it 
offers practical advice and capacity building for its member states.
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Armenia – treaties (4)
Other laws

Among other laws that may be helpful to facilitating cross-border paperless trade 
are these:

• Armenia has ratified the Budapest Convention on Cybercrime. The main national
document on cyber-crimes is the Criminal Code, which has a separate chapter
dedicated to cyber-crimes. It relies on its 2004 Law for matters of electronic
evidence.

• World Customs Organization Harmonized Frontier Controls Convention: This 
Convention allows standard reference to products in trade, which makes standard 
form and thus electronically readable documents easier. Armenia is a party to this.

• United Nations Layout Key: This document is used in conjunction with the previous 
instrument to allow forms to be understood even in language that the users do not 
speak. Armenia can make use of this set of rules.

• United Nations Convention on the international sale of goods has been considers to 
permit e-contracting across borders. Since the convention normally prevails against 
inconsistent domestic law, it is worth keeping in mind as a legal feature of cross-
border trade. Armenia is a party.
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Armenia – treaties (5)
Principles, standards and guidelines

u A number of international bodies have adopted principles – sometimes in the 
form of Model Laws (e.g. UNCITRAL, the United Nations Commission on 
International Trade Law), sometimes as Recommendations (e.g. UN/ECE 
CEFACT, the Centre for Trade Facilitation), sometimes as checklists (e.g. 
UNNExT, a body conceived and run by ESCAP).

u The documents created by these bodies are widely recognized and 
implemented, the first three globally, the last in the large ESCAP membership 
region. For example:

u UNCITRAL Model Laws on Electronic Commerce, on Electronic Signatures

u UN Convention on the use of Electronic Communications in International 
Contracts

u CEFACT Recommendation 33 on building a Single Window, Rec. 35 on 
Legal Issues

u UNNExT checklists on legal and technical readiness for cross-border 
paperless trade
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Mutual recognition
u As a result of this increasingly common legal framework, Armenia’s 

trading partners will recognize laws governed by these documents and 
may well have similar laws themselves.

u This facilitates the mutual recognition of paperless trade documents, 
since a key element of cross-border paperless trade is that documents 
and communications from one country will be given legal effect in that 
country’s trading partners.

u According to the ESCAP Framework Agreement, such recognition 
depends on documents that are of substantially similar reliability.
u Documents created in accordance with similar laws are likely to be of 

similar reliability.

u The EAEU has a (proposed) system of cross-recognition of certificates 
used in public key infrastructures of its member states (Transboundary 
Trust Space). Under that system, Armenia will recognize signature 
certificates from other member states of the EAEU, and vice versa. 23



Other issues affecting cross-border trade
u The discussion so far has focused on the paperless element of cross-border 

trade, as it is the (relatively) novel part of Armenia’s commercial legal regime.

u Other parts of the legal system will also affect businesses’ willingness to trade 
with counterparts in another country. Four of them merit separate notice here.

u Some of them are more subject to consistent international standards than 
others.

u They are:

u Liability regime – notably the liability of governments or e-commerce service 
providers and authenticators for errors that cause loss to business.

u Intellectual property law – are material and immaterial creations protected 
across borders?

u Dispute resolution: Is there access to reliable justice in Armenia? This 
includes courts, mediation and arbitration, and today, online dispute 
resolution too.

u Competition law: Will a foreign trader be treated fairly, and is fairness 
enforced? 
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Summary
u Armenia is actively working to make itself ready for cross-border paperless 

trade, and is engaging in some of it now.
u The key legal issues are:

u Ensure the basic law of electronic transactions is sound and flexible
u Ensure that the law expressly authorizes all parties at all stages of a trading 

transaction to communicate with each other electronically
u Maximize the conformity of applicable Armenian law to international legal 

regimes and best practices.

u To a significant extent, this work involves removing barriers to paperless 
trade, even more than innovating in legal frameworks.
u This is true notably because a lot of places in the world and a lot of international 

organizations have legal solutions available. Armenia does not have to re-invent 
them.

u Good luck!
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