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Cybersecurity Legislation in Singapore

The need for new cybersecurity legislation National ybercime
Singapore has one of the highest levels of digital :%;EF' - Nl Seomnl
connectivity in the world, a major cyber-attack, T

will have significant impact.

In April 2015, the Government set up the Cyber l

Security Agency of Singapore (CSA), as the oo Ofbumertaity Sy .

central agency to oversee and coordinate all Mot Oty
aspects of cybersecurity for the nation.

CSA’s mandate is to
(i) devise and coordinate national cybersecurity strategy and policy development,
(i1) carry out both cybersecurity capability development and crisis management and
(iii) adopt a holistic approach towards managing the cybersecurity of information
infrastructure.
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Singapore’s Cybersecurity Act

The Cybersecurity Act

After PCMR passes it,
the President will
select Committes sign it, and it will be
We e i Public Consultation Garetted
Drafting i lnd 7 3" Reading

Reading

‘

It will be introduced in This will contain input
Parliament as a Bill and amendments
in late 2017 from the
consultation
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Singapore’s National Cyber Security
Strategy

4 Pillars of the Strategy

Building a Creating
Resilient a Safer
Infrastructur Cyberspace
Developing Strengthening
a Vibrant “  International
Cybersecuri Partnerships
Ecosystem .

Source: “Singapore’s National Cyber Securoty Strategy: Domestic, Regional and Global Impacts” -
Benjamin Ang, Centre of Excellence for National Security, RSIS, Nanyang Technological University, Singapore.
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Cybersecurity in the Digital Supply Chain /
Cyber Trade

Physical supply chain

A58 — [ W @
Manufacturer Exporter Bank Logistics company Importer Retailer
t t I Wholesaler
Manufacturers and customers -y Logistics Facilitators
@ aD printers are creating goods directly for E E 5“""'_'“—'5- digl’fml warehouses 3'“.‘ internet Payment service providers and online
customers, replacing the traditional supply service providers (I5Ps) are tal_clng_the place marketplaces are taking over from
of ports, warehouses and carriers; and === frade finance specialists and banks.

chain from manufacturer to local store;
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Digital supply chain
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Issue 1 - Secure Data Exchange

1. Secure, Privacy-Preserving Data Exchange Platform for E-
commerce and Trade

- The need for platforms providing secure data exchange and
allowing multiple parties to share even sensitive data and perform
analysis on it;

- Need for the different approaches to regulating cross-border
data transfers, and that differing mechanisms can ensure a similar
desired level of data protection;

- Need for strong, binding trade-agreement commitments that
prohibit data localization requirements, support unimpeded data
flows and encourage interoperability among regimes and systems
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Issue 2 - Cross border E-ldentification

Authentication Integrity

Security
Co ncerns

Access Control Non repudiation

principles
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Issue 3 - Cyber Trade

3. Fraud and Customs taxing the
intangibles

(i.e., 3D Printing , IP, borderless
cloud-based value chains and
consumer electronic services
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