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Snapshot of the Global Digital Citizens
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Portrait Of The Global Digital Citizen
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Indonesia Digital Challenges: Snapshot 
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Indonesia Digital Challenges: Connectivity
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Indonesia Digital Challenges: Why Connect?
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Indonesia Digital Challenges: Online Behavior
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Indonesia Digital Challenges: Online Frequencies
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Indonesia Digital Challenges: Other Determinant Factor 
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Sumber: Frost & Sullivan
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Indonesia Digital Challenges: Cyber Risks & Issues
IC

SF
20

17
.0

3.
 A

ll 
Ri

gh
ts

 R
es

er
ve

d

 Indonesia is NOT A DIGITAL NATIVE country, ICT illiteracy is still 
widely high!

 Lack of CULTURE in understanding the Cyberspace Eco-System

 Lack of CYBER RISKS EXPERTISE, if it is available, then it will be 
expensive
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Indonesia Digital Challenges: Other Issues
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Unfortunately with the high rapid growth of business retail transactions and 
online shopping via E.Commerce,  was not followed by the business community’s 

consciousness in understanding the current and future risks in Cyberspace.
In several key surveys in the region have also showed that Indonesia is on the top 

of the lists of “COUNTRY WITH THE HIGHEST RISKS OF CYBER ATTACKS”.
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Indonesia Digital Challenges: High Risks Country
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Cyber Security Mind Map
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Indonesia Digital Challenges: Overcoming The Risks
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THE MULTI-STAKEHOLDER 
APPROACH



Indonesia Digital Challenges: DIGITAL NATIVE
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DIGITAL NATIVE are the first generation to have grown up
with new technology, having lived their entire lives surrounded
by and using tools and toys of the digital age. E-mail, cellphones
and instant messages are not only a part of their lives but are
integral parts of their lives (Marc Prensky, 2001a).



Indonesia Digital Challenges: Lack Of Necessary Culture
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4 Necessary Culture required to face the Cyberspace Risks:

1. Anticipative & Preventive Culture
2. Security & Safety Culture
3. Collaborative & Coordination Culture
4. Mutual Respect & Ethics Culture



Indonesia Digital Challenges: 90/10
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Indonesia Digital Challenges: Multistake-holder Engagement
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Most Internet security threats are increasingly complex, affecting multiple stakeholders at the 
same time, and requiring coordinated efforts to be detected and mitigated. When critical 
infrastructures are connected to the Internet, becoming exposed to the same vulnerabilities as 
other systems, and can be attacked by the same tools or techniques used for attacks in other 
contexts. The protection of critical infrastructures and government networks connected to the 
Internet have both Internet security and defense aspects - the protection of these 
infrastructures is done most of the time by government organizations. What is worrisome is 
that we are increasingly seeing purely Internet security issues being perceived by governments 
as purely defense issues. The Internet ecosystem's security, stability and resilience should 
remain multi-stakeholder. The cooperation among different sectors and stakeholders, already 
existing today, is key to mitigate most of the current threats and to achieve more effective 
cybersecurity.



Indonesia Digital Challenges: Engagement Strategies
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The Indonesia Cyber Security Forum or ICSF is a well established, non-profit and non-partisan 
professional organization headquartered in Jakarta, Indonesia whose mission in to PROVIDE 
Cyber Security and Cyber Resilience awareness, guidance, and security solutions through 
collaboration, education, volunteer, work, and training to assist the Indonesian Government, 
Military, Law Enforcement, Commercial Interests , and the International Partners.

And within ICSF, we build and nurture the space and freedom for knowledge transfer, 
collaborative planning, community development and best practice sharing.



Collective Responsibilities in Cyberspace
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Thank You!

Ardi Sutedja K.
Chairman & Founder

Indonesia Cyber Security Forum (ICSF)
chairman@icsf.or.id

Mobile: +62 817 835 876IC
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