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Goal 1 Growth : Enable and foster access to and increased use of telecommunications/ICTs

55% 

of households should 
have access to the 
Internet

60% 

of individuals should 
be using the Internet

40% 

Telecommunications/ICTs 
should be 40% more 
affordable

Goal 2 Inclusiveness – Bridge the digital divide and provide broadband for all

50% 
of households should have 
access to the Internet in the 
developing world; 15% in the 
least developed countries

50% 
of individuals should be 
using the Internet in the 
developing world; 20% in 
the least developed 
countries

40% 
affordability gap between 
developed and developing 
countries should be reduced 
by 40%

5% 
Broadband services should 
cost no more than 5% of 
average monthly income in 
the developing countries

90% 

of the rural population should be 
covered by broadband services

Gender equality among 
Internet users should be 
reached

Goal 4 Innovation and partnership – Lead, improve and adapt to the changing telecommunication/ICT 

environment

Enabling environments ensuring accessible 
ICTs for persons with disabilities should be 
established in all countries

40% 

improvement in 
cybersecurity readiness

50% 

reduction in volume of 
redundant e-waste

30% 

decrease in Green House Gas emissions per device 
generated by the telecommunication/ICT sector

Telecommunication/ICT environment 
conducive to innovation

Effective partnerships of stakeholders in 
telecommunication/ICT environment

Goal 3 Sustainability – Manage challenges resulting from the telecommunication/ICT development

Smart Sustainable City  Digital Society

Evolution of ICT Regulation

5G/IMT 2020 IOT  BIG DATA  ANALYTICS  AI  SECURITY
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Global ICT Developments Worldwide

Internet of Things Is In 

Its Early Stages

Social Network Sites 

Worldwide : By 

Number of Active Users 



A multi-tier SSC (smart sustainable city) ICT architecture from communication view (physical 

perspective)
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Figure  source: ITU-T Focus Group on Smart Sustainable Cities: Overview of smart sustainable cities infrastructure
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Key Cybersecurity Challenges

� Lack of adequate and interoperable national or regional legal frameworks 

� Lack of secure software for ICT-based applications

� Lack of appropriate national and global organizational structures to deal 

with cyber incidents

� Lack of information security professionals and skills within governments; 

lack of basic awareness among users 

� Lack of international cooperation between industry experts, law 

enforcements, regulators, academia & international organizations, etc. to 

address a global challenge

� Complexity of ICTs imply a need for the ability to respond, not just 

protect, as cybersecurity incidents will happen even if protective 

measures are deployed.

Cybersecurity not seen yet as a cross-sector, multi-dimensional concern. 

Still seen as a technical/technology problem. 



International Cooperation 

frameworks and exchange of 

information

Harmonization of policies, legal 

frameworks and good practices at 

regional level 

National strategies and policies

National response capabilities

Country level capacity building and training 

International

Regional 

National 

Coordinated Response

Need for a multi-level response to the cybersecurity challenges



ITU Mandate on Cybersecurity

2003 – 2005

WSIS entrusted ITU as sole facilitator for WSIS Action Line C5 -

“Building Confidence and Security in the use of ICTs”

2007

Global Cybersecurity Agenda (GCA) was launched by ITU 

Secretary General

GCA is a framework for international cooperation in cybersecurity

2008 to date

ITU Membership endorsed the GCA as the ITU-wide 

strategy on international cooperation.

Building confidence and security in the use of ICTs is widely present in PP and Conferences’ 

resolutions. In particular WTSA 16, PP 14 and WTDC 14 produced (revised) Resolutions (WTSA 16 

Res 50, 52, 58, PP Res 130, 174, 179, 181 and WTDC 45 and 69) which touch on the most relevant 

ICT security related issues, from legal to policy, to technical and organization measures.



Global Cybersecurity Agenda (GCA) 

• GCA is designed for cooperation and efficiency, encouraging 
collaboration with and between all relevant partners, and 
building on existing initiatives to avoid duplicating efforts.

• GCA builds upon five pillars:

1. Legal Measures

2. Technical and Procedural Measures

3. Organizational Structure

4. Capacity Building

5. International Cooperation  

• Since its launch, GCA has attracted the support and 
recognition of leaders and cybersecurity experts around the 
world. 



ITU Cybersecurity Services

Provided As Required

Cybersecurity 

Assessment

National 

Cybersecurity 

Strategy Support

National CIRT 

Implementation

Regional

Cyber Drill

Information 

Sharing

Support

National

Cyber Drill

Typical Service Flow

Awareness Raising Events, Publication Dissemination

Training



The role, objectives and scope of a National Cyber 

Security Strategy in a line with the UN SDGs

The definition/publication/review process: the 

Governance Model

National and International Standards and 

government compliance program

Critical Infrastructure Protection and integration 

with other national security/emergency programs

National Risk Management program

Implementation strategies for the Government

National Incident Response/CERT -

integration/alignment with Military/Intelligence

Implementation strategies for Private Sector

The definition/publication/review process: the 

Awareness Programme  

Aspects not typically covered by public strategies 

that should be considered and addressed

� A single resource for any country to gain a clear 

understanding of National Cyber Security Strategy in 

terms of:

– the purpose and content

– how to go about developing a strategy, 
including strategic areas and capabilities

– the relevant models and resources available

– the assistance available from various 
organisations and their contact details

� FORMAT: 15-20 page Word / PDF

Reference

Guide

� A simple tool that allows national governments and 

stakeholders to:

– Evaluate their current status in each of the 
strategic areas identified in the reference guide

– Evaluate their current status in cyber security 
lifecycle management

– Easily identify key areas for improvement

– Provide a means for measuring improvements 
over time

� FORMAT: Excel or web-based worksheet

Evaluation 

Tool

Examples of Topics To Be Addressed Components of Toolkit

National Cyber Security Strategy ITU Cyber Security Toolkit 

The aim – create a toolkit to help states to create or improve cyber security strategies



Global Cybersecurity Index (GCI)

Objective

The Global Cybersecurity Index (GCI) aims to measure the 

level of commitment of each nation  in cybersecurity in five 

main areas:

• Legal Measures

• Technical Measures

• Organizational Measures

• Capacity Building

• National and International

Cooperation

11

134 Member States responded

Final Global and Regional 

Results 2017 are on ITU 

Website

http://www.itu.int/en/ITU-

D/Cybersecurity/Pages/GCI.aspx



25  Indicators based on Five Pillars of ITU-GCA

12



Global Cybersecurity Index 2017:Asia-Pacific



COP Five Strategic Pillars & COP Guidelines  

COP Guidelines 
Updated version of the 
Guidelines for Industry 



Policies and 

management 

processes 

Child sexual abuse 

content

Safer and age 

appropriate 

environment

Educate children, 

parents and 

teachers

Promote positive 

use of ICTS

Integrate 

children’s rights 

in policies and 

management 

processes

Develop 

processes for 

handling child 

sexual abuse 

content

Develop safer 

and age 

appropriate 

online 

environments

Educate 

children, 

parents and 

teachers on 

children’s safety 

Promote digital 

technology as a 

mode to further 

good citizenship 

5 key areas for protecting and promoting children’s 

rights in the online environment

Purpose of the Guidelines is to provide:

� A blueprint that can be adapted locally for various industry players

� Establish a benchmark for recommended actions 

� Guidance on identifying, prevent and mitigating risks

� Guidance on supporting children’s rights

https://www.youtube.com/watch?v=TtEGAcLBTTAInitiative of Australia on Cyberbullying 



ITU-UNODC-INTERPOL Cooperation  on Cybercrime 

investigation for secure cyberspace

Objectives

� Build the capacity of law enforcement agencies on technical and legal aspects of cybercrime

� Share international best practices

� Harness the expertise and cooperation of ITU, UNODC and INTERPOL

Target Audience

The training is aimed to build capacity for law enforcement agencies, police and other relevant 

stakeholders in Nepal who are responsible for ensuring safety and security for the citizens of Nepal while 

using ICTs.   The target audiences are as follows: 

� Nepal Police 

� Ministry of Law 

� Others 

8-10 August, 2017

Kathmandu, Nepal



ITU Resources / Publications on Cybersecurity
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� While it will never be possible to completely remove all risks, drawing together an 
effective policies and practices, infrastructure & technology, awareness and 
communication can do a great deal to help. 

� Cybersecurity and Critical National Information Infrastructure requiring political will 
and commitment to have clear National Cybersecurity Strategy , Cyber Crime 
Legislation , Child Online Protection,  establishment / strengthening the CIRTs/ 
regular national / regional Cyber Drills

� Human and institutional capacity building critical to understand and take  reactive / 
proactive response to address cyberthreats 

� International cooperation, based on a multi-stakeholder approach, is the key and by 
working together with ITU and its partners,  together we can make e- commerce 
transactions  over Internet safe and secure!  

Conclusions 



ITU : I Thank U


