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Executive Summary 
 

Since Doi Moi (Renovation) in 1986, Viet Nam’s international economic integration has 

broadened and deepened over time, from simply focusing on removing trade barriers 

to trade facilitation and effective economic integration. Viet Nam succeeded in 

promoting trade even during times of difficulties. However, Viet Nam is confronting 

decelerating economic growth in the long run due to smaller potential for expanding 

use of resources. Developing the digital economy is considered one way of offsetting 

that trend. 

Viet Nam has had a rapidly growing e-commerce market, especially since 2015. The 

growth of e-commerce revenues has been faster than growth of total retail sales. Viet 

Nam is also progressive in improving its regulations on digital economy. According to 

the United Nations Digital and Sustainable Trade Facilitation Survey 2021, Viet Nam 

had improvements over time in terms of both cross-border paperless trade (CBPT) 

and paperless trade. Regarding CBPT, moreover, Viet Nam had a higher score than 

the Asia-Pacific region, albeit needing efforts to catch up with the Southeast Asian 

countries. 

From a technical perspective, Viet Nam has established a paperless trade system at 

the national level, with a dedicated governance body (the National Trade Facilitation 

Committee - NTFC) chaired by a Deputy Prime Minister and coordinated by the 

General Department of Customs. E-customs was officially implemented in 2012 and 

updated in 2014 (under the Viet Nam Automated Cargo Clearance System 

(VNACCS)). The system was capable of electronic functions related to customs 

clearance process. The Vietnam Customs Intelligence Information System (VCIS) was 

also integrated into the automated customs clearance system. By December 2021, 

the VNACCS/VCIS was operating in 100% of provincial and municipal divisions of 

customs, for over 99% of total enterprises, and for more than 99.8% of total declaration 

forms. Each ministry and ministerial agency and Provincial People’s Committees set 

up their own committees on information technology and on emergency response for 

cyberinformation security. 

Stakeholders responsible for cross-border trade regulations and facilitation and trade 

transactions have conducted re-engineering and streamlining of business processes 

at the agency level to support the National Single Window (NSW). The review and re-

engineering of administrative procedures has been a continuous process. Data 

harmonization and standardization in Viet Nam is based on international standards 

and guidelines for developing data standard and models. 

Viet Nam has conducted regular awareness-raising programmes and workshops, 

which were organized by General Department of Customs, the Ministry of Industry and 

Trade (MOIT) and other relevant stakeholders from time to time, in order to develop a 

common understanding on paperless trade as well as stakeholders’ perspectives on 

implementing cross-border paperless trade data exchange. Other stakeholders also 

organized in-house training and workshops for capacity building. 

The Viet Nam NSW (https://vnsw.gov.vn) acts as the national single point of 

connectivity for any cross-border data exchange with other trade partners. The NSW 
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Portal is run by the General Department of Customs, acting as an intermediary 

connecting the administrative procedures. The Government of Viet Nam has an on-

going action plan to improve implementation of the NSW and the ASEAN Single 

Window (ASW). 

Viet Nam has also made progress in improving legal readiness for CBPT. The 

regulation of e-signatures, the management and use of e-signatures by agencies and 

organizations, the validity of e-contracts, data messages, etc. are detailed in the Law 

on Electronic Transactions and guiding documents, which were built on the basis of 

the Model Law on Electronic Commerce (1996) of the United Nations Commission on 

International Trade Law (UNCITRAL).  

Vietnamese regulations provide extensive coverage of data privacy and protection. 

The Law on Electronic Transactions prohibits all actions that affect the integrity of data 

messages of agencies, organizations, and individuals. The regulations on assuring 

information safety and confidentiality are also stipulated in the Law on Information 

Technology 2006, the Law on cyberinformation security, and the documents guiding 

the implementation of these laws. In addition, other laws (on medical examination and 

treatment, tax administration, credit institutions, insurance business, etc.) include 

regulations related to personal confidential information in the relevant fields. 

Regarding cross-border data transmission, Viet Nam’s current legal regulations 

(including the Law on Cyberinformation Security and the Law on Cybersecurity)  

contain only general provisions on the international cooperation function of competent 

state agencies, without specifying conditions for the transfer of personal data of 

Vietnamese citizens. The application of information technology to the operation of 

state agencies  and the sharing and joint use of digital information, etc. are also 

specified by law. 

Other regulations on ownership of information in the paperless trade system, liability 

issues related to CBPT systems, dispute settlement and conflict of laws, competition, 

electronic payments, electronic transferable records, etc. are also included in various 

legal documents. Thus, Viet Nam has laws and regulations related to electronic 

transactions, e-signatures, data privacy and protection, data sharing, data retention, 

and electronic evidence that regulate the quality of information exchanged within the 

paperless trade system, as well as meeting commitments in various free trade 

agreements (FTAs) (mostly regarding e-commerce, paperless trading, and trade 

facilitation). However, some regulations remain outdated; others (mostly subordinate 

legislation) have been improved over time to meet the need of e-commerce 

development and digital trade. 

Looking forward, the report recommends that Viet Nam may take into account 

practices of the Framework Agreement on Facilitation of Cross-border Paperless 

Trade in Asia and the Pacific (CPTA).  

In light of the findings of the readiness assessment, the ESCAP Secretariat and the 

participating international experts who supported the assessment found no technical 

or legal obstacles to Viet Nam’s accession to the CPTA. The ESCAP Secretariat and 

participating international experts encourage Viet Nam to accede to the CPTA as soon 
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as possible in order to build its capacity for cross-border paperless trade and 

accelerate its digital trade transformation. 

The report also proposes several recommendations in a roadmap until 2025 to 

improve technical and legal readiness for CBPT in Viet Nam. 

To improve technical readiness for CBPT, Viet Nam should update the membership 

and work plan for NTFC during 2022-2025. Viet Nam should build a centralized, 

intelligently integrated Customs information technology system to support cross-

border paperless trade, building upon VNACCS/VCIS/VASSCM and incorporating 

new technologies related to big data, artificial intelligence, IoT, and blockchain. Parallel 

efforts should be made to improve ICT infrastructure and security related to paperless 

trade. There should also be capacity-building programs on international frameworks 

and agreements such as Cooperation and Capacity Building Chapter of the 

Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP) 

and the EU-Viet Nam Free Trade Agreement (EVFTA), as well as the Economic and 

Technical Cooperation Chapter of the Regional Comprehensive Economic 

Partnership (RCEP). Viet Nam should also work with partners to explore possibilities 

and related requirements to connect and exchange data and electronic documents, 

mutual recognition agreements on autonomous economic operators (AEO) and one-

stop inspection system for cross-border trade. 

Further work should also be dedicated to improving legal readiness for CBPT. Viet 

Nam should amend the Law on Electronic Transactions and guiding documents 

related to it to ensure trust of parties participating in electronic transactions. Viet Nam 

should also improve the legal environment in line with FTA requirements so that all 

Vietnamese people  have their private data and information protected and so that 

enterprises can use an electronic code together with a QR code conveniently in e-

commerce and paperless trade. In addition, Viet Nam should formulate technical 

guidelines, standards and regulations in relation to digital government to ensure 

consistent growth of digital government models, cyber security, promotion of paperless 

trade, as well as connection and sharing of technical infrastructure and data between 

information systems. A range of government decrees related to customs should also 

be revised or newly issued to incorporate aspects related to CBPT and its facilitation. 

Viet Nam should also build capacity to promote pilot mechanism for online dispute 

resolution of business-to-business (B2B) disputes, notably cross-border B2B disputes. 

Viet Nam should further improve the legal framework for promoting innovation in the 

payment system. Viet Nam should study the readiness for cross-border paperless 

trade provisions in the Digital Economy Partnership Agreement (DEPA) of Singapore, 

New Zealand and Chile (DEPA) and the Singapore-Australia Digital Economy 

Agreement  (SADEA). 
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1. Introduction 
 

1.1. Background 
 

Since Doi Moi (Renovation) in 1986, economic integration has been among the three 

key pillars of reforms (together with market-oriented reforms and macroeconomic 

stabilization) in Viet Nam. The periods with progressive economic integration (i.e. 

1989-1996, 2000-2007, 2014-2019) were also those with fundamental economic 

reforms, which led to significant socio-economic achievements of the country. Its 

international economic integration was broadened and deepened over time, from 

simply focusing on removing trade barriers in 2000s to trade facilitation since 2013 

and effective economic integration since 2016.  

The international economic integration process helped bring about continuous 

expansion of trade, making trade one of the key drivers of socio-economic 

development in Viet Nam. In particular, the country succeeded in promoting trade even 

during times of difficulties; exports have grown fast for many years. The trade balance 

has shifted from deficit to surplus since 2011 and has contributed significantly to the 

country’s economic development.   

Building on that approach, Viet Nam emphasizes the need to effectively implement 

free trade agreements (FTAs), especially new-generation FTAs such as the 

Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP) 

and EU-Viet Nam Free Trade Agreement (EVFTA), and mega-FTAs such as the 

Regional Comprehensive Economic Partnership (RCEP). Those agreements 

incorporate high quality commitments in various areas, including e-commerce, trade 

facilitation and behind-the-border reforms related to trade.  

On the other hand, Viet Nam is confronting decelerating economic growth in the long 

run, as its growth paradigm relying on expansion of resources (such as land, labour 

and capital) reaches its limits. Developing the digital economy is considered one way 

of offsetting that trend.  

Besides the efforts of firms, the Government of Viet Nam undertook bold measures to 

improve institutions’ support for the digital economy, and the digitalization of public 

service delivery. These efforts were first made before 2020, but were further deepened 

during 2020-2021 in the COVID-19 pandemic. Examples of such concerted efforts 

include the Decisions by the Vietnamese Prime Minister, such as No. 645/QD-TTg in 

2020 on a master plan to develop e-commerce in 2021-2025; No. 749/QD-TTg in 2020 

on a national digital transformation program to 2025, vision to 2030; 942/QD-TTg in 

2021 on a development strategy for e-government moving towards digital government 

in 2021-2025, vision to 2030. 

The international context has been witnessing rapid emergence of cross-border 

cooperation in digital trade. Moving from the relatively narrow scope of such provisions 

under mega-FTAs such as TPP/CPTPP and RCEP, countries in the region have made 

progressive efforts towards digital economy partnerships and cooperation. Example 
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of such pathfinding efforts include the Digital Economy Agreement of Singapore and 

Australia (SADEA) and the Digital Economy Partnership Agreement (DEPA) of 

Singapore, New Zealand and Chile. Efforts to promote paperless trade also emerged, 

most remarkable by the entry into force of the Framework Agreement on Facilitation 

of Cross-border Paperless Trade in Asia and the Pacific (CPTA)  in February 2021.1 

International cooperation, not only the existing efforts under the Association of 

Southeast Asian Nations (ASEAN) Single Window (ASW) Agreement, but also wider 

cooperation that involves ASEAN Member States (AMS), such as the CPTA, could 

support the Government of Viet Nam’s quest to accelerate progress towards cross-

border paperless trade (see box 1).

 

Recent studies (such as that of the Central Institute for Economic Management (CIEM) 

in 2021) are already looking into new standards of digital trade facilitation, such as 

those incorporated under SADAE and DEPA. While Viet Nam is embarking on deeper 

cooperation in digital economy and trade facilitation, an emerging question is to what 

extent the country is becoming ready for cross-border paperless trade. This report 

 
1 Benefits from the successful implementation of cross-border paperless trade are significant, with the 
potential to reduce trade costs by 13% across Asia and the Pacific region as well as to increase 
regulatory compliance, reduce illicit financial flows and facilitate engagement in the increasingly digital 
global economy (Source: ADB (2021). Asia-Pacific Trade Facilitation Report 2021: Supply Chains of 
Critical Goods Amid the COVID-19 Pandemic—Disruptions, Recovery, and Resilience. Available at 
https://www.unescap.org/kp/2021/APTF). 

 

 
 
The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the 
Pacific (CPTA), a United Nations treaty, aims to promote cross-border paperless trade 
(CBPT) by enabling the exchange and mutual recognition of trade-related data and 
documents in electronic form and facilitating interoperability among national and 
subregional Single Windows and other paperless trade systems. It is designed as an 
inclusive and enabling platform that will benefit all participating economies, regardless of 
where they stand in terms of trade facilitation, single window or paperless trade 
implementation. The treaty was adopted by the members of the United Nations Economic 
and Social Commission for Asia and the Pacific (ESCAP) in 2016. On 20 February 2021, it 
entered into force, which indicates ESCAP members’ continued efforts to accelerate trade 
digitalization in the region. 
 
The CPTA could benefit Viet Nam in helping its national and cross-border activities on 
electronic data and document exchange to comply with bilateral and multilateral trade 
agreement commitments, including the NSW and the ASEAN Single Window (ASW) 
Agreement. The CPTA also gives Viet Nam the opportunity to promote cross-border 
paperless trade solutions that it has adopted as part of ASW implementation in electronic 
data exchange. This could allow Viet Nam, in its dealings with non-ASEAN trade partners, 
to leverage its actions taken under the ASW. 
 
For more information, please see: http://bit.ly/ESCAP_FA 
 

Box 1.   The Framework Agreement on Facilitation of Cross-Border Paperless Trade 
in Asia and the Pacific and its potential to support Viet Nam 

https://www.unescap.org/kp/2021/APTF
http://bit.ly/ESCAP_FA
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attempts to respond to the question by providing an assessment of Viet Nam’s 

technical and legal readiness in the context of the CPTA.  

 
1.2. Objectives 
 

This report aims to assess Viet Nam’s legal and technical readiness for cross-border 

paperless trade. In doing so, the report serves the specific objectives as follows: 

• Reviewing the progress towards facilitating trade and e-commerce 

development in Viet Nam; 

• Assessing Viet Nam’s legal system and its technical infrastructure with respect 

to the need for facilitating CBPT, using legal and technical readiness checklists 

developed by the ESCAP Interim Intergovernmental Steering Group on Cross-

border Paperless Trade Facilitation;2 and 

• Developing concrete recommendations and an action plan for Viet Nam to 

improve technical and legal readiness for CBPT. 

 

1.3. Scope of study 
 

For consistency throughout this report, this text uses various definitions from the 

CPTA. Specifically, “cross-border paperless trade” is defined as trade in goods, 

including their import, export, transit and related services, taking place on the basis of 

electronic communications, including the exchange of trade-related data and 

documents in electronic form.  “Single window” means a facility that allows parties 

involved in a trade transaction to electronically lodge data and documents with a single 

entry point to fulfil all import, export and transit-related regulatory requirements.3 

In addition, the report follows strictly the legal and technical readiness checklists 

developed by the ESCAP Interim Intergovernmental Steering Group on Cross-border 

Paperless Trade Facilitation (as noted in sub-Section 1.2). In each sub-Section of the 

technical and legal readiness assessment, the main report discusses the key contents 

only, leaving more detailed information and analysis for the respective annexes.  

For the technical and legal readiness assessment, the report aims to collect 

regulations and related information until the end of 2021. While the focus is more on 

the years after 2016, some older information could still be used, especially regarding 

the related laws that were made in or before 2015. Looking forward, meanwhile, the 

report makes recommendations that fit the time horizon until 2025. 

 
2 Legal Readiness Checklist at: https://unnext.unescap.org/sites/default/files/CBPT-
a%20legal%20readiness%20checklist-ver1.0-2020.pdf and Technical Readiness Checklist at: 
https://unnext.unescap.org/sites/default/files/CBPT-a%20technical%20readiness%20checklist-ver1.0-
2020.pdf  
3 https://www.un.org/ga/search/view_doc.asp?symbol=E/ESCAP/RES/72/4&Lang=E 

https://unnext.unescap.org/sites/default/files/CBPT-a%20legal%20readiness%20checklist-ver1.0-2020.pdf
https://unnext.unescap.org/sites/default/files/CBPT-a%20legal%20readiness%20checklist-ver1.0-2020.pdf
https://unnext.unescap.org/sites/default/files/CBPT-a%20technical%20readiness%20checklist-ver1.0-2020.pdf
https://unnext.unescap.org/sites/default/files/CBPT-a%20technical%20readiness%20checklist-ver1.0-2020.pdf
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Finally, the report focuses only on the regulations and information that have been 

made public. Specifically, the report covers only the laws and guiding regulations that 

have been made, without including any that are undergoing amendment, revision and 

drafting (except for some very few cases, such as the draft Decree on Personal Data 

Protection).  

 

1.4. Methodology 
 

The report employs a combination of methods as follows: 

• Desk study: the report incorporates reviews of information, data, existing 

literature and reports on trade facilitation, e-commerce and regulations relevant 

to CBPT.  

• Consultation with stakeholders: the assessment was conducted following 

readiness checklists (as noted in sub-section 1.2). Relevant government 

agencies and private stakeholders were consulted for collection, validation and 

clarifications of findings. A national consultation on facilitating CBPT was co-

organized by the Central Institute for Economic Management (CIEM) and 

ESCAP on 15 March 2022 to present and discuss the findings from earlier 

consultations, as well as initial recommendations and an action plan.4  

 
1.5. Structure of Report 
 

Apart from the Introduction, the remainder of this report is structured as follows. 

Section 2 provides an overview of trade facilitation and e-commerce development in 

Viet Nam. Section 3 looks into the technical readiness of Viet Nam for CBPT. Section 

4 likewise elaborates on the legal readiness for CBPT.  Recommendations for the 

technical and legal aspects of CBPT developed from the assessment are discussed 

in Section 5, followed by the introduction in Section 6 of an initial action plan based on 

the recommendations. The report ends with a brief discussion of a way forward in 

Section 7. 

 

 
4 See Appendix 1. 
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2. Current stage of trade facilitation and e-commerce 

development  in Viet Nam

2.1. E-commerce development in Viet Nam 
 

Viet Nam has a rapidly growing e-commerce market, especially since 2015. The 

business-to-consumer (B2C) e-commerce market has a stable growth rate, with a 

steadily increasing trend of over 20% per year, from USD 4.8 billion in 2015 to USD 

11.8 billion in 2020. 

Table 1. Viet Nam’s B2C E-commerce, 2015-2020 

Source: IDEA (2020, 2021). 

Viet Nam’s robust e-commerce development was reflected by an increase in the 

number of online buyers and the average value of online transactions per buyer. 

Specifically, the number of online buyers rose from 30.3 million to 49.3 million in 2019. 

The average e-commerce transaction value per customer also increased from USD 

160 in 2015 to USD 225 in 2019, and to USD 240 in 2020 (in the context of COVID-

19 pandemic). In another aspect, the growth of e-commerce revenues has been faster 

than that of total retail sales in Viet Nam. Consequently, the share of B2C e-commerce 

in total retail sales climbed from 2.8% in 2015 to over 5.5% in 2020.  

Viet Nam is considered as one of the most promising markets for e-commerce. By the 

end of 2020, nearly 74.8% of the population had access to the Internet (MIC 2021). 

The Internet economy was projected by Google, Temasek, and Bain & Co (2021) to 

reach USD 21 billion in 2021 and USD 57 billion in 2025, with a projected growth rate 

of 28.9% per annum on average from 2020 to 2025.  

Viet Nam has improved its ICT infrastructure significantly. According to the United 

Nations  Report on E-Government Development Index 2020, Viet Nam’s 

Telecommunication Infrastructure Index ranking moved to 69th, compared to 100th in 

2018. The International Telecommunication Union’s Report on Global Security Index 

2020 ranks Viet Nam at 25th out of 194 countries and territories, compared to 50th in 

the preceding ranking. Internet penetration rose to 74.9% in 2020, increasing by more 

than 3 times compared to 2015 (MIC 2021). 

 2015 2016 2017 2018 2019 2020 

Number of online buyers 
(mil.) 

30.3 32.7 33.6 39.9 44.8 49.3 

Average value of online 
transaction per buyer (USD) 

160 170 186 202 225 240 

Share of B2C e-commerce 
in total retail sales (%) 

2.8 3.0 3.6 4.2 4.9 5.5 

Internet penetration rate (%) 54.0 54.2 58.1 60.0 66.0 70 
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More importantly, Viet Nam is progressively improving its regulations on the digital 

economy: the Digital Riser ranking by the European Center for Digital Competitiveness 

(ECDC 2021) shows that Viet Nam had the greatest improvement in East Asia and the 

Pacific in the past three years, with top ranking in both ecosystem and mindset 

dimensions. 

According to the Viet Nam E-commerce Business Index 2021, 42% of surveyed 

enterprises5 confirmed having built a website, which is a bit lower than the rate of 44% 

in 2018 but similar to that in 2019. As an explanation, a portion of enterprises have 

more than one effective channel for direct business instead of focusing on doing 

business through a website, apart from the larger survey sample.   

In parallel, other channels of e-commerce have proliferated. E-commerce via social 

networks still increased, due to relatively low costs and effective outreach to potential 

customers. Among the enterprises surveyed by the Vietnam E-Commerce Association 

(VECOM, 2021), 41% had sales via social networks in 2020. This takes no account of 

the individual sellers on such platforms as Facebook, almost all of whom did not have 

to pay income taxes for earnings on the Internet. In addition, e-commerce activities via 

platforms became more popular. In 2020, 22% of the surveyed enterprises had sales 

via e-commerce platforms, increasing by 5% compared to 2019. Meanwhile, the use 

of mobile e-commerce applications appeared to be rather stable. The share of 

enterprises having mobile-friendly websites stayed at 17% during 2017-2020. 

Business-to-business (B2B) e-commerce is becoming more popular, albeit more 

slowly than the B2C market in Viet Nam. According to VECOM (2021), 81% of the 

surveyed enterprises received orders via emails in 2020, about the same as in 2018 

(84%). Orders via social networks and websites accounted for 63% and 37%, 

respectively. Conversely, the share of surveyed firms placing orders via emails was 

80%, while those using social networks and websites are 61% and 40%, respectively. 

In 2020, however, the firms paid more attention to e-commerce platforms, which were 

used by 31% of the surveyed firms (in 2019: 25%). 

 
2.2. Trade Facilitation 
 

Since 2014, improving the business environment and enhancing competitiveness 

have been priorities of the Government of Viet Nam. Most notably, the Government 

has issued annual Resolutions on improving business environment (No. 19/NQ-CP 

during 2014-2018 and No. 02/NQ-CP in 2019-2021). The key idea of these 

Resolutions is to assess Viet Nam’s reforms using international benchmarks such as 

the Global Competitiveness Index of the World Economic Forum, the Global 

Innovation Index of the World Intellectual Property Organization, etc. These 

Resolutions provide for updated targets and measures over time, so as to ensure 

relevance and feasibility. 

 
5 4,693 valid responses. Source: VECOM (2021). 
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Since 2014, the business environment and competitiveness of Viet Nam as a whole 

have been improved significantly. Accordingly, the business community has more 

confidence in and expectations of the Government’s reform efforts. Improving trading 

across borders has constituted an important pillar of the business environment 

reforms.  

According to the United Nations Digital and Sustainable Trade Facilitation Survey 

2021, Viet Nam had some improvements over time in terms of both CBPT and 

paperless trade (Error! Reference source not found.). However, the scores for these t

wo areas were lower than others accorded to Viet Nam, such as for institutional 

arrangements and cooperation, transparency and formalities. In addition, Viet Nam 

underperforms in terms of paperless transactions compared to the ESCAP region and 

Southeast Asia in 2021. In terms of CBPT, Viet Nam had a higher score than the Asia-

Pacific region, albeit needing efforts to catch up with the Southeast Asian countries. 

Compared to other APEC economies, Viet Nam falls short in the enabling mechanisms 

for digital trade. 

 

Figure 1. Viet Nam’s implementation of trade facilitation measures in 2015-2021 

       

 

 

Source: United Nations Digital and Sustainable Trade Facilitation Survey 2021. 
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3. Technical readiness 
 

3.1 Paperless trade system at the national level 
 

 

3.1.1. Governance bodies  

The Government of Viet Nam has been a successful exemplar of making and 

implementing commitments to trade facilitation. Viet Nam’s National Trade Facilitation 

Committee (NTFC) was established under Decision No. 1899/QD-TTg dated 4 

October 2016 on the establishment on the National Steering Committee on ASW, 

NSW and Trade Facilitation. Some of the detailed guidance was amended under 

Decision No. 684/QD-TTg dated 4 June 2019. The NTFC was chaired by a Deputy 

Prime Minister, with one standing vice-chairman being the Minister of Finance and 

another vice-chairman being a leader of the Ministry of Industry and Trade (MOIT). In 

the most recent document regulating the NTFC, the development of national logistics 

and related tasks have also been assigned to the NTFC.  

Members of the NTFC comprise various ministries and ministerial agencies, including 

vice ministers of Public Security, Transportation, Planning and Investment, Science 

and Technology, Foreign Affairs, Agriculture and Rural Development, National 

Defense, Finance, Natural Resources and Environment, Information and 

Communications, Justice, Culture, Sports and Tourism, Construction, Health, Home 

Affairs, along with the deputy governor of State Bank of Vietnam (SBV), the Vice 

President of Office of the Government, the Director General of Customs and the leader 

of the Viet Nam Chamber of Commerce and Industry. The office of the NTFC is located 

in Ministry of Finance (General Department of Customs).  

The Viet Nam Chamber of Commerce and Industry is the national not-for-profit 

organization, representing the business community, with the overall function of 

promoting and protecting the legitimacy of Viet Nam’s business community in both 

domestic and international contexts. To that extent, the NTFC comprises both public 

and private stakeholders. 

 

3.1.2. Level of automation 

 

Electronic systems 

The country has implemented electronic customs clearance since 2005 with certain 

components. The official implementation of e-customs started in 2012 through the 

promulgation of Circular No. 196/2012/TT-BTC, dated 15 November 2012, guiding the 

e-customs procedures for commercial exports and imports. The Circular entered into 

force on 1 January 2013. 
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The e-customs system was then updated and implemented in 2014, with the support 

of Government of Japan, under the Viet Nam Automated Cargo Clearance System 

(VNACCS). The system was capable of related electronic functions, including 

electronic declarations (e-Declaration); electronic manifests (e-Manifest); electronic 

invoices (e-Invoice); electronic payments (e-Payment); electronic certificates of origin 

(e-C/O); threading (selectivity); risk profile management based on built-in risk criteria; 

management of import and export enterprises; customs clearances and the release of 

goods; and monitoring and control. The Vietnam Customs Intelligence Information 

System (VCIS) was also integrated into the automated customs clearance system, 

forming the two consistent components of VNACCS/VCIS. The combined system 

incorporates all necessary customs processes in a single automation and electronic 

platform that caters to e-customs dossiers, e-manifests, e-payments, and e-licenses 

in line with international standards.  

The system has the ability to authenticate users electronically. Users can register for 

an account and a user ID from the link “registration for VNACCS”/public services. The 

system accepts digital signatures provided by service providers that have been 

licensed by the MIC and certified by the customs authority as having an acceptable 

standard of conformity to system standards. Data and documents are encrypted  both 

for transmission and for ensuring security under the system. The Department of 

Information Technology and Customs Statistics (under the General Department of 

Customs) is in charge of system security. 

According to General Department of Customs, by December 2021, the VNACCS/VCIS 

was operating in 100% of provincial and municipal divisions of customs, with over 99% 

of total enterprises, and more than 99.8% of total declaration forms nation-wide.  

In addition, the General Department of Customs officially launched the Vietnam 

Automated System for Seaport Customs Management (VASSCM) in December 2017 

and gradually expanded its deployment of Automated System for Airport Customs 

Management in 2019. VASSCM was officially deployed at Noi Bai International Airport 

(Ha Noi) in 2020 and at Tan Son Nhat International Airport (Ho Chi Minh City) in 2021. 

The  system will also apply in Da Nang International Airport in 2022 (end of Q1/2022). 

The automated system for seaport and airport systems can receive, possess and issue 

documents electronically. By the end of 2021, a total of 100% of trade through seaports 

and over 90% of trade through airports was covered under the system.  

 

Single window system 

The NSW of Viet Nam started operation officially in November 2014 (the piloting stage 

having started in August 2011) with the General Department of Vietnam Customs as 

the focal agency6. The NSW was to accommodate effective connection and data 

exchange not only in the country but also among ASEAN Member States (AMS) and 

other countries. This helps to expedite cargo movement and clearance and to facilitate 

the international trade supply chain.  

 
6 The website of NSW can be accessed at https://vnsw.gov.vn  

https://vnsw.gov.vn/
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The strategy for customs development to 2020 set out a target of having all (100%) 

customs authorities at points of entry (e.g., seaports, airports, land border checkpoints, 

and economic zones) applying the electronic customs clearance system to 

accommodate basic customs procedures; 80% of traders, and 90% of total trade 

turnover employing electronic system by 2020. The plan also sets out the goal of 

reducing the customs processing time to a level which is comparable to that of 

advanced developing countries. 

Decision No. 1254/QD-TTg dated 26 September 20187 established the Action Plan for 

promoting NSW, ASW and reforms of specialized inspection over import-export and 

trade facilitation for 2018-2020. The Action Plan set out a target of having all 

administrative procedures of exports, imports or goods in transit and all passengers 

and means of transport upon exit, entrance or in transit entirely implemented through 

the NSW. However, the timeline specified under Decision No. 1254/QD-TTg has been 

extended to Q1/2022 (upon the promulgation of Decision No. 1369/QD-TTg dated 28 

July 2021 and Official Letter No. 6007/VPCP-KTTH dated 30 August 2021).  

 

Figure 2. Entities participating in Viet Nam’s NSW 

 

By the end of 2021, 243 out of 261 administrative procedures of 13 ministries and 

agencies have connected to the NSW, with more than 4.1 million dossiers of about 

49,500 enterprises. Since the official operation began in 2014, remarkable 

achievements have been made, with a 39-time increase of administrative procedures 

via the NSW; a 23-time increase of participating enterprises; and a 193-time increase 

of customs declaration records. The Ministry of Transport, the Ministry of Health 

(MOH) and the Ministry of Agriculture and Rural Development (MARD) are the three 

 
7 Revised and complemented by Decision 1258/QD-TTg on 17 August 2020.  
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line ministries with most significant administrative procedures integrated into the NSW. 

Moreover, all committed administrative procedures of the Ministry of Transport (72/72), 

the Ministry of Science and Technology (6/6), and the Ministry of Information and 

Communications (MIC, 5/5) have been fully integrated into the NSW.  

The national strategy for customs development in 2021-2030 is being drafted, also setting out 

a target towards a paperless environment by 2025 through promoting the use of digital 

signatures; ensuring 80% of customs inspection activities are carried out through the digital 

environment and information technology system; and having 100% of administrative 

procedures for licensing, specialized inspection for export-import and goods in transit 

conducted via NSW.   

Viet Nam has officially connected to the ASW to exchange information on e-C/O form 

D with other AMSs. By the end of Q3/2021, the country had received a total of 413,887 

C/Os from other AMSs and had sent 1,079,798 C/Os to other AMSs. The exchange 

of e-C/Os through the ASW has increased by 336 times since its implementation. For 

the exchange of electronic documents under ASEAN commitments, Viet Nam has 

finalized its functions for information exchange of ASEAN Customs declarations and 

is coordinating with other countries to agree on a piloting environment. Since the 

beginning of August 2021, Viet Nam has started experimenting with the exchange of 

information on ASEAN Customs declarations with Indonesia, Brunei, Laos and other 

ASEAN countries that are ready. 

On a bilateral basis, the country has started negotiations and discussions on cross-

border paperless trade with some partners, including the Eurasian Economic Union 

(EAEU), Korea for exchanging C/O and export declaration forms, and New Zealand 

for phytosanitary and sanitary certificates. With its neighboring countries, there has 

been a coordination mechanism established to harmonize procedures with their 

counterparts. Cambodia and Lao PDR have been treated as partners under the 

ASEAN scheme, while a bilateral agreement with China has been under negotiation.  

 

3.1.3. ICT Infrastructure for Paperless Trade 

 

Network service availability 

The network service has been available at all border posts, including ports, airports 

and cargo clearance facilities, comprised of two types:  
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• The dedicated network or single network, either provided by military for border 

post or self-developed by agency;8 

• The network provided by an ISP (VNPT, Viettel, MobiFone, etc.) which is more 

common than a dedicated network for commercial purposes.  

According to the White Book of Viet Nam Information and Communication Technology 

2020 (MIC, 2020), the network infrastructure has been widely extended, covering even 

public telecommunication service and mobile network coverage in the country’s 

maritime and islands areas. Trials of 5G technology were conducted in 2019, aiming 

at accelerating commercialization of 5G in 2020. Viet Nam has shown its commitment 

to deploying its 5G communication network at the same pace as other countries, 

serving the development of the digital economy and digital society.  

 

Common or Single network (e-system)  

There has been a common network for interconnectivity among different stakeholders. 

The network has been supported by cables with fiber optics. For ensuring the security 

and integrity of the network, other secured hardware and software technologies (such 

as Virtual Private Network, HTTPS/SSL or encrypted equipment, etc.) have also been 

deployed for connections among government agencies. In addition, the ICT 

infrastructure supporting the network in Viet Nam was designed with the possibility of 

upgrading future devices and technology. 

 

Single Window Interoperability 

As mentioned earlier, the NSW has now connected 243 of 261 procedures of 13 

related ministries and agencies. Although ministries and agencies possess their own 

system or perhaps a different platform, the NSW is designed to integrate or 

interoperate with another existing system of a ministry or agency. The NSW supports 

heterogeneous systems through an HTTPS protocol and under an XML format for 

messages. 

 

Strategic plan to develop ICT infrastructure  

The direction of the strategic plan for ICT development during 2011-2020 was shown 

under Directive No. 07/CT-BBCVT dated 7 July 2007. Although there was no specific 

statement on paperless trade, the strategic direction was set to attain the average level 

of industrialized developed economies with regards to information and communication 

technology (ICT) installation by 2020. The strategic direction also required the 

establishment of integrated network systems for meeting new-generation technology 

with broadband, having large capacity, and easy to access from anywhere at any time, 

while meeting the needs of the ICT applications. 

 
8 The General Department of Customs developed their separate network 
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Recently, the Prime Minister has assigned to MIC the task of planning for Infrastructure 

for Information and Communication during 2021-2030, vision to 2050 (under Decision 

No. 1532/QD-TTg dated 8 October 2020). Under this plan, MIC has been drafting the 

direction for 2021-2030, setting out the target of nation-wide 5G coverage by 2022; 

developing a postal development strategy, a digital infrastructure strategy, a digital 

government strategy, Viet Nam’s cyber security strategy with a focus on a safe and 

clean cyberspace, a strategy on the digital economy and digital society, and a strategy 

on the development of digital technology enterprises in Viet Nam; and developing a 

digital platform for certain socio-economic areas.   

 

Table 2. Selected targets of draft direction for ICT development during 2021-2030 

Area Market 
scale in 
2020 

Annual 
growth 
rate 

Target by 
2025 

Total 
revenue/ 
market 
scale by 
2025 

Global ranking 

Post USD 1.58 
bil. 

30% > 30% USD 6-8 bil. From top 50 to 
top 40 

Telecommunica
tion 

USD 16.5 
bil. 

8% 8-10% USD 25 bil. Digital/telecom 
infrastructure 
from 80 to top 30 

IT application USD 10 bil.  20-30% USD 25-
30bil. 

Rank of digital 
government 
from 86 to top 50 

Information 
security 

USD 100 
mil. 

25% 35-40% USD 500 
mil. 

From top 50 to 
top 30 

Digital economy 8.2% GDP 15-20% 20-25% 20% GDP  

ICT industry USD 123 
bil. 

15.2% 2-3 times 
to GDP 

USD 250-
300 bil. 

 

Source: http://baochinhphu.vn/Thoi-su/Thu-tuong-dinh-huong-chien-luoc-cho-nganh-thong-tin-va-truyen-thong-

phat-trien/430941.vgp 

 

Disaster Recovery 

Disaster Recovery is a solution that allows users to back up, restore and continue to 

use important technology infrastructure and data systems even when natural or 

human-caused disasters occur. The Disaster Recovery solution is a model that applies 

to businesses that require high availability such as banks, financial institutions, 

corporations, security and defense systems, etc. At the national level, the Prime 

Minister promulgated a regulation on emergency responses for national information 

security under Decision No. 05/2017/QD-TTg dated 16 March 2017. The information 

systems under the management of the Ministry of Defense or the Ministry of Public 

Security (MPS) are not governed by that Decision.  

http://baochinhphu.vn/Thoi-su/Thu-tuong-dinh-huong-chien-luoc-cho-nganh-thong-tin-va-truyen-thong-phat-trien/430941.vgp
http://baochinhphu.vn/Thoi-su/Thu-tuong-dinh-huong-chien-luoc-cho-nganh-thong-tin-va-truyen-thong-phat-trien/430941.vgp
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Each ministry or agency developed their own disaster recovery plan. At the General 

Department of Customs, the centralized data center is responsible for this task. The 

disaster recovery site of the General Department of Customs is located outside its 

office. i.e. off site.  

A National Steering Committee has been established and the MIC has been assigned 

as standing agency, responsible for selecting response plans and taking charge of 

instructing emergency response activities to ensure the national cyberinformation 

security. Each ministry and ministerial agency and Provincial People’s Committee set 

up its own committee on information technology and on emergency for 

cyberinformation security. 

These agencies and units must enter a national emergency response network, of 

which the Vietnam Computer Emergency Response Team or Vietnam Cyber Security 

Response Team and Coordination Center acts as operational coordinator at the 

national level.  

 

Business continuity plan 

A business continuity plan that outlined disaster scenarios and responding steps was 

implemented at the General Department of Customs, provincial and municipal 

customs offices, as well as seaports and airports. According to the General 

Department of Customs, for cross-border trade, the NSW and cross-border data 

exchange will continue to expand in Viet Nam to support paperless trade; and a new 

road map for promoting the NSW during 2021-2025 is being developed and will soon 

be issued.  

 

3.1.4. Security 

The overarching regulation is the Law on Cyber Information Security, which was 

issued on 19 November 2015. The Prime Minister promulgated Decision 898/QD-TTg 

dated 27 May 2016 approving the orientation, targets and duties for ensuring 

information security for the period 2016-2020; of which, some prioritized investment 

projects have been identified, including a system for processing internet attacking, a 

system for security and inspection, a national system for electronic authentication, a 

system for rescue of information security, etc.  

MIC issued Circular No. 20/2017/TT-BTTTT dated 12 September 2017 regulating the 

coordination and response to incidents of information security nation-wide. 

Accordingly, the responsibilities, tasks and rights are decentralized to national, 

provincial and ministerial steering committees on responding to incidents of 

information security, and the dedicated response team. Annually, MIC promulgates a 

Directive on the direction of development of information and communication, which 

also includes a section on network safety and security.  

The Authority for Information Security (AIS) is the agency under the management of 

MIC responsible for the management and policy formulation related to information 
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security. The Viet Nam Cybersecurity Emergency Responses Teams Coordination 

Center was established under Decision No. 167/QD-BTTTT. It was under the 

management of AIS9.  

With regards to security measures, Viet Nam’s E-Government Information Sharing and 

Monitoring System was launched in 2019. The system is managed by the National 

Cyber Security Center, supporting the monitoring and analysis of information, 

providing early warnings to the relevant ministries, agencies for ensuring network 

security. By the end of 2021, 31 ministries, agencies, and 63 provinces have 

technically connected to the National Cyber Security Center.  

In 2020, MIC launched the platform for services of the Security Operations Center 

(SOC) for connecting and sharing information with the national cyber security 

monitoring system. Eight Vietnamese enterprises have met the requirements and 

criteria set out by MIC, including: Viettel Cyber Security Company; VNPT Information 

Security Center; Cybersecurity Center, BKAV Technology Group; FPT Information 

System Company Limited (FPT IS); CMC Cyber Security Company; CyRadar 

Information Security Joint Stock Company (CyRadar); VNCS Global International 

Solution Technology Joint Stock Company; and SAVIS Technology Joint Stock 

Company. 

In addition, the 4-layer model has been applied for information security, being (1) 

Consolidation of in-place forces and resources; (2) Selection of at least one 

organization/firm for professional supervision and protection; (3) Periodic independent 

inspection and assessment; (4) Connecting and sharing information with the national 

monitoring system.   

For the authentication mechanism, several documents regulate the security of 

information transmitted electronically, including: 

• Law on Electronic Transaction 2005; 

• Decree No. 130/2018/ND-CP of the Prime Minster dated 27 September 

2018 on guiding digital signatures and the authentication of digital 

signatures. Accordingly, an authentication mechanism can be provided by 

(i) a national authentication agency (under MIC); (ii) a specialized 

government authentication agency; (iii) a public authentication agency and 

(iv) a specialized authority not for business purposes; 

• Decision No. 28/2018/QD-TTg of the Prime Minister dated 12 July 2018 on 

the sending and receiving of e-documents amongst state agencies; 

• Decree No. 47/ND-CP dated 9 April 2020 on the management, connection 

and sharing digital data of state agencies. The mechanism for sharing data 

has been regulated under Article 23, Section 4, Chapter II on methods of 

data sharing; 

 
9 https://www.ais.gov.vn/home.htm 
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• The National Electronic Authentication Centre (NEAC) under the MIC has 

drafted a Government Decree on e-identification and e-authentication with 

the expected promulgation in late 2021.  

The Government of Viet Nam also promulgated Decree No. 47/ND-CP dated 9 April 

2020 on the management, connection and sharing of the digital data of state agencies. 

The mechanism for sharing data is documented under Chapter II on data and 

database management and data administration amongst state agencies and ensuring 

the possibility of data connection and sharing. Article 23 of Section 4 provided for:  

• Connecting and sharing online data via network environment between 

information systems of data providers and data mining agencies;  

• Connecting and sharing online data in a network environment by 

synchronization of all or parts of data provided through the databases of 

data providers and data mining agencies; 

• Sharing data encapsulated and stored on information storage media. 

In addition, the Viet Nam E-document Exchange Platform was launched in March 

2019, connecting 31 ministries and ministerial agencies and 63 provinces nation-wide. 

MIC issued Circular No. 39/2017/TT-BTTTT dated 15 December 2017 on the technical 

standards of information technology as applied in state agencies, which either made 

compulsory or recommended for application the standards on (i) connections (17 

standards), (ii) data integration (14 standards); (iii) information access (18 standards) 

and (iv) information security (19 standards). 

Viet Nam’s future plans and targeted timelines to enhance security levels has been 

specified under the following documents: 

• National Digital Cyber Security Development Planning by 2020 (approved 

under Decision No. 63/QD-TTg dated 13 January 2010 of the Prime 

Minister); 

• Decision No. 898/QD-TTg dated 27 May 2016 approving Viet Nam’s 

Cybersecurity strategy during 2016-2020, which provided for (i) Improving 

the reputation of Viet Nam’s electronic transactions and getting Viet Nam 

out of the list of top 20 countries with the highest rate of malware and spam 

infection ranked by international organizations; (ii) Basically establishing the 

system of technical standards, conformity and verification/assessment of 

information security; and (iii) Developing at least 5 information security 

products with a Vietnamese brand that would be widely used in the domestic 

market. By 2020, eight Vietnamese enterprises had met the criteria on 

Cybersecurity and information security that allowed them to provide services 

for the domestic market; 

• Law on Cyber Information Security 2015 and Law on Cyber Security 2018;  

• Master plan on information infrastructure, which has been drafted by MIC 

and submitted for approval of the Government.  
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3.1.5. Business process re-engineering 

Stakeholders responsible for cross-border trade regulation and facilitation or trade 

transactions have conducted re-engineering and streamlining of business processes 

at the agency level to support national single window. The review and re-engineering 

of administrative procedures has been a continuous process. Since the official 

operation began in 2014, remarkable achievements have been made, with a 39-time 

increase of administrative procedures via NSW; a 23-time increase of participating 

enterprises; and a 193- time increase of customs declaration records. 

In addition, the General Department of Customs of Viet Nam has conducted business 

process re-engineering for customs-related procedures, which has resulted in 

VNACCS/VCIS integrating all necessary customs processes in a single automation 

and electronic platform that caters for e-customs dossiers, e-manifests, e-payments, 

and e-licenses. In 2021, all core custom procedures were implemented automatically 

via VNACCS/VCIS in all customs branches throughout Viet Nam. The system had 

participation of over 99% enterprises and processed over 99.8% of customs 

declarations. Customs clearance took only from 1 to 3 seconds for the green channel. 

This generated benefits for the firms in terms of cost and time savings.  

 

3.1.6. Data harmonization and standardization 

Data compatibility is one of the main issues that needs to be addressed in Viet Nam. 

Data harmonization and standardization has been partially achieved for use  in 

paperless trade. At the national level, selected data and documents are being 

reviewed and considered for harmonization and standardization by an inter-ministerial 

group.  

To its benefit, Viet Nam has based its work on international standards and guidelines 

for developing data standards and models, including: 

• United Nations Rules for Electronic Data Interchange for Administration, 

Commerce and Transport in e-manifest (UN/EDIFACT CUSCAR D98B);  

• World Customs Organization (WCO) on simplification and harmonization of 

trade procedures;  

• ASEAN Harmonized Standards (ASEAN ATIGA Form D); 

• WCO Data Model; 

• Application of Cross-border E-commerce Framework of Standards by WCO. 

MIC has also promulgated national technical regulations on message structure and 

data formats for connecting, integrating and exchanging data in National Reporting 

Information Systems (under Circular No. 02/2021/TT-BTTTT dated 21 June 2021) 

which conforms with international rules for Electronic Data Interchange.  

 

3.1.7. Capacity building 
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The country has conducted regular awareness-raising programs and workshops, 

which have been organized by the General Department of Customs, MOIT and other 

relevant stakeholders from time to time. The purpose of awareness-raising programs 

is to have a common understanding of paperless trade as well as a stakeholders’ 

perspective on realizing cross-border paperless trade data exchange. A Handbook on 

the NSW and the ASW has been published for dissemination and awareness-raising 

on the application of the NSW and the ASW.  

Members of the NTFC have regular meetings (normally on a quarterly basis) and ad 

hoc meetings. Other stakeholders also organize in-house training and workshops for 

capacity building. In addition, awareness-raising on the single window is conducted in 

the forms of training workshops and consultative workshops with the business 

community and other relevant stakeholders.  

Such capacity building efforts helped prepare Vietnamese stakeholders for future 

international cooperation in CPBT. The country is planning to engage in CBPT with 

some bilateral partners, including with the Eurasian Economic Union (EAEU) and 

Korea for the exchange of C/Os and export declaration forms; with New Zealand for 

phytosanitary and sanitary certificates in 2022-2023. Other counterparts such as 

Australia, US, EU, Japan, China are on the list for future negotiations.  

 

3.1.8. Other matters 

The level of computer literacy of the country was relatively high. According to the 

statistics gathered by MIC, the percentage of households with personal computers 

was 24.6% in 2019; the number of computers per 100 households was 29 in 2019; 

and the ratio of computers per staff was 100% for both ministerial and governmental 

agencies, and for provincial agencies, in 2020.  

For promoting the use of automated systems for further facilitating paperless trade, 

capacity building and skill upgrading programs have been implemented, particularly 

with regards to improving understanding, introducing new functions, components and 

other aspects of the NSW whenever there is an adjustment to or/change in the system.  
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3.2. National status toward cross-border data exchange 
 

3.2.1. Electronic system 

The Viet Nam NSW acts as the national single point of connectivity for any cross-border data 

exchange with other dialogue partners. As mentioned, relevant stakeholders and entities 

interact through the NSW Portal (https://vnsw.gov.vn) – which provides an interface for entities 

to carry out administrative procedures on the NSW. The NSW Portal is run by the General 

Department of Customs, acting as an intermediary connecting the administrative procedures; 

besides the NSW Portal, the NSW  may have other infrastructures. In the organizational model 

of a dispersed NSW, specialized management Ministries or conformity assessment 

organizations may also have separate technological infrastructures (called “specialized 

processing systems”) connected to the NSW Portal to receive, process, and exchange 

information related to administrative procedures. 

The most three common procedures chosen for cross-border exchange are the C/O form, the 

export customs declaration and phytosanitary and sanitary certificates.  

.  

3.2.2. Single Window System 

The single window system is envisaged to act as the national single point of 

connectivity with all public and private stakeholders within the country and also with 

regulatory partners. Being a member of ASEAN, Viet Nam has developed a roadmap 

for the implementation of the ASW:  

• Officially connect and exchange data on ATIGA form D with ASEAN 

countries by the end of 2017; 

• Exchange certificates of origin, sanitary and phytosanitary certificates and 

food safety certificates for the sake of facilitating export by the end of 2018; 

• Exchange other electronic documents on the basis of international 

commitments made by Viet Nam in order to facilitate the export, import and 

transit of goods and exit, entry and transit of means of transport by end of 

2020. 

 

3.2.3. Business process-re-engineering 

As mentioned in previous section, the re-engineering and streamlining of business processes 

have enabled related stakeholders to engage in the cross-border trade of the country. Several 

documents regulating administrative procedures have been promulgated.10  

 

3.2.4. Data harmonization and standardization 

Viet Nam has attempted to promote data harmonization and standardization on the basis of 

international standards and guidelines, including the United Nations Rules for Electronic Data 

Interchange for Administration, Commerce and Transport in e-manifest (UN/EDIFACT 

 
10 Including Decree 85/2019/ND-CP, Decision 1254/QD-TTg in 2018, Decision 1258/QD-TTg in 2020, 
and Decision 1369/QD-TTg in 2021.  

https://vnsw.gov.vn/
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CUSCAR D98B); WCO rules on the simplification and harmonization of trade procedures; the 

ASEAN Harmonized Standards (ASEAN ATIGA Form D); the WCO Data Model; and the 

Application of Cross-border E-commerce Framework of Standards by WCO.  

 

3.2.5. International transit 

The ASEAN Framework Agreement on Facilitation of Transit Goods was signed by ASEAN 

member states in 1998, aiming to facilitate goods in transit and to support the implementation 

of ASEAN free trade and regional economic integration.  

The online ASEAN Customs Transit System (ACTS) was officially launched in November 2020 

to accelerate trade in goods. ACTS has been developed to allow businesses to lodge e-transit 

declarations directly to the ASEAN customs authorities and to track the movement of their 

goods from loading to delivery.  

The Government of Viet Nam issued Decree No. 46/2020/ND-CP prescribing customs 

procedures, customs supervision and inspection of goods in transit through the ASEAN 

customs transit system for implementing Protocol 7, which then created a legal basis for the 

application of customs modernization to goods in transit between ASEAN countries including 

Viet Nam, and reducing paperwork in the implementation of customs procedures for transit 

goods.  

Viet Nam implemented a one-stop inspection system for cross-border trade between Lao Bao 

(Viet Nam) and Desavan (Lao PDR). The inspections are comprised of 4 steps: 

• Step 1: both parties sign a memorandum of understanding for one-stop inspection of 

goods;  

• Step 2 and Step 3: The Customs and Phytosanitary authorities of the two countries 

carry out relevant procedures at the importing country. Step 4: all one-stop  

• procedures were carried out in February 2015. 

After the successful assessment of both parties in December 2021 11 , these one-stop 

inspection systems has been continued and further investment on infrastructure and modern 

facilities will be the priority for the upcoming phase.  

 

3.2.6. Awareness programme  

In addition to the previously mentioned capacity building for the NSW, different agencies, 

within their responsibilities in the system, have conducted training workshops and capacity 

building programs for improving understanding and skills on various topics, such as data 

harmonization, simplification, compatibility, etc. The General Department of Customs has 

been a showcase for such awareness raising programs, not only for the business community 

but also for other relevant stakeholders.  

 

 

 

 
11 https://dangcongsan.vn/thoi-su/danh-gia-ket-qua-thi-diem-mo-hinh-mot-cua-mot-lan-dung-tai-cua-
khau-lao-bao-den-sa-van-600955.html  

https://dangcongsan.vn/thoi-su/danh-gia-ket-qua-thi-diem-mo-hinh-mot-cua-mot-lan-dung-tai-cua-khau-lao-bao-den-sa-van-600955.html
https://dangcongsan.vn/thoi-su/danh-gia-ket-qua-thi-diem-mo-hinh-mot-cua-mot-lan-dung-tai-cua-khau-lao-bao-den-sa-van-600955.html
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3.2.7. Other matters 

According to the WCO Framework of Standards to Secure and Facilitate Trade (SAFE 

Framework), the benefits of Authorized Economic Operator (AEO) programs include (i) 

common benefits, including policies to reduce administrative procedures and time for goods 

delivery and storage, and to give priorities to accessing and exchanging information with the 

Government of Viet Nam and authorities; and (ii) specific benefits for all parties engaged  in 

imports and exports, including exporters, importers, warehousing service providers and 

logistics service providers. 

In Viet Nam, the AEO pilot project was launched in May 2011. The full official program started 

in June 2013. The Vietnamese AEO status is granted for 3 years to customs brokers and 

import-export enterprises demonstrating an elevated annual turnover (generally at least USD 

100 million). Such a turnover makes it a very selective criterion to acquire AEO status in Viet 

Nam. In this context, the General Department of Customs estimated that in 2017 and 2018 

the AEOs accounted for almost 35% of the total import-export trade. Exporting enterprises are 

also categorized according to three macro-sectors: agri-food, seafood, and high-tech. As of 

March 2019, the number of Vietnamese AEOs was 68, compared to only 11 AEOs in 2013. 

The list of AEO has been publicized on the website of Viet Nam Trade Portal 

(https://www.vietnamtradeportal.gov.vn/)  

Related documents providing for AEOs include Law No. 54/2014/QH13 on Customs dated 23 

June 2014 and Decree No. 08/2015/ND-CP dated 21 January 2015. Vietnamese legislators 

have facilitated customs operations and implemented a system to support international 

customs cooperation. In particular, Article 3 of the Law on Customs 2014 affirms that “the 

State of Viet Nam shall facilitate customs formalities applied to import, export, exit, entry and 

transit in the Vietnamese territory”. 

Within the context of the development of AEO status in Vietnam, Article 42 of Law 54 of 2014, 

Article 10 of Decree No. 08/2015/ND-CP of 21 January 2015, and Article 12–17 of Circular 

No. 72/2015/TT-BTC on 12 May 2015, provide  a list of requirements which must be satisfied 

by economic operators in order to obtain customs privileges, benefits and priorities when 

clearing goods: strict observation of customs and fiscal law for two consecutive years; 

compliance with accounting and audit regulations, as well as the operation of an internal 

control system; the application of ICT programs and of e-customs procedures to manage 

import-export activities and to ensure the security of the supply chain (e.g., container 

inspections); the possibility of making via-bank payments; and an absence of violations 

against taxation and customs law (e.g., tax evasion).  

Among the privileges given to enterprises, the first paragraph of Article 43 of the Law on 

Customs 2014 includes the exemption “from examination of relevant documentary evidence 

in customs documents and […] from physical inspection of goods in the course of carrying out 

customs formalities, except in cases in which law violations are detected or random inspection 

is needed to assess law compliance.” On this subject, paragraph 2 of Article 9 of Decree No. 

08/2015/ND-CP stipulates that “enterprises given priority by customs authorities and harbor 

warehousing agencies shall be permitted to have procedures for shipping and taking delivery 

of their cargos as well as customs examination and supervision procedures completed first.” 

Hence, Vietnamese customs authorities guarantee advantages to AEOs during clearing 

operations, mainly in terms of priority standing. In line with Articles 5–11 of Circular No. 

72/2015/TT-BTC, the priority policy is essentially based on the exemption from document and 

physical inspection of goods, customs clearance with incomplete declarations (fulfilling the 

compulsory obligations successively), faster procedures in case of tax refund, and post-

https://www.vietnamtradeportal.gov.vn/
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clearance analyses to check for tax fraud, goods smuggling, and illegal trafficking across the 

border). 

The top five prioritized documents for cross-border data exchange are: (i) the Export 

declaration form (at the Customs Offices); (ii) the (Advance) Manifest (for seaport, and at 

Customs Offices); (iii) the customs transit declaration (ACTS, at the Customs Offices); (iv) the 

phytosanitary certificate (by MARD) and sanitary certificate (by MOH); and (v) the preferential 

certificate of origin (by MOIT).  
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4. Legal readiness 
 

4.1. Electronic transactions and signatures law 
 
4.1.1. General principles 

 

A. Regarding the legal status of electronic transactions 

The National Assembly of Viet Nam approved Law No. 51/2005/QH11 on Electronic 

Transactions on November 29, 2005. This Law was built on the basis of the Model 

Law on Electronic Commerce (1996) of the United Nations Commission on 

International Trade Law (UNCITRAL). However,, this Law includes detailed 

regulations on e-signatures, a factor that helps ensure the reliability of data messages 

when conducting transactions but that goes beyond the UNCITRAL Model Law. 

Various government decrees were issued to guide the principles governing electronic 

transactions. Decree No. 52/2013/ND-CP in 2013 on e-commerce stipulates that 

electronic documents in commercial transactions may constitute a contract, proposal, 

notice, confirmation or another document provided by the parties and related to 

contract conclusion or performance. This Decree was amended by Decree No. 

85/2021/ND-CP in 2021 following a lengthy consultative process, but the definition of 

electronic documents remains unchanged. Decree No. 30/2020/ND-CP provides for 

equivalence between paper documents and electronic documents. In specific cases, 

electronic contracts in commercial transactions are treated according to the 

Commercial Law No.36/2005/QH11: data messages that satisfy all technical 

conditions and standards provided for by law shall be recognized as legally valid as 

documents.  

Meanwhile, in Decree No. 47/2020/ND-CP dated April 9, 2020 on the management, 

connection, and share of digital data of state agencies, digital data means data in the 

form of signs, scripts, numerals, images or sound, or a similar form and demonstrated 

by digital signals, and digital data carry digital information and may be shared in the 

form of data messages. In this Decree, data are construed as digital data. 

By the end of 2021, the Law on Electronic Transactions had not been revised. In the 

current development context, this Law arguably contains a number of shortcomings. 

Specifically, the provision on scope is no longer appropriate for current development 

practices; the regulations on the legal validity and evidentiary value of data messages, 

electronic records and documents are unclear; specific regulations on procedures in 

concluding electronic contracts, secure data messages, and secure electronic 

signatures are not clearly stipulated, leading to a lack of trust of the parties when 

participating in electronic transactions. The Government of Viet Nam has identified a 

plan to revise the Law, as reflected in Resolution No. 50/NQ-CP dated May 20, 2021 

to implement the Resolution of the 13th Party Congress, and in Resolution No. 152/NQ-

CP dated December 03, 2021 on directions to revise some laws. 
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B. The Law on Electronic Transactions in 2005 recognized the validity of e-

contracts 

This Law stipulates that “the validity of an e-contract shall not be denied for the sole 

reason that such contract is in the form of a data message”. In the process of entering 

into and execution of an e-contract, a notice in the form of a data message shall be as 

legally valid as a notice in any other traditional form. 

According to Article 9 of Decree No. 52/2013/ND-CP on e-commerce, electronic 

documents in commercial transactions have the same legal value as originals if: (i) 

one ensures sufficient confidence in the integrity of information from the time the 

information is first created in the form of an electronic document; and (ii) information 

in electronic documents can be accessed and used in full when necessary. The 

integrity assessment criterion is that the information is still complete and has not been 

changed, apart from changes in form arising in the process of exchanging, storing or 

displaying electronic documents.  

Sufficient reliability is achieved when one of the following measures is applied on the 

basis of an agreement between the parties exchanging and using electronic 

documents: (i) Signing electronic documents with an electronic signature issued by a 

lawful electronic signature certification service provider; (ii) Storing electronic 

documents in the system of a licensed e-contract authentication service provider 

selected by the parties (from 2022, under the Decree No. 85/2021/ND-CP, licensing 

will no longer be required); and (iii) A guarantee from the trader or organization 

providing the infrastructure for the creation, sending and storage of e-documents about 

the integrity of the information contained in the e-document during the process of 

sending and storing it on the Internet system. Other measures that the parties agree 

to choose are also accepted. 

Decree No. 52/2013/ND-CP defines a service of e-contract certification as a third 

party’s service of storing and assuring the integrity of e-documents created by the 

parties during the conclusion and performance of contracts. This Decree also 

stipulates that “e-contract authentication service providers” and “electronic signature 

certification service providers” must register and be licensed by MOIT.  

 

4.1.2. Electronic signatures and trust services 

To ensure the reliability of data messages when conducting transactions, the Law on 

Electronic Transactions includes detailed regulations on e-signatures. According to 

the Law, an e-signature is created in the form of words, letters, numerals, symbols, 

sounds or other forms by electronic means, logically attached to or associated with a 

data message and capable of identifying the person who has signed the data message 

as well as the approval of such person of the content of the signed data message. The 

Law also stipulates that the Government of Viet Nam shall specify the management 

and use of e-signatures by its agencies and organizations.  

In 2018, the Government of Viet Nam issued Decree No. 130/2018/ND-CP on 

guidelines for digital signatures and digital signature authentication services. This 
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Decree defines digital signature as a form of electronic signature created by 

transforming a data message using an asymmetric cryptographic system. Under such 

a system, the person wishing to rely on a signed document obtains the original data 

message and the signer’s public key can precisely ensure: (i) that the above 

transformation is generated with the private key corresponding to the public key in the 

same key pair; and (ii) that the integrity of the content of the data message has been 

maintained since this transformation is performed. 

Article 9 of Decree No. 52/2013/ND-CP also provides that the criterion that an e-

signature musts be sufficiently reliable for its purpose is met when signing electronic 

documents with an electronic signature issued by a lawful electronic signature 

certification service provider. 

MPS has been drafting a Decree on electronic ID and authentication that has now 

been circulated for public comments. Once issued, this Decree will set out the 

electronic identification and authentication to be used in online public administrative 

services and in other electronic transactions in addition to online public administrative 

services, where organizations and individuals actively choose to apply the regulations 

on electronic ID and authentication.  

 

4.1.3. Privacy and data protection 

Vietnamese regulations provide extensive provisions on data privacy and data 

protection. The Law on Electronic Transactions 2005 provides for the regulation of 

data privacy and data protection. In particular, no agencies, organizations or 

individuals are allowed to take any action that affects the integrity of data messages 

of other agencies, organizations, and individuals.  

In addition, the Law on Information Technology 2006 provides for regulations on the 

assurance of information security and confidentiality. To guide the implementation of 

the Law on Information Technology 2006 and other laws, Decree No. 72/2013/ND-CP 

on the management, provision, and use of internet services and online information 

prohibits: (i) the illegal use of passwords of other organizations and individuals or of 

private information, personal information and Internet resources; and (ii) the creation 

of illegal links to lawful domain names of other organizations and individuals; the 

creation, installation and spreading of malware or computer virus; illegal access or 

taking control of information systems; and the creation of attack tools on the Internet.  

In addition, Decree No. 52/2013/ND-CP dated 16 May 2013 on e-commerce provided 

detailed regulation of the responsibility to protect the personal information of 

consumers as well as policy on the protection of the personal information of 

consumers (amended by Decree No. 85/2021/ND-CP). 

According to the Law on cyberinformation security 2015, personal information means 

information associated with the identification of a specific person. Processing of 

personal information means the performance of one or more operations of collecting, 

editing, utilizing, storing, providing, sharing or spreading personal information in 

cyberspace for a commercial purpose. A more detailed definition of personal 
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information was provided for earlier in Decree No. 64/2007/ND-CP dated April 10, 

2007 on information technology application in state agencies’ operations, specifically 

“Personal information means information which is adequate to accurately identify the 

identity of an individual, covering at least one of the following items of information: full 

name, date of birth, profession, title, contact address, e-mail address, telephone 

number, ID number and passport number. Personal secrets include medical records, 

tax payment dossiers, social insurance card numbers, credit card numbers and other 

personal secrets”. In addition, some specialized laws such as the Law on medical 

examination and treatment, the Tax Administration Law, the Law on Credit Institutions, 

the Law on Insurance Business, etc. have a definition of personal information providing 

for the confidentiality of information in the relevant fields. 

Moreover, Article 17 of the Law on Cyber Information Security stipulates only two 

general conditions of principle under which organizations or individuals handling 

personal information may collect and use personal information: (i) only after obtaining 

the consent of the information owner on the scope and purpose of the information 

collection and use and (ii) any use of already collected personal information for any 

purpose different from that originally disclosed requires the personal information 

owner’s agreement to the new purpose.  

To guide the application of the Law on Cyber Information Security, the Government of 

Viet Nam issued Decree No. 85/2016/ND-CP in 2016, which defines the criteria, 

authority, procedures and formalities to classify the security of information systems 

and the responsibilities for securing information systems by class. According to Article 

6 of the Decree, the confidentiality level of the information processed by an information 

system is classified in four categories, in which personal information is the third and 

has a higher confidentiality level than public information and private information. 

Regarding cross-border data transmission, Viet Nam's current legal regulations 

(including the Law on Cyber Information Security and the Law on Cybersecurity) only 

cover general provisions on the international cooperation function of the competent 

state agencies, without specific content on conditions when transferring personal data 

of Vietnamese citizens to third countries or international organizations. Two Ministries 

manage the issue of data safety and privacy protection:  MIC is the focal point for 

cyberinformation security, while MPS is the focal point for cybersecurity. 

Moreover, under the Civil Code 2015, private life, personal privacy and family privacy 

are inviolable and protected by law. The regulations on personal information are quite 

specific. Information that is inaccurate or unclear but combined with other information 

to indirectly identify a person is not considered the subject of protection. Meanwhile, 

the current regulations on the right to privacy still require more detailed provisions via 

a Decree. 

The penalties for administrative violations in commercial activities, the production of 

or trading in counterfeit or banned goods and the protection of consumer rights were 

specified in Decree No. 185/2013/ND-CP dated November 15, 2013 of the 

Government of Viet Nam, which was replaced by Decree No. 98/2020/ND-CP in 2020. 

According to Decree No. 98/2020/ND-CP, a fine of between VND 10,000,000 and VND 

20,000,000 shall be imposed on a violation of consumer information and rights. The 
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penalties for administrative violations in the fields of postal services, 

telecommunications, radio frequency, information technology and electronic 

transactions were also stipulated in Decree No. 15/2020/ND-CP in 2020. 

In February 2021, MPS circulated a Draft Decree on Personal Data Protection for 

public comments. The draft Decree contains a number of definitions and rights, such 

as personal data, protection of personal data, personal data processing, the right to 

protect personal data, cross-border data transfer, rights of data owner regarding the 

processing of personal data, etc. In particular, agencies and organizations that violate 

regulations on the protection of personal data, depending on the extent of their 

violations, may be administratively or penally sanctioned, with additional penalties as 

prescribed by law. In addition, in case the personal data processor commits multiple 

violations, creating serious consequences, a maximum fine of 5% of the personal data 

processor's total revenue in Viet Nam may be imposed.  

 

4.1.4. Data sharing 

As per the Law on Information Technology 2006, the Government of Viet Nam shall 

specify conditions for ensuring the application of information technology to the 

operation of state agencies,  and for sharing and joint use of digital information, etc. 

This Law also provides for the regulation of building and using the information 

infrastructure in the service of state agencies' operation as well as for the information 

exchange and supply between state agencies and organizations or individuals. Decree 

No. 47/2020/ND-CP dated April 9, 2020 then provides for the detailed regulation of the 

management, connection and sharing of digital data by state agencies, including: 

digital data management and administration; connecting and sharing digital data; 

using and exploiting digital data of state agencies; providing open data of state 

agencies to organizations and individuals; the rights and responsibilities in connecting 

with and sharing digital data of state agencies.  

In November 2021, the Prime Minister issued Decision No. 1968/QD-TTg on 

promoting information technology applications and on the digital transformation in 

trade promotion activities during 2021-2030. The Decision sets out related tasks, 

including to build, develop and integrate a database for trade promotion which can be 

shared across trade promotion organizations. By the end of 2021, however, there was 

no concrete information regarding the implementation of this task. 

 

4.1.5. Data retention and electronic evidence 

The current laws have no legal concept of "electronic evidence". However, the Law on 

Electronic Transactions in 2005 provides for a data message to have validity as evidence. In 

particular, a data message cannot be denied validity as evidence for the sole reason that it is 

a data message. The validity as evidence of a data message is to be determined based on 

the reliability of the manner in which the data message was generated, stored or 

communicated; the manner of ensuring and maintaining the integrity of the data message; the 

manner in which its originator was identified, and on other relevant factors. The Criminal Code 
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2015 retains this approach to validity as evidence of a data message, without the phrase “the 

reliability of” (i.e. its validity is “based on the manner in which…”). 

According to the Competition Law No. 23/2018/QH14, evidence consists of facts used as 

grounds for determining whether or not violations against competition law exist, identifying 

violating enterprises, and deciding other details which are meaningful in the resolution of 

competition cases. Evidence may be collected from readable, audible, or visible materials; 

electronic data; exhibits; testimonies and explanations of witnesses; testimonies and 

explanations of complainants, investigated parties and related entities; experts’ opinions; 

records made during the investigation and settlement of competition cases; and other 

documents, objects or sources prescribed by law. 

 

4.2. Laws regarding paperless trade systems 
 

4.2.1. Establishment of a paperless trade system 

The Law on Customs dated June 23, 2014, sets out the basic legal foundation for the 

NSW. According to this Law, the NSW mechanism allows customs declarants to send 

information and electronic documents, and to use an integrated information system to 

satisfy the procedures of customs and other state management agencies related to 

imported and exported goods. State management agencies decide whether to allow 

goods to be exported, imported or transited; Customs agencies decide on customs 

clearance and the release of goods in the integrated information system. 

In 2019, the Government of Viet Nam issued Decree No. 85/2019/ND-CP, which 

determines the functions of the NSW, such as receiving electronic documents, 

declaring information and related information, verifying digital signatures of declarants 

and handling agencies; transferring electronic documents, declaration information and 

related information of the declarant to the specialized processing system; storing 

information from the declarant; receiving and returning results to the declarant and the 

relevant specialized processing system; storing the status of electronic transactions 

and electronic documents performed on the NSW; and related matters. 

The Vietnamese Prime Minister also made various Decisions (No. 1254/QD-TTg dated 

September 26, 2018, No. 1258/QD-TTg dated August 17, 2020 and No. 1369/QD-TTg 

dated July 2021), as part of an action plan to promote the NSW, the ASW, the reform 

of specialized inspections over imports and exports and trade facilitation till the end of 

2021. This action plan sets out several tasks, including improving the legal basis for 

single window operations and developing an information technology system to serve 

the implementation of the NSW and the ASW. 

 

4.2.2. Quality of information exchanged with the paperless trade system 

According to Decree No. 85/2019/ND-CP, the NSW management agency is 

responsible for storing, backing up, and ensuring information security and the 

protection of information and data about transactions on the portal; and ensuring 

accurate, timely, and effective sharing of information and data for agencies, 
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organizations, and individuals. The declarant is responsible for the accuracy and 

truthfulness of the declared contents and submitted documents. Specialized 

inspection agencies are responsible for ensuring objective, accurate, public, and 

transparent specialized inspection. Organizations providing data transmission and 

reception services must ensure the transparency, integrity and security of information 

and data transmitted and received through transmission and reception services 

provided by the organization. 

 

4.2.3. Service-level agreements and memorandums of understanding 

Decree No. 85/2019/ND-CP stipulated that the NSW's management agency (i.e. the 

General Department of Customs under the Ministry of Finance - MOF) is responsible 

for participating in the negotiation and implementation of international agreements and 

treaties related to the exchange of information with the information systems of other 

countries. The NSW portal is the focal point for exchanging information and electronic 

documents with agencies and organizations of countries that have signed agreements 

and treaties on information exchange and electronic documents.  

 

4.3. Cross-border aspects 
 

Viet Nam has agreed to implement the provisions of the Trade Facilitation Agreement of the 

World Trade Organization (WTO) and to facilitate lawful trade with partners. This includes the 

specific commitments in the Agreement, such as to build a national electronic portal providing 

information related to trading policies and customs procedures, to support businesses in 

accessing information; and to facilitate the coordination  of legal approaches among 

Government agencies. 

As previously mentioned, the Vietnamese Prime Minister issued Decision No. 1254/QD-TTg 

dated September 26, 2018 (and follow-up Decisions) approving an action plan to promote the 

NSW and ASW systems. The Decision also sets out directions for improving the legal basis 

for building and developing an information technology system to serve the implementation of 

the NSW and the ASW. 

The E-commerce chapters of the CPTPP and the RCEP provide for facilitating cross-border 

data flows. According to these FTAs, no party would require the domestic location of 

computing facilities as a condition of doing business in that party's territory. The Agreements 

also oblige the parties to reinforce cooperation in customs legislation and procedures.  

In order to facilitate trade between the Parties to the CPTPP, as per Chapter 5 on Customs 

Administration and Trade Facilitation, a Party receiving a request shall endeavor to provide 

the Party that made the request with technical advice and assistance for the purpose of: (i) 

developing and implementing improved best practices and risk management techniques; (ii) 

facilitating the implementation of international supply chain standards; (iii) simplifying and 

enhancing procedures for clearing goods through customs in a timely and efficient manner; 

(iv) developing the technical skill of customs personnel; and (v) enhancing the use of 

technologies that can lead to improved compliance with the requesting Party’s laws or 

regulations that govern importations. The CPTPP also has a designated provision (Article 

14.9) on Paperless Trading (under the E-Commerce Chapter), in which each Party (including 
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Viet Nam) shall endeavour to: (i) make trade administration documents available to the public 

in electronic form; and (ii) accept trade administration documents submitted electronically as 

the legal equivalent of the paper version of those documents. 

The RCEP sets out the objectives to: (i) ensure predictability, consistency, and transparency 

in the application of customs laws and regulations of each member; (ii) promote the efficient 

administration of customs procedures of each Party, and the expeditious clearance of goods; 

(iii) simplify customs procedures of each Party and harmonise them to the extent possible with 

relevant international standards; (iv) promote cooperation among the customs authorities of 

the Parties; and (v) facilitate trade among the Parties, including through a strengthened 

environment for global and regional supply chains. In terms of paperless trading, Article 12.5 

under the E-commerce chapter of RCEP provides that each Party (including Viet Nam) shall 

(i) work towards implementing initiatives which provide for the use of paperless trading, taking 

into account the methods agreed by international organizations including the WCO; (ii) 

endeavour to accept trade administration documents submitted electronically as the legal 

equivalent of the paper version of such trade administration documents; and (iii) endeavour to 

make trade administration documents available to the public in electronic form. In addition, the 

RCEP Parties shall cooperate in international fora to enhance acceptance of electronic 

versions of trade administration documents 

The APEC Internet and Digital Economy Roadmap (AIDER) adopted in Viet Nam in 2017 

identifies one focus area as “Facilitating the free flow of information and data for the 

development of the Internet and Digital Economy while respecting applicable domestic laws 

and regulations.” 

 

4.4. Other considerations 
 

4.4.1. Ownership of information in the paperless trade system 

The Law on Electronic Transactions 2005, the Law on Information Technology 2006, the Law 

on Cyber Information Security 2015, Decree No. 52/2013/ND-CP, and Decree No. 

72/2013/ND-CP all contain regulations on information confidentiality in e-transactions. They 

provide that agencies, organizations and individuals are not allowed to use, provide or disclose 

part or all of the information of other agencies, organizations, or individuals without prior 

agreement, unless the law provides otherwise. 

According to the draft Decree on Personal Data Protection circulated in February 2021, data 

owners may: (i) agree or disagree that a Personal Data Processor or a Third Party may 

process their personal data, unless otherwise provided for by law; (ii) receive notice from the 

Personal Data Processor at the time of processing or as soon as practicable; (iii) request the 

Personal Data Processor to disclose, correct and provide a copy of their personal data; (iv) 

request the Personal Data Processor to stop processing personal data, restrict access to 

personal data, stop disclosing or permitting access to personal data, or delete or block 

personal data collected, except where required by law; (v) complain and claim compensation 

in accordance with the law in certain cases. 
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4.4.2. Liability issues related to cross-border paperless trade systems 

According to the Law on Electronic Transactions 2005, any person violating the law in the 

course of e-transactions shall be subject to discipline, administrative sanctions or criminal 

liability depending on the nature and level of the violation. If the violation causes damage, 

compensation must be paid in accordance with the law. The agencies or organizations 

violating laws in e-transactions must be subject to administrative sanctions or suspension from 

trading, depending on the nature and level of violation. Again,  if the violation causes damage, 

compensation must be paid in accordance with the law. 

Handling of administrative violations in e-commerce is also stipulated in Decree No. 

52/2013/ND-CP. Specifically, traders, organizations, or individuals may be administratively 

sanctioned in accordance with the law on handling administrative violations in e-commerce, 

depending on the nature and severity of their violations, if they commit any of a long list of 

specified violations, including some relating to consumer protection, privacy, and resisting 

inspections 12 . In addition to these administrative sanctions, management agencies shall 

consider the nature and severity of violations by traders and organizations and may issue 

decisions for them to stop operations, deprive them of the right to use licenses, or deregister 

an e-commerce service provider.  

 

4.4.3. Dispute settlement and conflict of laws 

Regarding the settlement of disputes in e-commerce, Decree No. 52/2013/ND-CP provides 

that traders, organizations or individuals that own sales e-commerce websites shall receive 

and settle customer complaints about contracts concluded on those websites. Disputes 

between traders, organizations or individuals that sell goods and provide services and their 

customers during the performance of contracts must be settled on the basis of the contract 

terms published on the websites at the time of conclusion of these contracts and the relevant 

laws. Traders, organizations or individuals that sell goods and provide services may not abuse 

their advantages in the electronic environment to unilaterally settle disputes without the 

consent of customers. 

Disputes must be settled through negotiation, mediation, arbitration and court according to 

current procedures and regulations on dispute settlement. Traders and organizations 

providing e-commerce services shall clearly publish on their websites the process of receiving 

and responsibility for settling customer complaints and the mechanism for settling disputes 

related to contracts concluded on their e-commerce websites.  

Acknowledging the constraints and limitations of dispute resolution mechanisms within the e-

commerce platforms, the Government of Viet Nam is also considering an online dispute 

resolution (ODR) mechanism for B2B disputes. In May 2020, the Prime Minister signed a 

master plan for e-commerce development in 2021-2025, in which ODR pilots would be 

permitted. 

At another level, the FTAs (except the RCEP) to which Viet Nam is a signatory have 

commitments on dispute settlement. The EVFTA and CPTPP encourage negotiation and 

mediation among the Parties in the event of dispute. The EVFTA offers recourse to arbitration 

at a fairly early stage. They also provide for the choice of forum for disputes, especially if the 

 
12 Deregistration and revocation are no longer applied since 2022 under the Decree No. 85/2021/ND-
CP amending Decree No. 52/2013/ND-CP. 
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dispute involves rights under the agreement and another international trade or investment 

agreement. 

 

4.4.4. Electronic payments and electronic transferable records 

According to Decree No. 52/2013/ND-CP containing provisions on the safety of payments in 

e-commerce, all payment methods applicable for goods or services must be introduced on the 

merchant’s website, with clear and accurate explanations. If the website has online payment 

functions, the traders, organizations, or individuals must set up a mechanism for customers to 

use this function to review and confirm detailed information about each transaction before 

making the payment. E-commerce websites with online payment functions must ensure the 

safety and security of customer’s payment transactions and publish on their website policies 

on the security of customer’s payment information. These websites are also responsible for 

handling complaints and making compensation for damages in case the customer’s payment 

information is compromised, causing damage to the customer. 

In 2016, the Government of Viet Nam issued Decision 2545/QD-TTg, aiming to promote 

cashless payment and ensure the security, safety and operational effectiveness of payment 

and settlement systems. The Decision provides for improving the legal framework, 

mechanisms, and policies and for further investing in infrastructure facilities for and strongly 

developing e-payment methods.  

Decision No. 1254/QD-TTg approved an action plan to promote the NSW and the ASW, reform 

specialized inspections over imports and exports and facilitate trade for the period of 2018 – 

2020 (extended until end of 2021 by Decision No. 1369/QD-TTg). As part of this plan, the 

Decision proposed to establish an electronic payment and guarantee mechanism related to 

transactions in e-commerce for cross-border trade. In addition, the State Bank of Viet Nam 

(SBV) is assigned to coordinate with the MOF and relevant agencies to develop electronic 

payment and guarantee mechanisms related to transactions in e-commerce for cross-border 

import and export. 

 

4.4.5. Competition laws 

Competition Law No. 23/2018/QH14 dated June 12, 2018 applies to enterprises (including 

enterprises that produce and provide public utility products and services, enterprises that 

operate in state-monopolized sectors or domains, public sector entities and foreign 

enterprises), industry associations and relevant domestic and foreign agencies, and 

organizations and individuals operating in Viet Nam. This coverage suggests that the 

Competition Law will likely apply to paperless trade in Viet Nam. 
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5. Recommendations for moving towards cross-border 

paperless trade 
 

Recommendation 0 : In order to improve its domestic paperless trade environment and its 

readiness to participate in cross-border paperless trade, Viet Nam may take into account 

practices of the Framework Agreement on Facilitation of Cross-border Paperless Trade 

in Asia and the Pacific (CPTA). The CPTA is also mentioned in the Work Plan on the 

Implementation of the ASEAN Agreement on Electronic Commerce - ASEAN.  

 

5.1 Recommendations emerging from the technical readiness 
assessment 
 

5.1.1 Governance bodies 

Recommendation 1 : Viet Nam should update the membership and work plan for the NTFC 

during 2022-2025, which includes a substantial agenda to build the technical capacity for cross-

border paperless trade. 

 

5.1.2 Level of automation 

Recommendation 2 :  Viet Nam should build a centralized, intelligently integrated 
Customs information technology system to support cross-border paperless trade, building 
upon VNACCS/VCIS/VASSCM and adapting it to incorporate new technologies related to 
big data, artificial intelligence, the Internet of Things, and the blockchain. The system should 
have robust information security, with a digital platform that is in accordance with the 
architecture of e-Government standards as well as adhering to international standards. 
 

5.1.3 ICT infrastructure for paperless trade 

Recommendation 3 :  Viet Nam should build and develop nationwide high-quality 
broadband infrastructure. It could start from prioritized areas such as large cities, 
hi-tech zones, information technology parks, industrial parks, export-processing 
zones, and innovation, development and research centers that are closely linked 
with trade and paperless trade. 

 
Recommendation 4 :  Viet Nam should develop a cloud ecosystem servicing the 
digital Government, which comprises the Central Government Cloud (CGC), clouds 
of state agencies at ministries and local governments (AGC) and clouds of 
enterprises. All such cloud services should meet professional requirements and 
technical regulations and standards for servicing the digital Government (EGC), 
with a special focus on ensuring compatibility and interoperability across state 
agencies involved in paperless trade.  
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5.1.4 Security 

Recommendation 5 : Viet Nam should build an enhanced and comprehensive cyber 

system to support cross-border paperless trade. This could include building a cyber 

security monitoring system serving the digital Government; developing an 

information security inspection and assessment system dedicated to paperless 

trade; and developing a big data processing and analytics system to protect national 

cyber information security whilst being friendly to paperless trade. 

Recommendation 6 : Viet Nam should establish a response system to cyber 

information security incidents in paperless trade. The response system should 

include systems for cyber security assessment, cyber security conditions 

assessment, cyber security supervision and response to cyber security incidents 

for important information systems related to national security according to 

regulations under the Law on Cyber Security. It should also include a system for 

inspection and assessment of cryptographic products used by the digital 

Government in paperless trade. 

 

5.1.5 Data harmonization and standardization  

Recommendation 7 : Viet Nam should develop a National Data Exchange Platform 
(NDXP) to connect, integrate and share data among information systems and 
databases of ministries and local governments across the country by connecting 
with Local Government Sharing Platforms (LGSP). 
 

5.1.6 Capacity Building 

Recommendation 8 : Building on the past awareness raising programs from 
relevant government agencies, the Government of Viet Nam should continue 
providing awareness raising programs to promote paperless trade and cross-border 
paperless trade. The programs could include sharing persuasive and exemplary 
success stories via mass media. There should also be capacity building programs 
on international frameworks and agreements such as the CPTA, the Cooperation 
and Capacity Building chapters of the CPTPP and the EVFTA and the Economic 
and Technical Cooperation chapter of the RCEP. 
 

5.1.7 National status toward cross-border data exchange 

Recommendation 9 : Viet Nam should work with partners – especially those in the 
Asia-Pacific region and others having FTAs with Viet Nam – to explore possibilities 
and related requirements to further connect and exchange data and electronic 
documents related to cross-border trade transactions. 

 

Recommendation 10 : Viet Nam should explore the possibilities and related 
requirements to negotiate mutual recognition agreements on AEOs with partners, 
especially those in the Asia and the Pacific region. 
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Recommendation 11 : Viet Nam should work with bordering partners to consider 
and negotiate implementing one-stop inspection systems for cross-border trade, 
building upon the experience of system between Lao Bao (Viet Nam) and Desavan 
(Lao PDR). 
 

5.2 Recommendations emerging from the legal readiness 
assessment 

 

5.2.1 Electronic Transactions 

Recommendation 12 : Viet Nam should amend the Law on Electronic Transactions 
and guiding documents related to it to ensure the trust of parties that participate in 
electronic transactions. 
 

5.2.2 Privacy and data protection 

Recommendation 13 : Viet Nam should improve the legal environment in line with 
FTA requirements for all Vietnamese people and enterprises to have their private 
data and information protected effectively via digital technologies friendly to e-
commerce and paperless trade. 

 

Recommendation 14 : Viet Nam should issue a Decree on Personal Data Protection. 

 

5.2.3 Data sharing 

Recommendation 15 : Viet Nam should formulate technical guidelines, standards 

and regulations in relation to the digital Government to ensure consistent growth of 

digital Government models, cyber security, promotion of paperless trade, as well as 

connection and sharing of technical infrastructure and data between information 

systems. 

 

5.2.4 Dispute settlement and conflict of laws 

Recommendation 16 : Viet Nam should build capacity to promote pilot mechanisms 

for online dispute resolution of B2B disputes, focusing on cross-border B2B 

disputes. 

 

5.2.5 Electronic payments and electronic transferable records 

Recommendation 17 : Viet Nam should further improve the legal framework for 

promoting innovation in the payment system. It should issue a Decree superseding 

Decree No. 101/2012/ND-CP dated 22/11/2012 on cashless payments. 

Recommendation 18 : Viet Nam should issue a Decree on fintech regulatory 

sandboxes for the banking sector. 
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5.2.6 Other matters 

Recommendation 19 : Viet Nam should issue a Decree on the Customs 

Management and Clearance of Goods Imported and Exported via E-commerce 

Channel. 

Recommendation 20 : Viet Nam should issue a Decree on the sharing of information 

on export, import, exit, entry and transit of goods, persons and transport vehicles 

via a connection to the national single-window system. 

Recommendation 21 : Viet Nam should issue a Decree amending Decree No. 

72/2013/ND-CP and Decree No. 27/2018/ND-CP on the management, provision 

and use of internet services and online information. 

Recommendation 22 : Viet Nam should issue a Decree amending Decree No. 

08/2015/ND-CP on specific provisions and guidance on the enforcement of the Law 

on Customs procedures, examination, supervision and control procedures and 

Decree No. 59/2018/ND-CP on the amendment of Decree No. 08/2015/ND-CP, 

focusing on provisions related to paperless trade. 

Recommendation 23 : Viet Nam should promulgate a Government Decree on 

electronic identification and authentication, and complete legal parameters to 

popularize digital identity. 

Recommendation 24 : Viet Nam should study the readiness for cross-border 

paperless trade provisions in the DEPA and the SADAE. 

 

6. Viet Nam action plan for cross-border paperless trade 
 

This section features an initial national action plan, based on the “Individual Action 

Plan” template developed by the Working Groups of the Interim Intergovernmental 

Steering Group on Cross-border Paperless Trade Facilitation. The plan features 

Indicative actions that could be undertaken by Viet Nam to implement the technical 

and legal recommendations presented in Section 5. The action plan includes a priority 

level, a timeline, the capacity building needs and the potential key agencies related to 

each indicative action, based on consultations with relevant government agencies and 

relevant private sector stakeholders, including the national consultation workshop on 

facilitating cross-border paperless trade held on 15 March 2022, as well as the 

knowledge acquired and the experience of the expert team. The indicative actions as 

well as other information included in this initial action plan may be further elaborated 

upon – e.g., activities may be further broken down into sub activities and tasks,  and 

the type of capacity building needs may be specified – and incorporated into other 

relevant national development plans (e.g. a national trade facilitation action plan, an 

e-commerce development strategy or an e-government plan). 
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Table 3. Proposed Action Plan for Improving Viet Nam’s Technical and Legal Readiness for CBPT 

Indicative Action Priority 
level 

Timeline 
(end of 
period) 

Capacity 
building 
needs 

Potential key 
agencies 

0. Take into account practices of 
the Framework Agreement on 
Facilitation of Cross-border 
Paperless Trade in Asia and the 
Pacific (CPTA) 

High Ongoing Yes. For 
raising 
awareness of 
the CPTA 

MOIT 

I. Technical readiness 

Governance bodies 

1. Update membership and work 
plan for NTFC during 2022-2025 

High Q2/2022  MOF 
General 
Department of 
Customs 
 

Level of automation 

2. Build a centralized, 
intelligently integrated Customs 
information technology system to 
support CBPT, building upon 
VNACCS/VCIS/VASSCM and 
adaptation for incorporating new 
technologies. 

High Q2/2022  MOF 
General 
Department of 
Customs 
 

ICT infrastructure for paperless trade 

3. Build and develop nationwide 
high-quality broadband 
infrastructure 

Medium Ongoing  MIC 
MPI 
 

4. Develop cloud ecosystem 
servicing the digital Government. 

High Ongoing  MIC 

Security 

5. Build enhanced and 
comprehensive cyber system to 
support CBPT 

Medium Ongoing  MIC 

6. Establish a response system 
to cyber information security 
incidents in paperless trade 

Medium Ongoing  MIC 

Data harmonization and standardization 

7. Develop National Data 
Exchange Platform (NDXP)  

High 2023  MIC 

Capacity building 

8. Continue providing awareness 
raising programs to promote 
paperless trade and CBPT  

High Ongoing Yes. Technical 
assistance 
from ESCAP 
and other 
international 
development 
agencies 

MOIT 
MIC 

National status toward cross-border data exchange 

9. Work with partners to explore 
possibilities and related 
requirements to further connect 
and exchange data and 

Medium Ongoing Yes. Sharing of 
contacts and 
experiences by 
ESCAP. 

MIC 
MOIT 
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Indicative Action Priority 
level 

Timeline 
(end of 
period) 

Capacity 
building 
needs 

Potential key 
agencies 

electronic documents related to 
CBPT 

10. Explore the possibilities and 
related requirements to negotiate 
mutual recognition agreements 
on AEO with partners. 

Medium Ongoing  MOF 
General 
Department of 
Customs 

11. Work with bordering partners 
to consider and negotiate for 
implementing one-stop 
inspection system for cross-
border trade. 

Medium Ongoing  MOF 
General 
Department of 
Customs 

II. Legal readiness 

Electronic Transactions 

12. Amend Law on Electronic 
Transactions to enhance trust of 
parties upon participating in 
electronic transactions 

High 2022 Yes. Technical 
assistance 
from ESCAP 
and other 
international 
development 
agencies 

MIC 
MOIT 
MOJ 

Privacy and data protection 

13. Improve legal environment for 
all people and enterprises to have 
their private data and information 
protected effectively via digital 
technologies friendly to e-
commerce and paperless trade. 

High Ongoing  MPS 
MIC 
 

14. Issue a Decree on Personal 
Data Protection 

High 2022  MPS 
MIC 

Data sharing 

15. Formulate technical 
guidelines, standards and 
regulations in relation to  digital 
Government as appropriate to 
technological development to 
ensure data sharing between 
information systems 

Medium Ongoing  MIC 
MOIT 

Dispute settlement and conflict of laws 

16. Build capacity to promote pilot 
mechanism for online dispute 
resolution of B2B disputes. 

Medium Ongoing  MOJ 
Supreme Court 

Electronic payments and electronic transferable records 

17. Issue a Decree superseding 
Decree No. 101/2012/ND-CP 
dated 22/11/2012 on cashless 
payments. 

Medium 2022  SBV 

18. Issue a Decree on fintech 
regulatory sandboxes for the 
banking sector 

Medium 2022  SBV 

Other matters 
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Indicative Action Priority 
level 

Timeline 
(end of 
period) 

Capacity 
building 
needs 

Potential key 
agencies 

19. Issue a Decree on the 
Customs Management and 
Clearance of Goods Imported 
and Exported via E-commerce 
Channel 

Medium 2022  General 
Department of 
Customs 
(MOF) 

20. Issue a Decree on connection 
and sharing of information on 
export, import, exit, entry and 
transit of goods, persons and 
transport vehicles via the national 
single-window system. 

Medium 2022  General 
Department of 
Customs 
(MOF) 

21. Issue a Decree amending 
Decree No. 72/2013/ND-CP and 
Decree No. 27/2018/ND-CP on 
management, provision and use 
of internet services and online 
information. 

Medium 2022  MIC 

22. Issue a Decree amending 
Decree No. 08/2015/ND-CP on 
specific provisions and guidance 
on enforcement of the Customs 
Law on customs procedures, 
examination, supervision and 
control procedures and Decree 
No. 59/2018/ND-CP on 
amendment of Decree No. 
08/2015/ND-CP 

Medium 2022  General 
Department of 
Customs 
(MOF) 

23. Promulgate a Government 
Decree on electronic 
identification and authentication, 
and complete legal parameters to 
popularize digital identity. 

High 2022  MPS 
MIC 
 

24. Study the readiness for cross-
border paperless trade provisions 
in DEPA and SADAE. 

Medium 2022  MOIT 
MIC 
MPI 
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7. Conclusion and way forward 
 

This report provides an assessment of Viet Nam’s technical and legal readiness for 

cross-border paperless trade. Viet Nam has had a rapidly growing e-commerce 

market, especially since 2015, while potential for further development is projected to 

remain high. Viet Nam is progressively improving its regulations on digital economy, 

reflecting changes in both mindset and ecosystem.  

In this regard, since 2014, improving business environment and enhancing 

competitiveness have been priorities of the Government of Viet Nam. Most notably, 

the Government has issued annual Resolutions on improving the business 

environment (No. 19/NQ-CP during 2014-2018 and No. 02/NQ-CP in 2019-2021). 

Trading across borders has been an important pillar of the reforms. According to the 

results of the 2021 United Nations Global Survey on Digital and Sustainable Trade 

Facilitation, Viet Nam has made significant improvements in the past few years in 

terms of both cross-border paperless trade and paperless trade generally, although 

there is still room to further improve in both areas. 

On the technical side, Viet Nam has established a paperless trade system at the 

national level, with a dedicated governance body (the NTFC). The VNACCS/VCIS 

underpins the operation of the NSW and the ASW to accommodate effective 

connection and data exchange not only in the country but also among AMSs. Attempts 

have also been made to improve network services and the interoperability of the single 

window system with other systems. Viet Nam also has a strategic plan to address ICT 

infrastructure issues.    

On the legal side, Viet Nam has laws and regulations related to electronic transactions, 

e-signatures, data privacy and protection, data sharing, and data retention and 

electronic evidence. However, some regulations remain outdated; others (mostly 

subordinate legal documents) have been improved over time to meet the needs of e-

commerce development and digital trade. Viet Nam also has laws and regulations that 

establish a paperless trade system, regulate the quality of information exchanged 

within the paperless trade system, and respond to its commitments in various FTAs 

(mostly regarding e-commerce and trade facilitation). 

The report shows that Viet Nam has numerous technical and legal systems to support 

paperless and cross-border paperless trade. However, Viet Nam could build further 

capacity for facilitating paperless and cross-border paperless trade, and the readiness 

assessments together with the action plan featured in this report can serve as a 

foundation to elaborate more detailed activities in this area, with identifiable timelines 

and budget sources. Additional meetings and consultations among stakeholders may 

help further refine and specify actions and their sequencing in order to achieve the 

long-term goal of CBPT – and to identify specific pilot projects, capacity building and 

technical assistance needs. In this regard, international cooperation, such as the ASW 

Agreement and the CPTA, could help enable Viet Nam to prepare for national and 

cross-border activities on electronic data and documents exchange. 
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In light of the findings of the readiness assessment, the ESCAP Secretariat and the 

participating international experts who supported the assessment found no technical 

or legal obstacles to Viet Nam’s accession to the CPTA. The ESCAP Secretariat and 

participating international experts encourage Viet Nam to accede to the CPTA as soon 

as possible in order to build its capacity for cross-border paperless trade and 

accelerate its digital trade transformation. 
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Annexes 
 

Annex I. List of agencies and organizations that are involved in 
consultation activities 
 

No. Agency/Organization 

1.  International Cooperation Division, Vietnam E-commerce and Digital Economy 
Agency, MOIT 

2.  Multilateral Trade Policy Department, MOIT 

3.  Viet Nam Institute of Strategy and Policy for Industry And Trade, MOIT 

4.  Enterprise Development Agency, MPI 

5.  Department of Service Economy, MPI 

6.  Financial and Monetary Department, MPI 

7.  International Cooperation Department, MARD 

8.  International Cooperation Department, MOF 

9.  Management Supervision Department, General Department of Customs 

10.  Department of Information Technology and Customs Statistics, General 
Department of Customs 

11.  Customs Research Institute, General Department of Customs 

12.  International Cooperation Department, MIC 

13.  National Institute of Information and Conmunications Strategy, MIC 

14.  International Cooperation Department, Ministry of Transport 

15.  International Cooperation Department, SBV 

16.  Department of Economic Security, MPS 

17.  International Cooperation Department, Ministry of Justice 

18.  Department of Legislation, MOHA 

19.  Economic Affairs Department, MOFA 

20.  Vietnam Chamber of Commerce and Industry 

21.  Central Economic Commission 
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Annex II. Technical readiness checklist 
 

A. Paperless trade system at national level 

No. Questions Elaboration on status/issues/future plan 

 

A1. Governance bodies  

One of the critical success factors for implementation of paperless trade systems 
is strong commitment from the Head of Government, without which many projects 
of this magnitude tend to stall. When top management is committed to spearhead 
a project, issues of financial support and access to other resources may be 
addressed more readily. Coordination among government agencies and between 
the government and the private sectors is not an easy task but it can be carried out 
more efficiently and effectively with the establishment of an institutional body 
equipped with a strong governance structure. The institutional set-up provides a 
venue for relevant officials to come together to discuss functionalities and other 
technical as well as legal matters. By establishing the role and responsibilities of 
each unit/group as well as reporting mechanisms, the governance structure 
expedites the implementation of paperless trade systems. 

A1.1 Is there a governance 
structure established for 
paperless trade, (e.g. 
national trade facilitation 
council)? 

Yes, Viet Nam’s NTFC was established under Decision 
No. 1899/QD-TTg dated 4 October 2016 on the 
establishment on the National Steering Committee on 
ASW, NSW and Trade Facilitation.  

Some detailed guidance on organizational structure 
was amended under Decision 684/ QD-TTg dated 4 
June 2019. NTFC was chaired by a Deputy Prime 
Minister, with one standing vice chairman by Minister 
of MOF and another vice chairman by a leader of 
MOIT. Under this Decision, the task on development of 
national logistics have also been added and assigned 
to NTFC 

A1.2 Does it include all the 
community 
partners/stakeholders 
(government and private 
sector)? 

Yes, Member of NTFC comprises of various ministries 
and ministerial agencies, including vice minister of 
Public Security, Transportation, Planning and 
Investment, Science and Technology, MOFA, MARD, 
National Defence, MOF, MONRE, MIC, Ministry of 
Justice, Ministry of Culture, Sports and Tourism, MOC, 
MOH, Ministry of Home Affairs, deputy governor of 
SBV, Vice President of Office of the Government, 
Director General of Viet Nam Customs and leader of 
Viet Nam Chamber of Commerce and Industry (VCCI). 
VCCI also represent private sector in NTFC. 

The standing agency of NTFC is General Department 
of Customs. 

A1.3 Who chairs this 
governance structure? 

NTFC is chaired by Deputy Prime Minister (currently 
H.E. Pham Binh Minh), with one standing vice 
chairman by Minister of MOF and another vice 
chairman by a leader of MOIT. 
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No. Questions Elaboration on status/issues/future plan 

 

The standing agency is General Department of 
Custom. 

A2. Level of automation 

It is not feasible for an organization or agency to consider implementing paperless 
trade systems without the ability to process electronic documents, information or 
data, let alone the subsequent cross-border data exchange. 

A2.1 Electronic systems 

A2.1.1 Has your country 
implemented electronic 
customs (and other 
services that facilitate 
customs declarations in 
an electronic format)? 

If yes, please answer 
A2.1.1.1–A2.1.1.6.  

Yes. In practice, the piloting of e-customs has started 
in 2005, and the country has officially implemented 
electronic customs since 2012 through the 
promulgation of Circular No. 196/2012/TT-BTC dated 
15 November 2012 guiding the electronic customs 
procedures for commercial exports and imports. The 
Circular entered into force on 1 January 2013.  

The e-customs was updated and implemented in 2014 
under the Viet Nam Automated Cargo Clearance 
System (VNACCS/VCIS). 

A2.1.1.1 Does it have the capability 
to receive, process and 
issue documents 
electronically? 

Yes. The VNACCS/VCIS system (implemented in 
2014), included electronic declaration (e-Declaration); 
electronic manifest (e-Manifest); electronic invoice (e-
Invoice); electronic payment (e-Payment); Electronic 
C/O (e-C/O); threading (selectivity); Risk profile 
management/risk criteria; Management of import and 
export enterprises; Customs clearance and release of 
goods; Monitoring and control. 

A2.1.1.2 Is it integrated with an 
electronic payment 
system? 

Yes. Since 2014, Viet Nam has deployed an 
automated customs clearance system which 
incorporates two components – VNACCS and VCIS. 
The VNACCS/VCIS integrates all necessary customs 
processes in a single automation and electronic 
platform that caters for e-customs dossiers, e-
manifests, e-payments, and e-licenses in line with 
international standards. 

Before VNACCS, ePayment was integrated in 
eCustoms system in 2011-2012. 

A2.1.1.3 Does it have the ability to 
authenticate users 
electronically? 

Yes. Users can register for account and user ID from 
the link “registration for VNACCS”/public services. The 
system accepts digital signatures provided by service 
providers that have been licensed by the MIC certified 
by customs authority with standard conformity.  

A2.1.1.4 Does it ensure 
data/document security? 

Yes.  



 

 

 
45 

No. Questions Elaboration on status/issues/future plan 

 

Policies have been applied to ensure data/document 
security (i.e. encrypted documents/data, transmission 
encryption, firewall, etc.). 

The Department of Information Technology and 
Customs Statistics in charge of system security 
including data/document security.  

A2.1.1.5 What is the percentage of 
trade covered under this 
system? 

According to General Department of Customs, by 
Q3/2021, the VNACCS/VCIS has been operated in 
100% of provincial and municipal divisions of customs, 
with 99.56% of total enterprises, 99.32% of total 
export-import value and more than 99.63% of total 
declaration forms in the nation-wide.  

A2.1.1.6 Are community 
partners/stakeholders 
connected to it 
electronically? 

Yes. All stakeholders involved in import and export 
have been connected electronically such as importers, 
exporters, customs brokers, customs authorities, 
banks, etc. 

A2.1.2 Has your country 
implemented electronic 
port systems (including 
air, sea, road, rail, and 
inland ports)? 

 If yes, please answer 
A2.1.2.1–A2.1.2.6. 

Yes, Viet Nam officially launched Vietnam Automated 
System for Seaport Customs Management (VASSCM) 
in December 2017 and by end of 2020, VASSCM has 
been implemented in 33/35 provincial customs offices.  

The Automated System for Airport Customs 
Management was officially launched at Noi Bai 
International Airport (Ha Noi) in 2020, and at Tan Son 
Nhat International Airport (Ho Chi Minh City) in 2021. 
The mentioned system will also be applied in Da Nang 
International Airport in 2022 (end of Q1/2022).  

Besides, NSW at seaports and airport is being applied 
and implemented via Vietnam NSW (regarding NSW, 
see A2.2 and appendix for further details). 

A2.1.2.1 Does it have the ability to 
receive, process and 
issue documents 
electronically? 

Yes. The automated system for seaport and airport 
system includes the functions to receive, possess and 
issue documents electronically. 

A2.1.2.2 Is it integrated with an 
electronic payment 
system? 

Yes. By end of Q3/2021, a total of 495 port authorities, 
warehouse businesses have connected to VASSCM.  

A2.1.2.3 Does it have the ability to 
authenticate users 
electronically? 

Yes. VASSCM also has the ability to authenticate 
users electronically. 

A2.1.2.4 Does it ensure 
data/document security? 

Yes. Data/documents security is ensured under the 
system (i.e. encrypted documents/data, transmission 
encryption, firewall, etc.). 
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A2.1.2.5 What is the percentage of 
trade covered under 
these systems? 

100% of trade by seaport and >90% by airport (the 
remaining Da Nang international airport will be covered 
by Q1/2022). 

A2.1.2.6 Are community 
partners/stakeholders 
connected to it 
electronically? 

Yes.  

(i.e. Port operators, warehouse owners, importers, 
exporters, carriers, customs, etc.). 

A2.1.3 Has your country 
implemented electronic 
licenses, electronic 
permits and electronic 
certificates? (Please fill 
out the appendix for this 
question.) 

Yes. The mentioned process has been integrated in 
the NSW (see appendix for further clarification). 

A2.1.4 Has your country 
implemented any cross-
border trade systems 
other than those specified 
above? 

 If yes, please answer 
A2.1.4.1–A2.1.4.5. 

No separate system (NSW is unique system for 
connecting and exchanging cross border trade data 
between Viet Nam and other countries).  

There is coordination mechanism established to 
harmonize procedures amongst different agencies 
domestically and with their counterparts in 
neighbouring countries (e.g. Cambodia, China, Lao 
PDR). For Lao PDR and Cambodia, the same ASW 
system applied. The system did not apply for China 
since it is not a member of ASEAN. Bilateral 
cooperation mechanism between Viet Nam and China 
has been under negotiation.  

A2.1.4.1 Does it have the ability to 
receive, process and 
issue documents 
electronically? 

 

A2.1.4.2 Is it integrated with an 
electronic payment 
system? 

 

A2.1.4.3 Does it have the 
capability to authenticate 
users electronically? 

 

A2.1.4.4 Does it ensure 
data/document security? 

 

A2.1.4.5 What is the percentage of 
trade covered under 
these systems? 

 

A2.1.5 What is your country’s 
targeted timeline to cover 
all trade transactions 
through these systems 

The strategy for customs development to 2020 sets out 
target of all (100%) customs authorities at points of 
entry (e.g., seaports, airports, land border checkpoints, 
and economic zones) applying the electronic customs 
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(i.e., e-customs, e-port, 
e-certificates, e-licenses, 
e-permits and others)? 

clearance system to accommodate basic customs 
procedures; 80% of traders, and 90% of total trade 
turnover employing electronic system by 2020. 

The Decision No. 1254/QD-TTg dated 26 September 
2018 approving Action Plan for promoting NSW, ASW 
and reforms of specialized inspection over import-
export and trade facilitation for 2018-2020 also sets out 
the target by 2020. However, such timeline has been 
extended to Q1/2022 (upon the promulgation of 
Decision No. 1369/QD-TTg dated 28 July 2021 and 
Official Letter No. 6007/VPCP-KTTH dated 30 August 
2021). 

 

A2.2 Has a single window 
system been 
implemented in your 
country to expedite cargo 
movement/clearance and 
to facilitate the 
international trade supply 
chain? 

If yes, please answer 
A2.2.1–A2.2.4. If no, 
please answer A2.2.5. 

Yes. The NSW accommodates effective connection 
and data exchange not only in Viet Nam but also 
among AMSs and other countries. This helps to 
expedite cargo movement/clearance and to facilitate 
the international trade supply chain. 

A2.2.1 How does it receive data 
electronically, i.e., what 
kind of user interface and 
communication channel 
is used (Internet-based 
network or 
dedicated/secured 
private network)? 

Data is exchanged and transmitted electronically 
through dedicated/secured private network.  

For the security of the system, the General Department 
of Customs developed their own private network for 
maintaining the highest tier of connection and security.   

A2.2.2 Does it support a 
paperless environment? 

Yes.  

(license/permits/certificate which is issued via NSW is 
accepted in electronic, and does not have to be 
submitted in paper). 

A2.2.3 How many agencies are 
connected to the single 
window? Please list them. 

13 ministries and agencies have connected to NSW, 
including MOF/General Department of Viet Nam 
Customs, MOH; MOIT; MARD; Ministry of Transport; 
Ministry of Defence; MONRE; Ministry of Culture, 
Sports and Tourism; MPS; MOST; MIC;  SBV, and 
VCCI. 

A2.2.4 Who operates this 
system? 

NSW is operated by General Department of Customs, 
at https://vnsw.gov.vn/  

https://vnsw.gov.vn/
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A2.2.5 What is your country’s 
future plan and the 
targeted timeline to 
implement a single 
window system? 

Decision No. 1254/QD-TTg dated 26 September 2018 
approving Action Plan for promoting NSW, ASW and 
reforms of specialized inspection over import-export 
and trade facilitation for 2018-2020, of which all 
administrative procedures for exports-imports and 
goods in transit; people, means of transport shall be 
implemented through NSW by the end of 2020. 

The timeline specified under Decision No. 1254/QD-
TTg has been extended to Q1/2022 (upon the 
promulgation of Decision No. 1369/QD-TTg dated 28 
July 2021 and Official Letter No. 6007/VPCP-KTTH 
dated 30 August 2021). 

Plan and roadmap for 2021-2025 have been under the 
process of draft. 

A3. Information and communications technology infrastructure for paperless 
trade 

Good ICT infrastructure is an essential element of an efficient paperless trade 
system. The primary function of the network is to serve as a secure channel for 
information exchange between the participating parties. The lack of Internet service 
could be one of the obstacles to full implementation of a trade facilitation system 
when the business process is incomplete due to missing parties in network 
connectivity.  

There are various options of network, such as multiprotocol label switching (MLPS), 
Internet protocol (IP), virtual private network (VPN) and secure hypertext transfer 
protocol (HTTP). Regardless of the choice of options, the network should allow 
connectivity and interoperability between heterogeneous platforms and support 
various protocols and exchange paradigms within a secure operating environment. 
It is not uncommon that different stakeholders have different levels of 
computerization and systems on different platforms. To ease integration, 
interfacing and interoperability between these systems, a single window system 
which connects them needs to support interface with heterogeneous systems. 

Putting in place a strategic plan to address ICT infrastructure issues and a disaster 
recovery plan should be part of a business continuity plan. It is essential to ensure 
the effects of operating disruptions are properly mitigated. 

A3.1 Is network service 
available at all border 
posts, including ports, 
airports and cargo 
clearance facilities, in 
your country? 

If not, what is your 
country’s future plan and 
targeted timeline to 
connect the stakeholders 
of the logistic and supply 

Yes. Network service is available at all border posts; 
comprising of two kinds: 

- The dedicated network/single network, either 
provided by military for border post or self-developed 
by agency (i.e. General Department of Customs 
developed their separate network). 

- The network provided by ISP (VNPT, Viettel, 
MobiFone…) is more common than dedicated network.  
These networks widely used for port, airports. 
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chain, including 
controlling agencies? 

A3.2 Are any of the systems 
mentioned in A2.1, 
“Electronic systems”, 
connected via a common 
or single network? 

If yes, please answer 
A3.2.1–A3.2.6. 

There has been a common network for 
interconnectivity among different stakeholders. The 
network has been supported by cables/fiber optics. For 
ensuring the security and integrity of the network, other 
secured hardware and software technologies (such as 
Virtual Private Network, HTTPS/SSL or encrypted 
equipment, etc) has also been deployed for connecting 
among government agencies.  

A3.2.1 Is it integrated and 
secure? 

Yes, secured hardware and software technologies 
(such as Virtual Private Network, HTTPS/SSL or 
encrypted equipment, etc) have also been deployed for 
connecting among government agencies 

A3.2.2 Is it able to provide a high 
availability rate of 
minimum 99.9 per cent in 
terms of service level 
agreement for trade data 
exchange in paperless 
environment? 

Yes, network has been supported by cables/fiber 
optics, and is able to provide high rate for trade data 
exchange in paperless environment 

A3.2.3 Is it able to support 
various communication 
protocols? 

Yes, common communication (HTTPS/XML format 
message) is supported. 

A3.2.4 Is it able to provide secure 
information exchanges 
that ensure confidentiality 
and data integrity? 

Yes, the network has the ability to secure 
confidentiality and data integrity through: 

- dedicated network (mentioned previously); 

- software measures for ensuring security (VPN); 

- deploying encrypted protocols (SSL)  

A3.2.5 Is it designed to take into 
account future 
requirements such as 
device and technology 
upgrades? 

Yes, the ICT infrastructures supporting the network 
were designed with the possible of upgrading future 
device and technology.  

A3.2.6 If any of the above 
(A3.2.1–A3.2.5) is 
lacking, what is your 
country’s future plan to 
upgrade it and what is the 
targeted timeline? 

 

A3.3 Is the single window 
system, if implemented, 

Yes, the single window connected 243/261 procedures 
selected for single window system. The NSW is 
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interoperable with other 
systems?  

interoperable with systems of stakeholders connected 
to NSW.  

A3.3.1 

 

Is it able to integrate, 
interface and/or 
interoperate with other 
existing heterogeneous 
systems (i.e., with 
systems on a different 
platform)? 

Yes, although each ministry/agency possess their own 
system/different platform, the NSW is developed to be 
able to integrate and/or interoperate with other existing 
system of ministry/agency. 

A 3.3.2 If it does support (i.e., is 
interoperable with) 
heterogeneous systems, 
what is the method of 
integration/interfacing? 

Yes.  

HTTPS protocol/XML format message. 

A3.4 Strategic plan to address 
ICT infrastructure issues  

 

A3.4.1 Does your country have a 
strategic plan to address 
ICT infrastructure issues 
(for paperless trade)? 

Yes, the direction strategy for development of ICT 
during 2011-2020 was regulated under directive 
07/CT-BBCVT dated 7 July 2007. Although no specific 
statement on paperless trade, the strategic direction 
was set for the average level of industrialized 
developed economy with regards to ICT platform by 
2020. The strategic direction also required the 
establishment of integrated network system for 
meeting new-generation technology, broadband, large 
capacity, easy to access from anywhere and anytime, 
meeting the needs of ICT application. 

The Prime Minister approved the task of planning of 
Infrastructure for Information and Communication 
during 2021-2030, vision to 2050 (under Decision No. 
1532/QD-TTg dated 8 October 2020).  

A.3.4.2 If not, what is your 
country’s future plan and 
targeted timeline to 
establish a strategic 
plan? 

After the approval of Government of Viet Nam on the 
task of planning of ICT Infrastructures during 2021-
2030, vision to 2050, MIC will coordinate the planning 
process within 12 months from the issuance of such 
Decision.  

A3.5 Disaster recovery   

A3.5.1 Is there a policy for the 
establishment of a 
disaster recovery plan at 
the agency level? 

Yes, the Prime Minister has promulgated regulation on 
emergency responses for national information security 
under Decision No. 05/2017/QD-TTg dated 16 March 
2017.  

Information systems which are under the management 
of Ministry of Defense or MPS shall not be governed 
by Decision No. 05/2017/QD-TTg. 
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Each ministry/agency developed their own disaster 
recovery plan. At the General Department of Customs, 
the centralized data center is responsible for the 
mentioned task. The disaster recovery site of General 
Department of Customs is located in another area 
(Hoa Lac).  

A3.5.1.1 If yes, please indicate the 
level of implementation 
for the disaster recovery 
plan (specify percentage 
of agencies). 

- At the national level, a National Steering Committee 
has been established and MIC is the National Standing 
Agency, under the National Steering Committee, 
mostly responsible for selecting of response plans and 
take charge of instructing emergency response 
activities to ensure the national cyberinformation 
security; 

- The Steering Committees on Information Technology 
of ministries, ministerial agencies, and Provincial 
People’s Committees on emergency responses to 
cyberinformation security within the scope of 
management.  

- Specialized cyberinformation response units, 
including of agencies in charge of information security 
or information technology of ministries and/or 
provincial People’s Committees; telecommunications 
or internet corporations. 

The afore-mentioned agencies must enter in national 
emergency response network, of which the Vietnam 
Computer Emergency Response Team or Vietnam 
Cyber Security Response Team/Coordination Center 
plays the role of operational coordinator at the national 
level.  

A3.5.2 Is there a policy for the 
establishment of a 
disaster recovery plan at 
the national level? 

Yes, the Prime Minister has promulgated regulation on 
emergency responses for national information security 
under Decision No. 05/2017/QD-TTg dated 16 March 
2017.  

Information systems which are under the management 
of Ministry of Defense or MPS shall not be governed 
by Decision No. 05/2017/QD-TTg. 

A3.5.2.1 If yes, please indicate 
whether the disaster 
recovery plan is 
implemented at the 
national level. 

Yes, as afore-mentioned and under the management 
and direction of MIC.  

A3.5.3 If there is no policy for the 
establishment of a 
disaster recovery plan, 
what is your country’s 
future plan and targeted 
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timeline to set up a 
disaster recovery plan? 

A3.6 Does your country have a 
business continuity plan 
for paperless trade 
systems? 

Yes.  

(For cross border trade, NSW and cross border data 
exchange will be continued to expand in Viet Nam to 
utilize paperless trade. 

New plan and road map for the promotion of Vietnam 
NSW in 2021-2025 will be issued coming time) 

A3.6.1 If yes, is it regularly tested 
at an established 
frequency? 

Yes  

(for cross border trade, when there is a new 
stakeholder or new trade partner connecting with Viet 
Nam’s NSW)  

A3.6.2 If not, what is your 
country’s future plan and 
targeted timeline to 
develop a business 
continuity plan? 

 

A4. Security 

The confidence of users to replace paper-based document with electronic 
information or data depends to an extent on the security of the information 
technology system that manages electronic data. 

A4.1 Is there an information 
technology security policy 
for your country? 

If yes, please specify. 

Yes. The overarching regulation is Law on Cyber 
Information Security dated 19 November 2015.  

The Prime Minister promulgated Decision No. 898/QD-
TTg dated 27 May 2016 approving the orientation, 
targets and duties for ensuring information security for 
the period 2016-2020. 

MIC issued Circular No. 20/2017/TT-BTTTT dated 12 
September 2017 regulating the coordination and 
response to incidents of information security in the 
nation-wide. Accordingly, the responsibilities, tasks 
and rights of each member in the network are 
decentralized at the national, provincial/ministerial 
level and response team.   

The AIS is state agency under the management of the 
MIC, responsible for the management and policy 
formulation related to information security.  

Annually, MIC promulgates Directive on direction of 
development of information and communication, which 
also included a section on network safety and security.   

A4.2 If any of the systems 
mentioned in A2.1, 

Viet Nam’s E-Government Information Sharing and 
Monitoring System was launched in 2019. The system 
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“Electronic systems”, 
have been implemented, 
what kind of security 
measures are in place to 
protect them from 
unauthorized access? 

is managed by National Cyber Security Center, 
supporting the monitoring and analysis of information, 
providing early warnings to the relevant ministries, 
agencies for ensuring network security.  

By now, 31 ministries, agencies, and 63 provinces 
have technically connected to National Cyber Security 
Center.  

In 2020, MIC launched the platform for services of 
Security Operations Center (SOC) for connecting and 
sharing information with the national cyber security 
monitoring system. At this moment, eight Vietnamese 
enterprises have met the requirements and criteria of 
MIC, including: Viettel Cyber Security Company; VNPT 
Information Security Center; Cybersecurity Center, 
BKAV Technology Group; FPT Information System 
Company Limited (FPT IS); CMC Cyber Security 
Company; CyRadar Information Security Joint Stock 
Company (CyRadar); VNCS Global International 
Solution Technology Joint Stock Company; and SAVIS 
Technology Joint Stock Company. 

In addition, the 4-layers model has been applied for 
information security, including (1) Consolidation of in-
place forces and resources; (2) Selection of at least 
one organization/firm for professional supervision and 
protection; (3) Periodic independent inspection and 
assessment; (4) Connecting and sharing information 
with the national monitoring system. 

A4.3 What kind of 
authentication 
mechanism is used to 
ensure security of 
information transmitted 
electronically? 

Several documents regulating the security of 
information transmitted electronically: 

- Law on Electronic Transactions 2005; 

- Decree No. 130/2018/ND-CP of the Prime Minister 
dated 27 September 2018 on guiding digital signature 
and authentication of digital signatures. Accordingly, 
authentication mechanism can be provided by (i) 
national authenticated agency (under MIC); (ii) 
specialized government authentication agency; (iii) 
public authentication agency and (iv) specialized 
authority not for business purposes 

- Decision No. 28/2018/QD-TTg of the Prime Minister 
dated 12 July 2018 on the sending and receiving of e-
documents amongst state agencies. 

- Decree No. 47/ND-CP dated 9 April 2020 on the 
management, connection and sharing digital data of 
state agencies. Mechanism for sharing data has been 
regulated under Article 23, Section 4, Chapter II on 
methods of data sharing.  
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- The National Electronic Authentication Centre 
(NEAC) under the MIC has drafted Government 
Decree on e-identification and e-authentication with 
the expected promulgation in late 2021.  

A4.4 What kind of 
communication protocol 
is used for electronic data 
exchange currently? 

Viet Nam E-document Exchange Platform was 
launched in March 2019 with the connection of 31 
ministries and ministerial agencies and 63 provinces in 
the nation-wide.  

MIC has issued Circular No. 39/2017/TT-BTTTT dated 
15 December 2017 on the technical standards of 
information technology application in state agencies, in 
which either compulsory or recommended for 
application the standards on (i) connections (17 
standards), (ii) data integration (14 standards); (iii) 
information access (18 standards) and (iv) information 
security (19 standards). 

A4.5 What is your country’s 
future plan and targeted 
timeline to enhance the 
security level in A4.1 and 
A4.2? 

- National Digital Cyber Security Development 
Planning by 2020 (approved under Decision No. 
63/QD-TTg dated 13 Jan, 2010 of the Prime Minister). 

- Decision No. 898/QD-TTg dated 27 May 2016 
approving the Viet Nam’s Cybersecurity strategy 
during 2016-2020, which specified (i) Improving the 
reputation of Viet Nam’s electronic transactions and 
getting Viet Nam out of the list of top 20 countries with 
the highest rate of malware and spam infection ranked 
by international organizations; (ii) Basically 
establishing the system of technical standards, 
conformity and verification/assessment of information 
security; and (iii) Developing at least 5 information 
security products with Vietnamese brand widely used 
in domestic market. As mentioned in A4.2, by 2020, 
eight Vietnamese enterprises have met the criteria on 
Cybersecurity and information security that can 
provide services for the domestic market.  

- Law on Cyber Information Security 2015 and Law on 
Cyber Security 2018. 

- Master plan on information infrastructure, which has 
been submitted for approval.  

A5. Business process re-engineering 

Failure to review and re-engineer a manual procedure/process in the development 
of an electronic system will often lead to inefficiency of the system. It will jeopardize 
integration/interfacing with other systems if business processes across the board 
are not streamlined to ensure the seamless flow of information. Implementation of 
an electronic system often begins with parallel processing of paper documents, but 
the ultimate goal is to discontinue the usage of paper documents.  
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A5.1 Have the stakeholders in 
your country conducted 
re-engineering and 
streamlining of business 
processes to support 
paperless trade or a 
national single window:  

 

A5.1.1    At the agency level? 
(Please list them.) 

Yes, General Department of Viet Nam Customs, MOH, 
MOIT, MARD, Ministry of Transport, Ministry of 
Defence, MONRE, Ministry of Culture, Sports and 
Tourism, MPS, MOST, MIC, SBV, VCCI. 

A5.1.2    At the national level? Yes, the coordination is under the General Department 
of Customs. 

A5.2 Has your country 
implemented any 
paperless trade 
transactions? 

Yes.  

- The VNACCS integrates all necessary customs 
processes in a single automation and electronic 
platform. 

- NSW is applied transaction relating to issue 
permits/licenses/certificate of OGAs (other 
government agencies) and cross border data 
exchange. 

A5.2.1 If yes, what kind of 
transactions have been 
implemented, and what 
type of electronic 
documents are 
exchanged? 

NSW integrates all necessary customs processes in a 
single automation and electronic platform that caters 
for e-customs dossiers, e-manifests, e-payments, and 
e-licences/e-permits/e-certificates. The system 
enables enterprises or traders to register and submit 
their customs declarations electronically. It 
automatically calculates applicable taxes and duties to 
be paid, and alerts customs officers if the goods are 
declared incorrectly. The system can also generate a 
code for each shipment and designate the shipment to 
the respective red, green, or yellow channels based on 
their risk management methodology for customs 
control. 

A total of 261 procedures are selected under the NSW 
(specified under Decision No. 2185/QD-TTg in 2016, 
Decision No. 1254/QD-TTg in 2018 and Decision No. 
1258/QD-TTg in 2020. By Q3/2021, 243/261 
procedures are connected via NSW.  

A5.2.2 If not, what is your 
country’s future plan and 
targeted timeline to do 
away with paper-based 
documents? 

 

A6. Data harmonization and standardization 

Data compatibility is one of the main issues that needs to be addressed in various 
connectivity projects in and around the region. Thus, if data harmonization and 
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standardization can be carried out as early as possible, seamless data exchange 
will be achieved without compatibility issues especially if it is based on international 
standards. 

A6.1 Has data harmonization 
and standardization been 
conducted for the data 
elements for paperless 
trade: 

 

A6.1.1    At the agency level? Partial. Data/documents of each stakeholder is at 
different level, and selected data/documents are 
harmonized/standardized for connected to paperless 
trade.  

A6.1.2    At the national level? Partial. Inter-ministerial group will review and decide 
on the harmonization and standardization of 
data/documents.  

A6.1.3 If yes, has a data model 
been adopted and is it 
based on international 
standards/guidelines 
such as the United 
Nations Rules for 
Electronic Data 
Interchange for 
Administration, 
Commerce and 
Transport, United Nations 
Code for Trade and 
Transport Locations, 
Core Component 
Technical Specification, 
core component library 
and/or the World 
Customs Organization 
Data Model? 

Based on international standards/guidelines of: 

- UN Rules for Electronic Data Interchange for 
Administration, Commerce and Transport in e-
manifest (UN/EDIFACT CUSCAR D98B);  

- WCO on simplification and harmonization of trade 
procedures; ASEAN Harmonized Standards (ASEAN 
ATIGA Form D); 

- WCO Data Model; 

- Application of Cross-border E-commerce Framework 
of Standards by WCO; 

- MIC promulgates national technical regulation on 
message structure and data format for connecting, 
integrating, exchanging data in National Reporting 
Information Systems (under Circular No. 02/2021/TT-
BTTTT dated 21 June 2021) which conformed 
international rules for EDI. 

A7. Capacity-building 

Capacity-building is an ongoing activity in most projects but is important particularly 
at the outset to ensure stakeholders have a common understanding of the project 
and their respective roles and responsibilities to make it a success. 

A7.1 Has your country 
conducted any 
awareness programme 
and/or workshop to 
ensure the stakeholders, 
including government 
agencies and traders, 
have a common 
understanding on 
paperless trade as well as 

Yes, regular workshop on awareness raising organized 
by General Department of Viet Nam Customs, MOIT 
and other relevant stakeholder from time to time. 

Members of NTFC have regular meetings (normally on 
quarterly basis) or contingent meetings.  

Handbook on NSW and ASW has been published for 
dissemination and awareness raising on the 
application of NSW and ASW.  
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No. Questions Elaboration on status/issues/future plan 

 

their respective roles to 
help realize cross-border 
paperless trade data 
exchange? 

A7.2 Do the stakeholders of 
cross-border trade in your 
country fully understand 
the single window 
approach? 

Yes, in addition to regularly meetings for exchange and 
discussion, stakeholders also organize in-house 
trainings and workshop for capacity building. 

A7.3 Has your country 
conducted any 
awareness programme or 
workshop on single 
window? 

Yes, under the forms of training workshop, consultative 
workshop with business community and/or relevant 
stakeholders on the implementation of single window. 

A7.4 What is your country’s 
future plan and timeline to 
enhance capacity-
building for cross-border 
paperless trade data 
exchange? 

The country is planning to enter cross-border 
paperless trade with some partners, including Eurasian 
Economic Union (EAEU), Korea for exchange C/O and 
export declaration form; with New Zealand for 
phytosanitary and sanitary certificate. In 2022-2023. 

Some others are in the next list of negotiation such as 
Australia, US, EU, Japan, China. 

A8. Other matters  

A8.1 Computer literacy  

A8.1.1 What is the level of 
computer literacy in the 
trading community in your 
country as a whole to 
support electronic 
transactions? (70–
100%=high, 20–
69%=medium, 0–
19%=low)  

- Percentage of household with personal computers: 
24.6% (by 2019). 

- # of computers/100 households: 29 (by 2019). 

- Ratio of computer/staff of ministries, ministerial and 
governmental agencies: 100% (by 2020). 

- Ratio of computer/staff of provincial agencies: 100% 
(by 2020). 

A8.1.2 Are they ready to accept 
changes arising from 
re-engineered business 
processes in 
implementing paperless 
trade systems? 

Yes 

A8.2 Budget constraints  

A8.2.1  Does your country 
encounter budget 
constraints in 
implementing paperless 
trade systems? 

 



 

 

 
58 

No. Questions Elaboration on status/issues/future plan 

 

A8.2.2 If yes, what is your 
country’s future plan to 
overcome this financial 
constraint and what is the 
targeted timeline? 

 

 

 

B. National status towards cross-border data exchange 

No. Questions Elaboration on status/issues/future plan 

Ideally, all stakeholders of cross-border trade should be on board the cross-border data 
exchange project to bring forth full benefits. In this respect, it is important that their information 
technology systems support cross-border data exchange. A single window system is meant to 
connect systems of the stakeholders via a single point of connectivity providing more efficient 
integration/interfacing. Likewise, a national single window, which acts as the national single 
point of connectivity, will ease integration/interfacing for cross-border data exchange with 
dialogue partners. 

B1. Electronic systems 

B1.1 If any of the systems mentioned in 
A2.1, “Electronic systems” have 
been implemented, what 
percentage support cross-border 
data exchange? 

The most common exchange includes: 

- C/O form; 

- customs declaration; and  

- Phytosanitary and sanitary certificates. 

B2. Single window system 

B2.1 If a single window system 
mentioned in A2.2 has been 
implemented, does it support 
cross-border data exchange? 

Yes, the implementation of ASEAN Single 
Window is as follows: 

- Officially connect and exchange data on 
ATIGA form D with ASEAN countries; 

- Exchange certificate of origin, customs 
declaration, sanitary and phytosanitary 
certificate, food safety certificate for the sake 
of facilitating export; and 

- Exchange other electronic documents on 
the basis of international commitments made 
by Viet Nam in order to facilitate export, 
import and transit of goods and exit, entry and 
transit of means of transport. 

For cross-border trade, the country has 
recently finalized its technical connection of 
export declaration form and being negotiated 
of exchange C/O form with EAEU, exchanged 
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e-C/O with Korea; and e-phytosanitary and 
sanitary certificate with New Zealand. 

B2.2 If yes, does it function as the 
national single window, which acts 
as the national single point of 
connectivity for any cross-border 
data exchange with other dialogue 
partners? 

Yes, the Viet Nam NSW acts as the national 
single point of connectivity for any cross-
border data exchange with other dialogue 
partners. 

When business process re-engineering is done on domestic procedures/processes for 
paperless transactions at the national level, it has to take into consideration requirements for 
cross-border data exchange whereby paper documents will not be exchanged across borders. 

B3. Business process re-engineering 

B3.1 If your country has implemented 
paperless transactions at the 
national level, as mentioned in 
A5.2, has re-engineering and 
streamlining of business processes 
been conducted to support cross-
border data exchange? 

Decree No. 85/2019/ND-CP of the 
Government regulating the administrative 
procedures via NSW, ASW, and specialized 
inspection for exports and imports; 

NSW has the function of receiving electronic 
documents, declaration information and 
related information, verifying digital 
signatures of declarants and processing 
agencies; transfer electronic documents, 
declaration information and related 
information of the declarant to the specialized 
processing system and store information from 
the declarant on NSW for the purpose of 
search and statistics; receive processing 
results and notifications from specialized 
processing systems; feedback processing 
results to the declarant and the relevant 
specialized processing system; store the 
status of electronic transactions, electronic 
documents made on NSW. The time limit for 
storing the status of electronic transactions 
and electronic documents shall comply with 
the provisions of the law on electronic 
transactions and the regulations on record 
keeping of specialized laws. 

B3.2 If not, what is your country’s future 
plan and targeted timeline to 
develop a regional business 
process for cross-border data 
exchange? 

 

If data harmonization and standardization is done based on international standards which are 
adopted by most organizations or countries in the region, it will minimize changes in the 
national system process and database structure when implementing cross-border data 
exchange electronically. 

B4. Data harmonization and standardization 

B4.1 Has data harmonization and 
standardization been conducted 

Yes, the implementation of cross-border 
paperless trade has based on and applied 
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based on international 
standards/guidelines, such as the 
United Nations Rules for Electronic 
Data Interchange for 
Administration, Commerce and 
Transport, United Nations Code for 
Trade and Transport Locations, 
single window recommendation of 
the United Nations Centre for 
Trade Facilitation and Electronic 
Business, to support cross-border 
paperless trade data exchange? 

international standards/guidelines such as 
Cross-border E-commerce Framework of 
Standards by WCO; ASEAN Harmonized 
Standards; WCO Data Model; Electronic 
Data Interchange for Administration, 
Commerce and Transport in e-manifest. 

B4.2 If not, what is your country’s future 
plan and targeted timeline to 
minimize changes in your system 
process and database structure for 
cross-border data exchange 
electronically? 

 

B5. International transit 

The issues transit traders face under the current international transit procedure in 
many countries in the region include the following: 

(a) Repetitive submission of a customs transit declaration at entry to every 
country of transit;  

(b) A security document needs to be registered at every country of transit. 

To address the above issues, the following could be considered: 

(a) A single customs transit declaration to be valid for the whole transit route: 
data and information of the customs transit declaration could be submitted and 
approved at the country of departure and shared across borders with the countries 
of transit and the country of destination. 

(b) A single guarantee to be valid for the whole transit route: relevant 
data/information of the guarantee could be registered at the country of departure 
and shared across borders with countries of transit and the country of destination.  

If single stop inspection is done by all controlling agencies in the exporting country 
and data of the inspection results are shared with the importing country, it will 
definitely expedite cargo clearance. 

B5.1 Has the country implemented a 
paperless customs declaration for 
national transit procedures 
(inbound transit, outbound transit, 
inland transit)? 

Yes, related documents include: 

- Decree No. 08/2015/ND-CP and Decree No. 
59/2018/ND-CP; 

- Decree No. 85/2019/ND-CP of the 
Government regulating administrative 
procedures via NSW, ASW and specialized 
inspection for exports and imports. 
Accordingly, the Decree stipulated 
administrative procedures for exports, 
imports and in-transit goods and outbound, 
inbound and in-transit vehicles via NSW and 
ASW, specialized inspection; and 
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management, use, exchange and sharing of 
data via NSW. 

- Decree No. 46/2020/ND-CP of the 
Government prescribing customs 
procedures, customs supervision and 
inspection of goods in transit through ASEAN 
customs transit system for implementing 
Protocol 7. 

Under Decree No. 46/2020/ND-CP, the 
ASEAN Customs Transit System (ACTS) is 
applied.  

B5.2 Has the country implemented a 
paperless customs declaration for 
international transit? 

Yes, the Government of Viet Nam issued 
Decree No. 46/2020/ND-CP prescribing 
customs procedures, customs supervision 
and inspection of goods in transit through 
ASEAN customs transit system for 
implementing Protocol 7. 

Circular No. 42/2020/TT-BTC promulgated 
the required information and form under 
ACTS. 

B5.2.1 

 

If yes, is the customs regime in 
your country able to support the 
implementation of a single customs 
transit declaration and single 
guarantee valid for the 
international transit route taking 
into consideration the following: 

(i) To agree on a guarantee 
registered at the country of 
departure, covering the highest 
duty amount calculated based on 
the duty rate of each country in the 
transit route, to be valid and 
accepted throughout the transit 
route? 

(ii) To agree on a 
regional/subregional format and 
content of the single guarantee? 

The customs regime stated under Decree No. 
46/2020/ND-CP facilitate single guarantee 
valid for the international transit route, which 
specified in Chapter IV – Guarantee and 
recovery of customs debts.  

(i) Yes, Article 24 of Chapter IV. 

(ii) Yes. 

B5.2.2 

 

If not, what is your country’s future 
plan and targeted timeline to 
address this issue? 

 

B5.3 Has your country implemented a 
one-stop inspection system by all 
controlling agencies at the borders 
at the time of exit/export? 

In June 2014, the one-stop inspection system 
was implemented in Lao Bao (Viet Nam)-
Desavan (Lao PRD) international border 
gate. The inspection comprised of 4 steps of: 
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- Step 1: both parties signed a memorandum 
of understanding for one-stop inspection of 
goods;  

- Step 2 and Step 3: The Customs and 
Phytosanitary authorities of the two countries 
carry out relevant procedures at the importing 
country.  

- Step 4: all one-stop, procedures were 
carried put in February 2015. 

B5.3.1 If yes, are the inspection results 
shared with the importing country? 

Yes.  

B5.4 If not, is there any intention to 
implement a single-stop inspection 
and what is the timeline? 

 

B6. Awareness programme 

Awareness programmes are important for stakeholders to understand how cross-
border data exchange could be carried out to reduce their anxiety and prepare them 
to address any issues that may arise.  

If a country lacks the expertise to carry out business process analysis, data 
harmonization and simplification, system development, project management, etc., 
it may look for technical assistance from external parties. 

B6.1 Does your country have an 
awareness programme (for 
example, capacity-building, 
training, workshops) for 
stakeholders to have a better 
understanding of the following 
issues? 

 

B6.1.1 How could cross-border data 
exchange be implemented? 

Yes. 

B6.1.2 Potential business transactions 
and documents for cross-border 
data exchange? 

Yes. 

B6.1.3 Methods of identifying inhibitors 
that need to be addressed? 

Yes. 

B6.2 If your country has not conducted 
any awareness and capacity-
building programmes related to 
B6.1.1–B6.1.3, what is your 
country’s future plan and targeted 
timeline to conduct an awareness 
programme? 

 

B6.3 Does your country have the 
capacity to carry out the following: 
(a) business process analysis; (b) 
data harmonization and 

Yes, in addition to internal capacity, Viet Nam 
has been supported by external resources, 
especially by international communities (e.g. 
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simplification; (c) system 
development; and (d) project 
management? 

Trade Facilitation Program by USAid, ARISE 
Program by EU, etc.)   

B7. Other matters 

Some countries which are ready for cross-border data exchange may not be willing 
to participate in a pilot project. One of the reasons is a lack of trust in the economic 
operators of their dialogue partners. If your economic operators are able to comply 
with the authorized economic operator scheme and are mutually recognized by 
their dialogue partners, it will expedite cross-border data exchange. 

B7.1 Authorized Economic Operator 
(AEO)  

 

B7.1.1 In general, what is the level of 
compliance of traders in your 
country (high, medium or low)? 

Medium. 

B7.1.2 Has the authorized economic 
operator scheme been 
implemented in your country 

Yes, regulated under Circular 72/2015/TT-
BTC and Circular 04/2019/TT-BTC. 

B7.1.2.1  If yes, how extensive is the 
implementation in terms of the 
percentage of economic operators 
registered for the scheme? 

# of economic operators registered for the 
scheme has still limited. Only 70 firms 
benefited from such scheme (after 10 years 
of enforcement). Most of them are FDI with 
high import-export revenue.  

B7.1.3 Is your country ready to sign any 
mutual recognition agreements for 
authorized economic operators 
with dialogue partners? 

Not yet, still under negotiation. 

In the preparatory stage, it is useful to assess the readiness of stakeholders to accept changes 
arising from cross-border data exchange and the availability of funds for any potential cross-
border paperless trade project. 

B7.2 Are the stakeholders and the trade 
community ready to accept 
changes arising from the 
re-engineered processes towards 
cross-border data exchange?  

• Regulatory agencies (Yes) 

• Agents/customs brokers (Yes) 

• Traders (Yes) 

• Port community (Yes) 

• Financial institutions (Yes) 

• Other (please specify) 

 

 

 

 

• Yes. 
 

• Yes. 
 

• Yes. 

• Yes. 
Yes. 

B7.3 Has your country’s government 
budget provisioned for the 
transition to cross-border 
paperless trade data exchange? 

Yes, separated annually.  

B7.3.1 If not, what is your targeted  
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timeline? 

Sharing information on a country’s preferences on the prioritized documents for cross-border 
data exchange can help identify potential participants having the same or similar preferences 
to work together on pilot projects. 

B7.4 Is your country considering cross-
border data exchange for any of 
the documents and related 
processes? (Y=Yes, N=No. Please 
select the top five prioritized 
documents) 

(i) Seaway bill 
(ii) (Advance) Manifest 

(seaport) (Customs 
Offices) 

(iii) Customs transit 
declaration (ACTS) 
(Customs Offices) 

(iv) Transit bond 
(v) Phytosanitary certificate 

(MARD) 
(vi) Sanitary certificate (MoH) 
(vii) Fumigation certificate 
(viii) Convention on International 

Trade in Endangered 
Species of Wild Fauna and 
Flora certificate 

(ix) Certificate of origin 
(preferential) (MOIT) 

(x) Certificate of origin (non-
preferential) 

(xi) Pharmaceutical certificate 
(xii) National standard and 

quality certificate 
(xiii) International Organization 

for Standardization (ISO) 
and other international 
standards and quality 
certificates 

(xiv) Certificate for medical 
devices 

(xv) Certificate of electrical and 
electronic components, 
equipment and products 

(xvi) Dangerous Goods List  
(xvii) Material safety data sheet 
(xviii) Letter of credit 
(xix) Bill of lading 
(xx) Invoice  
(xxi) Packing list 
(xxii) Import permit 
(xxiii) Others (please specify) 
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Export declaration form 
(Customs Offices) 

B7.5 For each of the five prioritized 
documents identified in B7.4, 
please provide/specify further 
information on the following: 
document name; implementing 
agency; and percentage of the 
paperless documents and related 
processes. 

(i) Export declaration form 
(Customs Offices);  

(ii) (Advance) Manifest 
(seaport) (Customs 
Offices) 

(iii) Customs transit 
declaration (ACTS) 
(Customs Offices) 

(iv) Phytosanitary 
certificate (MARD) and 
Sanitary certificate 
(MoH) 

(v) Certificate of origin 
(preferential) (MOIT) 
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Annex III. Legal readiness checklist 
 

No. Focus questions Response 

 Related provisions of the Framework Agreement:  

• Article 5 on general principles. 

• Article 6 on the national policy framework, enabling domestic legal 
environment and paperless trade committee. 

• Article 7 on the facilitation of cross-border paperless trade and development 
of single-window systems (more specific questions on the single window 
appear below in part II). 

I.A Electronic transactions law: general principles 

This section is aimed at identifying the general features of electronic transactions 
law, including whether they implement internationally recognized general principles. 

I.A.1 What is the legal status 
of electronic 
transactions? 

1. Law on Electronic Transactions No. 51/2005/QH11 
dated November 29, 2005, sets the basic legal 
foundation for electronic transactions, providing 

- The relevant definition, such as e- transaction; data 
message; e-certificate; certification of e-signature; 
electronic means; etc. 
 - The validity of data message as an original copy and as 
evidence; 
- The principles for technical issues of e-transactions (such 
as e-signatures, e-contracts). This Law clearly defined that 
information in data message cannot be denied its validity 
for the sole reason that such information is shown in the 
form of data messages. 

2. Decree No. 52/2013/ND-CP on e-commerce issued 
by the government: 

- The electronic documents in commercial transactions 
(hereinafter referred to as electronic documents for short) 
are defined as contracts, proposals, notices, confirmations 
or other documents in the form of data messages given by 
the parties and related to contract conclusion or 
performance. 

Note: This Decree was amended by Decree No. 
85/2021/ND-CP in 2021, but the definition of electronic 
documents remains unchanged 

3. Decree No. 47/2020/ND-CP dated April 9, 2020 on 
management, connection, and share of digital data 
of state agencies 

- Digital data means data in the form of signs, scripts, 
numerals, images or sound, or a similar form and 
demonstrated by digital signals. Digital data carry digital 
information and may be shared in the form of data 
messages. In this Decree, data are construed as digital 
data. 
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Note: Resolution No.50/NQ-CP dated May 20, 2021 to 
implement the Resolution of the 13th Party Congress, set 
the 2022 task as developing the Law on Electronic 
Transactions and the Digital Economy (amending and 
supplementing the Law on Electronic Transactions 2005). 

I.A.2 If an electronic 
transactions law 
exists, is it based on 
uniform models? 

Yes. 

The Law on Electronic Transactions was built on the basis 
of the Model Law on Electronic Commerce (1996) of the 
United Nations Commission on International Trade Law 
(UNCITRAL) 

I.A.3 What are the 
conditions, if any, for 
the legal recognition of 
electronic 
transactions? 

The Article 34 of the Law on Electronic Transactions 
provides that “The legal validity of an e-contract cannot be 
disclaimed for the sole reason that it is expressed as a data 
message.” 

I.A.4 Does the law establish 
functional equivalence 
between paper 
documents and 
electronic 
communications? 

Yes. 

1. Law on Electronic Transactions 

According to Article 13, data messages shall have validity 
as an original copy when satisfying the following 
conditions: (i) the contents of the data message is ensured 
to be intact since its first origination in the form of a 
complete data message (the content of a data message is 
considered intact when such contents remain unchanged 
except for changes in its appearance, which arise in the 
process of sending, storage, or display of the data 
message); (ii) the contents of the data message are 
accessible and usable in its entirety for reference when 
necessary. 

2. Decree No. 30/2020/ND-CP on clerical work 

An electronic document signed digitally by an authorized 
person and digitally signed by an agency or organization 
as prescribed by law has the same legal validity as the 
original paper document 

3. Article 15 of the Commercial Law No. 36/2005/QH11 
on the principle of recognition of legal validity of data 
messages in commercial activities 

In commercial activities, data messages which satisfy all 
technical conditions and standards provided for by law 
shall be recognized legally valid as documents. 

I.A.5 What is the legal status 
of electronic 
contracts? 

 

I.A.6 Are there special rules 
for the use of 
electronic 
communications in 
paperless trade? 

No. 

I.A.7 In particular, are there No. 
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special rules for the 
use of trade-related 
data and documents in 
electronic form, such 
as certificates of origin, 
invoices and 
phytosanitary 
certificates? 

I.A.8 Are there special rules 
for the use of 
electronic transferable 
records such as bills of 
lading? 

No. 

I.B Electronic signatures and trust services 

Electronic signatures serve to identify the originator of an electronic communication 
and ascertain their intention with respect to that communication. Certain types of 
electronic signatures, namely digital signatures based on public key infrastructure 
certificates, may provide additional information, for instance on the integrity of the 
data message and on timestamping. 

Many laws deal with the legal recognition of electronic signatures. However, 
legislative approaches may vary significantly, in particular with respect to 
technological neutrality and the recognition of service providers.  

Trust services are electronic services that provide assurance on the quality of data. 
Trust services are often used to establish confidence in the use of electronic 
communications. 

I.B.1 Does the law address 
how electronic 
signatures, including 
for identification, 
authorization and 
authentication, are 
added in an electronic 
environment? Does it 
require the use of a 
specific technology or 
method for electronic 
signatures or is it 
technology neutral?    

1. Law on Electronic Transactions: 

- An e-signature is created in the form of words, letters, 
numerals, symbols, sounds or other forms by electronic 
means, logically attached or associated with a data 
message and capable of certifying the person who has 
signed the data message as well as the approval of such 
person to the content of the signed data message. 

- E-signature may be certified by an e- signature 
certification service providing organization. 

2. Decree No.130/2018/ND-CP dated September 27, 
2018, on guidelines for digital signatures and digital 
signature authentication services 

- Digital signature is a form of electronic signature created 
by transforming a data message using an asymmetric 
cryptographic system, whereby the person obtains the 
original data message and the signer's public key can 
precisely identify: (i) that the above transformation is 
generated with the exact same private key corresponding 
to the public key in the same key pair; and (ii) the content 
integrity of the data message since the above 
transformation is performed. 

3. According to Article 9 of Decree No. 52/2013/ND-CP, 
regarding to the legal value, the criterion of sufficient 
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reliability is satisfied when signing electronic 
documents with an electronic signature issued by a 
lawful electronic signature certification service provider. 

4. The draft Decree on electronic ID and authentication 
was drafted and circulated for public comments since 
2020. 

This Decree will stipulate the electronic identification and 
authentication to be used in online public administrative 
services and in other electronic transactions in addition to 
online public administrative services, where organizations 
and individuals actively choose to apply regulations on 
electronic ID and authentication. 

I.B.2 Does the law adopt a 
functional equivalence 
approach for electronic 
signatures? 

According to Law on Electronic Transactions, an e-
signature used for signing data message must satisfy the 
following conditions: (i) the method of creating the e-
signature permits to identify the signatory and to indicate 
his/her approval of the contents of the data message; (ii) 
such method is sufficiently reliable and appropriate to the 
purpose for which the data message was originated and 
sent. 

I.B.3 Is the law based on 
international 
standards? 

Yes. 

The Law on Electronic Transactions was built on the basis 
of the Model Law on Electronic Commerce (1996) of the 
United Nations Commission on International Trade Law 
(UNCITRAL) 

I.B.4 Does the law 
recognize foreign 
electronic signatures? 

Law on Electronic Transactions recognizes the validity of 
foreign e-certificates and e-signatures if such e-signatures 
or e-certificate have the reliable level equivalent to the 
reliability of e-signatures and e-certificate in accordance 
with the provisions of laws. The determination of the 
reliability of foreign e-signatures and e-certificates shall be 
based on internationally accepted standards, international 
treaties (which the Socialist Republic of Viet Nam is a 
member) and other relevant factors. 

I.B.5 Are there special rules 
for the use of 
electronic signatures 
in paperless trade? 

No. 

I.B.6 Does the law deal with 
trust services? 

No. 

I.C Privacy and data protection 

Privacy and data protection are important elements of the legal landscape of 
electronic commerce as they may impose conditions to data transfer between the 
parties. This section is aimed at identifying laws relating to privacy and data 
protection, with special attention to those relevant to paperless trade. 
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I.C.1 Is there a law on 
privacy and data 
protection? If so, what 
are its features? Is it 
based on international 
standards? 

1. Data protection 

Law on Electronic Transactions 2005: All agencies, 
organizations, individuals are not allowed to take any action 
that affects the integrity of data messages of other 
agencies, organizations and individuals. 

- Cyber Security Law in 2018 strictly prohibits illegally 
accessing a telecom network, the Internet, computer 
network, information system, information processing and 
control system, database or e-facility of another person. 
Besides, in the case of occurrence or possible occurrence 
of the revelation, damage to or loss of data about user 
information, service providers in cyberspace has 
responsibility to immediately provide response solutions, 
and at the same time notify the user and report to the 
Cybersecurity Task Force. 

- Law on Information Technology 2006: Organizations' and 
individuals' lawful personal information which is exchanged, 
transmitted or stored in the network environment shall be 
kept confidential in accordance with law. 

- The Decree No. 72/2013/ND-CP details the management, 
provision, and use of internet services and online 
information 

- Decree No. 85/2016/ND-CP in 2016 defines criteria, 
authority, procedures and formalities to classify the safety 
of information systems and responsibilities for securing 
information systems by classification 

2. Privacy 

- The Law on Cyber Information Security 2015: The 
organizations, individuals handling personal information 
shall collect personal information only after obtaining the 
consent of information owner on the scope and purpose of 
the information collection and use and use collected 
personal information for any purpose different from the 
initial one only after obtaining the personal information 
owner’s agreement. 

- Decree No. 64/2007/ND-CP dated April 10, 2007 on 
information technology application in state agencies' 
operations defines clearly "personal information" and 
"personal secrets" 

- Decree No. 52/2013/ND-CP date 16/5/2013 on e-
commerce (amended by Decree No. 85/2021/ND-CP) 
provided detailed regulation of the responsibility to protect 
the personal information of consumers and policy on the 
protection of personal information of consumers. 
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- Draft Decree on Personal Data Protection: the protection 
of personal data is the prevention, detection, prevention and 
handling of violations of the provisions of the law on 
personal data. 

I.C.2 Does domestic law 
address the transfer of 
data abroad? 

No. 

Note: Draft Decree on Personal Data Protection shall 
stipulate: 04 compulsory conditions to transfer data abroad: 
(1) agreed by the individual; (2) original data must be stored 
in Vietnam; (3) the data receiving country must protect the 
data at the same or higher level as Vietnam and (4) 
approved by the state. 

I.C.3 Do international 
agreements contain 
provisions relevant to 
privacy and data 
protection? 

Yes. 

- CPTPP contains provisions on personal information 
protection (Article 14.8) and cross-border transfer of 
information by electronic means (Article 14.11). 

- RCEP also includes contents on cross-border transfer of 
information by electronic means (Article 12.15) and online 
personal information protection (Article 12.8). 

I.C.4 Does the law require 
data localization? If so, 
does it apply to 
paperless trade? 

Yes. 

Decree No. 72/2013/ND-CP requires to have at least one 
server system in Viet Nam serving the inspection, storage, 
and provision of information at the request of competent 
state management agencies, and settlement of customers’ 
complaints about the service provision according to 
regulations of MIC;  (Article 24.2). 

I.C.5 Are there any special 
rules on privacy and 
data protection for 
paperless trade? 

No. 

I.C.6 Does the law protect 
the confidentiality of 
commercial 
information in 
electronic form? 

No. 

I.C.7 Are there provisions 
on cybercrimes that 
are applicable to 
paperless trade? 

No. 



 

 
 

72 

I.D Data sharing 

Paperless trade systems are often built around the notion of a single window for 
customs operations, which involves collecting trade-related data and documents and 
sharing them among participants. This process raises delicate issues. Besides 
general rules on privacy, data protection and data retention, specific legal texts may 
address data sharing, especially among public entities. 

I.D.1 Are there agreements 
or policies for 
collecting, accessing, 
using and sharing data 
among government 
agencies participating 
in a paperless trade 
system? 

 

I.E Data retention and electronic evidence 

The legal effect of electronic records often depends on their evidentiary value, i.e. 
the ability to use those records before a court to substantiate a legal claim. This 
section is aimed at clarifying which retention and evidence rules apply. 

I.E.1 Does the law establish 
general requirements 
for data retention, 
including a minimum 
and maximum 
retention period? Do 
they apply to 
electronically stored 
data?   

1. Law on Electronic Transactions No. 51/2005/QH11  

If the laws require records, files, or information to be stored, 
such records, files or information can be stored in the form 
of data messages when the following conditions are 
satisfied: (i) The information in the data message is 
accessible for reference when needed; (ii) The data 
message is retained in the format in which it was generated, 
sent or received, or in a format which can be demonstrated 
to represent accurately the contents of the data message; 
(iii) Such information is retained in a way to enable the 
identification of the origin and destination of a data message 
and the date and time when it was sent or received. 

- Contents, time limit of storage of data message shall be 
carried out in accordance with the law on storage. 

2. Competition Law No. 23/2018/QH14 

- In case where the laws require records, files or information 
to be stored, such records, files or information can be stored 
in the form of data messages. Contents, time limit of storage 
of data message shall be carried out in accordance with the 
law on storage (Article 15). 

I.E.2 Does the law require or 
favour the use of 
specific trust services 
or service providers for 
data retention? 

No 

I.E.3 Do data custodians, 
such as data centres, 
assume liability for 

No 
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B.  Laws regarding paperless trade systems 

No. Focus questions Response 

 Related provisions of the Framework Agreement:  

• Article 6 on the national policy framework, enabling domestic legal 
environment and paperless trade committee.  

• Article 7 on the facilitation of cross-border paperless trade and development 
of single-window systems. 

II.A Establishment of a paperless trade system 

The establishment and operation of a paperless trade system often requires a set of 
dedicated laws and regulations. This section is aimed at identifying those laws and 
regulations as well as the basic features of governance of the paperless trade 
systems. 

II.A.1 Does a dedicated 
paperless trade 
system, such as a 

Yes. 

loss or damage to 
electronically stored 
information? Is such 
liability contractual, 
statutory or both? 

I.E.4 Is electronic evidence 
admissible in judicial 
and other 
proceedings? 

Yes. 

- Law on Electronic Transactions in 2005 provides for the 
regulation of data message having validity as evidence. In 
particular, a data message cannot be denied its validity as 
evidence for the sole reason that it is a data message. 

- The Criminal Code 2015 and Civil Code 2015 admit 
validity as evidence of a data message. 

- Competition Law No. 23/2018/QH14: evidence might be 
collected from the electronic data. 

I.E.5 Is electronic evidence 
that is generated, 
stored or collected 
abroad admissible? If 
so, under which 
conditions? 

Currently, there is no document specifically mentioning 
foreign e-evidence. But: 

- The Criminal Code 2015: the electronic data as evidence 
is determined based on the way in which the electronic data 
is generated, stored, or transferred; measures to ensure 
and maintain the integrity of electronic data. 

- Code of civil procedure 2015 recognizes papers and 
documents sent by foreign agencies and individuals.  
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No. Focus questions Response 

single window, exist? 
If so, what legal 
instruments are used 
to establish and 
operate it? How do 
these instruments 
define the rights and 
obligations of the 
participants? 

1. Law on Customs No. 54/2014/QH13 dated June 23, 
2014 sets out the basic legal foundation for the 
national single-window (NSW) 

The NSW mechanism allows customs declarants to send 
information and electronic documents to carry out 
procedures of customs and other state management 
agencies related to imported and exported goods using an 
integrated information system. State management agencies 
shall decide to allow goods to be exported, imported and/or 
transited; Customs agencies shall decide on customs 
clearance and release of goods on the integrated 
information system”. 

2. Government’s Decree No. 85/2019/ND-CP dated 
November 14, 2019 prescribing handling of 
administrative procedures via national single window 
and ASEAN single window and specialized 
inspection for exports and imports. 

Functions of NSW include: (1) receive electronic 
documents, declaration information and related information, 
verify digital signatures of declarants and handling 
agencies; (2) store and transfer electronic all documents 
and information of the declarant to the specialized 
processing system; (3) receive processing results and 
notifications from specialized processing systems; (4) 
feedback the processing results to the declarant and the 
relevant specialized processing system; (5) store the status 
of electronic transactions and electronic documents; (6) 
provide information, including: information on handling of 
administrative procedures, statistical data, ...; (7) post 
regulations of specialized laws; (8) connect with information 
systems of other countries and territories according to 
signed international agreements and treaties. 

 

 

II.A.2 Which government 
agencies participate 
in the paperless trade 
system? On what 
legal basis? 

By end of 2021, 13 ministries and agencies have connected 
to the NSW, including MOF, MPI, MOIT, MARD, MIC, MPS, 
MT, MOD, MONRE, MOH, SBV. 

II.A.3 Is there a central 
body tasked with 
setting up and 
managing the 
paperless trade 
system? 

Yes. 

General Department of Customs (under MOF). 
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No. Focus questions Response 

II.B Quality of information exchanged with the paperless trade system 

The main function of the paperless trade system, including the single window, is to 
facilitate the exchange of trade-related data and documents in electronic form. The 
information is originally submitted on paper or electronically by commercial operators 
that have a duty to make complete and correct statements. Moreover, in an 
electronic environment, there could be special procedures to attribute the 
declarations originating from the various participants. Electronic signatures may play 
a significant role in the attribution of the declarations. 

II.B.1 Does the law on the 
substantive 
requirements of 
trade-related data 
and documents also 
apply to paperless 
trade? 

Yes 

1. Law on Customs No. 54/2014/QH13 dated June 23, 
2014: 

A customs document comprises: a customs declaration or 
documentary evidence in substitution; and relevant 
documentary evidence, in which customs documents may 
be paper or electronic documents. Electronic documents 
must ensure the integrity and format prescribed in 
regulations of law on e- transactions. 

2. Decree 85/2019/ND-CP 

- Documents included in the administrative documents 
under the national single-window system are electronic 
and/or paper documents. 

- Electronic documents include electronic documents 
converted from paper documents. 

II.B.2 Are there specific 
rules for the 
exchange of trade-
related data and 
documents in 
electronic form? 

Decree No. 85/2019/ND-CP: 

- The NSW management agency is responsible for storing, 
backing up, and ensuring the information safety and 
protection of information and data of transactions on the 
portal; ensure accurate, timely, and effective sharing of 
information and data for agencies, organizations, and 
individuals.  

- The declarant is responsible for the accuracy and 
truthfulness of the declared contents and submitted 
documents. Specialized inspection agencies are 
responsible for ensuring objective, accurate, public, and 
transparent specialized inspection activities.  

- Organizations providing data transmission and reception 
services must ensure the transparency, integrity and safety 
of information and data transmitted and received through 
transmission and reception services provided by the 
organization. 
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No. Focus questions Response 

II.C Service-level agreements and memorandums of understanding  

A number of legal texts, such as service-level agreements, memorandums of 
understanding, end-user agreements and other contractual agreements, are 
relevant to the operation of a paperless trade system. These legal texts define the 
obligations of the participants in the paperless trade system. For instance, service-
level agreements define the obligations of the service provider with respect to the 
availability of the system, response time, processing time and other technical 
requirements that are critical to define to ensure the availability and smooth 
operation of the system.  

II.C.1 Are there service-
level agreements or 
memorandums of 
understanding 
governing paperless 
trade operations? If 
so, who are the 
parties and what is 
the legal authority for 
concluding these 
agreements? 

Decree No. 85/2019/ND-CP stipulated that the NSW's 
management agency is responsible for participating in the 
negotiation and implementation of international agreements 
and treaties related to the exchange of information with the 
information systems of other countries. The NSW portal is 
the focal point for receiving and exchanging information and 
electronic documents with agencies and organizations of 
countries that have signed agreements and treaties on 
information exchange and electronic documents. 

 

 

C.  Cross-border aspects 

No. Focus questions Response 

 Related provisions of the Framework Agreement: 

• Article 8 on cross-border mutual recognition of trade-related data and 
documents in electronic form. 

• Article 9 on international standards for exchange of trade-related data and 
documents in electronic form. 

• Article 10 on relation to other legal instruments enabling cross-border 
paperless trade. 

III.A International agreements relevant for cross-border paperless trade 
facilitation 

III.A.1 Which international 
agreements relevant 
to paperless trade 
facilitation are in 
force in your 
country? 

1. Decision No.1969/QD-TTg dated October 13, 2016 
on approving the Plan of Preparation and 
Implementation of the WTO Trade Facilitation 
Agreement. 

- Specific commitments in the Agreement, such as: to build 
a national electronic portal providing information related to 
trading policies, customs procedures, to facilitate 
businesses in accessing information; and to facilitate the 
coordination mechanism on legal approaches among 
Government agencies. 
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No. Focus questions Response 

2. In 2018, Economic Ministers of ASEAN Member 
States including Viet Nam signed the Agreement on 
E-Commerce to facilitate cross-border e-commerce 
transactions in the ASEAN region. 

3. Prime Minister’s Decisions No. 1254/QD-TTG dated 
September 26, 2018 approving a plan of action for 
promotion of National Single-Window system, 
ASEAN Single-Window system, in which 

- Some recommendations on improving the legal basis, 
building and developing an information technology system 
to serve the implementation of NSW and ASW. 

4. E-commerce chapters of CPTPP and RCEP include 
contents about facilitating cross-border data flows.  

5. The customs and trade facilitation Chapter of 
EVFTA. 

- The APEC Internet and Digital Economy Roadmap 
(AIDER) adopted in Viet Nam 2017 identifies one focus area 
as “Facilitating the free flow of information and data for the 
development of the Internet and Digital Economy, while 
respecting applicable domestic laws and regulations.” 

III.A.2 Are there technical 
or operational 
international 
agreements 
providing for legal 
recognition of 
electronic 
communications or 
documents? 

No 

III.A.3  Are contracts used to 
provide for mutual 
recognition of 
electronic 
communications and 
signatures? 

New FTAs of Viet Nam such as CPTPP, EVFTA and RCEP 
recognize and commit to following the principles for the 
development of relevant international standards, guides, 
and recommendations 

III.B International standards, guidelines and recommendations  

III.B.1 Which standards, 
regulations or 
guidelines are in use 
for the cross-border 
exchange of trade-
related electronic 
communications? 

No. 

 

Treaties and model laws relevant to cross-border paperless trade facilitation 
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Treaty/Model Law Implementation 
status 

Customs and trade facilitation 

Association of Southeast Asian Nations (ASEAN) Single Window Agreement 
(2005) and Legal Protocol (2017) 

Yes 

Framework Agreement on Facilitation of Cross-border Paperless Trade in 
Asia and the Pacific (2016) 

No 

World Trade Organization Agreement on Trade Facilitation (2013) Yes 

Protocol of Amendment to the International Convention on the Simplification 
and Harmonization of Customs Procedures (Revised Kyoto Convention, 
2006) 

Yes 

International Convention on the Harmonization of Frontier Controls (1982) No 

Transport 

Convention on the Contract for the International Carriage of Goods by Road 
(CMR Convention) (1956) 

Yes 

Additional Protocol to the Convention on the Contract for the International 
Carriage of Goods by Road concerning the electronic consignment note 
(2008) 

No 

Customs Convention on the International Transport of Goods under Cover of 
TIR Carnets (1975) 

Yes 

Convention concerning International Carriage by Rail (1980) No 

International Maritime Organization Amendments to the Annex to the 
Convention on Facilitation of International Maritime Traffic, 1965, as 
amended (2005) 

Yes 

International Maritime Organization Guidelines for the Use of Electronic 
Certificates (2016)  

No 

United Nations Convention on the Carriage of Goods by Sea (Hamburg 
Rules) (1978) 

Consideration 

United Nations Convention on Contracts for the International Carriage of 
Goods Wholly or Partly by Sea (Rotterdam Rules) (2008) 

Consideration 

Electronic transactions 

United Nations Convention on the Use of Electronic Communications in 
International Contracts (2005) 

No 

UNCITRAL Model Law on Electronic Commerce (1996) Yes 

UNCITRAL Model Law on Electronic Signatures (2001) No 

UNCITRAL Model Law on Electronic Transferable Records (2017) No 

Convention on Cybercrime of the Council of Europe (Budapest Convention) 
(2001) 

No 
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Treaty/Model Law Implementation 
status 

Others (please specify):   

 

D.  Other considerations 

No. Focus questions Response 

 Related provisions of the Framework Agreement: 

• Article 6 on the national policy framework, enabling domestic legal 
environment and paperless trade committee. 

• Article 10 on the relation to other legal instruments enabling cross-border 
paperless trade.  

• Article 12 on the action plan. 

• Article 14 on capacity-building. 

IV.A Ownership of information in the paperless trade system 

Paperless trade facilitation involves the collection and exchange of a large amount 
of information. Delicate issues arise with respect to data subject rights, 
confidentiality and other rights on that information. For instance, the paperless trade 
system operator may acquire the right to use, analyse and redistribute the 
information submitted to the system. In other cases, the system may be designed 
to avoid the storage of any information, so as to simplify compliance with privacy 
and data retention laws.  

IV.A.1  What defines rights 
regarding information 
exchanged in the 
paperless trade 
system, the law or 
contractual 
agreements?  

1. Law on Electronic Transactions 2005, Law on 
information technology 2006, Law on 
cyberinformation security 2015, Decree No. 
52/2013/ND-CP, and Decree No. 72/2013/ND-CP 
had the regulations on information confidentiality in 
e-transactions 

- Agencies, organizations, individuals are not allowed to 
use, provide or disclose part or all of information of other 
agencies, organizations, individuals without prior 
agreement unless the law provides otherwise 

2. Draft Decree on Personal Data Protection 

- Rights of data owner regarding the processing of personal 
data: (i) Agree or disagree for the Personal Data Processor, 
the Third Party to process their personal data, unless 
otherwise provided for by law; (ii) Receive notice from the 
Personal Data Processor at the time of processing or as 
soon as practicable; (iii) Request the Personal Data 
Processor to correct, view and provide a copy of its 
personal data; (iv) Request the Personal Data Processor to 
stop processing personal data, restrict access to personal 
data, stop disclosing or permitting access to personal data, 
delete or close personal data collected, except where 
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No. Focus questions Response 

required by law; (v) Complaints in accordance with the law 
or complain to the Personal Data Protection Commission in 
the following cases: Your personal data is infringed; Your 
personal data is processed for wrong purposes, not in 
accordance with agreements or provisions of law; Your 
rights regarding your personal data are violated or not 
properly exercised; (vi) Claim compensation in accordance 
with the law when there are grounds to believe that your 
personal data has been infringed. 

IV.B Liability issues related to cross-border paperless trade systems 

Trading parties and other concerned entities may suffer losses from the incorrect 
transmission of information and may seek compensation for those losses from 
those liable for them under contracts among the transacting parties or, if this is not 
possible, under the general law of civil wrongs. This form of liability is separate from 
any sanction that may apply under criminal and administrative law. 

IV.B.1  May the operator of 
the paperless trade 
system be held liable 
for providing its 
services? 

1. Law on Electronic Transactions 

Any person violating the law in e-transactions shall be 
subject to disciplines, administrative sanctions or criminal 
liabilities depending on the nature and level of violation; if 
the violation causes damage, a compensation must be paid 
in accordance with the law. The agencies or organizations 
violating laws in e-transactions must be subject to 
administrative sanctions, suspension depending on the 
nature and level of violation; if the violation causes 
damage, compensation must be paid in accordance with 
the law.  

2. Decree No. 85/2019/ND-CP contains provisions on 
the responsibilities of related parties in specialized 
inspection before customs clearance; the 
responsibilities of line ministries; and the 
coordination in specialized inspection activities 

Traders, organizations, or individuals might be 
administratively sanctioned in accordance with the law on 
handling administrative violations in e-commerce 
depending on the nature and severity of their violations if 
they commit any of a long list of specified violations, 
including some relating to consumer protection, privacy, 
and resisting inspections. In addition to the administrative 
sanctions, management agencies shall consider the nature 
and severity of violations of traders and organizations to 
issue decisions to stop operation, deprive of the right to use 
licenses or deregister an e-commerce service provider. 

IV.B.2  May government 
agencies 
participating in the 
paperless trade 

Yes. 



 

 
 

81 

No. Focus questions Response 

system be held liable 
for their interaction 
with the system? 

Law on Customs, Decree 85/2019/ND-CP and Decision 
No. 1254/QD-TTg have regulations on government 
agencies’ interaction with the system. 

IV.B.3 May service 
providers, such as 
internet service 
providers and trust 
services providers, 
be held liable for 
interacting with the 
paperless trade 
system? 

Yes. 

Law on Customs, Decree No. 85/2019/ND-CP and 
Decision No. 1254/QD-TTg have regulations on service 
provider’s interaction with the system. 

IV.B.4  May other 
participants in the 
paperless trade 
system (e.g. customs 
brokers) be held 
liable for their 
interaction with the 
system or their role in 
the passage of 
information or data 
passing through their 
systems? 

Yes. 

Law on Customs, Decree No. 85/2019/ND-CP and 
Decision No. 1254/QD-TTg have regulations on service 
provider’s interaction (such as organizations that provide e-
signatures and e-certificates) with the system. 

IV.C Dispute settlement and conflict of laws 

The following section is aimed at examining the dispute settlement mechanisms for 
the operators of a single window or other paperless trade system. 

IV.C.1  Do national laws deal 
with choice-of-forum 
and choice-of-law 
issues relevant to 
paperless trade 
facilitation? 

1. Law on Electronic Transactions: 

- The State encourages parties to a dispute in e-
transactions to solve disputes by themselves through 
conciliation. 

- In case where the parties cannot resolve their disputes or 
cannot reach agreement, the power, procedures and order 
for resolving disputes on e-transactions must be carried out 
in accordance with the laws.” 

2. Decree No. 52/2013/ND-CP 

Trades, organizations or individuals that own sales e-
commerce websites shall receive and settle customer 
complaints about contracts concluded on their e-commerce 
websites. Disputes between traders, organizations or 
individuals that sell goods and provide services and their 
customers during the performance of contracts must be 
settled on the basis of the contract terms published on the 
websites at the time of conclusion of these contracts and 
relevant laws. Traders, organizations or individuals that sell 
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No. Focus questions Response 

goods and provide services may not abuse their 
advantages in the electronic environment to unilaterally 
settle disputes without the consent of customers. 

IV.C.2  Does the law 
contemplate 
alternative means of 
resolving disputes in 
international trade, 
such as arbitration 
and mediation? Are 
the results of any 
such means clearly 
enforceable across 
borders? 

Yes. 

Law on Electronic Transactions encourages parties to a 
dispute in e-transactions to resolve disputes by themselves 
through conciliation. If the parties cannot resolve their 
disputes or cannot reach agreement, the power, 
procedures and order for resolving disputes on e-
transactions must be carried out in accordance with the 
laws. 

Besides, the FTAs (except RCEP) to which Viet Nam is a 
signatory have commitments on dispute settlement. 
EVFTA and CPTPP encourage negotiation and mediation 
among the Parties in the event of dispute. 

IV.C.3  Are online dispute 
resolution 
mechanisms used in 
paperless trade 
facilitation? 

No 

IV.D Electronic payments and electronic transferable records 

Electronic payments are the backbone of the digital economy. To the extent that 
electronic payments are available, they could be incorporated in the paperless 
trade system. Usually, this is done by using electronic funds transfers, i.e. by 
ordering a bank to transfer money (wire transfer) or by using credit or debit cards. 
In other cases, certain commercial documents may be used to perform payment or 
give guarantee of payment.  

IV.D.1  Does the paperless 
trade system accept 
or initiate electronic 
payments? 

- Decree No. 52/2013/ND-CP contains provisions on safety 
of payment in e-commerce 

- Decision No. 2545/QD-TTg on promoting cashless 
payment in 2016-2020 set out the target to promote 
electronic payment in electronic commerce and the 
measure to review and amend regulations and policies on 
violations against regulations of law on electronic payment. 

- Decision No. 1254/QD-TTg, approving plan of action for 
promotion of NSW, ASW, reform of specialized inspections 
over imports and exports and trade facilitation for the period 
of 2018 – 2020, proposed to establish an electronic 
payment and guarantee mechanism related to transactions 
in e-commerce for cross-borders trade. 

IV.D.2  Does the paperless 
trade system accept 

No. 
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No. Focus questions Response 

electronic 
transferable records? 

IV.E Competition laws 

The following section is aimed at examining the competition law issues involved in 
a single window or other paperless trade system. 

IV.E.1  Does a competition 
law exist? If so, is it 
applicable to single 
window operators or 
other paperless trade 
services providers? 

Yes. 

1. Competition Law No. 23/2018/QH14, subject of 
application includes: 

- Business organizations and individuals (hereinafter 
referred to as enterprises), including enterprises that 
produce and provide public-utility products and services, 
enterprises that operate in state-monopolized 
sectors/domains, public sector entities and foreign 
enterprises that operate in Viet Nam. 
- Industry associations operating in Viet Nam. 
- Relevant domestic and foreign agencies, organizations 
and individuals. 
Besides, this Law removes the limitation of economic 
concentration, only sets forth anti-competitive practices, 
the economic concentration that may cause anticompetitive 
effects on the market of Viet Nam; unfair competition 
practices; competition legal proceedings; sanctions against 
violations of competition law; state management of the 
competition. 
 

IV.E.2  Does the law give 
authorized economic 
operators preferential 
access to the 
paperless trade 
system? 

No. 

Competition Law also regulates against abuse of market 
power, anti-competitive practices. Accordingly, authorized 
economic operators have equal access to the paperless 
trade system. 

IV.E.3  Are paperless trade 
service providers 
selected on a 
competitive basis? 
Are foreign providers 
admitted? 

Yes. 

Competition Law also regulates against abuse of market 
power, anti-competitive practices. 
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Annex IV. Some legal documents that are being drafted as of March 
2022 
 

No Legal document Situation 

1 Amend Law on Electronic Transactions Resolution No. 152/NQ-CP dated 
December 03, 2021 assigned MIC to be the 
focal point and coordinate with the MOJ, 
Office of Government, and relevant 
agencies in collecting comments and 
improving the Law toward overcoming 
obstacles and inadequacies; removing the 
legal gap (because new technologies are 
developing very quickly and will affect 
almost all areas of economy and society); 
promoting reliable, safe electronic 
transactions in line with international 
practices, etc. 

2 Amend Law on Archives MOHA developed, circulated for public 
comments and then, received, explained 
the recommendations of relevant agencies 
and organizations to propose amendments 
to the Law on Archives. In March 2022, the 
MOHA edited and reported to the Standing 
National Assembly Committee on Law. 

3 Decree superseding the Government’s 
Decree No. 43/2011/ND-CP on 
provision of online information and 
public services on websites or web 
portals of state agencies 

MIC drafted Decree superseding the 
Government’s Decree No. 43/2011/ND-CP, 
circulated for public comments and then, 
received, explained the recommendations 
and submitted to the Government of Viet 
Nam for consideration and decision in 
November 2021. 

4 Decree on Personal Data Protection Resolution No. 27/NQ-CP dated 07 March 
2022 of the Government of Viet Nam 
approving the dossier for the formulation of 
a decree on personal data protection 

5 Decree on electronic identification and 
authentication, and complete legal 
parameters to popularize digital identity 

MPS held a meeting in March 2022 with the 
participation of representatives of 21 
ministries, ministerial-level agencies, and 
Government agencies, for commenting on 
the draft Decree. The draft Decree will be 
submitted to the Government of Viet Nam in 
April 2022. 

6 Decree superseding the Government’s 
Decree No. 64/2007/ND-CP dated April 
10, 2007 on information technology 
application in state agencies' 
operations 

MIC drafted the Decree and circulated for 
public comments in November 2021. 
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No Legal document Situation 

7 Decree on the Customs Management 
and Clearance of Goods Imported and 
Exported via E-commerce Channel 

General Department of Customs (MOF) 
drafted the Decree and circulated for public 
comments in September 2021. 

8 Decree superseding Decree No. 
101/2012/ND-CP dated 22/11/2012 on 
cashless payments 

SBV has been drafting the Decree since 
December 2021. 

9 Decree on fintech regulatory 
sandboxes for the banking sector 

SBV submitted the draft Decree to the 
Government of Viet Nam in December 
2021. 

10 Decree on connection and sharing of 
information on export, import, exit, 
entry and transit of goods, persons and 
transport vehicles via the national 
single-window system 

General Department of Customs (MOF) 
drafted the Decree and circulated for public 
comments in March 2022. 

11 Decree amending Decree No. 
72/2013/ND-CP and Decree No. 
27/2018/ND-CP on management, 
provision and use of internet services 
and online information 

MIC drafted the Decree and circulated for 
public comments; revised and sent to the 
Ministry of Justice for appraisal in 
November 2021. 

12 Decree amending Decree No. 
08/2015/ND-CP on specific provisions 
and guidance on enforcement of the 
Customs Law on customs procedures, 
examination, supervision and control 
procedures and Decree No. 
59/2018/ND-CP on amendment of 
Decree No. 08/2015/ND-CP 

General Department of Customs (MOF) 
drafted the Decree and circulated for 
second round of public comments in July 
2021. 
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Trade, investment and innovation are powerful engines for growth and sustainable 

development. The expansion of trade across the Asia-Pacific in recent years has been 

a key driver of economic dynamism and rising prosperity. Trade and investment, for 

example through participation in global networks of production, have created 

employment, raised incomes and helped spread knowledge and technology throughout 

the region. But not all individuals and communities have been able to benefit from the 

growth that comes from engagement in international markets, and too many barriers to 

inclusion remain. 

ESCAP’s objective is to promote trade, investment and technology and innovation for 

inclusive and sustainable development in the Asia-Pacific region. We work with Member 

States to ensure that the benefits of trade, investment, technology and innovation are 

extended to all. 

For more information on TIID work: 

http://unescap.org/tii 

 

 


