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Executive Summary 
 

This report provides an assessment of Timor-Leste’s readiness for cross-border paperless trade, i.e., 

the conduct of international trade on the basis of electronic data and documents. Following a brief 

overview of trade facilitation implementation in Timor-Leste, findings from the technical and legal 

readiness assessments for cross-border paperless trade are presented. Recommendations on both 

technical and legal aspects of cross-border paperless trade are then provided, followed by an initial 

action plan for Timor-Leste to move forward.  

Timor-Leste has made limited progress in implementing trade facilitation measures in the past two 

years. Progress has been made in implementing more efficient trade in the area of “institutional 

arrangement and cooperation”. However, the implementation in other areas remain unchanged, with 

the implementation rate well below the Asia-Pacific regional average as well as that of South-East Asia. 

Huge opportunities exist for Timor-Leste to reduce trade costs and improve its competitiveness by 

accelerating its efforts to facilitate and digitalize trade procedures. Achieving cross-border paperless 

trade could help Timor-Leste save over USD 5 million in trade transaction costs annually. 

Moving towards cross-border paperless trade: Cumulative implementation score 

of core groups of trade facilitation measures in Timor-Leste, 2019 

 
Note: Maximum possible implementation score is 100. For each group of measures, a slope less steep than 
the frontier or the benchmark implies lower levels of implementation. 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019; Untfsurvey.org  
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Timor-Leste is at a very early stage of implementation of paperless trade. Although the political 

commitment is high, the challenges lie in stabilizing the governance structure. Electronic Customs (e-

Customs) is the only one paperless trade system that is implemented. None of the other government 

agencies (OGAs) have enabled processes for paperless trade. Timor-Leste has the necessary network 

for data exchange and is connected nationwide; however, the cost is high. The private sector 

stakeholders have very limited knowledge on (cross-border) paperless trade due to lack of coordination 

and non-existence of capacity building and awareness programmes. For the cross-border data 

exchange, Timor-Leste is only exchanging with Indonesia on pilot basis. Timor-Leste is pursing to join 

the ASEAN and has put forth its interest to exchange data with ASEAN members using the ASEAN 

Single Window. However, the acceptance of the ASEAN is still pending. 

From a legal point of view, Timor-Leste is in the early stages of development of its framework of laws 

and regulations for electronic transactions and cross-border paperless trade. There are many legal gaps 

to be addressed. Existing laws and regulations also need to be reformed to accommodate a paperless 

trading environment. Nonetheless, it is encouraging that the development of e-commerce and 

information and communication technologies (ICT) laws features prominently in Timor-Leste’s socio-

economic policies, such as the 2030 e-Government Strategy and ICT Master Plan. Drafting of a national 

e-commerce law has begun but will not be completed in the near term. In the meanwhile, the Customs 

Code Decree Law No. 14 (2017) (Customs Code) is the primary law in Timor-Leste currently governing 

electronic transactions. Intrinsic to Timor-Leste’s development initiatives is the National Single Window 

(NSW) implementation. With the recent Resolution No. 18 (2019), the Inter-ministerial Commission for 

Fiscal Reform and Public Finance Management (FRPFM) will be responsible for the NSW. A national 

e-payment gateway, another positive sign, is also under construction pursuant the country’s Financial 

Master Plan. Such major developments and concomitant legal reforms are bound to hasten the 

transition to paperless trade transactions and procedures over time.  

Aside from the need for strengthening the coordinating mechanism on paperless trade, three priority 

technical areas require further improvements for cross-border paperless trade. Firstly, all government 

agencies involved in regulating trade transactions should be enabled with ICT to make their internal 

processes paperless. Also, expanding the Electronic Funds Transfer (EFT) services for payments of 

customs duty and other paperless trade related services would be crucial. Secondly, Timor-Leste 

should review the ICT Implementation Plan 2013 to ensure the scope includes paperless trade 

implementation for all OGAs. The current plan may be outdated in view of the latest technological 

developments. Thirdly, Timor-Leste should actively participate in regional, subregional and bilateral 

initiatives on cross-border paperless trade, especially with ASEAN member countries, in preparation of 

Timor-Leste’s entry into ASEAN and participation in the ASEAN Single Window. 

Legal environments for paperless trade, both domestic and cross-border, also require some reforms 

and improvements. Five areas of reforms are found to be critical for Timor-Leste. Firstly, Timor-Leste 

should give its highest priority to the development of a thoroughly modern framework of laws and 

regulations for electronic transactions and cross-border paperless trade. In particular, Timor-Leste 

should give first priority to the adoption of an e-Commerce Law. A more holistic legislative and 

regulatory agenda for the achievement of paperless trade should also be formulated. Secondly, Timor-

Leste should endeavour to formulate and enact legislation related to data protection, privacy, 

cybersecurity (including cybercrimes), data ownership, data retention and electronic archiving, and data 

sharing arrangements amongst government agencies. Thirdly, Timor-Leste laws should clearly and 

definitively establish the nature, functions, and key features of the NSW. The recently adopted 

Resolution No. 18 (2019) should be further augmented by specific regulations addressing such issues, 

including the legal responsibilities and liabilities of government departments. Fourth, Timor-Leste 

should assign priority to the adoption of intellectual property (IP) legislation, including patents, 

trademarks, and copyrights. Fifth, given continued reliance on paper-based trade, Timor-Leste should 

build awareness and capacity on legal issues of cross-border paperless trade among its various 



 

 
v 

stakeholders. Special emphasis should be accorded to building up the knowledge base of the Timor-

Leste judiciary and legal profession concerning United Nations e-commerce model laws and 

conventions.    

To facilitate reforms, it is recommended that Timor-Leste should accede to the Framework Agreement 

on Facilitation of Cross-border Paperless Trade in Asia and the Pacific (“Framework Agreement”) as 

soon as possible. By doing so, Timor-Leste can more effectively plan and implement its trade 

digitalization strategy and ensure the activities prioritized under the Framework Agreement are fully 

aligned with its needs. The Framework Agreement will assist Timor-Leste to develop its national 

capacity, design a long-term plan, engage in pilot exchange of selected data and documents and keep 

abreast of emerging legal standards and solutions in the area of cross-border paperless trade. This, in 

turn, will help Timor-Leste be better prepared to participate in related ASEAN initiatives, including the 

ASEAN Single Window.  

The readiness assessments, together with the action plan featured in this report, provide a foundation 

to elaborate more detailed activities at national and agency level in this area, with identifiable timelines 

and budget sources. It is hoped that the report will contribute to the Government of Timor-Leste’s quest 

to accelerate progress towards cross-border paperless trade, including through its accession to the 

Framework Agreement. 
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I. Introduction 
 

This report provides an assessment of Timor-

Leste’s readiness for cross-border paperless 

trade, i.e., the conduct of international trade 

transactions on the basis of electronic data and 

documents – as opposed to paper-based data 

and documents. Benefits from the successful 

implementation of cross-border paperless trade 

are large, with the potential to cut transaction 

costs by 25% across the Asia and the Pacific 

region, as well as to increase regulatory 

compliance, reduce illicit financial flows and 

facilitate engagement in the increasingly digital 

global economy.1 

The assessment was conducted by a team of 

experts following readiness checklists developed 

by the ESCAP Interim Intergovernmental 

Steering Group on Cross-Border Paperless 

Trade Facilitation, of which Timor-Leste is a 

member.2 The team visited Timor-Leste in June 

2019 to conduct interviews with relevant 

government agencies and private sector 

stakeholders. 3  A national consultation on 

facilitating cross-border paperless trade was co-

organized by the Ministry of Tourism, Commerce 

& Industry and ESCAP on 9 September 2019, 

where preliminary findings from the visits were 

further reviewed, consolidated and validated. 4 

Final findings and recommendations 

incorporating inputs and suggestions received 

during and following the consultation are 

presented in this report.5 Based on these findings 

and recommendations, an initial action plan 

towards cross-border paperless trade for Timor-

Leste has been prepared and is also presented 

in this report. 

It is hoped that the report will contribute to the 

Government of Timor-Leste’s quest to accelerate 

progress towards cross-border paperless trade, 

including through its ratification of the related 

regional Framework Agreement (See Box 1). 

Box 1. The Framework Agreement on Facilitation of Cross-Border Paperless 
Trade in Asia and the Pacific  

 

The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific 

(“Framework Agreement”) was adopted as a UN treaty, deposited with the Secretary General of the 

United Nations in New York in 2016. Over 30 countries, including Timor-Leste, actively participated 

in the development and negotiation of the Agreement. It is designed as an inclusive and enabling 

platform that will benefit all participating economies regardless of where they stand in terms of trade 

facilitation or Single Window/paperless trade implementation. The Framework Agreement supports 

the full digital implementation of the World Trade Organization (WTO) Trade Facilitation Framework 

Agreement. It also supports the more effective implementation of the growing number of bilateral and 

subregional initiatives and pilot projects on the electronic exchange of trade-related documents 

across borders. 

 

For more information, please see: http://bit.ly/ESCAP_FA  

 

Preparation of the report was supported by 

ESCAP, through a project entitled “Facilitating 

Cross-Border Paperless Trade in Least 

 
1 ADB-ESCAP (2019). Asia-Pacific Trade Facilitation Report 2019. Available from 
https://www.unescap.org/resources/asia-pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps-
through-technology  
2 Cross-border paperless trade: a technical readiness checklist. Available from 
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf 
Cross-border paperless trade: a legal readiness checklist. Available from 
https://www.unescap.org/sites/default/files/IISG_2019_3_English.pdf 
3 The lists of stakeholders interviewed are in Annex I. 
4 The list of participants in the consultation is in Annex II. 
5 Consolidated responses to questions in the technical and legal checklists are in Annex III and V. 

Developed Countries for Regional Integration 

and Sustainable Development (Phase I)”. The 

project intends to assist member States in the 

http://bit.ly/ESCAP_FA
https://www.unescap.org/resources/asia-pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps-through-technology
https://www.unescap.org/resources/asia-pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps-through-technology
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf
https://www.unescap.org/sites/default/files/IISG_2019_3_English.pdf
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Asia and Pacific region, specifically least 

developed countries, to become more integrated 

and better utilize trade as an engine of 

sustainable development. The project seeks to 

develop voluntary trade facilitation and paperless 

trade action plans to remove bottlenecks and 

promote cross-border electronic commerce. 

This report is structured as follows: The next 

section (II) provides brief state of play of trade 

facilitation and paperless trade implementation in 

Timor-Leste, based on the UN Global Survey on 

Digital and Sustainable Trade Facilitation 2019. 

In section III and IV, findings from the technical 

and legal readiness assessment for cross-border 

paperless trade are presented, respectively. 

Recommendations on both technical and legal 

aspects of cross-border paperless trade that 

have emerged from the assessment are 

discussed in section V, followed by the 

introduction of an initial action plan based on the 

recommendations in section VI. The report ends 

with a brief discussion of a way forward in section 

VII.
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II. Trade facilitation and paperless trade implementation in 

Timor-Leste 
 
This section briefly reviews the state of play of 

trade facilitation and paperless trade 

implementation based on secondary data 

source, namely the UN Global Survey on Digital 

and Sustainable Trade Facilitation6. 

Timor-Leste in the 2019 UN Global Survey on 

Digital and Sustainable Trade Facilitation 

The most recent data from the UN Global Survey 

on Digital and Sustainable Trade Facilitation 

reveals that Timor-Leste has made limited 

progress in implementing trade facilitation 

measures in the past two years. According to the 

2019 Survey, progress has been made in 

implementing more efficient trade in the area of 

“institutional arrangement and cooperation” 

(figure 1). However, the rest of the five core 

measures remain unchanged in the past two 

years. With an overall implementation rate of only 

24.7%, Timor-Leste remains well below the Asia-

Pacific regional average (59.1%). It is also well 

below the level of implementation in South-East 

Asia (70.28%).  

Figure 1. Timor-Leste implementation of trade facilitation measures 2017 and 

2019 

 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.  

 

In “paperless trade”, Timor-Leste has 

introduced measures for automated customs 

system, Internet connection available to 

customs and other trade control agencies, 

 
6 UN Global Survey on Digital and Sustainable Trade Facilitation. Data forthcoming at: https://untfsurvey.org 
7 Article 10.4 of the WTO TFA calls for Member States “to endeavor to establish or maintain a single window, 
which enables traders to submit documentation and/or data requirements for importation, exportation, or transit of 
goods through a single-entry point to the participating authorities or agencies”. 

electronic submission of customs declarations 

and electronic submission of air cargo 

manifests (figure 3). Electronic single window7 

has not yet been established by Timor-Leste. 

0%
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Figure 2. Overall implementation of trade facilitation measures in 46 Asia-Pacific 

countries, 2019  

 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.  

 

Figure 3. Timor-Leste implementation of “paperless trade” measures, 2019 

 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.  
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Other measures such as electronic application 

and issuance of import and export permit, 

electronic application and issuance of 

preferential certificate of origin and e-payment of 

customs duties and fees, have also not been 

implemented in Timor-Leste. 

Timor-Leste’s current level of implementation for 

“cross-border paperless trade” measures leaves 

plenty of room for improvement. In fact, all 

measures, under laws and regulations for 

electronic transactions, recognised certification 

authority, electronic exchange of customs 

declaration, electronic exchange of certificate of 

origin, electronic exchange of sanitary & phyto-

sanitary certificate and paperless collection of 

payment from a documentary letter of credit, 

have not been implemented (figure 4). 

Establishment of relevant regulations and 

recognized certification authority will provide 

legal and institutional foundation for invigorating 

cross-border paperless trade and ensure future 

actual exchange of specific trade-related data 

and documents across borders in order to 

achieve a fully integrated paperless 

transformation.

Figure 4. Timor-Leste implementation of cross-border paperless trade, 2019 

 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.  

 

Digital trade facilitation offers great opportunities 

to reduce trade costs and increase trade 

volumes. A study by Shepherd et al. estimated 

that the regional-wide implementation of cross-

border paperless trade would allow Timor-Leste 

to increase trade by USD 50-100 million per 

year.8 Although Timor-Leste is not a member of 

 
8 Based on 2016 trade data and estimates in ESCAP (2014). Estimating the Benefits of Cross-Border Paperless 
Trade. Available from: https://www.unescap.org/sites/default/files/Benefits%20of%20Cross-
Border%20Paperless%20Trade.pdf 
9 Calculation based on the minimum trade cost saving of the Pacific Island States as indicated in ESCAP (2017). 
Digital Trade facilitation in Asia and the Pacific. Studies in Trade, Investment and Innovation, No. 87. Available 
from https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-trade-investment-and-
innovation-87. See also ADB(2017) “Trade Facilitation and Better Connectivity for an Inclusive Asia and Pacific”, 
available from https://www.adb.org/publications/trade-facilitation-connectivity-inclusive-asia-pacific  

the WTO, ESCAP estimates if Timor-Leste fully 

implements measures included in the WTO 

Trade Facilitation Agreement (TFA) together with 

cross-border paperless trade measures, it could 

achieve trade cost reductions of USD 5 million 

per year at the minimum.9
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https://www.unescap.org/sites/default/files/Benefits%20of%20Cross-Border%20Paperless%20Trade.pdf
https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-trade-investment-and-innovation-87
https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-trade-investment-and-innovation-87
https://www.adb.org/publications/trade-facilitation-connectivity-inclusive-asia-pacific
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III. Technical readiness for cross-border paperless trade: key 

findings 
 

Key findings on Timor-Leste’s technical 

readiness for cross-border paperless trade are 

summarized below. The findings are presented 

following the structure of the Technical 

Readiness Checklist adopted by the Interim 

Intergovernmental Steering Group on Cross-

border Paperless Trade Facilitation, at its 5th 

Meeting in March 2019. 10  The completed 

checklist, which contains further details and 

elaborations, is available in Annex III. Information 

on other government agencies (OGAs), 

tentatively identified as relevant agencies for 

(cross-border) paperless trade, is available in 

Annex IV. 

Timor-Leste is at a very early stage of 

implementation of paperless trade even though 

the political commitment is high with the 

participation of the Office of the Minister 

Coordinator for Economic Affairs and the Ministry 

of Finance. The challenges lie in stabilizing the 

governance structure.  

In Timor-Leste, Electronic Customs (e-Customs) 

is the only one paperless trade system that is 

implemented. None of the OGAs have enabled 

processes for paperless trade and dependent on 

the customs providing e-applications for 

uploading approval information into the customs 

systems. 

Timor-Leste has the necessary network for data 

exchange and is connected nationwide, which 

customs is utilizing for customs declarations. 

However, the cost is high.  

The law on IT security has not been established 

and only e-customs users are authenticated via 

its own internal mechanism. Digital signatures will 

only be considered once the law on IT has been 

established. 

 
10 Cross-border paperless trade: a technical readiness checklist. Available from 

https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf 

The private sector stakeholders have very limited 

knowledge, on (cross-border) paperless trade in 

Timor-Leste as there is no coordination body and 

no capacity building and awareness programmes 

were provided. 

For the cross-border data exchange, Timor-Leste 

is only exchanging with Indonesia on pilot basis. 

In the future, Timor-Leste is pursing to join the 

ASEAN and has put forth its interest to exchange 

data with ASEAN members using the ASEAN 

Single Window. However, the acceptance of the 

ASEAN is still pending. 

 

 

A. Paperless trade system at the national 

level 

 

Institutional and governance bodies  

Timor-Leste is at an early stage of committing to 

implement paperless trade systems, as the 

governance structure has yet to be stabilized. 

However, there have been initiatives by both the 

Office of the Minister Coordinator for Economic 

Affairs and the Ministry of Finance (MoF). The 

National Trade Facilitation Council (NTFC) was 

established, but it is not functioning and to be 

chaired by the newly appointed Coordinating 

Minister for Economic Affairs. Then, a similar 

initiative, pursued under MoF did not have 

anyone in charge.    

Most recent development is that the Inter-

ministerial Commission for Fiscal Reform and 

Public Finance Management (FRPFM), led by 

Prime Minister, will be responsible for the 

development of the National Single Window 

(NSW) and relevant matters on (cross-border) 

paperless trade, based on the Resolution No. 18 

https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf
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(2019). However, Customs Authority which is 

under the Ministry of Finance is responsible for 

NSW technical implementation and creates 

legislations for the NSW implementation. 

 

Level of automation 

In Timor-Leste, Electronic Customs (e-Customs) 

is the only one paperless trade system that is 

implemented. It uses the ASYCUDA World 

system, registering declarant with IDs and 

passwords for authentication. Still, declarations 

are electronically submitted together with 

physical copies. Payments for customs duties are 

via cash/cheque/credit cards or bank deposit. 

Electronic Funds Transfer (EFT) is possible 

depending on the banks. 

Other than the Customs Authority, no other 

government agencies are e-enabled. However, 

there is a plan to establish paperless trade 

environment, with the NSW. It is planned to use 

the ASYCUDA Single Window. OGAs are 

planned to sign Memoranda of Understanding 

(MOU) with Customs for the integration to the 

ASYCUDA Single Window. It is planned, that the 

system will provide OGAs with approval upload 

module. The tentative list is provided in the annex 

IV, although it is not finalized.  

Information and communication technology 

(ICT) infrastructure and Security 

Fibre optic connectivity are provided in major 

towns with broad band connectivity at border 

crossing points. For eCustoms, it is provided and 

managed by the Technology Information and 

Communication Agency (TIC), under the Prime 

Minister (PM)’s Office and Ministry of Transport 

and Telecommunications (MOTT).  

This is a commitment 99.9% service availability 

through service level agreements (SLAs) signed 

by the TIC and MOTT with Government agencies. 

Other than Customs Authority, government 

agencies are utilizing this network mainly for e-

Government services, e.g. financial reporting, 

human resources etc. However, it is noted that 

the cost is high. 

Timor-Leste currently does not have a business 

continuity plan for paperless trade systems nor 

disaster recovery centre. However, there are 

plans for national level disaster recovery as part 

of the ICT Implementation Plan 2013. It would be 

carried forward into future plans which may 

supersede existing plan, e.g. 2030 e-government 

strategy and ICT plan. 

Also, information technology (IT) security policy 

does not exist in Timor-Leste. However, the e-

signature laws are in the progress of being 

established. Also, relevant systems are also 

being assessed for implementation. Currently, 

the customs system (ASYCUDA) uses its own 

internal security mechanism for user 

authentication and will consider the adoption of e-

signatures once the law has been established. 

Business process re-engineering, data 

harmonization and standardization 

Only the Customs Authority have undergone 

business process re-engineering (BPR), data 

harmonization and standardization. The Customs 

Authority are upgrading to the WCO Data Model 

(DM) 3.7 from a lower version. 

 

Capacity building, computer literacy and 

budget 

In Timor-Leste, computer literacy for paperless 

trade is very limited. They are confined to mainly 

office applications, and only users of the e-

customs have been trained by the Customs 

Authority in enterprise level applications. Most 

private sector stakeholders have limited 

understanding on paperless trade.  

There has not been any capacity building and 

awareness programmes on paperless trade in 

Timor-Leste, besides a very limited ones on the 

operations of the e-Customs system. The 

absence of a functioning institutional body 

complicate matters in the arrangement for 

capacity building and awareness programs.  
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B. National status towards cross-border data 

exchange 

 

Electronic application & single window 

system 

The e-customs system (ASYCUDA) will be 

capable of undertaking cross-border data 

exchange, although there is no actual cross-

border data exchange taking place currently. 

There is only one paperless Customs declaration 

practiced, partially at the land border cross points 

with Indonesia, on pilot basis, through Timor-

Leste-Indonesia-ADB MOU Regarding Cross-

Border Trade and Cooperation Technical 

Assistance. Timor-Leste is working towards 

joining ASEAN although the acceptance of 

ASEAN is still pending. 

 

Awareness programme and capacity building  

As same as paperless trade, there was no 

capacity building nor awareness programmes on 

cross-border data exchange in Timor-Leste. Also, 

there is a lack of local IT companies and 

adequate human resources and expertise in the 

area of BPR, data harmonization and 

simplification, system development and/or project 

management. 

 

Other matters 

There is no transit programme in Timor-Leste. 

Risk Management system is being implemented 

and only upon completion, will Authorized 

Economic Operator (AEO) scheme be 

considered.  
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IV. Legal readiness for cross-border paperless trade: key 

findings 
 

Key findings on Timor-Leste’s legal readiness for 

cross-border paperless trade are summarized 

below. The findings are presented following the 

structure of the Legal Readiness Checklist 

adopted by the Interim Intergovernmental 

Steering Group on Cross-border Paperless 

Trade Facilitation, at its 5th Meeting. The 

completed checklist, which contains further 

details and elaborations, is available in Annex V. 

Timor-Leste is in the early stages of development 

of its framework of laws and regulations for 

electronic transactions and cross-border 

paperless trade. There are many legal gaps to be 

addressed. Existing laws and regulations also 

need to be reformed to accommodate a 

paperless trading environment. Nonetheless, it is 

encouraging that the development of e-

commerce and ICT laws features prominently in 

Timor-Leste’s socio-economic policies, such as 

the 2030 e-Government Strategy and ICT Master 

Plan. Drafting of a national e-commerce law has 

begun but will not be completed in the near term. 

In the meanwhile, the Customs Code Decree 

Law No. 14 (2017) (Customs Code) is the 

primary law in Timor-Leste currently governing 

electronic transactions.  

Intrinsic to Timor-Leste’s development initiatives 

is the NSW implementation. With the recent 

Resolution No. 18 (2019), an inter-ministerial 

commission, FRPFM, will be established and 

responsible for the NSW. A national e-payment 

gateway, another positive sign, is also under 

construction pursuant the country’s Financial 

Master Plan. Such major developments and 

concomitant legal reforms are bound to hasten 

 
11 Timor-Leste laws, decree laws and government resolutions cited herein, including the Customs Code Decree 
Law No.14 (2017), may be accessed in Portuguese via the Jornal da República accessible at: 
http://www.mj.gov.tl/jornal/   
12 Title V, Records, Payments and Exchange of Information, Customs Code (2017); see also MTFR, supra note 
11, pp. 34-36  
13 Article 78, Customs Code (2017)  
14 Memorandum of Foreign Trade Regime (MFTR) submitted by the Democratic Republic of Timor-Leste 
Government to the World Trade Organization (WTO) (June 2017), p. 36 (hereinafter MFTR)  
15 Articles 80 and 85, Customs Code (2017)  
16 Article 80, Customs Code (2017)  

the transition to paperless trade transactions and 

procedures over time.  

 

A. Electronic transactions and signatures 

law 

Electronic transactions 

The Customs Code Decree Law No.14 (2017) 

(Customs Code) is the current law in Timor-Leste 

governing electronic transactions 11  – which is 

largely limited to aspects of NSW 

implementation. Title V of the Customs Code 

(2017)12 regulates the validity, effectiveness and 

probative value of electronic records/documents 

in connection with e-customs operations.13 In this 

regard, the Customs Authority is currently using 

the ASYCUDA World system for e-customs 

declarations and ASYCUDA system will be used 

for NSW operations.    

Timor-Leste does not have a national e-

commerce law, although drafting of such a law is 

underway but will not be completed until at least 

2021. The Indonesia e-Commerce Law is 

reportedly being referenced as a model, along 

with the UNCITRAL Model Laws on E-

Commerce and E-Signatures.14   

In Timor-Leste, traders must be authorized by the 

Customs Director-General to access and use the 

ASYCUDA World system. 15  Authorization 

involves meeting certain eligibility criteria.16 It is 

understood that only customs brokers and 

shipping agents are currently authorized to use 

the ASYCUDA World system.    

Functional equivalence of electronic 

documents/records and e-signatures is 

generally, but not unequivocally, recognized 

http://www.mj.gov.tl/jornal/
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under the Customs Code. The Customs Code 

recognizes electronic signatures in connection 

with the use of electronic records/documents.17 It 

is the responsibility of the Customs Director-

General to determine: i) the circumstances in 

which electronic records are to be signed 

electronically; ii) what type of electronic signature 

is to be used; iii) the manner in which the 

electronic signature is to be affixed; and iv) the 

identity of the person that may submit electronic 

documents to facilitate the e-customs process.18 

Generally, any electronic record/document is 

deemed to meet the legal requirement of a 

writing unless other proof is required.19  

Such qualified statements in the Customs Code 

underscore the current Customs practice of 

requiring submission of paper customs 

declarations, notwithstanding submission of 

SADs in electronic form via the ASYCUDA World 

system. Moreover, while the Customs Code 

recognizes e-signatures, current Customs 

practice is that e-signatures are not being used; 

instead a registered user (i.e. 

username/password) system is in operation. The 

role of e-signatures in e-customs procedures is 

uncertain at this time – which, in turn, raises 

doubts about the functional equivalence of e-

signatures to written signatures. The use of e-

signatures in the NSW context is therefore open 

to question as a primary means to establish 

attribution and authentication for electronic 

transactions. 

Data retention and electronic archiving  

There are policies and plans for data storage and 

retention but there are currently no general laws 

concerning such matters in Timor-Leste. As 

regards e-customs operations, and the future 

NSW, the Customs Code stipulates that it is the 

responsibility of the Customs Director-General to 

determine the manner and form in which 

electronic records are created, generated, sent, 

reported, received and stored as well as the 

systems to be established for such purposes.20  

 
17 Article 82, Customs Code (2017)  
18 Article 86, Customs Code (2017)  
19 Article 83, Customs Code (2017)  
20 Article 86, Customs Code (2017)  
21 Resolution No. 9 2017: National Information and Communications (ICT) Policy 
22 Resolution No. 6 (2016):  Creation of a National Commission for Trade Facilitation (CONFAC) 
23 Resolution No. 24 2017: Adoption of the ASYCUDA World System as a Platform for 

Electronic Single Window Implementation in Timor-Leste 

Electronic evidence 

There is currently no legislation in Timor-Leste 

that expressly recognizes the admissibility of 

electronic evidence in judicial or 

administrative/regulatory proceedings. In 

particular, the Timor-Leste Civil and Criminal 

Procedure Laws do not on their face admit 

electronic evidence in judicial proceedings. 

Nonetheless, there are policy commitments to 

introduce legislation on electronic evidence in the 

future. The National Information and 

Communications (ICT) Policy specifically 

recognizes the “probative value of electronic 

evidence” and its importance as part of the ICT 

legal framework.21    

 

B. Paperless trade and Single Window 

systems 

Single Window system/paperless trade 

system 

The original authorizing legal instrument for the 

NSW is the Creation of a National Commission 

for Trade Facilitation (CONFAC) Resolution. 22 

The CONFAC Resolution authorizes the 

establishment of a National Trade Facilitation 

Committee (NTFC) and stipulates its structure 

and composition. Furthermore, the NSW has 

been established by Resolution No. 24 (2017).23 

The NTFC was not fully operational owing to 

frequent changes of government and some of its 

functions were assumed by the Fiscal Reform 

Commission, which has since been dissolved.  

The Customs Authority Decree Law (2017) 

granted powers intended to give Customs, and 

specifically the Director-General, a free hand to 

advance NSW development, but such powers 

have not been exercised for the most part.  
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Resolution No. 18 (2019) opens a new chapter 

for NSW implementation in Timor-Leste.24 This 

recent resolution moves NSW development out 

of the Ministry of Finance and into an inter-

ministerial commission, the FRPFM, chaired by 

the Prime Minister.   

 

Information security 

Information security and data confidentiality are 

major gaps in the current Timor-Leste ICT legal 

framework. However, cybersecurity and 

cybercrime legislation are slated as priority areas 

for legal development.25 The Government clearly 

recognizes the need for data protection, 

confidentiality and privacy rights of citizens and 

organizations. It is reported that a Cybercrime 

Law is currently being drafted under the direct 

supervision of the Prime Minister’s Office. The 

draft Cybercrime Law is anticipated to cover a 

range of offenses, including cyber-hacking, 

malware, digital fraud and digital forgery.  

 

The Customs Code (2017) also recognizes the 

importance of information security and the 

maintenance of confidentiality. Access to 

personal data or organizations involved in 

customs activities is restricted to duly authorized 

customs officials. 26  Unauthorized access or 

misuse of data, including by customs officials, is 

subject to penalties, including disciplinary 

proceedings.27 Moreover, it is the responsibility 

of the Director-General to establish appropriate 

control processes to ensure preservation, 

integrity, security, and confidentiality of electronic 

records in the custody of Customs. 28  The 

Constitution of Timor-Leste also offers a degree 

of privacy and data protection to its citizens.29    

The TIC occupies the central role in Timor-Leste 

in providing information security and data 

protection for the government and society. 

Decree Law No. 29 (2017) establishes the 

competencies and responsibilities of TIC as 

regards information security, data protection, and 

 
24 Resolution No. 18 (2019): Inter-ministerial Commission for Fiscal Reform and Public Finance Management  
25 Resolution No. 9 2017: National Information and Communications (ICT) Policy   
26 Article 85, Customs Code (2017)  
27 Id.  
28 Article 86, Customs Code (2017)  
29 See e.g. section 38 (Protection of personal data), Constitution of the Democratic Republic of East Timor (20 
May 2002). 
30 Decree Law No. 29 (2017): Creation of Technology Information and Communication Agency – IP-TIC Timor 
31 Id.  
32 See also: Asian Development Bank (ADB), Scoping Study on Enhanced Cross-Border Cooperation and 
Integration between Indonesia and Timor-Leste Final Report (14 February 2019) 

data sharing – particularly in relation to the 

operation and management of the Timor-Leste 

government computer intranet system.30  

 

Service level agreements (SLA) and 

memoranda of understanding (MOUs) 

At present, policies and initiatives related to data 

sharing and government inter-connectivity are 

set forth in Timor-Leste legislation.31  The TIC, 

which operates the National Data Center in Dili, 

reportedly has SLAs with the principal telecom 

network service providers operating in the 

country: Timor Telecom, Telkomcel, and 

Telemor. SLA or similar types of agreement 

regarding data sharing between government 

agencies are under discussion, but not yet in 

place. However, it is noteworthy that the 

government intranet system, also managed by 

the TIC, is already in operation inter-connecting 

65 government offices in Dili, with plans for future 

nation-wide expansion.  

 

C. Cross-border aspects 

Existing bilateral or regional agreements 

The NSW is in its incipient stage of development 

and there is only one major cross-border 

paperless trade initiative at present. In May 2019, 

Timor-Leste, Indonesia, and the ADB concluded 

the MOU Regarding Cross-Border Trade and 

Cooperation Technical Assistance.  The MOU 

aims to harmonize and improve transport 

connectivity between Timor-Leste and West 

Timor (including the Oecusse exclave) and 

should contribute to the development of cross-

border e-trade and e-transit procedures and 

systems, which will eventually connect with the 

NSW.32 
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Timor-Leste also plans to participate increasingly 

in both bilateral and regional cross-border 

paperless trade initiatives as part of its 

application for ASEAN Membership and its future 

involvement in ASEAN Single Window (ASW) 

initiatives, including the ATIGA-D e-C/O 

programme. However, the acceptance of the 

ASEAN is still pending. 

  

International standards/guidelines 

International legal standards and guidelines are 

not yet a prominent feature of Timor-Leste’s 

emerging legal framework for cross-border 

paperless trade. To date, Timor-Leste has not 

acceded to the majority of international treaties 

which would help facilitate its adoption of 

international standards and guidelines. Although 

pursuing WTO accession, it is not a party to the 

WTO and, consequently, the WTO TFA. 

According to Economic Reform and Growth 

Guides (GRFE), Timor-Leste legal reforms 

specifically aim to adopt international best 

practices in order to comply with ASEAN, WTO, 

World Bank, and Asian Development Bank 

(ADB) standards and guidelines.33    

 

D. Other considerations  

Liability issues 

To date, issues of the liability of the parties 

involved in paperless trade operations have not 

received thorough consideration, although there 

is an appreciation in government circles that 

there should be appropriate provisions in 

national laws and regulations, including the 

future e-commerce law, addressing such 

issues. 34  Currently, domestic network service 

providers in Timor-Leste address issues of 

network liability contractually in their service level 

agreements (SLAs).   

 

 
33 MFTR, supra note 11, pp. 10-11 
34 See e.g. Decree Law No. 29 (2017): Creation of Technology Information and Communication Agency – IP-TIC 
Timor 
35 MFTR, supra note 11, p. 30 
36 See Law No. 10/2011: Approval of Civil Code (Civil Code of 14 April 2011), Chapter III: Foreigners’ rights and 
conflict of laws   
37 MFTR, supra note 11, p. 47. See Article 60, Constitution of the Democratic Republic of East Timor (20 May 
2002): The State shall guarantee and protect the creation, production and commercialisation of literary, scientific 
and artistic work, including the legal protection of copyrights. Article 47, Civil Code (2011) stipulates that 
copyright is regulated by the law of the jurisdiction where the work is first published or, if it is not published by the 
author’s personal law, without prejudice to special legislation, regulated by the law of the country of its creation. 

Dispute settlement considerations 

Timor-Leste currently does not have an 

arbitration law governing international 

commercial disputes, including those arising 

from cross-border paperless trade transactions. 

However, the Arbitration, Mediation and 

Conciliation Law, approved by the Council of 

Ministers in 2016, is at present under review by 

the National Parliament.35  Notwithstanding this 

positive development, enforcement of foreign 

arbitral awards in Timor-Leste will remain 

problematic until Timor-Leste accedes to the 

United Nations Convention on the Recognition 

and Enforcement of Foreign Arbitral Awards 

(New York Convention). Timor-Leste civil law has 

rules concerning choice of law and choice of 

forum which uphold party autonomy. 36  Parties 

are generally free to determine such matters by 

contract.  

 

Intellectual property rights and database 

ownership 

Timor-Leste currently does not have specific 

legislation that directly addresses intellectual 

property (IP) rights. In particular, there is no 

copyright law for the protection of computer 

programmes and other software. However, 

drafting of a copyright law is underway and IP 

legislation is a high priority as part of the national 

ICT Policy strategy. At present, the Constitution 

and Civil Code recognize and grant a modicum 

of protection for copyrights.37  

 

Electronic payments 

There is currently no national electronic 

payments system in Timor-Leste.  

However, Title V of Customs Code 2017 

recognizes the use and acceptance of electronic 

payments in the NSW context for purposes of 
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payment of customs duties and taxes. Under the 

Customs Code, the availability of e-payments for 

such purposes is to be determined, to a 

significant extent, by the Customs Director-

General.  

In conjunction with the NSW, the Central Bank of 

Timor-Leste (BCTL) is spearheading the creation 

of a national e-payment gateway in the country 

pursuant to the Financial Master Plan of the 2030 

Timor-Leste Strategic Development Plan, and 

related e-government initiatives.  

The evolving Timor-Leste national e-payment 

gateway has three principal components: i) the 

National Switch System; ii) R-Timor (RTGS); and 

iii) the Ministry of Finance’s Government 

Resource Planning System (GRP) system. 

These systems, when sufficiently developed and 

integrated, should facilitate the electronic 

payment of customs duties and taxes by customs 

brokers and others to Customs bank accounts 

with Banco Nacional Ultramarino (BNU).  

 

Competition law 

There is currently no competition law in Timor-

Leste. The government has yet to articulate its 

competition policies - although in certain 

economic sectors there have been references to 

the possibility of regulating competition (e.g. 

telecommunications). However, the Timor-Leste 

government has recently established a 

workgroup to discuss and prepare a national 

competition policy based on international 

standards.38  

 

  

 
38 MFTR, supra note 11, Competition Policies, p. 21 
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V. Recommendations for moving towards cross-border 

paperless trade 
 

Based on the findings from the technical and legal readiness of Timor-Leste for cross-border paperless 

trade in the sections III and IV of the report, a series of technical and legal recommendations for Timor-

Leste to accelerate progress towards cross-border paperless trade are presented in this section. 

 

A. Recommendations emerging from the technical readiness assessment 

 

Recommendation 0 (High Priority): In order to improve its domestic paperless trade environment and its 

readiness to participate in cross-border paperless trade, Timor-Leste is recommended to gradually 

develop NSW and other paperless trade systems that are interoperable within and across borders, 

including by developing its national technical capacity in this area, developing a long-term plan and 

engaging in pilot exchange of selected data and documents. To support this process, Timor-Leste 

is recommended to accede to the Framework Agreement on Facilitation of Cross-border Paperless 

Trade in Asia and the Pacific (“Framework Agreement”) and actively participate in the programs 

relating to the Framework Agreement. The Framework Agreement can significantly help Timor-Leste 

in narrowing technical gaps in (cross-border) paperless trade and support its journey to move into a 

knowledge-based economy (see Annex VI for a brief description on the Framework Agreement). 

 

Institutional and governance bodies  

Recommendation 1: (High Priority) Timor-Leste should synchronize and coordinate the governance 

structure on trade facilitation and paperless trade. The recently announced establishment of the 

inter-ministerial commission (FRPFM), is a positive development in this regard. The commission 

could undertake this coordination role, synchronizing past and ongoing efforts, such as the work of 

the NTFC. 

 

Recommendation 2: (High Priority) Timor-Leste should formalize the Governance Structure via a 

formal legislative instrument inclusive of the official appointment of the lead agency for the National 

Single Window. Importantly, Timor-Leste should coordinate and synchronize the Governance 

Structure and legislative instruments for both Timor-Leste and the special region enclave, Oecusse, 

to ensure clarity in planning and implementation of (cross-border) paperless trade. 

 

Level of automation 

Recommendation 3: (High Priority) Timor-Leste should expand the EFT services for payments of 

customs duty and other paperless trade related services. 

 

Recommendation 4: (Medium Priority) Timor-Leste should expedite the signing of MOU for OGAs 

with the Customs Authority for data sharing and assisting these OGAs for e-enabling their 

applications with BPR and data harmonization to ensure cross-border data exchange capability.  
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Information and communication technology (ICT) infrastructure  

Recommendation 5: (High Priority) Timor-Leste should review the ICT Implementation Plan 2013 to 

ensure the scope includes paperless trade implementation for all OGAs. The current plan may be 

outdated in view of the latest technology available that may be implemented into paperless 

environments especially for the Customs Authority e.g. RFID, X-Ray inspections etc. 

 

Recommendation 6: (Medium Priority) Timor-Leste should establish clear disaster recovery plans 

including the establishment of disaster recovery sites and the respective SLAs with 

telecommunication and utility providers. 

 

Recommendation 7: (Medium Priority) Timor-Leste should consider implementation of appropriate 

PKI legislative, infrastructure and mechanism for data and accessibility security, especially for the 

OGAs. 

 

Business process re-engineering 

Recommendation 8: (Medium Priority) Timor-Leste should carry out BPR in implementing or 

upgrading ICT systems of OGAs and trade-related regulatory agencies. By this way, business and 

operational procedures can be optimized, rather than simple automation of existing processes. 

Currently, it is reported that only the Customs Authority have conducted this. 

 

Data harmonization and standardization 

Recommendation 9: (Medium Priority) Timor-Leste should carry out data harmonization in 

implementing or upgrading ICT systems of OGAs and trade-related regulatory agencies, using 

available international standards. This will ensure interoperability and would be able to exchange 

electronic data more readily each other and with systems of other countries. 

 

Awareness and capacity building 

Recommendation 10: (Medium Priority) Timor-Leste should build awareness and capacity on (cross-

border) paperless trade of its stakeholders. Timor-Leste may seek support from UN and other 

international development agencies, in a coordinated manner to avoid duplicate support in planning 

and delivering capacity building activities. 

 

Other matters 

Recommendation 11: (High Priority) Timor-Leste should set a strategic plan to secure budget for 

implementing ICT systems of OGAs and trade-related regulatory agencies. The plan could include 

assessing requirements of those agencies, coordinating potential source of budget and outreaching 

to international development agencies. It should be noted that being a signatory of the Framework 

Agreement can help Timor-Leste to secure budget from international development agencies (Article 

14 Capacity Building). 

 

Facilitation of cross-border data exchange 

Recommendation 12: (High Priority) In implementing automation systems of relevant regulatory 

agencies in connection with Recommendation 2, Timor-Leste should make those systems enabled 

for both domestic and cross-border paperless trade at the same time, to quickly improve their 

readiness and competitiveness without duplication of efforts. 



 

 
16 

 

Recommendation 13: (High Priority) Timor-Leste could initiate bilateral cross-border data exchange 

and capitalize on existing agreement e.g. Indonesia (Kupang – Island of Timor). It should be noted 

that acceding to the Framework Agreement can help Timor-Leste to better participating in relevant 

cross-border paperless trade initiatives (Article 13 Pilot projects and sharing of lessons learned). 

 

Recommendation 14: (Medium Priority) Timor-Leste should actively participate in regional, 

subregional and bilateral initiatives on cross-border paperless trade, especially with ASEAN member 

countries, in preparation of Timor-Leste’s entry into ASEAN and participation in the ASEAN Single 

Window. 

 

Recommendation 15: (Medium Priority) Timor-Leste should proactively participate in joint inspection 

and sharing (recognition) of results electronically among relevant regulatory agencies and also with 

trading partner countries. For sharing (recognition) of results with trading partner countries, acceding 

to the Framework Agreement helps Timor-Leste to initiate and operationalize joint inspection and 

sharing (recognition) of results (Article 8 Cross-border mutual recognition of trade-related data and 

documents in electronic form). 

 

 

B. Recommendations emerging from the legal readiness assessment 

 

Recommendation 0: (High Priority) In order to improve its domestic legal environment for paperless 

trade and its legal readiness to participate in cross-border paperless trade, it is recommended that 

Timor-Leste proactively joins relevant international agreements, participates in relevant regional 

initiatives, and incorporates relevant international legal standards/regulations/guidelines into its legal 

frameworks. Timor-Leste should also accede to the Framework Agreement on Facilitation of Cross-

border Paperless Trade in Asia and the Pacific as soon as possible. The Framework Agreement can 

significantly help Timor-Leste in narrowing legal gaps in (cross-border) paperless trade and 

contribute significantly to the implementation of its NSW. (see Annex VI for a brief description on the 

Framework Agreement). 

 

Electronics transactions and signatures law 

Recommendation 1: (High Priority) Timor-Leste should give its highest priority to the development of a 

viable framework of laws and regulations for electronic transactions and cross-border paperless 

trade. A more detailed and holistic legislative and regulatory agenda (and accompanying roadmap) 

for the achievement of paperless trade should be formulated – along with the creation of a dedicated 

inter-agency unit or group tasked with the implementation of such an agenda and roadmap.  

In particular, Timor-Leste should give highest priority to the drafting and adoption of an e-Commerce 

Law as soon as possible. While the Customs Code (2017) is commendable in its legal recognition 

of certain features of an electronic transaction environment, including electronic documents and 

electronic signatures, the proper context for rules relating to electronic transactions is an e-

Commerce Law. Important reference sources for the drafting of the e-Commerce Law of Timor-Leste 

should include:  

• United Nations Commission on International Trade Law (UNCITRAL) Model Law on 

Electronic Commerce (1996) 

• United Nations Commission on International Trade Law (UNCITRAL) Model Law on 

Electronic Signatures (2001) 
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• United Nations Convention on the Use of Electronic Communications in International 

Contracts (2005) 

• United Nations Commission on International Trade Law (UNCITRAL) Model Law on 

Electronic Transferable Records (2017) 

• United Nations Convention on Contracts for the International Sale of Goods (and 

Opinions of the CISG Advisory Council)    

• United Nations Convention on Contracts for the International Carriage of Goods Wholly or 

Partly by Sea (Rotterdam Rules) (2008). 

Going forward, it is particularly important that functional equivalence of electronic records/documents 

and electronic signatures be clearly and unequivocally established. Customs legislation, such as the 

Customs Code (2017), in particular, should be consistent with and supportive of functional 

equivalence. Technological neutrality should be upheld without favouring one specific technology 

over another, especially as regards government-operated systems. Consideration of alternatives to 

digital/electronic signatures may be appropriate in certain circumstances, consistent with the 

principles of technological neutrality.  

The choice of the optimal authentication system for electronic transactions is critically important for 

the seamless and secure operation of the eventual Timor-Leste NSW and other paperless trade 

systems. Digital signatures and other authentication systems may be preferable to the registered 

user system, currently employed by the Customs Authority, for data security and integrity reasons. 

One recent alternative model worthy of further study is eIDAS (electronic Identification, 

Authentication and trust Services) established by EU Regulation 910/2014.  

 

Recommendation 2: (Medium Priority) Given the importance of maritime trade to Timor-Leste, 

priority should be assigned to the drafting of maritime- and port-related laws and regulations, 

including carriage of goods by sea and trans-shipment, which fully incorporate cross-border 

paperless trade dimensions. Serious consideration should be given to accession to, or adoption of, 

the following conventions, rules, and guidelines, among others:  

 

• United Nations Convention on Contracts for the International Carriage of Goods Wholly or 

Partly by Sea (Rotterdam Rules) (2008)  

• United Nations Commission on International Trade Law (UNCITRAL) Model Law on 

Electronic Transferable Records (2017) 

• International Maritime Organization (IMO) Amendments to the Annex to the Convention on 

Facilitation of International Maritime Traffic, 1965, as amended (2005)  

• International Maritime Organization (IMO) Guidelines for the Use of Electronic Certificates 

(2016). 

 

Recommendation 3: (High Priority) Timor-Leste should endeavour to formulate up-to-date legislation 

related to data protection, including information security and confidentiality, as well as legislation 

concerning cybersecurity, including cybercrimes. Other legislation and regulations should be 

formulated to address data ownership, data retention and electronic archiving, and data-sharing 

amongst government agencies, such as OGAs, in anticipation of the implementation of the Timor-

Leste NSW. Such legislation should set forth the responsibilities of government custodians of 

paperless trade electronic records and other information, such as government data centres, as well 

as the liabilities of data controllers. These matters may be addressed in a Data Protection Law 

(perhaps to be developed in conjunction with a separate Privacy Law), a Cybersecurity Law, and a 

Data Governance Law.  
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Recommendation 4: (High Priority) The Timor-Leste e-Commerce Law, to be drafted and adopted, 

should include comprehensive provisions on the admissibility of electronic evidence in judicial and 

administrative/regulatory proceedings. Special rules for collecting and producing electronic evidence 

as well as ordering the disclosure of electronic evidence should be elucidated. Foreign electronic 

evidence should also be admissible in such proceedings. In the interim, the Civil Procedure Code 

and Criminal Procedure Code should be amended to clearly and liberally permit the admissibility of 

electronic evidence along the lines described above. 

 

Paperless trade and single window laws 

Recommendation 5: (High Priority) One or more national laws, decree-laws, organic laws, and/or 

resolutions should clearly establish the nature, functions, and key features of the Timor-Leste NSW. 

The structure, functions, and powers of an “umbrella organization” charged with overall NSW 

planning and implementation should be set forth in one such enactment. The government 

department, (i.e. the Customs Authority) which will act as NSW operator should be clearly and legally 

so authorized and the powers, responsibilities and liabilities of the NSW operator, as well as those 

of the participating government agencies (OGAs), should be spelt out. Consideration may be given 

to drafting a NSW Law. 

 

Cross-border aspects 

Recommendation 6: (High Priority) Timor-Leste should proactively seek participation in international 

treaties and bilateral agreements. First, Timor-Leste should accede to the WTO as soon as possible 

– and thereafter ratify the WTO TFA. Second, Timor-Leste should take all necessary steps to join 

ASEAN at an early date – and fully participate in ASEAN Single Window (ASW) initiatives. In the 

meanwhile, Timor-Leste should keep abreast of ASEAN initiatives in its Observer capacity and aim 

to implement paperless trade reforms in alignment with ASW programs and developments.   

Third, the Ministry of Tourism, Commerce, and Industry (MTCI) and the Customs Authority should 

also proactively study and implement cross-border paperless trade applications and procedures in 

connection with the recently concluded Timor-Leste-Indonesia-ADB MOU Regarding Cross-Border 

Trade and Cooperation Technical Assistance. This MOU should contribute to the development of 

cross-border e-trade and e-transit procedures and systems between Timor-Leste, West Timor, and 

the Oecusse exclave - which may also be connected to the Timor-Leste NSW. The MOU should 

lead to the legal recognition of cross-border electronic messages and documents (e.g. e-customs 

declarations, transit permits, visa documents) between Timor-Leste and Indonesia, as well as 

Oecusse. It should be noted that the Framework Agreement can serve as a valuable legal validating 

mechanism supporting mutual recognition arrangements (MRAs) for electronic messaging and trade 

data exchange in connection with initiatives such as the Timor-Leste-Indonesia-ADB MOU.  

 

Recommendation 7: (Medium Priority) Timor-Leste should proactively consider how to incorporate 

relevant international legal standards/regulations/guidelines into its legal frameworks. In doing so, it 

should take the opportunity to share knowledge on the benefits of such standards throughout the 

public sector.  

Among the international legal standards/regulations/guidelines that Timor-Leste has not yet 

expressly incorporated, but which could be beneficial, include: 

• UN/CEFACT Recommendation 33 on the establishment of a Single Window 

• UN/CEFACT Recommendation 35 on the legal status of a Single Window 

• UN/CEFACT Recommendation 36 on interoperability of cross-border systems 

• UNNExT Legal Guide for Single Windows and Paperless Trade. 
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Other considerations 

Recommendation 8: (Medium Priority) Timor-Leste should ensure that its laws allow electronic 

payments for all purposes and among all participants in international trade transactions. Banking 

laws should ensure that financial institutions employ appropriate security and authentication systems.  

The Central Bank of Timor-Leste (BCTL), as part of its implementation of the national e-payment 

gateway, should extend aspects of the national gateway to encompass international trade 

transactions, in particular, R-Timor – that is, the Real Time Gross Settlement (RTGS) system, as 

well as permit the participation of foreign bank branches in the national e-payment ecosystem. As 

BCTL is committed to eliminating all paper from the Timor-Leste banking and financial system, 

international trade payments should also move away from paper-based documents and processes, 

such as paper letters of credit (L/Cs), bills of exchange (B/Es), and documentary collections – and 

embrace e-payment solutions, including but not limited to EFT, such as pilot implementation for 

customs duty e-payments as well as the wider use of e-documents. Such changes may be 

incorporated in revisions to Timor-Leste banking and financial regulations, IT laws, and civil and 

commercial laws. Useful references include:  

• The United Nations Commission on International Trade Law (UNCITRAL) Model Law on 

Electronic Transferable Records (2017) – which is of relevance to fintech development 

(including blockchain) and the recognition of e-bills of exchange (e-B/Es), and e-promissory 

notes;  

• and eUCP V1.1 Supplement to ICC Uniform Customs and Practice (UCP) 600 – which 

provides rules on e-letters of credit (e-L/Cs).  

 

Recommendation 9: (High Priority) Timor-Leste should assign priority to the drafting and adoption 

of IP legislation, including patents, trademarks, and copyrights. In particular, the drafting of a 

Copyright Law, providing protection of computer programmes and other software, should be 

considered as part of Timor-Leste’s paperless trade legal initiatives and also its national ICT Policy 

strategy. Timor-Leste should also complete its accession to the World Intellectual Property 

Organization (WIPO) and undertake ratification of major IP conventions, including: 

• Berne Convention for the Protection of Literary and Artistic Works  

• Paris Convention for the Protection of Industrial Property  

• Madrid Agreement Concerning the International Registration of Marks  

• Protocol Relating to the Madrid Agreement Concerning the International Registration of 

Marks. 

 

Recommendation 10: (High Priority) Timor-Leste should adopt the Arbitration, Mediation and 

Conciliation Law, currently under review by the National Parliament, as soon as possible. The 

pending law should address both domestic and international arbitration issues, including provisions 

on the recognition and enforcement of foreign arbitral awards. Timor-Leste should, as a priority, 

accede to the very widely recognized United Nations Convention on the Recognition and 

Enforcement of Foreign Arbitral Awards (New York Convention) (1958) in order to participate more 

fully in international trade activities, including those related to paperless trade.   

 

Recommendation 11: (High Priority) Given the continued reliance on paper-based trade, particularly 

by the private sector, Timor-Leste should build awareness and capacity on legal issues of cross-

border paperless trade among its various stakeholders, including chambers of commerce, the trade 

community, and the legal profession. In particular, special emphasis should be accorded to 

enhancing the expertise of the Timor-Leste judiciary and legal profession concerning international 
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e-commerce and trade and transport law. Timor-Leste may seek support from the UN and other 

international development agencies, in a coordinated manner, for the planning and delivery of all 

such capacity building activities.  
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VI. Timor-Leste action plan for cross-border paperless 

trade 
 

This section features an initial national action plan, based on the “Individual Action Plan” template 

developed by the Working Groups of the Interim Intergovernmental Steering Group on Cross-border 

Paperless Trade Facilitation. The plan features indicative actions that could be undertaken by Timor-

Leste to implement the technical and legal recommendations presented in the previous section (V). The 

action plan includes priority level, timeline, capacity-building needs and potential key agencies related 

to each indicative action, based on discussions held during the national consultation workshop on 

facilitating cross-border paperless trade held on 9 September 2019, in Dili, Timor-Leste39, as well as 

the knowledge acquired by and the experience of the expert team. Indicative actions as well as other 

information included in this action plan may be further elaborated upon – e.g., activities may be further 

broken down into sub-activities and tasks; and type of capacity-building needs may be specified – and 

incorporated into other relevant national development plans (e.g. national trade facilitation action plan, 

e-commerce development strategy, or e-government plan).  

Part 1: Technical Aspect 

Priority level: High, Medium, Low 

Overall 

Indicative action 
Priority 
level 

Timeline 
Capacity 
building needs 

Potential key agencies 

0. Accede to the 
Framework 
Agreement on 
Facilitation of Cross-
border Paperless 
Trade in Asia and the 
Pacific 

High As soon 
as 
possible 

 Office of the Minister Coordinator 
for Economic Affairs 

 Inter-ministerial Commission for 
Fiscal Reform and Public Finance 
Management (FRPFM) 

Institutional and governance bodies for electronic data exchange in paperless environment 

Indicative action 
Priority 
level 

Timeline 
Capacity 
building needs 

Potential key agencies 

1. Synchronize and 
coordinate the 
governance structure 
on trade facilitation 
and paperless trade 
between stakeholders 
involved 

High As soon 
as 
possible 

  Office of the Minister Coordinator 
for Economic Affairs 

FRPFM  

Customs Authority 

2. Formalize the 
governance structure 
via a formal legislative 
instrument inclusive of 
the official 
appointment of the 
lead agency for the 
NSW 

High 

 

As soon 
as 
possible  
 
 

 

 

Office of the Minister Coordinator 
for Economic Affairs 

FRPFM  

Customs Authority 

 
39 National Consultation on Facilitating Cross-border Paperless Trade: Timor-Leste, event website is available 
from: https://www.unescap.org/events/national-consultation-facilitating-cross-border-paperless-trade-timor-leste 
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 2.1. Coordinate and 
synchronize the 
governance Structure 
and legislative 
instruments for both 
Timor-Leste and the 
special region 
enclave, Oecusse 

As soon 
as 
possible 

Automation 

Indicative action 
Priority 
level 

Timeline 
Capacity 
building needs 

Potential Key agencies 

3. Expand the EFT 
services for customs 
duty payments and 
also payments for 
other paperless trade 
related services 

High As soon 
as 
possible 

 Customs Authority 

Central Bank of Timor-Leste 
(BCTL) 

4. Expedite the 
signing of MOUS for 8 
OGAs with Customs 
for data sharing 

Med. As soon 
as 
possible 

 Customs Authority 

   4.1 Assist these 
OGAs for e-enabling 
their applications with 
BPR and data 
harmonization 

Med. As soon 
as 
possible 

Coordination 
with ESCAP and 
other 
international 
development 
agencies 

Office of the Minister Coordinator 
for Economic Affairs 

FRPFM  

ICT Infrastructure for Paperless Trade 

Indicative action 
Priority 
level 

Timeline 
Capacity 
building needs 

Potential Key agencies 

5. Review the ICT 
Implementation Plan 
2013 to ensure the 
scope includes holistic 
paperless 
implementation for all 
OGAs 

High As soon 
as 
possible 

 Office of the Minister Coordinator 
for Economic Affairs 

FRPFM  

Technology Information and 
Communication Agency (TIC) 

Customs Authority 

6. Establish clear 
disaster recovery 
plans including the 
establishment of 
disaster recovery sites 
and the respective 
SLAs with 
telecommunication 
and utility providers 

Med. Ongoing  TIC  

 

7. Consider the 
implementation of 
appropriate PKI 
legislative, 
infrastructure and 
mechanism for data 

Med. As soon 
as 
possible 

 TIC  

Office of the Minister Coordinator 
for Economic Affairs 

Customs Authority 
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and accessibility 
security 

Business Process Re-engineering 

Indicative action 
Priority 
level 

Timeline 
Capacity-
building needs 

Potential Key agencies 

8. Carry out business 
process re-
engineering (BPR) in 
implementing or 
upgrading ICT 
systems of trade-
related regulatory 
agencies 

Med. As soon 
as 
possible 

Coordinate with 
ESCAP for 
technical 
assistance in 
BPR 

Office of the Minister Coordinator 
for Economic Affairs 

Customs Authority 

Data Harmonization 

Indicative action 
Priority 
level 

Timeline 
Capacity 
building needs 

Potential Key agencies 

9. Carry out data 
harmonization in 
implementing or 
upgrading ICT 
systems of trade-
related regulatory 
agencies, using 
available international 
standards 

Med. As soon 
as 
possible 

Coordinate with 
ESCAP for 
technical 
assistance on 
data 
harmonization 
standards e.g. 
WCO and other 
international 
customs 
experts. 

Office of the Minister Coordinator 
for Economic Affairs 

Customs Authority 

Awareness and Capacity-Building 

Indicative action 
Priority 
level 

Timeline 
Capacity 
building needs 

Potential Key agencies 

10. Build awareness 
and capacity on 
(cross-border) 
paperless trade of its 
stakeholders 

Med. As soon 
as 
possible 

Coordinate with 
ESCAP for 
technical 
assistance in 
paperless and 
cross border 
paperless trade 
training. 

Office of the Minister Coordinator 
for Economic Affairs 

FRPFM  

Customs Authority 

Other Issues 

Indicative action 
Priority 
level 

Timeline 
Capacity 
building needs 

Potential Key agencies 

11. Set a strategic 
plan to secure budget 
for implementing ICT 
systems of trade-
related regulatory 
agencies  

High 

 

As soon 
as 
possible  

 

Seek ESCAP’s 
assistance in 
coordination 
with 
international 
development 
agency 

Office of the Minister Coordinator 
for Economic Affairs 

FRPFM  

MoF 

    11.1 Assessing 
requirements of those 
agencies  
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   11.2 Coordinating 
potential source of 
budget  

   11.3. Outreaching to 
international 
development agencies 

Facilitation of Cross-border Electronic Data Exchange 

Indicative action 
Priority 
level 

Timeline 
Capacity 
building needs 

Potential Key agencies 

12. Make automation 
systems of relevant 
regulatory agencies 
for both domestic and 
cross-border 
paperless trade at the 
same time 

High Ongoing  Office of the Minister Coordinator 
for Economic Affairs 

Customs Authority 

Ministry of Transport and 
Communications 

TIC  

13. Initiate bilateral 
cross- border data 
exchange and 
capitalize on existing 
agreements 

High Ongoing  Office of the Minister Coordinator 
for Economic Affairs 

Customs Authority 

14. Participate in 
regional, subregional 
and bilateral initiatives 
on cross-border 
paperless trade 

Med. Ongoing  Office of the Minister Coordinator 
for Economic Affairs 
Customs Authority 

15. Participate in joint 
inspection and sharing 
(recognition) of results 
electronically among 
relevant regulatory 
agencies and also 
with trading partner 
countries 

Med. Ongoing  Customs Authority 

 
 
 
Part 2: Legal Aspect 

Priority level: High, Medium, Low 

Overall 

Indicative action 
Priority 
level 

Timeline Capacity building needs 
Potential key 
agencies 

0. Accede to the 
Framework Agreement 
on Facilitation of Cross-
border Paperless Trade 
in Asia and the Pacific 

High As soon as 
possible  

YES. Increase awareness 
of the Framework 
Agreement text and 
undertakings; increase 
awareness of the 
Framework Agreement 
relationship to WTO Trade 
Facilitation Agreement 
(TFA), NSW 
implementation, and 
creation of cross-border 

FRPFM Ministry 
of Tourism, 
Commerce and 
Industry (MTCI) 
MoF  
Customs 
Authority  
Ministry of 
Foreign Affairs 
(MoFA) 
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paperless trade 
environment  

Electronics transactions and signatures law 

Indicative action 
Priority 
level 

Timeline Capacity building needs 
Potential key 
agencies 

1. Formulate and enact 
statutes and regulations 
governing, or related to, 
electronic transactions 
and cross-border 
paperless trade 

High Pending and 
Ongoing  

YES. Development of a 
knowledge base 
concerning UNCITRAL 
Model Laws and UN 
Convention on the Use of 
Electronic 
Communications in 
International Contracts; UN 
Convention on Contracts 
for the International 
Carriage of Goods Wholly 
or Partly by Sea (i.e. 
Rotterdam Rules);  UN 
Convention on Contracts 
for the International Sale of 
Goods; eIDAS; EU 
General Data Protection 
Regulation (GDPR); 
UN/CEFACT 
Recommendations and 
other national e-commerce 
law models  

Formulate a more detailed 
legislative and regulatory 
agenda (as well as 
roadmap) for achievement 
of paperless trade and 
NSW; creation a dedicated 
inter-agency unit/group to 
steer such legal reforms  

Ministry of 
Legislative 
Reform and 
Parliamentary 
Affairs (MRLAP)  

MTCI 

Customs 
Authority   

TIC  

Ministry of 
Transport and 
Communications 
(MTC)    

MoFA  

 

 

 

   1.1 Adoption of e-
Commerce Law     

   1.2 Drafting of NSW 
Law  
  1.3 Adoption of Data 
Protection Law   

   1.4 Adoption of Data 
Governance Law 

   1.5 Adoption of 
Cybersecurity Law  

   1.6 Enactment of IPR 
laws  

   1.7 Adoption of 
Maritime Transport Law 
and Port Regulations  

   1.8 Adoption of Privacy 
Law  

   1.9 Adoption of 
Arbitration Law  

   1.10 Amendments of 
Civil Procedure Code 

   1.11 Amendments of 
Criminal Procedure Code  

2. Formulate and enact 
maritime laws, including 
carriage of goods by sea, 
as well as port 
regulations, which are 
supportive of cross-
border paperless trade 
(Ref 1.7)  

Med.  Ongoing  YES. Develop a 
knowledge base 
concerning relevant 
international maritime, 
shipping, and port 
regulation conventions, 
rules, and guidelines, such 
as the Rotterdam Rules 
and International Maritime 
Organization (IMO) 
instruments  

MRLAP 
MTCI 
MTC 
Customs 
Authority 
Port Authority of 
Timor-Leste 
(APORTIL)  
MoFA 

3. Formulate and enact 
legislation and 
regulations related to 
data protection, privacy, 
cybersecurity, data 
ownership, data retention 
and electronic archiving 
and data sharing 
arrangements (Ref 1.3, 
1.4, 1.5, and 1.8)  
 

High  Pending and 
Ongoing  

YES. Development of a 
knowledge base 
concerning laws on data 
protection, other data 
issues, privacy, and 
cybersecurity; 
consultations with 
government agencies on 
international best practices 
and legal models 

MRLAP 
MTCI 
TIC  
MTC 
Customs 
Authority 
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4. Draft and adopt an e-
Commerce Law to 
include comprehensive 
provisions on the 
admissibility of electronic 
evidence in judicial and 
administrative/regulatory 
proceedings; Civil and 
Criminal Procedure 
Codes to be amended to 
allow for admissibility of 
electronic evidence (Ref 
1.1, 1.10, and 1.11) 

Med.  Pending  YES. Consultations with 
government agencies and 
the judiciary on electronic 
evidence parameters; e-
commerce training 
modules for the judiciary 
and legal profession 

MRLAP  

Supreme Court 
of Justice  

Ministry of 
Justice (MoJ)  

 

Paperless trade and Single Window laws 

Indicative action 
Priority 
level 

Timeline Capacity building needs 
Potential Key 
agencies 

5. Provide a legal basis 
for establishing the 
nature, functions and key 
features of a Single 
Window (Ref 1.2) 

High As soon as 
possible 

YES. Knowledge of 
provisions in NSW law; 
reference to other national 
models 

FRPFM MTCI 
MoF  
Customs 
Authority 
MRLAP 

Cross-border aspects 

Indicative action 
Priority 
level 

Timeline Capacity building needs 
Potential Key 
agencies 

6. Seek participation in 
international treaties and 
bilateral agreements 

High Pending and 
Ongoing  

YES. Build knowledge 
among government 
officials about WTO TFA; 
build knowledge of ASW 
Roadmap – and legal 
aspects of ASW initiatives; 
strengthen awareness and 
capabilities concerning 
legal aspects of cross-
border paperless trade 
interoperability and related 
instruments and initiatives    
 

MoFA 
MTCI 
MRLAP 
Customs 
Authority 
MTC  
TIC  
Central Bank of 
Timor-Leste 
(BCTL) 

   6.1. Accede to WTO 
and thereafter ratify the 
WTO TFA 

MoFA  
MTCI 
Customs 
Authority  
MRLAP 

   6.2. Join ASEAN and 
thereafter fully participate 
in ASEAN Single Window 
initiatives 

MoFA  
Customs 
Authority  
MTCI  
TIC 
MTC 

   6.3. Participate in other 
multilateral and bilateral 
cross-border paperless 
trade interoperability 

MoFA 
MTCI  
Customs 
Authority  
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initiatives, including 
Timor-Leste-Indonesia-
ADB MOU Regarding 
Cross-Border Trade and 
Cooperation Technical 
Assistance 

MTC  
TIC  

7. Proactively consider 
how to incorporate 
relevant international 
legal standards, 
regulations and 
guidelines into the 
country’s legal 
frameworks 

Med. Pending and 
Ongoing  

YES. (In relation to the 
legal frameworks in Legal 
Recommendation 1.)  
Build knowledge of 
international standards, 
regulations, and guidelines 
relevant to NSWs and 
paperless trade, including 
WCO instruments, 
UN/CEFACT 
Recommendations and 
UNNExT Legal Guide for 
Single Windows and 
Paperless Trade  

MTCI 
Customs 
Authority 
MoFA 
MRLAP 
TIC  
MTC   
 

Other considerations 

Indicative action 
Priority 
level 

Timeline Capacity building needs 
Potential Key 
agencies 

8. Ensure that laws allow 
electronic payments for 
all purposes and among 
all participants in 
international trade 
transactions 

Med. Ongoing YES. Development and 
integration of national e-
payment system with 
forthcoming Timor-Leste 
NSW; internationalisation 
of national e-payment 
gateway; introduction of e-
documents for payment 
and settlement purposes 

Central Bank of 
Timor-Leste 
(BCTL) 
MoF  
Customs 
Authority  
TIC 
MTCI 

9. Formulate and enact 
IP legislation, including 
patents, trademarks, and 
copyrights – with priority 
given to drafting a 
Copyright Law to provide 
comprehensive protection 
of computer programs 
and other software 

High  Pending and 
Ongoing  

YES. Development of a 
knowledge base 
concerning IP laws and 
conventions; consultations 
with government agencies 
on international best 
practices and legal 
models; judicial training on 
IP laws  

MRLAP  
MTCI 
MoJ 
MoFA 
TIC  
Supreme Court 
of Justice 

   9.1. Accession to World 
Intellectual Property 
Organization (WIPO); 
and undertaking 
ratification of major 
international IP 
conventions (Ref 1.6) 

High  Pending and 
Ongoing  

 MoFA  
MTCI 
MRLAP 
TIC 

10. Enact the Arbitration, 
Mediation and 
Conciliation Law 
addressing both domestic 
and international 
arbitration and allowing 
for recognition and 
enforcement of foreign 
arbitral awards  

High As soon as 
possible 

YES. Development of a 
knowledge base 
concerning the UN Model 
Law on International 
Commercial Arbitration, 
New York Convention, and 
international best 
practices; training 
programs on commercial 

MRLAP  
MTCI 
MoFA   
MoJ 
Supreme Court 
of Justice 
Timor-Leste Bar 
Association 
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arbitration for the judiciary 
and legal profession    

   10.1. Accession to 
United Nations 
Convention on the 
Recognition and 
Enforcement of Foreign 
Arbitral Awards (New 
York Convention) (Ref 
1.9) 

 As soon as 
possible  

 MoFA 
MTCI  
MRLAP 

11. Build awareness and 
capacity on legal issues 
of (cross-border) 
paperless trade for 
stakeholders 

High As soon as 
possible  

YES. Design and delivery 
of educational 
programmes and 
professional seminars for 
the private sector, 
including the legal 
profession, promoting the 
transition from paper-
based to paperless trade 
and arrival of the electronic 
trading environment 

MTCI 
SERVE 
Chamber of 
Commerce and 
Industry of 
Timor-Leste 
(CCI-TL) 
Timor-Leste Bar 
Association  
Plus, other 
private sector 
stakeholders – 
freight forwarding 
and Customs 
Brokers 
associations 
Representatives 
of MSMEs 
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VII. Conclusion and way forward 
 

Timor-Leste has initiated to implement some 

measures for trade facilitation and paperless 

trade. However, much more remains to be done 

to enhance trade efficiency in Timor-Leste, in 

particular, by adopting digitalization of trade 

procedures. In this report, findings from 

technical and legal assessments of the 

readiness of Timor-Leste for cross-border 

paperless trade were presented, along with 

recommendations derived from these findings. 

An initial action plan was formulated based on 

the experts’ recommendations and input 

gathered during the national consultations. This 

could also provide a useful basis for the 

preparation by Timor-Leste of an Individual 

Action Plan under the Framework Agreement 

on Facilitation of Cross-Border Paperless Trade 

in Asia and the Pacific, should it decide to.  

A regional workshop was organized where 

countries shared their main issues and 

challenges in facilitating cross-border paperless 

trade and priority actions to address these 

issues and challenges. 40  At this workshop, 

Timor-Leste identified that coordination 

between diverse ministries as the big challenge, 

as well as for the lack of human resources in 

pursuing paperless trade. Timor-Leste also 

pointed out that the country is primarily focusing 

and depending on tourism, but acknowledged 

the importance of diversification, and that 

effective paperless trade initiatives are 

expected to reduce the cost of overall trade as 

well as for the cost for tourism.  

The report highlighted that there were no 

technical or legal obstacles in Timor-Leste to 

accede to the Framework Agreement and that 

it should do so as soon as possible so it can 

start to more effectively plan and implement its 

trade digitalization strategy. The readiness 

assessments together with the action plan 

featured in this report can serve as a foundation 

to elaborate more detailed activities at national 

and agency level in this area, with identifiable 

timeline and budget sources. Additional 

meetings and consultations among 

stakeholders may be useful to further refine and 

specify actions and their sequencing in order to 

achieve the long-term goal of cross-border 

paperless trade – and to identify specific pilot 

projects and capacity building and technical 

assistance needs. 

Pending its accession and the entry into force 

of the Framework Agreement, Timor-Leste may 

also continue to participate in the Interim 

Intergovernmental Steering Group on Cross-

border Paperless Trade Facilitation to gather 

and exchange information on good practices 

that can help Timor-Leste further enhance its 

readiness for cross-border paperless trade. 

 

 
40 Capacity Building Workshop on Cross-border Paperless Trade Facilitation, 19 September 2019, New Delhi, 

India. For more information, see: https://www.unescap.org/events/aptff-capacity-building-workshop-cross-border-

paperless-trade-facilitation 

https://www.unescap.org/events/aptff-capacity-building-workshop-cross-border-paperless-trade-facilitation
https://www.unescap.org/events/aptff-capacity-building-workshop-cross-border-paperless-trade-facilitation
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Annexes 
 

Annex I. List of stakeholders interviewed 
 

Organization Name Job Position 

Asian Development Bank Mr. David Freedman  Country Economist 

Autoridade Inspesaun no 
Fiskalizasaun Atividade 
Ekonómika, Sanitária no 
Alimentár 

Mr. Abilio Sereno  Coordinator of AIFAESA 

Association of Customs Brokers 
or Freight Forwarders 

Zeca Guterres  
President of Customs Broker Timor-
Leste 

BAR Association Mr. Manuel Tilman  President of Lawyer Association 

BAR association member 
Mr. Duarte Simões 
Carneiro  

Director of CRA Law Firm 

Business Registration and 
Verification Agency (SERVE) 

Ms. Noemia Amaral  Deputy Director 

Central Bank 
Mr. Abrão Vasconcelos  

Mr. Venancio Alves Maria  Vice-President 

Chamber of Commerce and 
Industry  

Mr. Rui Castro  Vice Presidents 

Mr. Oscar Lima  President 

Customs Broker Association  
Mr. Zeca Guterres President 

Mr. Faustino Amaral  Vice-President 

Meeting with UN Resident 
Coordinator and the UN 
Migration Agency Chief of 
Mission in Timor-Leste 

Mr. Roy Trivedy  

Mr. Wonesai Workington 
Sithole 

 

Ministry of Agriculture and 
Fisheries - Directorate National 
of Quarantine and Bio-Security 

Mr. Cesar Jose da Cruz  Secretary General 

Mr. Venancio Oliveira  
National Director 

Ministry of Finance - Customs 
Authority 

Mr. Jose Antonio Fatima 
Abilio  

General Director 

Mr. Jeca Amaral  ASYCUDA Coordinator 

Joaquim dos Reis  

Mr. Jose Antonia Fatima 
Abilio 

General Director 

Ministry of Finance - Fiscal 
Reform Commission 

Mr. Helder Lopes  Principal Adviser 

Ms. Fernanda Borges  Former Fiscal Reform Coordinator 

Ministry of Finance - 
Frontier/Border Integrates Post 
(PIF) 

Mr. Delio Belo  PIF Manager 

Ministry of Finance - Tax 
Authority  

Ms. Dulce Patrocionio 
dos Santos  

Director 

Ministry of Foreign Affairs and 
Cooperation - Directorate 
General of ASEAN Affairs 

Ambassador George 
Camões  

General Director for ASEAN Affairs 

Ministry of Health - National 
Laboratory  

Ms. Endang Soares da 
Silva 

 

Ministry of Health - Secretary 
General  

Mr. Victor Soares Martins  

Ministry of Interior - Directorate 
General of Immigration 

Mr. Boavida Ribeiro  Director 

Ministry of Justice - Directorate 
General of Justice 

Ms. Marcelina Soares 
Tilman  

Director 

Mr. Jacinto Rigoberto 
Gomes de Deus  

Principal Adviser 
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Ministry of Tourism, Commerce 
and Industry/ Directorate 
General of commerce 

Mr. Leovegildo dos 
Santos  

General Director 

Ministry of Transport and 
Communications - APORTIL  

Mr. Constantino Ferreira 
Soares  

President of APORTIL 

Mr. Victor Maia  Vice-President of APORTIL 

Ministry of Transport and 
Communications - Council 
Administration President of Civil 
Aviation Authority (ANATL. EP) 

Mr. Romualdo Antonio S. 
da Silva 

 

Ministry of Transport and 
Communications - Directorate 
General of Transportation and 
Communication  

Mr. Tomas Fatima da 
Silva  

General Director 

Mr. Natalino de Rosario  
National Director of Transportation 
and Communication 

Ministry of Transport and 
Communications - National 
Director of Information and 
Technology 

Mr. Nicolao dos Santos 
Celestino 

 

Ministry of Tourism, Commerce, 
and Industry Principal Advisor  

Mr. Alves Gomes  
Chief of Cabinet of the Principal 
Adviser 

Office of Coordinating Minister 
of Economic Affairs 

Mr. Victor Maia Chief of Cabinet 

Ms. Iriana Freitas de 
Jesus Ximenes  

 

Office of Minister of the 
Legislatives Reform and 
Parliamentary Affairs 

Ms. Melisa Caldas  Legislative Reform Coordinator 

Ms. Maria Martins da 
Silva  

Adviser 

Prime Minister Office - Agência 
de Tecnologias de Informação 
e Comunicação I.P. - TIC 
TIMOR 

Mr. Roberto Caetano de 
Sousa Vicente  

Executive Director 

SERVE/Coordinating Minister 
of Economic Affairs 

Mr. Florencio Sanches  Executive Director 

Supreme Court/Court of Appeal Deolindo dos Santos  Head of Court of Appeal 

TradeInvest 
Mr. Arkanjo da Silva  Executive Director 

Mr. Decio Ribeiro 
Sarmento  

Export Promotion Director 
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Annex II. List of participants at the national consultation workshop 
 

Organization Name 

ACRCTO Jose de A. Chang 

Asian Development Bank Domingos Mesquita 

Autoridade Inspesaun no Fiskalizasaun 
Atividade Ekonómika, Sanitária no Alimentár 

Joanico Soares 

ASDATIL / SDV 
Zeca Guterres 

Faustino 

Chamber of Commerce and Industry 
Sidonio Freitas 

David Jong 

Custom Authority 

Alberto Seixas 

Tobias B. da Cruz 

Joaquim 

Marianode F. Mendonsa 

Zeca Amaral 

DCAA Jahis J. Ximenes 

INDEPENDENTE Martinha Gusmao 

Integrated Post Manager Delio Jim Belo 

JICA Tarico Moriyama 

Ministry of Agriculture and Fisheries 
Caetano S. Cristoni 

Gregorio Quintao 

Office of the Minister of Economic Affairs 
 

Angela Freitas 

Felixiano DC 

Ministry of Finance, Tax Authority Dulce A.C.P. dos Santos 

Ministry of Foreign Affairs and Cooperation 

Milena Rangel 

Deonisio Luis 

Apolinario Leite 

Vitorino Tilman 

Ministry of Justice Nelinho Vital 

Ministry of Tourism, Commerce, and Industry 

Cosme F. B. da Silva 

Luis X, Caldeira 

Ralgencio Pires 

Marcio Rosa Lay 

Ministry of Transportation and 
Telecommunication 

Maria Antonia 

Paulo da Costa 

Ministry of Legislative Reform and 
Parliamentary Affairs 

Cristina Lima 

Melisa Silva Caldas 

Prezidente Tribunál Rekursu Deolindo dos Santos 

SERVE I.P. 

Ana O. de Corte Real 

Noemia Amaral 

Felix da Silva 

TIC TIMOR- I.P Roberto C. de Sousa 

TIMOR-POST Olga Soares 

TRADE INVEST TIMOR-LESTE Decio R. Sarmento 
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Annex III. Cross-border paperless trade: a technical readiness checklist: 

Timor-Leste 
 

Scope and structure of the checklist 

The checklist is to assess technical gaps in implementing cross-border paperless trade systems. The 

Checklist takes into considerations of national issues such as implementation of electronic and 

paperless transactions at national level and Single Window system, pre-requisites for cross-border 

paperless trade data exchange.  

The checklist is structured in two sections as below: 

 

Section A - Paperless Trade System at the National Level 

This section focuses on technical issues related to implementation of electronic trade systems in 

paperless environment at the national level.  Technical issues are grouped into the following categories. 

1. Institutional and governance bodies for electronic data exchange in paperless environment 

a. Strong political commitment 

b. Coordination 

c. Inter-agencies governance structure 

2. Level of automation 

a. Electronic Systems 

b. Single Window System 

3. Information and Communication Technology (ICT) Infrastructure for Paperless Trade 

a. Network service availability 

b. Common/single network (E-Systems)  

c. Single Window System – integrate/interoperate with other systems  

d. Strategic plan for ICT infrastructure issues  

e. Disaster Recovery 

f. Business Continuity Plan 

4. Security 

a. IT security policy 

b. Security measures (E-Systems)  

c. Authentication mechanism 

d. Communication protocol 

5. Business process re-engineering 

a. BPR for paperless trade 

b. Implementation of paperless trade transactions 

6. Data harmonization and standardization 

7. Capacity building 

8. Other matters 

a. Computer literacy 

b. Budget constraints 

 

Section B – National Status Towards Cross-border Data Exchange 

This section is aimed at assessing the status of a country or an organization to embark on cross-

border paperless trade data exchange projects. 

1. Electronic systems  

2. Single Window System  
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3. Business process re-engineering  

4. Data Harmonization and standardization  

5. International Transit 

6. Awareness Program  

7. Other matters 

a. Authorized Economic Operator  

b. Stakeholders and trade community 

c. Government budget  

d. Documents being considered for cross-border data exchange & Prioritization 

e. Further information 

 

CONSOLIDATED RESPONSE TO TECHNICAL READINESS CHECKLIST 

Section A: Paperless Trade System at the National Level  

No. Questions  Response 

1. Institutional and governance bodies for electronic data exchange in paperless 

environment: 

One of the critical success factors for implementation of paperless trade system is strong 
commitment from the Head of Government without which many projects of this magnitude 
tend to stall. When top management is committed to spearhead a project, issues of financial 
support and other resources could be addressed more readily. Coordination among 
participating parties (among Government agencies, between government and private sectors) 
is not an easy task but could be carried out more efficiently and effectively with the 
establishment of an institutional body equipped with a strong governance structure. The 
institutional set-up will provide a venue for relevant officials to come together to discuss on 
functionalities and other technical as well as legal matters. The governance structure which 
depicts the role and responsibilities of each unit/group as well as reporting mechanism will 
expedite the implementation of the paperless trade systems. 

1.1 Is there strong political commitment in your 

country to implement paperless trade 

systems to expedite international trade 

supply chain? 

YES. There are multiple initiatives both by the 

“Office of the Minister Coordinator for 

Economic Affairs” and the Ministry of Finance 

(MoF). Plus, a new government resolution 

establishes an inter-ministerial commission, 

the Fiscal Reform and Public Finance 

Management (FRPFM), responsible for the 

National Single Window (NSW) and related 

development. 

Is there an official government instruction or 

decree? Has a Ministerial level official been 

appointed for this initiative? 

PARTIALLY. The National Trade Facilitation 

Council (NTFC) is chaired by the Coordinating 

Minister for Economic Affairs and by decree 

law with the support from the Directorate 

General of Commerce of the Ministry of 

Tourism, Commerce and Industry (MTCI). 

However, the person for the Ministerial role 

has not been identified.  

There was also a similar initiative from the 

MoF but it was not functioning as no person 

was in charge. Instead, according to very 

recently announced Resolution No. 18 (2019), 

the inter-ministerial commission (FRPFM), led 

by Prime Minister, will be responsible for the 

development of the NSW. However, Customs 
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Authority which is under the Ministry of 

Finance is responsible for NSW technical 

implementation and creates legislations for the 

NSW implementation. 

1.2 Does the paperless trade initiative 

encompass all the community partners and 

is it driven by the government at the top 

level? 

PARTIALLY. The NTFC comprises of Office of 

the Minister Coordinator for Economic Affairs, 

Customs, Quarantine, Agriculture and private 

sector stakeholders, e.g. customs brokers, 

freight forwarders and traders. 

Which government agency is in charge? 

This has not been properly identified. The de-

facto agency is Customs due to its 

implementation of e-Customs. 

1.3 Is there an inter-agencies governance 

structure established to oversee paperless 

trade systems facilitated by the 

government?  

PARTIALLY. Inter-agencies governance 

structure is under two separate 

initiatives/structures, i.e. NTFC and FRPFM. 

However, they are currently not functioning. 

If yes, please provide a diagrammatic 

representation of the structure and indicate 

the Lead Agency?  

 

This structure may include the private 

sector stakeholders or community players. 

 

2. Level of Automation 

It is not feasible for an organization/agency to consider implementing paperless trade system 

without the capability of processing electronic document/information/data, let alone cross-

border data exchange subsequently. 

2.1 Paperless trade system 

2.1. 

(a) 

Has your country implemented Electronic 

Customs (eCustoms)? (And other services 

that facilitates Customs declarations in an 

electronic format) 

YES. 

Does it have the capability to receive, 

process and issue document electronically? 

YES. However, paper-based documents are 

still required in parallel to electronic 

submission. 

Is it integrated with Electronic Payment 

(ePayment)?  

PARTIALLY. Payments are via 

cash/cheque/credit cards or bank deposit. 

Electronic Funds Transfer (EFT) is possible 

depending on the banks. 

Does it have the capability to authenticate 

users electronically? 

YES. The e-Customs system used is 

ASYCUDA World and issues the ID and 

passwords when the declarant is registered. 

Does it ensure data/document security? YES. It is ensured via ASYCUDA’s internal 

security platform. 

What is the percentage of trade covered 

under this system? 
Estimated to be 95% 

Are community partners connected to it 

electronically? 

NO. Other partners are still on manual basis. 

2.1. 

(b) 

Has your country implemented Electronic 

Port (ePort)? (Including air, sea, road rail 

and inland ports) 

NO. The electronic data interchange (EDI) at 

Dili port has jointly launched by the customs 

office and Dili port authority in 2019, with the 

ASYCUDA World system. However, according 

to the customs office, the port management 
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has not been able to operate the system 

properly. A port EDI at the new Tibar port will 

be installed when the construction project is 

finalized in 2021. 

Does it have the capability to receive, 

process and issue document electronically? 

N/A 

Is it integrated with Electronic Payment 

(ePayment)?  

N/A 

Does it have the capability to authenticate 

users electronically? 

N/A 

Does it ensure data/document security? N/A 

What is the percentage of trade covered 

under these systems? 

N/A 

Are community partners connected to it 

electronically? 

N/A 

2.1. (c) 

 

 

Has your country implemented Electronic 

License (eLicense), Electronic Permit 

(ePermit), Electronic Certificate 

(eCertificate), etc.? 

NO. All other government agencies (OGAs) 

are waiting for the implementation ASYCUDA 

Single Window which is targeted to provide 

approval upload module for each OGA.  

Does it have the capability to receive, 

process and issue document electronically? 

 N/A 

Is it integrated with Electronic Payment 

(ePayment)?  

N/A 

Does it have the capability to authenticate 

users electronically? 

N/A 

Does it ensure data/document security? N/A 

What is the percentage of trade covered 

under these systems? 

N/A 

2.1. 

(d) 

Has your country implemented Systems of 

cross-border trade other than above 

specified? 

NO. However, a Memorandum of 

Understanding (MOU) with Indonesia has 

been signed for cross border data exchange. 

Does it have the capability to receive, 

process and issue document electronically? 

 N/A 

Is it integrated with Electronic Payment 

(ePayment)?  

Does it have the capability to authenticate 

users electronically? 

N/A 

Does it ensure data/document security? N/A 

What is the percentage of trade covered 

under these systems? 

N/A 

2.1. 

(e) 

What is your country’s targeted timeline to 

cover all trade transactions through these 

systems towards paperless environment? 

The target is to cover all trade transactions by 

2021. 

2.2 Has a Single Window System been 

implemented in your country to expedite 

cargo movement/clearance and to facilitate 

international trade supply chain? 

If yes, please answer following questions 

(2.2. (a) to 2.2. (d). If No, please answer 

2.2. (e).) 

NO. 
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2.2. 

(a) 

How does it receive data electronically i.e 

what kind of user interface and 

communication channel (internet-based 

network or dedicated/secured private 

network) is used? 

N/A 

2.2. 

(b) 
Does it support paperless environment? 

N/A 

2.2. (c) 
How many agencies are connected to the 

single window? Please list them. 

8 OGAs is planned to sign an MOU with 

Customs for the integration to the ASYCUDA 

Single Window as per government resolution 

24/2017. However, the list of OGAs is not 

finalized. 

2.2. 

(d) 

Who operates this system? It is expected to be Customs. 

2.2. 

(e) 

If No, does your country have a future plan 

and when is the targeted timeline to 

implement electronic transactions towards 

paperless environment? 

It is estimated to be 2021. 

3. Information and Communication Technology (ICT) Infrastructure for Paperless Trade 

A good information and communication technology (ICT) infrastructure is one of the essential 
elements for an efficient paperless trade system. The primary function of the network is to 
serve as a secure channel for information exchange between the participating parties. 
Unavailability of internet service could be one of the obstacles in full implementation of a 
trade facilitation system when the business process is incomplete due to missing parties in 
the network connectivity.   
There are various options of network such as Multi-Protocol Label Switching - Internet 
Protocol Virtual Private Network (MPLS-IPVPN), HTTPS (HyperText Transfer Protocol over 
Secure Socket Layer). Regardless of choice of options, the network should allow connectivity 
and interoperability between heterogeneous platforms and support various protocols and 
exchange paradigms within a secure operating environment. It is not uncommon that different 
stakeholders have different level of computerization and system on different platforms. To 
ease integration/interfacing/interoperability between these systems, a single window system 
which connects them needs to support interface with heterogeneous systems. 
Putting in place a strategic plan to address information and communication technology (ICT) 
infrastructure issues and a disaster recovery centre should be part of a business continuity 
plan. It is essential to ensure the effects of operating disruptions are properly mitigated. 

3.1 Is Network service available at all border 

posts, including ports/airports/cargo 

clearing house, in your country? 

YES. Fibre optic connectivity is provided in 

major towns with broad band connectivity at 

border crossing points, but the cost is high. 

If not, what is your country’s future plan and 

targeted timeline to connect the 

stakeholders of the logistic and supply 

chain including controlling agencies? 

 

3.2 Are the systems mentioned in 2.1 

connected via a common/single network? If 

yes, answer 3.2. (a) to 3.2. (e).) 

YES. For eCustoms, it is provided and 

managed by TIC under the Prime Minister’s 

Office and Ministry of Transport and 

Telecommunications. 

3.2. 

(a) 
Does it have an integrated secure network? 

YES. 

3.2. 

(b) 

Is it able to provide a high availability rate of 

minimum 99.9% in terms of service level 

agreement for trade data exchange in 

paperless environment? 

YES. This is a commitment through service 

level agreements (SLAs) signed with 

Government agencies. 
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3.2. (c) Is it able to support various communication 

protocols? 

YES. It supports all common communications 

protocols. 

3.2. 

(d) 

Is it designed to take into account future 

requirements such as device and 

technology upgrades? 

UNCERTAIN. It depends on the requirements 

and requests. 

3.2. 

(e) 

If any of the above is lacking (a~ e), what is 

your country’s future plan to upgrade it and 

what is the targeted timeline? 

For the future plan, still waiting to be 

established, from the Office of the Minister 

Coordinator for Economic Affairs. 

3.3.  If a Single Window System is implemented, 

is it able to integrate/interface/interoperate 

with other existing heterogeneous systems 

(i.e with systems on different platform)? 

 

If it does support (is able to interoperate 

with) heterogeneous systems, what is the 

method of integration/interfacing? 

YES. Preliminary information on ASYCUDA 

Single Window indicates such capability. 

3.4 Does your country have a strategic plan to 

address information and communication 

technology (ICT) infrastructure issues (for 

paperless trade)? 

PARTIALLY. The ICT Implementation Plan 

2013 indicates plans for e-government of 

which currently only refers to “citizen services”.   

If not, what is your country’s future plan and 

targeted timeline to establish the strategic 

plan? 

N/A 

3.5 Is there any policy for the establishment of 

a Disaster Recovery (DR) at 

agency level? 

national level? 

YES. There is the ICT Implementation Plan 

2013 at the national level for the establishment 

of a Disaster Recovery (DR). 

Please state the Disaster Recovery (DR) 

implementation at agency level (specify the 

%) national level. 

N/A.  However, implementation is in progress 

and data warehouse and DR sites are being 

established. 

If not, what is your country’s future plan and 

targeted timeline to set up a Disaster 

Recovery (DR)? 

N/A 

3.6 
Does your country have a business 

continuity plan for paperless trade systems? 

If yes, is it regularly tested? 

NO. However, the business continuity plan is 

in progress of development and planned to be 

together with the implementation of the DR 

sites. 

If not, what is your country’s future plan and 

targeted timeline to develop a business 

continuity plan? 

N/A 

4. Security 

The confidence of users to replace paper-based document with electronic information or data 
is to an extent dependent on how the IT system manages the electronic data in a secured 
manner. 

4.1 

Is there any information technology (IT) 

security policy for your country? 

If yes, please specify. 

NO. However, the establishment of laws on e-

signatures is in progress. It is planned to 

introduce Single Sign On (SSO). Unique ID 

system is also being assessed for 

implementation. 

4.2 What kind of security measures undertaken 

to protect system(s) mentioned in 2.1 (if any 

ASYCUDA internal security system for a 

closed environment for e-Customs. 



 

39 
 

of them is implemented) from unauthorized 

access? 

4.3 What kind of authentication mechanism 

used to ensure security of information 

transmitted electronically? 

ASYCUDA internal security system. Digital 

signatures are being considered for 

implementation. Also, waiting for the approval 

of law on IT. 

4.4 What kind of communication protocol is 

used for electronic data exchange 

currently? 

Secure Sockets Layer (SSL) and HTTPS 

4.5 What is your country’s future plan to 

enhance the security level mentioned in 4.1 

and 4.2 and what is the targeted timeline? 

In progress. Timeline is not indicated. 

5. Business Process Re-engineering 

Failure to review and re-engineer a manual procedure/process in the development of an 

electronic system will often lead to inefficiency of the system. It will further jeopardize 

integration/interfacing with other systems if business processes across the board are not 

streamlined to ensure seamless flow of information. Implementation of an electronic system 

often begins with parallel processing of paper document, but the ultimate goal is to 

discontinue the usage of paper document.  

5.1 Have the stakeholders in your country 

conducted re-engineering and streamlining 

of business processes to support paperless 

trade/NSW: 

  (a) agency level (Please list them)? 

  (b) national level? 

PARTIALLY. Only Customs has conducted 

these. 

5.2 Has your country implemented any 

paperless trade transactions? 

PARTIALLY. Only for e-Customs. 

If yes, what kind of transactions are 

implemented, and type of electronic 

documents are exchanged? 

Import and Export declarations. E-air waybill is 

planned by the Ministry of Transport and 

Communications. 

If not, what is your country’s future plan and 

targeted timeline to do away with paper-

based documents? 

 

6. Data Harmonization and Standardization 

Data compatibility is one of the main issues that need to be addressed in various connectivity 
projects in and around the region. Thus, if data harmonization and standardization can be 
carried out as early as possible, seamless data exchange will be achieved without 
compatibility issues especially if it is based on international standards. 

6.1 Has data harmonization and 

standardization been conducted on the data 

elements for paperless trade. 

--(a) at agency level (Please list them)? 

--(b) at national level? 

PARTIALLY. Only for Customs 

If yes, has a data model been adopted and 

is it based on international 

standards/guidelines, such as United 

Nations rules for Electronic Data 

Interchange for Administration, Commerce 

and Transport (UN/EDIFACT), United 

Nations Code for Trade and Transport 

Locations (UN/LOCODE), Core Component 

Technical Specification (CCTS), Core 

Customs are upgrading to the WCO Data 

Model (DM) 3.7 from a lower version. 
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Component Library (CCL), World Customs 

Organization Data Model (WCO DM), etc.? 

7. Capacity Building 

Capacity building is an ongoing activity in most projects but is important particularly at the 
onset of a project to ensure stakeholders have a common understanding on the project and 
their respective role and responsibilities to make it a success. 

7.1 Has your country conducted any awareness 

program and/or workshop to ensure the 

stakeholders (government agencies and 

traders) having a common understanding 

on ‘paperless trade’ and to have better 

insight in the requirements of ‘paperless 

trade’ as well as their respective role to help 

realize cross-border paperless trade data 

exchange? 

NO. Trainings were only provided to users of 

the e-Customs system, very limited for only 

operational matters, and no trainings were 

provided to OGAs nor any other stakeholders 

on paperless trade. 

7.2 Do the stakeholders of cross-border trade in 

your country fully understand the single 

window approach? 

NO. Awareness is limited.  

7.3 Has your country conducted any awareness 

program or workshop on single window? 

NO. Stakeholders, especially private sector, 

are requesting for awareness and capacity 

building programs for paperless trade and 

single window. 

7.4 What is your country’s future plan and 

timeline to enhance capacity building for 

cross-border paperless trade data 

exchange? 

No timeline is indicated.  

8. Others 

8.1. 

(a) 

What is the level of computer literacy in the 

trading community in your country as a 

whole to support electronic transactions? 

(>75%=High, 50%=Medium, 25%=Low) 

Low. Computer literacy is confined to mainly 

office applications. 

8.1. 

(b) 

Are they ready to accept changes arising 

from re-engineered business processes in 

implementing paperless trade systems? 

NO. They are not ready as they have limited 

awareness about the on BPR and paperless 

trade. 

8.2 

 

Does your country encounter budget 

constraint in implementing paperless trade 

system? 

YES. Budget constraint is encountered 

especially in the areas of modernization 

reforms, ICT automation and human 

resources. 

If yes, what is your country’s future plan to 

overcome this financial constraint and what 

is the targeted timeline? 

No plans indicated due to the absence of a 

functioning governance structure to identify 

challenges and plan for future activities. 
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Section B: National Status Towards Cross-Border Data Exchange 

No. Questions  Response 

Ideally, all stakeholders of cross-border trade should be on board the cross-border data exchange 

project to bring forth full benefits. In this respect, it is important that their IT systems support cross-

border data exchange. A single window system is meant to connect systems of the stakeholders via a 

single point of connectivity providing more efficient integration/interfacing. Likewise, a National Single 

Window which acts as the national single point of connectivity will tend to ease integration/interfacing 

for cross-border data exchange with dialog partners. 

1. What is the percentage of systems 

mentioned in Section A 2.1 (if any of them is 

implemented) support cross-border data 

exchange? 

The only system implemented is e-Customs 

(ASYCUDA) and it is reported to have the 

capability to support cross-border data 

exchange. 

2. If a single window mentioned in Section A 

2.2 is implemented, does it support cross-

border data exchange?  

N/A. Single Window has not been 

implemented. However, the potential system 

being considered, ASYCUDA Single Window, 

is reported to support cross-border data 

exchange. 

If ‘Yes’, does it function as the NSW which 

acts as the national single point of 

connectivity for any cross-border data 

exchange with other dialog partners? 

N/A. However, it is the pre-requisite provided 

to the developers of ASYCUDA. 

When business process re-engineering is done on domestic procedures/processes for paperless 
transaction at the national level, it has to take into consideration requirements for cross-border data 
exchange whereby paper document will not be exchanged across border. 

3. If your country has implemented paperless 

transactions at the national level as 

mentioned in Section A 5.2, has re-

engineering and streamlining of business 

processes been conducted to support 

cross-border data exchange? 

PARTIALLY. Only for Customs. 

If not, what is your country’s future plan and 

targeted timeline to develop a regional 

business process for cross-border data 

exchange? 

No plans and timelines indicated. 

If data harmonization and standardization is done based on international standards which are adopted 

by most organizations or countries in the region, it will minimize changes in the national system 

process and database structure when implementing cross-border data exchange electronically. 

4. Has data harmonization and standardization 

been conducted based on international 

standards/guidelines such as United 

Nations rules for Electronic Data 

Interchange for Administration, Commerce 

and Transport (UN/EDIFACT), United 

Nations Code for Trade and Transport 

Locations (UN/LOCODE), United Nations 

Centre for Trade Facilitation and Electronic 

Business (UN/CEFACT) Single Window 

Recommendation, etc. to support cross-

border paperless trade data exchange? 

PARTIALLY. Only for Customs. WCO DM3.7 

is adopted. 

If not, what is your country’s future plan to 

minimize changes in your system process 

No timelines nor plans indicated for areas 

outside of e-Customs. 
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No. Questions  Response 

and database structure for cross-border 

data exchange electronically? 

5 International Transit 

Among the issues faced by transit traders under the current international transit procedure in many 
countries in the region are: 
(i) Repetitive submission of a customs transit declaration at entry to every country of transit; and 
(ii) A security document needs to be registered at every country of transit. 
To address the above issues, the following could be considered: 
(a) A single Customs Transit Declaration to be valid for the whole transit route: Data and 
information of the Customs Transit Declaration submitted and approved at the country of departure to 
be shared across border with the countries of transit and country of destination. 
(b) A single guarantee to be valid for the whole transit route: Relevant data/information of the 
guarantee registered at the country of departure to be shared across border with countries of transit 
and country of destination.  
If single stop inspection is done by all controlling agencies at the exporting country and data of the 
inspection results is shared with the importing country, it will definitely expedite cargo clearance. 
 

5.1 Is paperless Customs declaration 

implemented in your country for: 

  (a) national transit procedures (inbound 

transit, outbound transit, inland transit); and  

NO. Only single inspection being practised 

partially at the land border crossing points with 

Indonesia. 

  (b) international transit? NO.  

If yes, is the Customs regime in your 

country able to support implementation of a 

single Customs Transit Declaration and 

single guarantee valid for the international 

transit route taking into consideration the 

following?  

(a) to agree on a guarantee registered at 

the country of departure, covering the 

highest duty amount calculated based on 

duty rate of each country in the transit route, 

to be valid and accepted throughout the 

transit route; and  

N/A 

(b) to agree on a regional/sub-regional 

format and content of the single guarantee? 

N/A 

If not, what is your country’s future plan and 

targeted timeline to address this issue? 

No plans and timelines indicated. 

5.2 Has your country implemented a one stop 

inspection system by all controlling 

agencies at the borders at the time of 

exit/export? 

PARTIALLY. Only single inspection being 

practised partially at the land border crossing 

points with Indonesia. 

If yes, is the inspection results shared with 

the importing country? 

Not indicated. 

If not, is there any intention to implement a 

single stop inspection and what is the 

timeline? 

Not indicated. 

6. Awareness Program 

Awareness program is important for stakeholders to understand how cross-border data 
exchange could be carried out so as to reduce their anxiety and that they will be prepared to 
address any issues that may arise.  
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No. Questions  Response 

If a country lacks the expertise to carry out business process analysis, data harmonization & 
simplification, system development, project management, etc, it may look for technical 
assistance from external party. 
 

6.1 Does your country have an awareness 

program (capacity building / training / 

workshop etc) for stakeholders to have a 

better understanding on  

(a) how cross-border data exchange could 

be implemented? 

NO. 

(b) potential business transactions and 

documents for cross-border data 

exchange? 

NO. 

(c) method of identifying inhibitors that need 

to be addressed? 

NO. 

If not, what is your future plan and targeted 

timeline to conduct the awareness 

program? 

Not indicated but conduct of awareness 

programme is requested by all stakeholders. 

They are all waiting for the revival of NTFC. 

6.2 Does your country have the capacity to 

carry out: (a) business process analysis? 

NO.  

(b) data harmonization and simplification? NO. 

(c) system development? NO. There is a lack of local IT companies in 

TL. 

(d) Project management? NO. Human resources and expertise are not 

available. 

7. Other matters 

Some countries which are ready for cross-border data exchange may not be willing to participate in a 
pilot project. One of the reasons is the lack of trust on economic operators of their dialog partners. If 
your economic operators are able to comply with AEO (Authorized Economic Operator) scheme and 
mutually recognized by your dialog partners, it will expedite cross-border data exchange. 

7.1 Authorized Economic Operator (AEO) 

7.1. 

(a) 

Is the Authorized Economic Operator 

scheme implemented in your country? 

NO. AEO is to be considered after Risk 

Management System is fully implemented.  

If yes, how extensive is it implemented in 

terms of percentage of economic operators 

registered for the scheme? 

N/A 

7.1. 

(b) 

In general, what is the level of compliance 

of traders in your country (high, medium or 

low)?  

N/A 

7.1. 

(c) 

Is your country ready to sign any Mutual 

Recognition Agreement for Authorized 

Economic Operator (AEO) with dialog 

partners? 

NO. Neither are there plans to implement AEO 

until ASYCUDA’s Risk Management System is 

fully implemented. 

In the preparatory stage, it is useful to assess the readiness of stakeholders in accepting changes 

arising from cross-border data exchange, and availability of fund for any potential cross-border 

paperless trade project. 

7.2 Are the stakeholders and trade community 

ready to accept changes arising from the re-

engineered processes towards cross-border 

data exchange? 

• Regulatory agencies 

NO. Stakeholder are unaware or have limited 

knowledge of the benefits of BPR. 
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No. Questions  Response 

• Agents/Customs brokers 

• Traders 

• Port Community 

• Financial institutions 

• Others (Please specify) 

7.3 Does your country’s government budget 

provisioned for transition to cross border 

paperless trade data exchange? 

Not indicated due to absence of a functioning 

governance structure for identifying and 

planning. 

If no, what is your targeted timeline? Not indicated due to absence of a functioning 

governance structure for identifying and 

planning. 

Sharing of information on countries’ preference on the prioritized documents for cross-border data 

exchange can help identify potential participants having same or similar preferences to work together 

on pilot projects that meet their common preferences. 

7.4 Is your country considering cross-border 

data exchange for any of the following 

documents and related processes? (Y=Yes, 

N=No) 

(Please select top 5 prioritized documents) 

(i) Sea Way Bill 

(ii) (Advance) Manifest 

(iii) Customs Transit Declaration 

(iv) Transit Bond 

(v) Phyto-Sanitary Certificate 

(vi) Sanitary Certificate 

(vii) Fumigation Certificate 

(viii) CITES Certificate 

(ix) Certificate of Origin (Preferential) 

(x) Certification of Origin (non-

preferential) 

(xi) Pharmaceutical Certificate 

(xii) National Standard and Quality 

Certificates 

(xiii) International Organization 

for Standardization (ISO) and other 

international standards and quality 

certificates 

(xiv) Certificate for medical 

devices 

(xv) Certification of Electrical and 

Electronic Components, Equipment 

and Product 

(xvi) Dangerous Goods List 

(xvii) Material Safety Data Sheet 

(MSDS) 

(xviii) Letter of Credit 

(xix) Bill of Lading 

(xx) Invoice  

(xxi) Packing List 

(xxii) Import Permit 

NO. Intention is there, especially on the 

exchange of ASEAN Single Window (ASW) 

related documents. However, no timeline and 

plans indicated as Timor-Leste is still pursuing 

ASEAN membership, but has not been 

accepted yet.  
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No. Questions  Response 

(xxiii) Others (Please specify) 

………… 

7.5 For each of the five (5) prioritized 

documents identified in 7.4, please provide 

further information on the following: 

(a)  implementing agency/party: 

Documents                   Implementing 

agency/party  

N/A  

 

 (b) how many % of the document and 

related processes is paperless?  

Documents (%) 

N/A  
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Annex IV. Readiness of agencies for (cross-border) paperless trade   
 

Below is a list of relevant agencies (OGAs/CLPIAs) and permits that are relevant to (cross-border) 

paperless trade in Timor-Leste, as of January 2020. Apart from the Customs Authority, these are 

potential agencies to be integrated to the ASYCUDA Single Window for cross-border data exchange. 

The Customs Authority is currently drafting a protocol document for OGAs. The information was 

collected, to supplement findings in the technical checklist (Annex III). Specifically, the list identifies 

name of agencies and permit types. 

Name of agencies Permit type 

Customs Authority Customs declarations 

Port authority (APORTIL) Air Waybill 

Quarantine office  
Import License/ Sanitary and 
phytosanitary (SPS) certificates 

Business registration and verifications (SERVE)  Business license 

Tax authority  Business tax identity number 

Immigration office    

Ministry of Tourism, Commerce and Industry  
Certificate of origin/ Medium and high-risk 
business licenses 

Ministry of Health  Sanitary/Health certificate 

Trade and Investment Promotion Agency (TradeInvest)  Investment license 
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Annex V. Cross-border paperless trade: a legal readiness checklist: 

Timor-Leste 
 
 
Scope and structure of the checklist 

 

This checklist will help evaluate the degree to which current laws accommodate electronic documents 

and communications, notably whose with cross-border elements, and what could be done to bring the 

laws into conformity with the Framework Agreement on Facilitation of Cross-Border Paperless Trade in 

Asia and the Pacific, which aims to help member states to accommodate these changes for the purpose 

of cross-border trade without paper.  

 

The checklist is structured in four sections as below: 

 

 

Section A. Electronics transactions and signatures law 

1. Electronic transactions  

a. Electronic communications 

b. Identity management and trust services 

2. Data retention and electronic archiving 

3. Electronic evidence 

 

Section B. Paperless trade and Single Window laws 

1. Single Window system/paperless trade system 

2. Information security: 

a. Information security and data confidentiality 

b. Data accuracy and integrity  

c. Sharing information and data between and among government agencies 

3. Service level agreements (SLA) and Memoranda of Understanding (MOUs) 

 

Section C. Cross-border aspects 

1. Existing bilateral or regional agreements  

2. International standards/guidelines   

3. Existing bilateral or multilateral technical /operational agreements 

4. Other international legal instruments, regulations and standards  

 

Section D. Other considerations 

1. Liability issues  

2. Dispute settlement considerations  

3. Intellectual property rights and database ownership 

4. Electronic payments 

5. Competition law 

 

Introductory Note: Timor-Leste does not currently have an e-Commerce Law, and drafting is apparently 

in the very early stages of development. It is unlikely that an e-Commerce Law will be in force before 

2021. Many other aspects of the legal framework for e-commerce and paperless trade are also not yet 

in place.  

 

 

According to the MTCI, Timor-Leste is studying the UNCITRAL Model Laws on E-Commerce and E-

Signatures as well as the Indonesia e-Commerce Law as potential models. According to the Ministry of 

Legislative Reform and Parliamentary Affairs (MRLAP), e-commerce law is viewed as part of a larger 
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domestically-oriented e-government legislative program (i.e. the 2030 e-Government Strategy), which 

may not be entirely appropriate for the rapid development of the Timor-Leste NSW. More positively, 

MRLAP also considers e-commerce law as intrinsic to another major e-initiative: creating a “Business-

Enabling Environment”. Areas earmarked for drafting include electronic transactions (i.e. the e-

Commerce Law), cybersecurity (including cybercrimes), privacy and data protection, and data sharing. 

Apparently, a legal gap analysis has been performed and as a result, legal priorities and a list of 

proposed legislation are set forth in Resolution No. 9 (2017): National Information and Communications 

(ICT) Policy. the current deficiencies, the development of laws and regulations, coupled with capacity-

building and technical assistance, is viewed by many stakeholders we interviewed as perhaps the 

highest-level national priority in Timor-Leste at present. The drafting of laws and regulations features 

as a high priority in Phase I of the national ICT Master Plan (beginning in 2021). 

 

CONSOLIDATED RESPONSES TO LEGAL READINESS CHECKLIST  

A. Electronics transactions and signatures law  

This first section of the checklist deals with basic laws supporting electronic transactions and electronic 

signatures. The Framework Agreement addresses these concerns, directly or indirectly, in articles 5, 6 

and 7. In particular, the first three principles included in Article 5 (General principles) represent the 

international consensus on e-transactions law.41 Key electronic transactions legal issues in this section 

include legal recognition of electronic communications and legal issues related to identity management 

and trust services, including electronic signatures. Other important related issues covered are the 

regulatory/legal requirements for data retention and electronic archiving; and the admissibility of 

electronic evidence, for example, in judicial and enforcement proceedings. 

Focus Questions Response 

Related provisions of the Framework Agreement:  
o Article 5: General principles; 
o Article 6: National policy framework, enabling domestic legal environment and paperless 

trade committee; 
o Article 7: Facilitation of cross-border paperless trade and development of single-window 

systems: More specific questions on the Single Window appear below in part II. 

The first block of questions aims to explore the laws generally, with special attention to 
those that affect single window and/or cross-border trade documentation practices. 

1. Electronic transactions legal issues: 
a. Legal recognition of electronic communications. 

What are the conditions 
for the recognition of the 
legal validity of electronic 
communications? 

Not yet fully specified.   
 
Customs Code Decree Law No.14 (2017) is the current law in Timor-
Leste governing electronic transactions – which is largely limited to 
National Single Window (NSW) considerations. Title V: Records, 
Payments and Exchange of Information, Customs Code 2017, 
addresses very generally, and in incomplete terms, issues of legal 
validity of electronic communications.  
Article 78:  Electronic Documents provides: Title V regulates the 
validity, effectiveness and probative value of electronic documents 
under the Customs Code.  
 
Article 83: Probative Force further stipulates:  

 
41 The Framework Agreement sets out the internationally recognized criteria for such laws, such as media 

neutrality (the laws apply in the same way, or with the same effect, to paper and electronic documents), 

technology neutrality (the laws do not specify what technology to use to achieve the legal effect), and functional 

equivalence (electronic documents have the same practical or legal effect as their paper equivalents even if they 

have different characteristics). 
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Any electronically processed document meets the legal requirement 
of a writing - unless other proof is required. 
 
However, other articles of Title V of the Customs Code make it clear 
that the recognition of specific types of electronic records/documents 
rests within the discretion and authorization of the Customs Director-
General – at least to the extent that there are no pre-existing legal 
rules governing such matters.   
 
Article 79(1): Registrations and Payments, Customs Code 2017 
provides that it is: [The] Responsibility of Customs Director General 
by notice published in the Jornal da República to approve: 
(a) documents required or established by Customs legislation which 
may be transmitted as an electronic record.  
Article 79(3) further stipulates that: The Director General may 
determine which documents […] referred to in paragraph 1 of this 
Article are transmitted in electronic form, without prejudice to 
stipulated exceptions. 
 
In addition to the Customs Code, it may also be possible for 
provisions of the Timor-Leste Civil Code (related to the formation and 
validity of contractual obligations) to be cited as a basis for the 
recognition of legal validity of electronic communications, at least as 
contracts concluded in electronic form. 
 
Future Developments 
 
The national e-commerce or electronic transactions law, currently 
being drafting (but not to be promulgated until at least 2021), is 
expected to address issues of legal validity and other aspects of 
electronic communications in much more detail.  

Do laws establish 
requirements for functional 
equivalence between 
paper-based documents 
and electronic 
communications? Do they 
recognize electronic 
communications as 
directly meeting 
requirements for 
documents, writing, 
signature, etc.? 

The Customs Code (2017) formally establishes partial functional 
equivalence between e-documents and their paper counterparts 
pursuant to Article 83 (cited above). 
In particular, e-customs declarations and e-manifests for customs 
clearance purposes are specifically recognized in the Customs Code.   
 
Hard paper copies of the e-customs declaration and other trade- or 
customs-related documentation must be submitted to the Customs for 
customs clearance of goods. Consequently, functional equivalence is 
not established for e-documents.  

 
The Customs Code in Title V, Chapter I, deals with Electronic 
Records and Payments and in Title V, Chapter II, addresses 
Information Exchange. According to the MFTR, Chapter I, in 
particular, is based, at least in part, on UNCITRAL Model Laws.  
Customs Code 2017 Title V, Chapter I – Electronic Records and 
Payments  contains the following provisions: (i) Article 79 allows the 
Customs Director-General  to determine  what specific documents 
may  be transmitted in electronic form; (ii) Article 79 and 80 allows the 
Director-General to authorize certain persons to lodge documents in 
electronic form or to make payments electronically, and it provides 
the  Director-General the flexibility to modify the authorization in order 
to adapt to changes in technology; (iii) Article 82 generally recognizes  
electronic signatures (see below); and (iv) Article 83 provides for the 
legal effectiveness and enforceability of electronic documents . 
 
Customs Code 2017 Title V, Chapter II – Information Exchange 
contains the following provisions: (i) Article 84 provides for the legal 
effect of decisions made by the Office of Customs through an 
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automated system; (ii) Article 85 prohibits unauthorized access to the 
Customs computer systems and aims to protect the personal data of 
users of such computer systems; and (iii) Article 86 allows for the 
Director General to prescribe technical requirements relating to 
electronic records, electronic signatures, and related control 
processes and procedures. 

 
It has been reported that the Customs Director General has not 
meaningfully exercised the above-mentioned powers or made major 
decisions related to the above subjects.   

1. Electronic transactions legal issues: 
b. Legal issues related to identity management and trust services, including electronic 

signatures 

Are there laws that inhibit 
technological neutrality by 
mandating or favouring 
the use of specific 
technologies or business 
solutions for e-
communications to be 
given legal effect? 

NO. 

 

Do laws address how 
identification, authorization 
and authentication are 
carried out in an electronic 
environment? 

Not for the most part. The Customs Code 2017 provides rules on 
identification, authorization, and authentication in connection with the 
submission of e-customs declarations and a registered 
user/password system (which is currently in use). The Customs Code 
also recognizes e-signatures for such purposes, although, according 
to the Customs authorities and the Customs Brokers Association, e- 
signatures are not currently being used.  
 
With respect to electronic signatures, the Customs Code states that  it 
is the responsibility of the Customs Director-General to determine: i) 
the circumstances in which electronic records are to be signed 
electronically; ii) what type of electronic signature is to be used; iii) the 
manner in which the electronic signature is to be affixed; and iv) the 
identity of the person that may submit electronic documents to 
facilitate the e-customs process (Article 86(b), Customs Code 2017).  

For all the questions 
above, are those laws 
applicable to all electronic 
communications or 
transactions or only to 
some business sectors or 
categories of documents 
or users? 

NO. The 2017 Customs Code is only applicable to certain parties, 
such as   importers, exporters, and customs brokers. 

In particular, are there 
special rules for specific 
types of electronic 
documents such as bills of 
lading, manifests, 
certificates of origin, 
invoices, phytosanitary 
certificates, etc.? 

The 2017 Customs Code recognizes the use of e-customs 
declarations and e-manifests. Practically, only e-customs declarations 
are currently recognized.   
 
Future Developments 
 
In future, actual use will extend to e-ocean manifests and e-ship’s 
delivery orders (required for release of goods by the Dili port 
authority, APORTIL).   

 
MTCI also plans to introduce rules for e-C/Os. AACTL (i.e. the Civil 
Aviation Authority of Timor-Leste) has apparently issued special 
regulations related to e-air waybills.   

The second block of questions explores laws relating to data retention and archiving, 
actions that take a different form in the electronic world from on paper. 
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2. Regulatory/legal requirements for data retention and electronic archiving 

Are there laws requiring 
preservation of stored 
information? 

NO. There are policies and plans for data storage and there may be 
ministerial internal rules governing data collection and storage as 
data centers do exist in Timor-Leste, including the TIC National Data 
Center in Dili. TIC (i.e. the TIC) declared that there are currently no 
general laws relating to data in Timor-Leste.   
 
Article 86, Customs Code (2017), stipulates that it is the responsibility 
of the Director-General to prescribe the manner and form in which 
electronic records are to be “created, generated, received and stored” 
in systems for such purposes. 

Do they prescribe a 
minimum data retention 
period or a maximum 
retention period? 

Unknown. 

Do they clearly apply to 
electronically-stored data? 
If so, are there rules to 
ensure its integrity while 
stored and its accessibility 
to anyone with sufficient 
cause to inspect it? 

YES - to some extent. Article 86 of the Customs Code (above) 
specifically applies to the storage of electronic records. However, 
there is a need for more detailed rules.    
 
There may also be ministerial internal rules governing data storage, 
maintenance of data integrity, and accessibility. 

The final block of questions in this first set looks to the law of evidence, i.e. whether 
businesses or even government will have a hard time proving their cases in a court or 
before a regulatory body because the records involved are in electronic form. 

3. The admissibility of electronic evidence, for example, in judicial and enforcement 
proceedings 

Is electronic evidence 
admissible in judicial and 
administrative/regulatory 
proceedings? 

NO. The Timor-Leste Civil and Criminal Procedure Codes do not 
recognize electronic evidence. The judiciary apparently has no 
experience in handling e-disputes.   
 
Future Developments  
 
There are policy commitments to introduce legislation on electronic 
evidence in the future. In particular, Resolution No. 9 2017: National 
Information and Communications (ICT) Policy specifically recognizes 
the “probative value of electronic evidence” and its importance as part 
of the ICT legal framework.  

If so, are there special 
rules for collecting or 
producing electronic 
evidence, or for ordering 
the disclosure of electronic 
evidence? 

N/A  

Is a distinction made 
between evidence for 
criminal proceedings and 
for civil proceedings? 

NO. 

Is electronic evidence 
generated, stored or 
collected abroad 
admissible in judicial and 
administrative/regulatory 
proceedings? Are the 
rules about such ‘foreign’ 
evidence different from 
those applicable to other 
kinds of ‘foreign’ 
evidence? 

NO. 
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B. Paperless trade and Single Window laws 

This section deals with the laws relating to implementing and developing a paperless trade system 

(including but not limited to a Single Window system). These matters relate in particular to Article 6 and 

7 of the Framework Agreement. Article 6, due to its wide scope, can cover many legal aspects relating 

to creating an enabling national policy framework for paperless trade. Article 7 specifically encourages 

parties to implement and develop a cross-border paperless trade system, in particular a Single 

Window. 42  Accordingly, this section of the checklist first covers basic legal issues related to 

implementation of a Single Window and/or other paperless trade system(s). Given the importance of 

information security and data confidentiality to enhance users’ trust and confidence to adopt a paperless 

trade system, it then explores legal issues related to information security, including (1) Laws and 

regulations on information security and data confidentiality; (2) Laws and regulations on data accuracy 

and integrity; and (3) Laws and regulation on accessing and sharing information. It also includes 

questions on service-level agreements and memoranda of understanding (MOUs) for paperless trade. 

 

Focus Questions Response 

Related provisions of the Framework Agreement:  
o Article 6: National policy framework, enabling domestic legal environment and paperless 

trade committee:  
o Article 7: Facilitation of cross-border paperless trade and development of single-window 

systems. 

The first block of questions aims to assess a country’s readiness to implement a paperless 
trade system/Single Window system. 

1. Laws relating to the establishment of a Single Window system/paperless trade system 

What legal instruments 
are used or need to be 
enacted to authorize or 
to establish the Single 
Window and a paperless 
trading environment? 

The original authorizing legal instrument for the Timor-Leste NSW is 
the Government Resolution on Creation of a National Commission for 
Trade Facilitation (CONFAC) Resolution No. 6 (2016). The CONFAC 
Resolution authorizes the establishment of a National Trade 
Facilitation Committee (NTFC) and stipulates the structure and 
composition of the NTFC. 
 
MTCI further stated that the Timor-Leste NSW has been established 
based on Resolution No. 24 (2017):  Adoption of ASYCUDA World 
System as a Platform for 
Electronic Single Window Implementation in Timor-Leste.  
 
In the interim, NSW development has been overseen by the Fiscal 
Reform Commission (FRC) (which is under the Ministry of Finance 
(MoF) – the same ministry as the Department of Customs). The FRC 
Commissioner has recently been dismissed and the FRC dissolved.  
 
Resolution No. 18 (2019): Inter-ministerial Commission for Fiscal 
Reform and Public Finance Management moves NSW development 
out of the Ministry of Finance and into an inter-ministerial commission, 
the Inter-ministerial Commission for Fiscal Reform and Public Finance 
Management (FRPFM), chaired by the Prime Minister, who is assisted 
by the Minister of Finance.  
 
In addition to the Prime Minister and Minister of Finance, the 
composition of the inter-ministerial commission includes government 
members drawn from the following government departments:  

i. Coordination of economic affairs 
ii. Legislative reform (MRLAP)  

 
42 No specific provision in the Framework Agreement deal with the legal requirements on information security and 

data confidentiality. 
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iii. Justice (MOJ)  
iv. State Administration 
v. Strategic Planning and Investment; and  
vi. Oil and Minerals. 

 
Future Developments  
 
Going forward, the FRPFM will direct, inter alia, the implementation of 
the national e-government program of which deployment of the NSW is 
one of the major components. With respect to the NSW, FRPFM will 
also coordinate externally with MTCI and report to the Council of 
Ministers.   
 
According to Resolution No. 18 (2019), technical support for the 
Commission's work is up to the unit responsible for public finance 
management reform in the Ministry of Finance. Pursuant to Decree 
Law No. 28 (2019): The Organic Law of the Ministry of Finance, this 
MoF unit appears to be the Integrated Financial Management 
Information Systems Unit (USIIGF) (Article 38).  
 
Resolution No. 18 (2019), further elucidates that within the inter-
ministerial commission, another technical unit or team may be 
established composed of one representative from each of the 
government members of the commission – to be coordinated by the 
Minister of Finance.  
   
By way of history, the Customs Authority Decree Law (2017) granted 
substantial independent powers to Customs, which were intended to 
give Customs a free hand to move forward with NSW development. 
However, such powers were never exercised. Customs continues to be 
subordinate to the MoF, and now also the newly established FRPFM. 

Is there a national or 
coordinating agency to 
promote the domestic 
paperless trading 
environment (e.g. a 
Single Window 
committee)? If so, does it 
have government and 
private representatives 
on it? 

YES, as discussed above.  
 
Future Developments  
 
The forthcoming FRPFM will include the NSW Program – which might 
entail the establishment of a NSW committee or sub-committee or at 
least a technical working group, the membership of which may or may 
not comport with the original NFTC and Technical Working Group 
structure under the CONFAC Resolution. It is unclear at this time what 
role the private sector will play under this re-configuration. However, it 
is expected, as with the original NFTC, that the private sector will be 
represented.   

Is there a dedicated 
budget to establish the 
Single Window (or 
paperless trading 
platform)? 

Unclear at this time – there must necessarily be some budgetary 
allocation from the Parliament and/or possibly from the Ministry of 
Finance, which may be administered by the Prime Minister’s Office, the 
Ministry of Finance, and possibly MTCI. Certain donor funds, notably 
from ADB, UNCTAD, and IFC, have been provided to support the 
development of the NSW.  

The second block of questions aims to explore laws relating to information security and 
data confidentiality, with special attention to those that affect single window and/or cross-
border trade documentation practices. 

2. Legal aspects relating to information security: 
     a. Laws and regulations on information security and data confidentiality; 

Do the national laws 
mandate information 
security standards?  

YES - to some extent.  
 
Pursuant to Decree Law No. 29 (2017): Creation of Technology 
Information and Communication Agency -- IP-TIC Timor, the TIC has 
responsibility for adoption of appropriate information security 
standards.    
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Do the national laws 
protect the confidentiality 
of electronic 
transactions/information? 

YES - to some extent.  
 
Decree Law No. 29 (2017): Creation of Technology Information and 
Communication Agency -- IP-TIC Timor tasks the TIC with the 
following responsibilities:  
 
• Ensure the electronic security of public communications, 
databases, and network connections 
• Develop an electronic certification system for users, 
transactions, and electronic documents, especially within the 
government ICT network; and  
• Formulate rules and procedures that guarantee the security of 
electronic communications, databases, and computer network 
connections affecting government departments and public entities 
 
In the context of paperless trade and the NSW, the Customs Code 
2017 establishes parameters for the protection of the personal data of 
traders.   
 
Article 85: Customs Code 2017 provides:   
Access to personal data or organizations involved in customs activities is 
restricted to duly authorized customs officials  
Unauthorized access or misuse of data, including by customs officials, is 
subject to penalties, including disciplinary proceedings 

 
 
Article 86 provides:   
It is the responsibility of the Director-General to establish appropriate control 
processes and procedures to ensure preservation, integrity, security, and 
confidentiality of electronic records under Customs control.   

 
The Constitution also recognizes rights to privacy and data protection. 
In particular, Section 38 (Protection of personal data) of the 
Constitution provides:  
1. Every citizen has the right to access personal data stored in a computer 
system or 
entered into mechanical or manual records regarding him or her, and he or she 
shall have the right to demand the purpose of such data. 
2. The law shall determine the concept of personal data, as well as the 
conditions applicable to the processing thereof. 
3. The processing of personal data on private life, political and philosophical 
convictions, religious faith, party or trade union membership and ethnical 
origin, 
without the consent of the interested person, is prohibited. 

 
Future Developments  
 
Resolution No. 9 2017: National Information and Communications 
(ICT) Policy emphasizes the need for data protection, confidentiality, 
and privacy rights of Timorese citizens and organizations. In particular, 
this key government policy document identifies four areas to be 
covered in future privacy and data protection legislation:  
 

• Protection against collection of incorrect or inaccurate data  

• “Abuse of duties”  

• Profiling in unauthorized or improper ways 

• Unauthorized access or improper use or disclosure of 
information, including within and among government agencies. 

 

Are there laws about 
cyber-crimes, i.e. crimes 

NO.  
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using a computer (or 
other information and 
communication 
technology) or targeting 
a computer or a network, 
such as unauthorized 
access to computers, 
introducing malware, 
interfering with proper 
operations, etc.? 

Future Developments  
 
The drafting of a Cybercrime Law is underway, which will cover a 
range of offenses, such as cyber-hacking, malware, digital fraud and 
digital forgery. The Prime Minister’s Office is taking direct responsibility 
for the drafting of the Cybercrime Law.     

2. Legal aspects relating to information security: 
     b. Laws and regulations relating to data accuracy and integrity when such data is shared 
for cross-border paperless trade systems 

Are there national 
laws/regulations 
establishing 
requirements of 
accuracy and integrity of 
data submitted and 
processed for paperless 
trade? Are these laws of 
general application or 
specifically directed at 
paperless trade? 

YES - to some extent. The Customs Code 2017 requires data 
accuracy for documents used for purposes of cross-border trade – 
whether they are paper-based or paperless. This is particularly the 
case for e-customs declarations submitted to Customs via the 
ASYCUDA World system. In particular, under the Customs Code 
(2017), traders and relevant government agencies must keep accurate 
documents, records and other information pertaining to import and 
export – including electronic records/documents.   

Do these laws impose 
obligations on persons 
submitting such 
information and require 
processes to ensure 
correct attribution? Do 
they apply equally to 
paper and electronic 
communications? Are 
they consistent with the 
authentication and 
identity management 
rules mentioned earlier? 

YES. The Customs Code 2017 imposes such obligations on at least 
customs brokers. (Currently, under the Customs Code, customs 
brokers can file paper or e-customs declarations and other 
documents.) Customs employs a registered user system (i.e. 
username/password) for purposes of access to the ASYCUDA World 
system and making e-customs filings – which serves attribution, 
authentication and identity management functions.   

2. Legal aspects relating to information security: 
     c. Laws and regulations for accessing and sharing information and data between and 
among government agencies; 

Are there agreements or 
policies for the sharing of 
data between 
government agencies 
within the country?  Are 
there limits on such 
sharing based on 
personal privacy or 
commercial 
confidentiality? 

NO. However, relevant government agencies, such as the TIC, 
Customs, and MTCI, are aware of the issues related to data sharing as 
part of the implementation of the NSW. Policies and initiatives related 
to data sharing and government inter-connectivity are set forth in 
Resolution No. 9 2017: National Information and Communications 
(ICT) Policy and are specifically referenced in Decree Law No. 29 
(2017): Creation of Technology Information and Communication 
Agency --   IP-TIC Timor. MRLAP is particularly concerned about 
privacy issues, although there is no privacy legislation at present.  
 
Service-level agreements (SLAs) or similar types of agreement 
regarding data sharing between government agencies are under 
discussion, but not yet in place. However, it is noteworthy that a portal 
and intranet for government agencies, managed by the TIC, is already 
in operation inter-connecting 65 government offices in Dili, with plans 
to include more than 500 offices on a nationwide basis in the future.      

The third block of questions aims to explore legal mechanisms to regulate the relationship 
between paperless trade service providers and service users to facilitate electronic trade-
related transactions. 
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3. Service level agreements (SLA) and Memoranda of Understanding (MOUs) on paperless 
trade operations, e.g. operation of a Single Window. (Service levels may be applicable for 
matters like availability, reaction time, processing time, etc.) 

Are there service level 
agreements or 
memoranda of 
understanding governing 
paperless trade 
operations? Who are the 
parties and what is their 
legal authority for making 
these agreements or 
MOUs? 

Please see above.  
 
It should be further noted that the TIC (which operates the Timor-Leste 
National Data Center and government portal/intranet mentioned 
above) is reported to have  SLAs with one or more of the principal 
telecom network service providers operating in the country: Timor 
Telecom, Telkomcel, and Telemor. The same may be true for the 
Central Bank (BCTL) and the four major commercial banks as regards 
their e-payment systems (see infra). The statutory authority for such 
SLA arrangements is unclear at this time, although such authority may 
be based at least in part on the Telecommunications Law as well as 
special regulations briefly alluded to by the TIC officials.   

If yes, what level of 
service is expected from 
paperless trade service 
providers? 

At present, they are bound to comply contractually with the terms of 
the SLA regarding provision of services, and therefore may incur 
liability on the basis of breach of such contract terms. 

What level of service is 
expected from Single 
Window operators? 

The Timor-Leste NSW is still incipient, so such issues have not been 
fully considered.  

 

 

C. Cross-border aspects 

This section deals with the cross-border aspect of paperless trade, which is the ultimate focus of the 

Framework Agreement. The questions are inspired by articles 8, 9 and 10 of the Framework Agreement, 

which focus on: cross-border mutual recognition of trade-related data and documents in electronic form; 

international standards for exchange of trade-related data and documents in electronic form; and 

relation to other legal instruments enabling cross-border paperless trade, respectively. 

A key issue in achieving seamless cross-border paperless trade is the legal recognition of trade-related 

data and documents in one country by another. Recognition involves attributing legal status of some 

kind to electronic messages exchanged across borders. Different legal mechanisms may achieve that 

goal. Some of those legal mechanisms will apply to certain types of transactions (for instance, business 

to business (B2B) or business to government (B2G)), while other legal mechanisms will apply only to 

specific types of documents or data sets, or to specific types of trust services (e.g. electronic 

signatures). Some legal mechanisms will establish legal recognition regardless of the method or 

technology used, while others are technology-specific. With respect to legal form, some mechanisms 

are treaty-based and therefore may be directly legally binding. Other mechanisms favour harmonization 

of legal systems through the adoption of uniform laws. Yet other mechanisms are based on Memoranda 

of Understanding and similar technical arrangements. 

Article 8 of the Framework Agreement promotes mutual legal recognition of trade related data and 

documents in electronic form. It refers to the notion of “substantially equivalent level of reliability” to 

indicate that mutual legal recognition should be based on the general principle of technology neutrality. 

However, it does not establish any specific legal recognition mechanisms but is open to various options. 

Accordingly, many of the questions in this section aim in particular at identifying which laws and 

technical arrangements may have an impact on achieving such mutual legal recognition. Questions 

also extend to the broader focus of Articles 9 and 10: laws and other relevant agreements that prohibit, 

restrict or facilitate cross-border data flows for paperless trade, and any related activity. A non-

exhaustive list of possibly relevant international instruments is also provided at the end of the section 

for ease of reference. 
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Focus Questions Response 

Related provisions of the Framework Agreement: 
○ Article 8: Cross-border mutual recognition of trade-related data and documents in 

electronic form 
○ Article 9: International standards for exchange of trade-related data and documents in 

electronic form 
○ Article 10: Relation to other legal instruments enabling cross-border paperless trade 

1. Existing bilateral or regional agreements for cross-border paperless trade data exchange, 
including e-commerce and paperless trade facilitation provisions in regional trade 
agreements 

Is the country party to an 
international agreement, such as a 
regional trade agreement or a 
bilateral trade facilitation 
agreement, that requires or favours 
the legal recognition of electronic 
messages exchanged across 
border? 

Timor-Leste has acceded to one UN International Maritime 
Organization (IMO) convention and to the UN Convention on 
the Law of the Sea (UNCLOS).   
On 4 May 2019, Timor-Leste, Indonesia, and the ADB 
concluded the MOU Regarding Cross-Border Trade and 
Cooperation Technical Assistance. The MOU aims to 
facilitate increased cross-border trade and transport 
between Timor-Leste and West Timor, and between Timor-
Leste and its exclave in West Timor, Oecusse. The MOU 
seeks to harmonize and improve transport connectivity 
between Timor-Leste and West Timor by providing: i) TA 
related to an MOU concerning buses and coaches; ii) CB 
with border agencies for joint procedures; iii) policy advice 
on visa reform; and iv) policy recommendations regarding 
cross-border aviation connectivity. In discussions with the 
ADB in Dili, it was pointed out that this MOU should 
contribute to the development of cross-border e-trade and e-
transit procedures and systems, which, over time, would be 
connected to the NSW. 
 
Future Developments  
 
Timor-Leste is proceeding apace with its WTO Accession. A 
Trade Policy Review, including an informative Memorandum 
of Foreign Trade Regime (MFTR), has been developed by 
MTCI in 2017 for WTO accession purposes. Consequently, 
the country is not yet a party to the WTO TFA. 
 
Timor-Leste is actively pursuing ASEAN Membership, but 
not yet a Member. The government is aware of current 
ASEAN Single Window (ASW) developments (such as the 
ATIGA-D e/CO Programme). The government plans to 
participate fully in the ASW (including by reference to the 
ASW Roadmap) once ASEAN accession has been secured.   

Is the country party to an 
international agreement providing 
legal recognition of electronic 
messages exchanged across the 
border?  

NO – although the recently concluded Indonesia-Timor-
Leste-ADB MOU is likely to create conditions for the legal 
recognition of cross-border electronic messages and 
documents (e.g. e-customs declarations, transit permits, 
visa documents) between Timor-Leste and Indonesia (and 
also the Oecusse exclave). 

Are there arrangements that 
provide for mutual recognition of 
electronic messages and 
transmitted information? If yes, is 
mutual recognition granted on a 
bilateral or multilateral basis?  

Not at present. 

Does the country recognize foreign 
electronic signatures and 
certificates? If so, on what basis?  

NO.  
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Are national laws relevant to 
paperless trade facilitation based 
on international models? (e.g. 
United Nations Commission on 
International Trade Law 
(UNCITRAL), Council of Europe, 
Organization for Economic Co-
operation and Development 
(OECD), etc.) (Note also the 
questions below about international 
standards and agreements that 
may apply to some or all of your 
communications.) 

YES. It is evident that the Timor-Leste government, 
especially MTCI, has been studying international models, 
including the UNCITRAL Model Laws relevant to e-
commerce, including the Model Law on Electronic 
Transferable Records (2017), and UN Conventions, such as 
the Rotterdam Rules (2008).   

2. International standards/guidelines   

Do participants in cross-border 
trade use or rely on 
standards/regulations/guidelines for 
the exchange of electronic 
messages? United Nations Centre 
for Trade Facilitation and Electronic 
Business (UN/CEFACT) 
Recommendations 35and 36 on 
legal issues raised by cross-border 
interoperability are examples of 
such guidelines.43 

YES. There is an awareness of 
standards/regulations/guidelines of WCO, UNECE and also 
UN/CEFACT. UNLK and UN/CEFACT Recommendations 
35 and 36 were referenced in discussions with MTCI. Timor-
Leste is a WCO Member (since 2003) and Customs is using 
the WCO Data Model in conjunction with the ASYCUDA 
World system. The Revised Kyoto Convention (RKC) is 
under study and has been partly implemented by Customs 
but has not been ratified. 

Have international legal 
standards/regulations/guidelines 
been incorporated into a country’s 
legal framework for its cross-border 
paperless trade? If so, how? Does 
the incorporation of such rules at 
the domestic level also affect cross-
border activity? 

Only on a very limited basis – please see above. 
International legal standards/regulations/guidelines are not 
yet a major feature of Timor-Leste’s emerging legal 
framework for cross-border paperless trade. 

3. Existing bilateral or multilateral technical /operational agreements 

Are there technical or operational 
agreements which provide for the 
unilateral or mutual recognition of 
electronic messages? Examples 
are the (Sanitary and 
Phytosanitary) SPS exchange 
agreement between China and 
Netherlands and Association of 
Southeast Asian Nations (ASEAN) 
Electronic-Association of Southeast 
Asian Nations Trade in Goods 
Agreement (e-ATIGA) programme.  

NO. However, as mentioned above, Timor-Leste is fully 
aware of the ASEAN ATIGA-D Programme and plans to 
participate in ATIGA-D and other ASW initiatives once it has 
secured ASEAN accession.   

4. Other international legal instruments, regulations and standards relevant to enable cross-
border paperless trade data 

Which other laws may be relevant 
to cross-border paperless trade 
facilitation? E.g., bilateral or 
multilateral agreements on 
cybercrime and taking of electronic 
evidence abroad. 

None.  

 

 
43 UNECE Recommendations, available from: https://www.unece.org/tradewelcome/un-centre-for-trade-

facilitation-and-e-business-uncefact/outputs/cefactrecommendationsrec-index/trade-facilitation-
recommendations.htm 

https://www.unece.org/tradewelcome/un-centre-for-trade-facilitation-and-e-business-uncefact/outputs/cefactrecommendationsrec-index/trade-facilitation-recommendations.htm
https://www.unece.org/tradewelcome/un-centre-for-trade-facilitation-and-e-business-uncefact/outputs/cefactrecommendationsrec-index/trade-facilitation-recommendations.htm
https://www.unece.org/tradewelcome/un-centre-for-trade-facilitation-and-e-business-uncefact/outputs/cefactrecommendationsrec-index/trade-facilitation-recommendations.htm


 

59 
 

Non-exhaustive list of legislative texts relevant for cross-border recognition of electronic 

messages* 

Treaty / Model Law 
Implementation 
Status 

Framework Agreement on Facilitation of Cross-border Paperless Trade in 
Asia and the Pacific (2016) 

Not implemented. 

Association of Southeast Asian Nations (ASEAN) Single Window Agreement 
(2005) and Legal Protocol (2017) 

Not implemented, but 
Timor-Leste is aware of 
these ASW legal 
instruments and will 
likely accede to them 
upon ASEAN 
accession.   

International Maritime Organization Amendments to the Annex to the 
Convention on Facilitation of International Maritime Traffic, 1965, As 
Amended (2005)  

NO. 

International Maritime Organization Guidelines for the Use of Electronic 
Certificates (2016)  

NO. 

United Nations Centre for Trade Facilitation and Electronic Business 
(UN/CEFACT) Recommendation on Establishing a Legal Framework for 
International Trade Single Window (Recommendation 35) 

NO. Timor-Leste is 
studying 
Recommendation 35. 

United Nations Commission on International Trade Law (UNCITRAL) Model 
Law on Electronic Signatures (2001) 

NO. Timor-Leste is 
studying this Model 
Law. 

United Nations Commission on International Trade Law (UNCITRAL) Model 
Law on Electronic Transferable Records (2017) 

NO. Timor-Leste is 
studying this Model 
Law. 

United Nations Commission on International Trade Law (UNCITRAL) Model 
Law on Electronic Commerce (1996) 

NO. Timor-Leste is 
studying this Model 
Law. 

United Nations Convention on the Use of Electronic Communications in 
International Contracts (2005) 

NO. Timor-Leste is 
studying this UN 
Convention, but has no 
current plans to 
accede. 

World Customs Organization International Convention on the Simplification 
and Harmonization of Customs Procedures (Revised Kyoto Convention, 
2006) 

NO. Timor-Leste is 
implementing parts of 
the RKC but has not 
ratified.  

World Trade Organization Trade Facilitation Agreement (2013) NO. 

Others (please specify):   

*Note: User may add or delete from the list depending on the economy considered. 

 

D. Other considerations 

For paperless trade to be conducted in the best possible manner, the Framework Agreement requires 

parties to create an enabling national legal framework (Article 6) and remove all the relevant legal 

barriers. It is therefore recommended that the parties aim at building a national policy framework for 

implementation of the Framework Agreement that is both sophisticated enough to address all the 

pertinent legal issues and consistent with the relevant international legal instruments and standards for 
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harmonious cross-border electronic data and document exchange. Therefore, besides the topics 

specifically addressed in substantive provisions of the Framework Agreement, parties may also wish to 

deal with related issues such as liability, dispute settlement, intellectual property, electronic payment 

and competition – which in some cases may have been addressed in other legal agreements (cf. Article 

10). These matters may affect the effective operation of single window and other paperless trade 

systems, particularly in the cross-border environment.  

These legal issues may be handled by different sets or sources of legal rules. Therefore, there is no 

one-size-fits-all solution or approach. The legal framework, action plan and capacity-building 

programmes may and should be customised at the national levels, depending on the various levels of 

awareness and preparedness of different member States, as already envisaged in Articles 6, 12 and 

14 of the Framework Agreement. 

Accordingly, the questions included in this section of the checklist attempt to learn what approaches 

and priorities are in a particular country’s legal regime on (1) liability, (2) dispute settlement, (3) 

intellectual property, (4) electronic payment and (5) competition issues that may arise in relation to 

cross-border paperless trade implementation. These are not exhaustive, and other legal issues may 

emerge.  

Focus Questions Response 

Related provisions of the Framework Agreement: 
○ Article 6: National policy framework, enabling domestic legal environment and paperless 

trade committee 
○ Article 10: Relation to other legal instruments enabling cross-border paperless trade  
○ Article 12: Action plan  
○ Article 14: Capacity-building 

The first block of questions aims to ascertain the legal liability of the parties operating in a 
single window or other paperless trade system. 

1. Liability issues related to operations of cross-border paperless trade systems, including 
cross-border paperless trade transactions (Liability includes liability for inaccurate data, 
loss of data, delay, programming error and machine learning errors.) 

Can public authorities (e.g. government 
agencies) accept liability in relation to 
their role in cross-border paperless 
transactions? If so, is there a limitation 
on their liability? Is the limitation 
statutory or contractual? 

Not definitive. Such issues did not appear to have been 
given thorough consideration. It was appreciated though 
that there should be appropriate provisions in national 
laws and regulations to address such issues. 

May single window operators be liable 
with respect to their services? To 
whom? If so, is there a limitation on 
their liability? Is the limitation statutory 
or contractual? 

NO.  

Do paperless trade service providers 
accept liability arising from their role in 
cross-border paperless transactions? If 
so, is there a limitation on their liability? 
Is the limitation statutory or 
contractual? 

NO. Current domestic network service providers in 
Timor-Leste address issues of liability in their service 
level agreements (SLAs) – in other words, by contract. 
the TIC did mention, with respect to telecommunications 
services, specific regulations governing service 
interruptions and liability. The TIC also referenced that 
Timor-Leste has a Telecommunications Law (Decree 
Law No. 15 2012) but was unaware of specific 
provisions related to network liability in that law.    

Is the potential liability of other parties 
involved in cross-border paperless 
trade facilitation clearly established? 

NO. There are currently no specific laws or regulations 
addressing the liability of network service providers per 
se. Such liability issues are typically treated in SLAs. 

Are there clear laws on intermediary 
liability in relation to their responsibility 
for information and data passing 
through their systems? 

NO. There are no current laws or regulations addressing 
specific issues of intermediary liability. 
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The second block of questions aims to examine the dispute settlement mechanisms for the 
operators of a single window or other paperless trade system. 

2. Dispute settlement considerations for cross-border paperless trade transactions; Legal 
issues related to conflict of laws in cross border transactions 

Do national laws clearly set out how 
choice of forum and choice of law 
issues relevant for paperless trade 
facilitation are determined? Are these 
laws specifically applicable to paperless 
trade or cross-border trade, or of 
general application? Have they been 
applied in practice to paperless trade? 
Are they based on international 
models? 

NO. Timor-Leste is a civil law jurisdiction. The Civil Code 
(Law No. 10/2011: Approval of Civil Code (14 April 
2011) has been influenced by well-established 
Portuguese legal doctrines and traditions.  
Consequently, Timor-Leste civil law has rules 
concerning choice of law and choice of forum which 
uphold party autonomy. Parties are generally free to 
determine such matters by contract. It is uncertain 
whether Timor-Leste conflicts of law rules apply to 
paperless transactions. There is no jurisprudence in 
Timor-Leste on the application of such rules to paperless 
transactions.      

Is arbitration possible? Are domestic 
and foreign arbitral awards 
enforceable? 

NO. Timor-Leste does not currently have an Arbitration 
Law. Third-country arbitration is typically set forth in 
international contracts, with a strong preference for 
Singapore and arbitration before the  
Singapore International Arbitration Centre (SAIC). 
 
However, enforcement of foreign arbitral awards is 
highly problematic as Timor-Leste is not a party to the 
New York Convention. 
 
Future Developments 
 
The Arbitration, Mediation and Conciliation Law, 
approved by the Council of Ministers in 2016, is currently 
under review by the National Parliament. This pending 
law is based on the UNCITRAL Model Law on 
International Commercial Arbitration.   

The third block of questions aims to examine intellectual property issues involved in a 
single window or other paperless trade system. 

3. Intellectual property rights and data base ownership issues, including the ownership of 
data and information stored or archived in the cross-border paperless trade system 

Do the law or contractual agreements 
define who owns the data in a cross 
border paperless trade system and how 
the IP and the database can be used? 

NO. Timor-Leste does not have legislation that directly 
addresses IP rights. In particular, there is no Copyright 
Law for the protection of computer programmes and 
other software.  
 
To a limited extent, the Constitution grants a modicum of 
copyright protection. The Constitution provides that the 
State shall guarantee and protect the creation, 
production, and commercialization of literary, scientific 
and artistic work, including the legal protection of 
copyrights. Moreover, the Civil Code stipulates that 
copyright is regulated by the law of the jurisdiction where 
the work is first published or, if it is not published by the 
author’s personal law, without prejudice to special 
legislation, regulated by the law of the country of its 
creation. 
 
Given the current paucity of IP legal protection, 
particularly as regards copyrights and software, it is 
contracts that must define IP rights.  Data ownership and 
related issues are largely undeveloped in Timor-Leste.   
 
Future Developments 
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There are plans for the drafting of a Copyright Law as 
part of the national ICT Policy strategy. 
 
Timor-Leste’s accession to the World Intellectual 
Property Organization (WIPO) is at its final stage now.   
Timor-Leste is currently weighing ratification of certain 
international IP instruments, including   
the Berne Convention for the Protection of Literary and 
Artistic Works. Other instruments include: the Paris 
Convention for the Protection of Industrial Property; the 
Madrid Agreement Concerning the International 
Registration of Marks; and, the Protocol Relating to the 
Madrid Agreement Concerning the International 
Registration of Marks. 

The fourth block of questions aims to examine the use of electronic payments in a single 
window or other paperless trade system. 

4. Examination of banking/payments law for electronic payments in the cross-border 
paperless trade system 

Does the national single window or 
paperless trade system accept 
electronic payments? Does the 
government or state agencies accept 
them? If yes, are electronic payments 
restricted to a specific method or 
provider (e.g., credit cards or an 
exclusive bank)? 

PARTIALLY.  
 
Title V, Chapter I: Electronic Records and Payments, 
Customs Code 2017 recognizes the use and acceptance 
of electronic payments in the NSW context.  
 
In particular, Article 79(1) stipulates that it is:   
[The] Responsibility of Customs Director General by 
notice published in Jornal da República to approve: 
(b) payments required or established by Customs 
legislation which may be effected via an electronic 
format; and  
(c) the customs information system through by which e-
payments may be made 
 
Article 79(2) further states that: The electronic 
transmission of payments [is] subject to authorization by 
the Director-General.   
Article 79(3) underscores that the Director General may 
determine which payments referred to in paragraph 1 of 
Article 79 may be transmitted in electronic form, without 
prejudice to stipulated exceptions. 

 
Article 80 makes it clear that only parties 
authorized by the Customs Director-General (such as 
customs brokers) may effect payments via electronic 
means.  
 
The Central Bank of Timor-Leste (BCTL) is 
spearheading the creation of a national e-payment 
gateway in the country, pursuant to the Financial Master 
Plan of the 2030 Timor-Leste Strategic Development 
Plan, and related e-government initiatives.  
 
Core to Timor-Leste e-payments is the National Switch 
System and R-Timor (RTGS). The National Switch 
System offers a range of e-payment services to citizens 
and companies of Timor-Leste. It is combined with the 
National Card project. The Switch and National Card 
systems (collectively known as “P24”) allow customers 
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of certain Timor-Leste banks (i.e. BNU, Mandiri, BNCTL, 
and BRI) to use any of the ATMs of other banks to 
conduct banking transactions, including e- payments 
and inter-bank transfers, using the P24 card.  
 
Related to the Switch system, an e-wallet service, 
developed by Telemor Fintech, was launched in 2018 
which allows users to make money transfers and 
transfer or deposit money to accounts via their mobile 
phones. The Central Bank (BCTL) has also instituted an 
integration of the POS (Payment Terminals) network so 
that companies can receive payments from customers of 
all banks through the same POS device. This 
functionality, once fully implemented, can also be used 
to pay taxes and state fees, as well as settle bills owed 
to private companies. BCTL is also working on the 
integration of e-wallet systems with ATM and payment 
systems, so that clients of the various institutions can 
make payments based on the mobile phone and/or via 
the Internet and transfer amounts between their virtual 
wallets and respective bank accounts. 
 
The R-Timor system consists of an interconnected 
network of systems and platforms that allows individuals, 
companies, State organizations and other entities to 
make prompt e-payments in Timor-Leste. R-Timor is a 
Real Time Gross Settlement (RTGS) system which 
processes electronic fund transfers (EFTs) in “real time” 
without any significant waiting period and no limit on the 
transfer amount. There is now also an interface between 
BCTL’s R-Timor system and the Ministry of Finance’s 
GRP system (Government Resource Planning System). 
This interface allows the MoF to make e-payments 
through its GRP, which are transferred directly and in 
real time through R-Timor, to the respective accounts of 
suppliers or other beneficiaries opened with commercial 
banks. 
 
 
The above-mentioned e-payment systems are either 
partly or fully deployed at this point in time. However, it 
is understood that they only operate domestically and do 
not yet allow for e-payments by foreign payors in 
international trade transactions.    
 
These systems, when sufficiently developed and 
integrated, should facilitate the electronic payment of 
customs duties and taxes by customs brokers and 
others 
 to the Customs bank account with Banco Nacional 
Ultramarino (BNU) - or even directly via the ASYCUDA 
World system.  
 
As suggested by Customs in our meeting with them, e-
customs payments may currently be made to BNU via 
credit/debit card or POS.  However, such e-customs 
payment developments run counter to what was 
expressed by others in Dili – namely, that customs and 
tax e-payments could not be directly made by either 
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customs brokers or importers to  the Customs account 
with BNU – in-person visits were still necessary. 
 
 
In the case of international electronic fund transfers 
(EFT), SWIFT codes are used by Timor-Leste banks. 
For online e-commerce transactions, there is a US$ 300 
limit per transaction/per day.   

The fifth block of questions aims to examine the competition law issues involved in a single 
window or other paperless trade system. 

5. Competition law issues, including treaties and conventions, and General Agreement on 
Tariffs and Trade (GATT)/World Trade Organization (WTO) requirements applicable to the 
cross-border paperless trade system 

Is competition law applicable to single 
window operators or other paperless 
trade services providers? 

NO. There is no Competition Law at present. As Timor-
Leste is not yet a WTO Member (and is also an LDC), 
GATT and GATS rules and obligations have no legal 
force.   
 
Future Developments  
The government has recently established a workgroup 
to discuss and prepare a national competition policy 
based on international standards.  
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Annex VI. Framework Agreement on Facilitation of Cross-border 

Paperless Trade in Asia and the Pacific 
 

The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific 

(“Framework Agreement”) was adopted as a UN treaty on 19 May 2016, deposited with the Secretary 

General of the United Nations in New York.44 More than 25 countries participated in the development 

and negotiation of the Agreement.45 It is designed as an inclusive and enabling platform that will benefit 

all participating economies regardless of where they stand in terms of trade facilitation or single 

window/paperless trade implementation. 

Paperless trade makes international trade more efficient and transparent while improving regulatory 

compliance, particularly if trade-related data and documents in electronic form are exchanged across 

borders. The Framework Agreement, by supporting the region’s progress towards cross-border 

paperless trade, could bring benefit to parties such as: 

• Accelerated progress towards a digital and paperless trade environment. 

• Opportunity to integrate emerging cross-border paperless trade considerations and best 

practices early in the development of national single window and other paperless trade 

systems. 

• Easier access to information, knowledge and resources to achieve full digital implementation 

of measures included in the WTO TFA - and in relevant ASEAN agreements. 

• Reduction in overall investment costs and maximization of return from investments in paperless 

trade systems.  

• Increased opportunities for capacity building through trainings, workshops and knowledge-

sharing platforms. 

• Compliance with commitments the party may have made through in its bilateral and plurilateral 

trade agreements to collaborate on exchanging electronic of data and documents.  

• Ready access to potential counterpart countries interested to negotiate and achieve cross 

border data exchange.  

• Direct participation in the development of pragmatic solutions for the cross-border exchange of 

trade documents.  

Potential benefits from achieving cross-border paperless trade in Asia and the Pacific have been 

quantified in terms of trade costs reductions and trade gains. A study by Shepherd et al. estimated that 

the regional-wide implementation of cross-border paperless trade would allow Timor-Leste to increase 

trade by USD 50-100 million per year. 46 Although Timor-Leste is not a member of the WTO, ESCAP 

estimates if Timor-Leste fully implements measures included in the WTO TFA together with cross-

border paperless trade measures, it could achieve trade cost reductions of USD 5 million per year at 

the minimum.47  

 
44 Text of the FA-PT and other relevant documents can be found here: 
https://www.unescap.org/resources/framework-agreement-facilitation-cross-border-paperless-trade-asia-and-
pacific 
45 For the list of countries that have officially nominated focal points (i.e., which means they were actively 
involved) see: http://communities.unescap.org/cross-border-paperless-trade-facilitation/national-focal-points-
resolutions-683-and-706  
46 Based on 2016 trade data and estimates in ESCAP (2014). Estimating the Benefits of Cross-Border Paperless 
Trade. Available from: https://www.unescap.org/sites/default/files/Benefits%20of%20Cross-
Border%20Paperless%20Trade.pdf 
47 Calculation based on the minimum trade cost saving of the Pacific Island States as indicated in ESCAP (2017). 
Digital Trade facilitation in Asia and the Pacific. Studies in Trade, Investment and Innovation, No. 87. Available 
from https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-trade-investment-and-
innovation-87. See also ADB(2017) “Trade Facilitation and Better Connectivity for an Inclusive Asia and Pacific”, 
available from https://www.adb.org/publications/trade-facilitation-connectivity-inclusive-asia-pacific  

https://www.unescap.org/resources/framework-agreement-facilitation-cross-border-paperless-trade-asia-and-pacific
https://www.unescap.org/resources/framework-agreement-facilitation-cross-border-paperless-trade-asia-and-pacific
http://communities.unescap.org/cross-border-paperless-trade-facilitation/national-focal-points-resolutions-683-and-706
http://communities.unescap.org/cross-border-paperless-trade-facilitation/national-focal-points-resolutions-683-and-706
https://www.unescap.org/sites/default/files/Benefits%20of%20Cross-Border%20Paperless%20Trade.pdf
https://www.unescap.org/sites/default/files/Benefits%20of%20Cross-Border%20Paperless%20Trade.pdf
https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-trade-investment-and-innovation-87
https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-trade-investment-and-innovation-87
https://www.adb.org/publications/trade-facilitation-connectivity-inclusive-asia-pacific
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Trade, investment and innovation are powerful engines for growth and sustainable 

development. The expansion of trade across the Asia-Pacific in recent years has been a key 

driver of economic dynamism and rising prosperity. Trade and investment, for example through 

participation in global networks of production, have created employment, raised incomes and 

helped spread knowledge and technology throughout the region. But not all individuals and 

communities have been able to benefit from the growth that comes from engagement in 

international markets, and too many barriers to inclusion remain. 

ESCAP’s objective is to promote trade, investment and technology and innovation for inclusive 

and sustainable development in the Asia-Pacific region. We work with Member States to ensure 

that the benefits of trade, investment, technology and innovation are extended to all. 

For more information on TIID work: 

http://unescap.org/tii 

 

 


