
 

 

 

 

Readiness Assessment for  

Cross-Border Paperless Trade: 

Kazakhstan 

 

 

 

 

 

 

 

 

 

 
In Cooperation with the Ministry of Trade and Integration of Kazakhstan 



 

 

 

Readiness Assessment for Cross-Border  

Paperless Trade: Kazakhstan 

 
United Nations Publications  

Trade and Investment Division  

ESCAP 

Bangkok, Thailand  

Copyright © United Nations 2022 

All rights reserved 

 

 

 

 

 

 

 

 

 

 

 

 

 

The opinions, figures and estimates set forth in this publication are the responsibility of the 

authors, and   should not necessarily be considered as reflecting the views or carrying the 

endorsement of the United Nations. Any errors are the responsibility of the authors. 

The designations employed and the presentation of the material in this publication do not 

imply the expression of any opinion whatsoever on the part of the Secretariat of the United 

Nations concerning the legal status of any country, territory, city or area, or its authorities, or 

concerning the delimitation of its frontiers or boundaries. Where the designation “country or 

area” appears, it covers countries, territories, cities or areas.



 

i 

 

Foreword 

Trade is identified as a key means of implementation in the 2030 Agenda for Sustainable Development. 

Efficient and transparent trade procedures are essential for making trade more inclusive and for 

minimizing the negative impacts associated with moving goods across borders on the environment. 

While the COVID-19 pandemic has had a devastating effect on people and economies across the globe, 

it has also highlighted the importance of trade facilitation and the need to streamline trade procedures. 

Many countries, including Kazakhstan, have renewed their efforts to simplify and digitalize trade.  

This report provides an assessment of Kazakhstan’s readiness for cross-border paperless trade, i.e., 

conducting international trade based on electronic data and documents, following readiness checklists 

developed by the ESCAP Interim Intergovernmental Steering Group on Cross-Border Paperless Trade 

Facilitation. 

Kazakhstan has made significant progress in implementing trade facilitation measures in recent years, 

with its implementation level now significantly above the Asia-Pacific regional average. Still, 

implementation of paperless trade and cross-border paperless trade measures in Kazakhstan has much 

room for improvement.  

The readiness assessments, together with the action plan featured in this report, can serve as a 

foundation for elaborating more detailed activities at the national and agency levels in this area, with 

identifiable timelines and potential key agencies. It is hoped that the recommendations in the report will 

support Kazakhstan in acceding to the Framework Agreement on Facilitation of Cross-border Paperless 

Trade in Asia and the Pacific and improving cross-border paperless trade environment. 
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Executive Summary 

This report provides an assessment of the readiness of Kazakhstan for cross-border paperless trade, 

namely conducting international trade on the basis of electronic data and documents. Following a brief 

overview of trade facilitation implementation in Kazakhstan, findings from technical and legal readiness 

assessments for cross-border paperless trade are presented. Recommendations on the technical and 

legal aspects of cross-border paperless trade are then provided, followed by an initial action plan for 

Kazakhstan to move forward in this area.  

Kazakhstan has made significant progress in implementing trade facilitation measures in recent years. 

Implementation in the area of institutional arrangement and cooperation remains the main challenge for 

the country. In addition, implementation of certain measures pertaining to cross-border paperless trade 

has been limited (see the figure 1 below) and opportunities exist for Kazakhstan to further reduce trade 

costs and improve its competitiveness by accelerating efforts to facilitate and digitalize trade 

procedures. 

Source: United Nations Global Survey on Digital and Sustainable Trade Facilitation, 2021. 
https://www.untfsurvey.org/ 
Note: Maximum possible implementation score is 100. 

The level of technical readiness in Kazakhstan for cross-border paperless trade is satisfactory. The 

country recognizes the importance of conducting paperless trade domestically and across borders and 

has made progress in many areas towards digitalization of trade procedures. Kazakhstan has already 

Figure 1. Cumulative implementation score of core groups of 
trade facilitation measures, 2021 
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implemented a single window for export-import operations, which is supported by an adequate level of 

information and communications technology (ICT) infrastructure, and information security. Kazakhstan 

is also engaging in cross-border data exchange with some countries on import, export and transit data, 

and plans to expand this operation to more trading partner countries.  

From a legal perspective, Kazakhstan has in place very few rules aimed specifically at cross-border 

paperless trade. Accordingly, laws on domestic transactions are reviewed, provisions of which, in turn, 

can be improved to cover international activities. The Electronic Documents and Electronic Signatures 

Law dates from 2004. Since then, several amendments have been issued, notably concerning 

procedures for the use of electronic documents and electronic digital signatures in State bodies and on 

the establishment of general technical requirements of electronic systems. For private sector 

transactions, the 2004 Law may be unduly rigid or technically demanding. On the other hand, progress 

has been made on many fronts, including in the facilitation of electronic payments. In addition, the legal 

landscape is evolving rapidly. It is hoped that domestic law will soon be enhanced to accommodate 

international obligations associated with the transition to cross-border paperless procedures. Reform 

efforts should follow global or regional best practices on e-communications, which, in turn would help 

harmonize the country’s legal regime with that of its trading partners.  

Aside from the need for a coordinating mechanism on paperless trade, which would help avoid 

duplication of efforts and enhance existing related efforts, three technical areas require further 

improvements in order to advance cross-border paperless trade. First, relevant regulatory agencies – 

other than customs - should be able to use paperless trade systems and fully utilize the national cross-

border paperless trade system. Second, Kazakhstan should continue to enhance the strategic and 

comprehensive plan for business continuity of ICT systems, which would ensure the sustainability of a 

planned data centre. Business process re-engineering, data harmonization, and standardization and 

capacity-building programmes for all agencies should be elements of such a plan. Third, Kazakhstan 

should continue to engage in regional, subregional and bilateral initiatives on cross-border paperless 

trade. Through partnerships, the country should participate in joint inspection and sharing of results 

electronically. 

Legal environments for paperless trade, both domestic and cross-border, also require some reforms 

and improvements. Three areas of reforms are critical for Kazakhstan. First, the country should 

modernize and simplify its statute governing electronic documents and signatures, focusing on the work 

of the United Nations Commission on International Trade Law (UNCITRAL) in this field. More flexibility 

is needed for signatures in non-official contexts, and the implications of secure signatures need to be 

clearer. Second, Kazakhstan should ensure that government ministries and agencies have clear 

authority to communicate by electronic means and to participate in multi-stakeholder paperless 

platforms, notably within cross-border paperless trade systems. Third, Kazakhstan should harmonize 

the legal rules that allow the government and private participants in cross-border trade to use electronic 

documents and communications to the full extent allowed by the international agreements to which 

Kazakhstan is a party.  

To facilitate reforms, it is recommended that Kazakhstan should accede to the Framework Agreement 

on Facilitation of Cross-border Paperless Trade in Asia and the Pacific as soon as possible. By 

participating in the Framework Agreement, Kazakhstan can more effectively plan and implement its 

trade digitalization strategy. The Framework Agreement will assist Kazakhstan in developing its national 

capacity, designing a long-term plan, engaging in a pilot exchange of selected data and documents, 

and keeping abreast of emerging legal standards and solutions in the area of cross-border paperless 

trade.  

The readiness assessments together with the action plan featured in this report can serve as a 

foundation to elaborate more detailed activities at the national and agency levels in this area, with 
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identifiable timelines and budget sources. It is hoped that the report will contribute to the objective of 

the Government of Kazakhstan to accelerate progress towards cross-border paperless trade, including 

through its accession to the Framework Agreement. 
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I. Introduction

This report provides an assessment of the 
readiness of Kazakhstan for cross-border 
paperless trade, namely to conduct of 
international trade transactions on the basis of 
electronic data and documents – as opposed to 
paper-based data and documents. Benefits 
from the successful implementation of cross-
border paperless trade are large. Among them 
are the potential to cut transaction costs by 25 
per cent across the Asia-Pacific region, 
increase regulatory compliance, reduce illicit 
financial flows and facilitate engagement in the 
increasingly digital global economy1. 

The assessment was conducted by a team of 
international experts following readiness 

checklists developed by the Economic and 
Social Commission for Asia and the Pacific 
(ESCAP) Interim Intergovernmental Steering 
Group on Cross-Border Paperless Trade 
Facilitation, of which Kazakhstan is a member.2 
The team consists of QazTrade JSC staff, 
headquartered in Nur-Sultan, the capital of 
Kazakhstan. In October and November 2021, 
interviews with relevant government agencies 
and private sector stakeholders were 
conducted. 3  A national consultation on 
facilitating cross-border paperless trade was 
co-organized by the Ministry of Trade and 
Integration (Kazakhstan) and ESCAP on 19 
November 2021 during which preliminary 
findings from the study were reviewed, 
consolidated and validated.4 

Final findings and recommendations 
incorporating inputs and suggestions received 
during and following the consultation are 
presented in this report. Based on these 
findings and recommendations, an initial action 
plan towards cross-border paperless trade for 
Kazakhstan was prepared, which is also 
presented in this report.5 

The results of the study will be presented to the 
Government of Kazakhstan. It is hoped that the 
results will contribute towards accelerating 
progress towards cross-border paperless trade, 
including through the accession to the 
Framework Agreement on Facilitation of Cross-
border Paperless Trade in Asia and the Pacific. 

 
1 United Nations, Economic and Social Commission for Asia and the Pacific (2021). Digital and sustainable trade facilitation in 
Asia and the Pacific 2021. Available from https://www.unescap.org/kp/2021/untf-survey-2021-regional#. 
2 United Nations, Economic and Social Commission for Asia and the Pacific (2020) Cross-border paperless trade: a technical 
readiness checklist, version 1.1 21 August. Available from https://readiness.digitalizetrade.org/download  
3 The lists of stakeholders interviewed are in annex I. 
4 The list of participants in the consultation is in Annex II. 
5 Consolidated responses to questions in the technical and legal checklists are in Annex III and IV.  

Preparation of the report was supported by 
ESCAP through a project entitled “Evidence-
based trade facilitation measures for 
economies in transition”. The objective of the 
project is to strengthen national capacities for 
better integration of selected economies in 
transition into the international rules-based 
trading system, which is in line with Sustainable 
Development Goal 17 target 10. The project is 
intended to enhance countries’ exports and 
cross-border trade in their respective 
subregions.  

This report is structured as follows: 

(a) Section II provides a brief state of play of 
trade facilitation and paperless trade 

Box 1. The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia 
and the Pacific 

(“Framework Agreement”) was adopted as a United Nations treaty and deposited with the Secretary 
General in New York in 2016. Many countries participated in the development and negotiation of the 
Agreement, which is designed to serve as an inclusive and enabling platform that will benefit all 
participating economies regardless of where they stand in terms of trade facilitation or cross-border 
paperless trade system implementation. For more information, please see annex V and the official 
site of the Framework Agreement (https://www.unescap.org/kp/cpta).  

https://www.unescap.org/kp/2021/untf-survey-2021-regional
https://readiness.digitalizetrade.org/download
https://www.unescap.org/kp/cpta
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implementation in Kazakhstan, based on its 
notifications under the World Trade 
Organization (WTO) Trade Facilitation 
Agreement and the United Nations Global 
Survey on Digital and Sustainable Trade 
Facilitation 2021; 

(b) Sections III and IV provide findings from the 
technical and legal readiness assessment 
for cross-border paperless trade, 
respectively; 

(c) Section V contains recommendations on 
technical and legal aspects of cross-border 
paperless trade that have emerged from 
the assessment; 

(d) Section VI presents the introduction of an 
initial action plan for Kazakhstan based on 
the recommendations; 

(e) Section VII concludes with a discussion of 
the way forward for Kazakhstan.  
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II. Trade facilitation and paperless trade implementation in 

Kazakhstan  

In this section, the state of play of trade 
facilitation and paperless trade implementation 
is reviewed based on secondary data sources, 
namely the WTO Trade Facilitation Agreement 

Database 6  and the United Nations Global 
Survey on Digital and Sustainable Trade 
Facilitation7.  

II. A. Kazakhstan and the World Trade Organization Trade Facilitation 

Agreement: a brief review of notifications 

Kazakhstan became a member of WTO in 
2015, and Party to the WTO Agreement on 
Trade Facilitation in May 2016, committing to 
implement the provisions of the Trade 
Facilitation Agreement.  

According to the Trade Facilitation Agreement 
implementation database, by July 2019, 
Kazakhstan had notified 4.5 per cent of all 
measures included in the WTO Trade 
Facilitation Agreement under category A, which 
were implemented since the Agreement 
entered into force. 

The following measures were notified under 
category B, to be implemented by February 
2023:  

• Article 1.1 «Publication»;  

• Article 1.2 «Information Available through 
Internet»;  

• Article 1.3 « Enquiry Points»;  

• Article 1.4 «Notification»;  

• Article 2.2 «Consultations»;  

• Article 3 «Advance Rulings»;  

• Article 4 «Procedures for Appeal or 
Review»;  

• Article 7.7 « Trade Facilitation Measures 
for Authorized Operators»;  

• Article 10.3 « Use of International 
Standards»;  

• Article 10.4 « Single Window»;  

• Article 12 « Customs Cooperation».  

This list makes up 47.9 per cent of all Trade 
Facilitation Agreement measures. 

A total of 7.6 per cent of all measures are 
notified under category C, which means that 
their implementation is projected by February 
2023, but it requires capacity-building and 
technical assistance. The measures are as 
follows:  

• Article 7.6 «Establishment and Publication 
of Average Release Times»;  

• Article 7.8 «Expedited Shipments»;  

• Article 11.5;  

• Article 11.13;  

• Article 11.17. 

The state of play of implementation of the 
Agreement, as of September 2020, shows that 
63.4 per cent of all measures are in category A, 
24.4 per cent under category B and 12.2 per 
cent under category C. 

Accordingly, it is suggested that 63.4 per cent 
of all Trade Facilitation Agreement measures 
are fully implemented. The rest of the measures 
under categories B and C require additional 
work and shall be completed by February 2023. 

II. B. Kazakhstan in the 2021 United Nations Global Survey on Digital and 

Sustainable Trade Facilitation 

The available data from the United Nations 
Global Survey on Digital and Sustainable Trade 
Facilitation indicates that Kazakhstan has made 
significant progress in implementing trade 

 
6 World Trade Organization, “Trade Facilitation Agreement Database” Available from https://tfadatabase.org/ (accessed in 
September 2021).  
7 United Nations Global Survey on Digital and Sustainable Trade Facilitation. Data forthcoming at https://untfsurvey.org  

facilitation measures over the period 2017–
2021. According to the 2021 Survey, most 
progress was made in implementing measures 
related to WTO Trade Facilitation Agreement 

https://tfadatabase.org/
https://untfsurvey.org/
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(Figure 2). Significant progress was made in 
«Women in Trade Facilitation Measures», 
«Agriculture Trade Facilitation Measures», 
«Trade Facilitation for SMEs Measures», 
«Paperless Trade Facilitation» и «Towards 
Cross-Border Paperless Trade». 

In addition, during the period reviewed, the 
progress was made in the implementation of 
such measures as «Transparency», 
«Formalities», «Institutional Arrangement and 
Cooperation».

Source: United Nations Global Survey on Digital and Sustainable Trade Facilitation, 2021. 
https://www.untfsurvey.org/ 

With an overall implementation rate of core 
measures included in the Survey of 72.04 per 
cent, Kazakhstan scored slightly higher than 
the Asia-Pacific regional average (65.85 per 
cent). It also scored slightly higher than the level 
of implementation in North and Central Asia 
(71.37 per cent) (Figure 3). 

Among the eight core groups of trade facilitation 

measures, implementation in Kazakhstan of 

«Transparency», «Formalities», «Paperless 

Trade», «Women in Trade Facilitation 

Measures», «Agriculture Trade Facilitation 

Measures», «Institutional Arrangement and 

Cooperation», «Cross-Border Paperless 

Trade» are generally above the Asia-Pacific 

regional average while implementation of 

«Trade Facilitation for SMEs Measures» is 

slightly below the regional average (Figure 3). 

  

Figure 2. Implementation of trade facilitation measures in 
Kazakhstan in 2019 and 2021 
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Source: United Nations Global Survey on Digital and Sustainable Trade Facilitation, 2021. Available from 

https://www.untfsurvey.org/ 

Regarding «paperless trade», Kazakhstan has 
implemented measures for automated customs 
system, Internet connection available to 
customs and other trade control agencies, 
electronic submission of customs declarations, 
e-payment of customs duties and fees.  

Partially implemented measures are the Single 
Window information system for export-import 

operations, the Electronic Application and 
Issuance of Import and the Export Permit and 
Electronic Application and Issuance of 
Preferential Certificate of Origin. Electronic 
submission of air cargo manifests and 
Electronic Application for Customs Refunds 
have yet to be implemented (Figure 4).

   

Figure 3. Overall implementation of trade facilitation measures in 
46 Asia-Pacific countries, 2021 
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Source: United Nations Global Survey on Digital and Sustainable Trade Facilitation, 2021. Available from 

https://www.untfsurvey.org/

The country’s implementation of “cross-border 
paperless trade” for certain measures remains 
limited. In 2021 no measure of this heading is 
fully implemented.  

The following measures have been partially 
implemented in Kazakhstan:  

• Laws and regulations for electronic 
transactions; 

• Recognized certification authority;  

• Paperless collection of payment from a 
documentary letter of credit. 

Implementation of electronic exchange of 

customs declaration is at the planning stage. 

According to the 2021 Survey, electronic 
exchange of certificate of origin and electronic 
exchange of sanitary and phytosanitary 
certificate has yet to be implemented in 
Kazakhstan. It should be noted that the full 
implementation of such measures and 
regulations governing electronic transactions 
and the creation of a recognized certification 
authority would provide the legal and 
institutional framework to enhance cross-border 
paperless trade and the electronic exchange of 
trade-related data and documents, and to 
achieve a fully integrated transformation to 
paperless trade (Figure 5).

 
  

Figure 4. Implementation of “paperless trade” measures in 
Kazakhstan, 2021  
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Source: United Nations Global Survey on Digital and Sustainable Trade Facilitation, 2021.   Available from 
https://www.untfsurvey.org/

Facilitating the development and facilitation of 
e-commerce has positive effects for 
businesses, such as lower trade costs and 
increased trade. 

The implementation of trade facilitation 
measures stipulated in the WTO Trade 
Facilitation Agreement, together with measures 
to promote cross-border paperless trade would 
contribute towards a reduction in trade costs.  

According to an ESCAP study 8 , if the 
governments of the countries in Asia and the 
Pacific were to implement binding and non-
binding WTO TFA measures together with 

other paperless and cross-border trade 
facilitation measures (digital trade facilitation), it 
is projected to decrease trade costs by more 
than 26%, cutting international transaction 
costs in Asia and the Pacific by about $0.6 
trillion. 

Implementing paperless trade and unhindered 
electronic exchange of trade data and 
documents could help improve the 
competitiveness in the region and spur 
participation in global value chains. In addition, 
it would lead to more efficient use of the 
geopolitical location of Kazakhstan and enable 
the country to reap benefits from shipments 
transiting in the country.  

  

 
8 ESCAP, Digital Trade Facilitation in Asia and the Pacific, Studies in Trade Investment and Innovation 87, Bangkok, 

December 2017. 

Figure 5. Implementation of cross-border paperless trade in 
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III. Technical readiness for cross-border paperless trade: 

key findings 

Key findings on the technical readiness of 
Kazakhstan to conduct cross-border paperless 
trade are discussed below. The findings of the 
study are presented in accordance with  the 
structure of the cross-border paperless trade 
technical readiness checklist, adopted by the 
Interim Intergovernmental Steering Group on 
Cross-border Paperless Trade Facilitation at its 
sixth meeting, which was held in January 2021. 
A checklist with summarized answers, which 
provides additional information and 
clarifications, is in Annex III. 

Based on the results of the analysis, the level of 
technical readiness of Kazakhstan for cross-
border paperless trade appears to be 
satisfactory. The country is aware of the 
importance of paperless trade domestically and 
internationally, and has made progress in many 
areas towards the digitalization of trade 
procedures. It has already implemented a 
single window for the export-import operations 
system. The system enables traders to receive 
electronic permits and licences from relevant 
government agencies and take advantage of a 

number of services in the customs sphere. It 
also makes it possible for traders to view the 
necessary regulatory legal documents related 
to foreign trade. The implementation of the 
Single Window for the Export-Import 
Operations System has resulted in lower 
financial costs and time for businesses.  

Kazakhstan will have a fully functional cross-
border paperless trade system that can provide 
cross-border data exchange, supported by an 
adequate level of ICT infrastructure and 
information security. 

The country is also carrying out cross-border 
data exchange with four countries on import, 
export and transit. Expansion to more trading 
partner countries is planned. 

By the time of this study, Kazakhstan had not 
acceded to the Framework Agreement to 
Facilitate Cross-Border Paperless Trade in the 
Asia-Pacific Region. 

III.A. Paperless trade system at the national level 

III.A.1. Governance bodies 

The institutional environment for regulating 
paperless trade in Kazakhstan is not cohesive. 
The development of paperless trade in 
Kazakhstan is carried out by various 
government bodies and organizations. In 2018, 
as part of the effort to meet the obligations of 
the WTO Agreement on Trade Facilitation on 
the basis of the Interdepartmental Commission 
of the Republic of Kazakhstan on Foreign Trade 
Policy and participation in International 
Economic Organizations 9 , the National 
Committee on Trade Facilitation was 
established. The Committee, which is 
comprised of representatives of the public and 
private sectors conduct consultations, provide 
information, coordinate activities and develops 

 
9 See https://primeminister.kz/en/government/advisory.  
10 Approved as indicated in the minutes of the meeting of the Interdepartmental Commission of the Republic of Kazakhstan on 
Foreign Trade Policy and Participation in International Economic Organizations № 17-5/46 as of January 18, 2019. 

recommendations on practical implementation 
of the WTO Agreement on Trade Facilitation.  

The working body for implementing the WTO 
Trade Facilitation Agreement is the Ministry of 
Trade and Integration. Achieving objectives of 
the Agreement is expected to promote 
development of paperless trade, as the 
obligations under the Agreement and the 
paperless trade related issues are mutually 
reinforcing. 

The implementation plan of the Trade 
Facilitation Agreement includes the planned 
dates for Kazakhstan to meet its obligations 
under the Agreement (until 22 February 
2023).10 

https://primeminister.kz/en/government/advisory
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Accordingly, there is a strong commitment to 
effectively implement paperless trading 
systems in Kazakhstan.

III.A.2. Level of automation 

The information system entitled “Integrated 
Customs Component of the Automated System 
of Customs and Tax Administration” (IS 
“ASTANA-1”) has been operating in 
Kazakhstan since December 2019. Within the 
framework of this system, customs procedures 
set in the Customs Code of the Republic of 
Kazakhstan 11  are carried out in electronic 
format, including export and import 
declarations, import and export custom value 
declarations and transit declarations. 

A risk monitoring system was introduced into 
the portal's operation (for example, 
understating prices, declaring goods under a 
different HS code). In most cases, if there are 
no risk indicators, applications in the system are 
considered and processed automatically. 
However, if there are risks, the system sends 
the application for consideration to the customs 
officers, and then it is processed manually. 

Documents are processed and published in 
electronic format, making it possible to declare 
goods from anywhere in the world at any time. 
When specifying information in the goods 
declaration, a scanned copy of the document 
can be uploaded. At the request of the customs 
authority, after the registration of the goods 
declaration and/or after the release of the 
goods declaration, the declarant has the 
opportunity to enter additional information and 
scanned documents. 

IS "ASTANA-1" is not directly integrated into the 
electronic payment system. Payment of 
customs duties is made by payers through 
commercial banks or organizations that carry 
out certain types of banking operations. 
Sending payments by types of customs 
payments online from banks through a special 
channel and confirmation from the Treasury 
Committee is carried out by IS Centralized 
unified personal accounts. 

 
11 Code of the Republic of Kazakhstan “On customs regulation in the Republic of Kazakhstan” № 123-VI as of 26 December 
2017, Article 207. Available from https://adilet.zan.kz/eng/docs/K1700000123 (courtesy translation). 

Data on the personal accounts of foreign 
economic activity participants are transferred 
from the IS Centralized Unified Personal 
Accounts, which is integrated into the payment 
gateway of the Electronic Government. 

The following entities are connected to the 
system: 

(a) State Revenue Committee of the Ministry of 
Finance and regional divisions; 

(b) Customs posts; 

(c) Participants in foreign economic activities, 
including, among others, traders and 
forwarders.  

In addition, the information system entitled 
"State database "E-licensing" (IS DS "E-
licensing) was introduced in Kazakhstan to 
automate the licensing processes, permits and 
provide an effective, transparent mechanism for 
exchanging information among government 
bodies – licensors and the business 
community. 

To date, 461 automated services (87 - licences, 
323 - permits, 50 - notifications, 1 - help SPP 
(service software product)) operate on the 
portal IS DS "E-licensing". 

Since 2 April 2018, the process of integration of 
information systems between IS ASTANA-1 
and IS GBD E-licensing has been carried out. It 
enabled the exchange of information on issued 
licences and permits for exports and imports.  

On 27 March 2019, the Single Window for 
Export-Import Operations System was 
introduced. 

The Single Window can receive electronic 
permits and licences of the relevant State 
bodies of Kazakhstan and provides a number of 
services in the customs area. It is also possible 

https://adilet.zan.kz/eng/docs/K1700000123
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to view on the system the necessary regulatory 
legal texts related to foreign trade. The system 
enables traders to receive electronic permits 
and licences from the relevant government 
agencies and take advantage of a number of 
services in the customs sphere. It also makes it 
possible for traders to view the necessary 
regulatory legal documents related to foreign 
trade. The implementation of this single window 
has resulted in lower financial costs and time for 
businesses. To improve this system, the State 
revenue committee together with interested 

governmental agencies and the business 
community assess the business processes of it 
on an ongoing basis. 

As of 28 July 2021, using the IS single window 
for export-import operations, the issuance of 
conformity assessment documents is carried 
out, which will also be integrated into IS 
ASTANA-1 with the objective to automate 
customs clearance process for imported 
products.

III.A.3. Information and communications technology infrastructure for paperless 

trade 

Network services in Kazakhstan are Available 
from all border points, including ports, airports 
and customs clearance points. 12  Their 
connection is carried out through the unified 
transport environment of State bodies.13 

Online access to services is carried out 
throughout Kazakhstan using a web browser 
with HTTPS and SSL. Plans are being made to 
provide the service at all of the border-crossing 
points mentioned above, as well as in the e-
government system. 

III.A.4. Security 

Information security issues in Kazakhstan are 
regulated at the legislative level. Below are a 
major law and resolutions dealing with security 
issues: 

(a) Law of the Republic of Kazakhstan dated 

24 November 2015 No. 418-V ЗРК "On 

informatization";14 

(b) Resolution of the Government of the 

Republic of Kazakhstan dated 20 

December 2016 № 832 on approval of 

uniform requirements in the field of 

information and communication 

technologies and information security"; 

(c) Resolution of the Government of the 

Republic of Kazakhstan dated 30 June 

2017 № 407 on approval of the 

cybersecurity concept (“Cyber Shield of 

Kazakhstan”); 

(d) Resolution of the Government of the 

Republic of Kazakhstan dated 28 October 

2017 № 676 on approval of the action plan 

for the implementation of the cybersecurity 

concept ("Cyber Shield of Kazakhstan") 

through 2022". 

In addition, Kazakhstan is guided by the 
standards reflected in the Recommendation of 
the Board of the Eurasian Economic 
Commission dated 12 March 2019 No. 9 on the 
list of standards and recommendations in the 
field of information security used in the 
implementation of the digital agenda of EAEU."  

The standards concern, among other things: 

(a) Creation and maintenance of information 
security management systems; 

(b) Ensuring the protection of information using 
cryptographic protection means.

III.A.5. Business process re-engineering 

 
12 See https://rfs.gov.kz/map.html. 
13 Law of the Republic of Kazakhstan “On informatization”, Article 29. Available from 
https://adilet.zan.kz/eng/docs/Z1500000418.   
14 Law of the Republic of Kazakhstan “On informatization”. Available from https://adilet.zan.kz/eng/docs/Z1500000418. 

https://rfs.gov.kz/map.html
https://adilet.zan.kz/eng/docs/Z1500000418
https://adilet.zan.kz/eng/docs/Z1500000418
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To avoid digitization of non-optimized and non-
rationalized business processes, each 
procedure (business process) is simplified 
(optimized and rationalized) before it is 
converted into electronic form (digitization). 
In addition, a digital transformation centre was 
established in Kazakhstan. The centre includes 
ten specialists from the Ministry of Digital 

Development, Innovations and Aerospace 
Industry, five representatives from international 
institutions, ten employees of the Astana 
International Financial Centre and five people 
who has suitable professional background. The 
main task of the centre is to develop 
recommendations and proposals to make 
business processes more efficient.15 

III.A.6. Data harmonization and standardization 

State bodies are actively working to harmonize 
and standardize data that are exchanged. This 
effort is especially evident, for example, when a 
State service working in foreign trade is 
included in the State electronic systems "e-
license" or "e-government". In addition, 
harmonization and standardization of data is 
one of the goals in the implementation of the 
electronic gateway of the State Revenue 
Committee in the context of customs/tax 
legislation. 

Harmonization and standardization of data in 
Kazakhstan is carried out on the basis of 
advanced world standards, such as, for 
example, the Data Model of the World Customs 
Organization (WCO). 

Currently, the customs authorities are 
exchanging data within EAEU.  

In addition, within the framework of EAEU, 
general processes are being developed and 
formed – operations and procedures are 
regulated (established) by international treaties 
and acts that constitute a law of EAEU, and the 
legislation of the members States, which begin 
on the territory of one of the member States, 

and end (change) on the territory of another 
member state16. 

The implementation of general processes 
within EAEU will be ensured using an 
integrated information system. 

The list of general processes within EAEU is 
determined by Decision of the Eurasian 
Economic Commission (EEC) Board dated 14 
April 2015 No. 2917 and involves 76 processes, 
including in the following areas: 

(a) Use of databases of documents drawn up 
by the authorized bodies of EAEU member 
States when regulating foreign and mutual 
trade; 

(b) Formation, maintenance and use of 
common information resources (registers, 
lists, classifiers) to support the activities of 
the customs authorities of EAEU member 
States. 

Negotiations are ongoing to develop framework 
for data exchange with Azerbaijan, China, the 
Islamic Republic of Iran and Turkey. 

III.A.7. Capacity building 

Measures to raise the level of awareness of 
participants in foreign economic activities about 
ongoing projects related to paperless trade are 
carried during the planning, development and 
implementation of these projects. As part of this 
work, the responsible governmental agencies 
conduct appropriate campaigns to inform 
participants about ongoing projects through the 
Internet and media, and by organizing 

 
15 Maira Medeubaeva, “13 innovations in the digital sphere” Inbusiness.kz, 19 November 2020. Available from 
https://inbusiness.kz/ru/news/13-novshestv-v-cifrovoj-sfere-kazahstana.  
16 Treaty on the Eurasian Economic Union, Article 23. Available from https://adilet.zan.kz/eng/docs/Z1400000240.  
17 Available at https://adilet.zan.kz/rus/docs/H15EK000029. 

seminars, trainings and workshops on these 
topics on a regular basis. 
To inform citizens and foreign trade participants 
about the portal of a Single Window for export 
and import system, the State Revenue 
Committee is promoting coverage of the portal's 
work in the media and, in particular, on its 
website. In addition, online trainings about the 
portal are also being offered.  

https://inbusiness.kz/ru/news/13-novshestv-v-cifrovoj-sfere-kazahstana
https://adilet.zan.kz/eng/docs/Z1400000240
https://adilet.zan.kz/rus/docs/H15EK000029
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Many large-scale events are planned in 2022 to 
familiarize participants and potential 

participants in foreign economic activities about 
the implementation of this portal.

III.A.8. Other matters 

No separate studies on the topic of computer 
literacy in the trading community related to 
electronic transactions in Kazakhstan have 
been conducted. 

Within the framework of the State programme, 
Digital Kazakhstan,18 plans are afoot to raise 
the o digital literacy level of the population to 87 
per cent by 2025. 

Because of the country’s already high level and 
pace of digitalization in general (twenty-nineth 
place in the world in 2020 in terms of e-

government development 19 ), including in the 
business processes of foreign trade, it can be 
assumed that the level of literacy of foreign 
trade participants in terms of electronic 
transactions is quite high (70 to 100 per cent) It 
also should be noted that many representatives 
of the private sector have automated systems 
for their business. 

Notably, the private sector stakeholders 
welcome the positive developments associated 
with the introduction of a paperless trading 
environment, which they believe will lead to 
lower costs and increased efficiency. 

III.B. National status towards cross-border data exchange 

III.B.1. Electronic systems 

Through some initiatives, Kazakhstan is 
engaged in international data exchange with 
selected partner countries, and there are future 
plans to enable this with additional trading 
partner countries. 

Informational exchange is carried out with 
Azerbaijan, China, the Islamic Republic of Iran 
and Turkey, but mostly only preliminary 
information. 

In January 2020, the implementation of the 
mechanism for cross-border exchange of 
electronic permits began at the regional level 
(EAEU).17 The introduction of the general 
process is scheduled to take place in stages 
with respect to certain types of documents, as 
EAEU law regulates the composition and 

structure of the information provided from 
documents in electronic form. 

In particular, EEC has approved technological 
documents to regulate information interaction 
during the implementation by means of the 
integrated information system of the Union of 
the general process "Use of databases of 
documents drawn up by authorized bodies of 
the EAEU member States when regulating 
foreign and mutual trade, including those 
submitted when performing customs operations 
for confirmation of compliance with prohibitions 
and restrictions ". 

The exchange of information from transit 
declarations within EAEU is all completed 
electronically. 

III.B.2. Single Window System 

The Single Window for Export-Import 
Operations serves as the single gateway for 
import-export operations. It provides the 
following online services to the trading 
community: the required regulatory legal 
documents related to foreign trade; document 

 
18 Digital Kazakhstan, “About the program” Available from https://digitalkz.kz/o-programme/.  
19 United Nations, Department of Economic and Social Affairs, Division for Public Institutions and Digital Government, 
“Kazakhstan”. Available from https://publicadministration.un.org/egovkb/en-us/Data/Country-Information/id/87-Kazakhstan.  

tracking; and the uploading of additional 
documents. 
Required permits and licences from the 
relevant government agencies, along with a 
number of processes in the customs sphere, 
can be received in the system. The 
implementation of the Single Window for 

https://digitalkz.kz/o-programme/
https://publicadministration.un.org/egovkb/en-us/Data/Country-Information/id/87-Kazakhstan
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Export-Import Operations has reduced the 
financial costs and time involved in conducting 
business.

III.B.3. Business process re-engineering 

The reorganization and optimization of 
government business processes has spurred 
automation and simplification, which has 
allowed agencies to participate in initiatives and 
pilot projects that support international data 
exchange. However, as mentioned in the 
previous section (see Section A. Re-
engineering of business processes), the State 
Revenue Committee is rationalizing the 
business processes of the Single Window for 
Export-Import Operations in the context of the 
above functionality of the system jointly with 

interested government agencies and the 
business community, on an ongoing basis. 

Additionally, a working group was created in 
Kazakhstan to re-engineer the processes for 
conducting cross-border trade with the 
inclusion of representatives of the Automated 
Cross-Border Trade and Settlement Integrated 
System; the Digital Transformation Center of 
“Zerde” National Infocommunication Holding 
JSC serves as the platform for operation of the 
working group.

III.B.4. Data harmonization and standardization 

In order to transfer from paper to electronic 
format, relevant authorities carry out data 
harmonization and standardization activities on 
an ongoing basis. This allows information 
systems to function smoothly and receive data 
from other systems. When a public service is 
introduced to a business, relevant standards 
are taken into account. All new public services 
can be received in electronic format and 

uploaded to other information systems to 
process them further, if needed. 

Harmonization and standardization of data is 
one of the targets in the implementation of the 
electronic gateway of the State Revenue 
Committee with regard to customs and tax 
legislation. 

III.B.5. International transit 

Customs declarations for international transit 
traffic in Kazakhstan are processed 
electronically, but they can also be declared in 
a paper form. 

According to the national legislation and the law 
of EAEU, there are several types of security for 
transit transportation, among which participants 
engaged in foreign economic activity may apply 
those of their own choice. 

In accordance with Articles 62, 63 of the 
Customs Code of the EAEU20, provisions can 
be made through four means:  

(a) Cash 

(b) Bank guarantee 

(c) Surety 

(d) Property pledge 

The transit declaration and the form of security 
are recognized throughout the customs territory 
of EAEU. 

Security for transit carnets using TIR Carnets is 
not required

III.B.6. Awareness programme 

There are no special ongoing awareness 
raising programme related to cross-border 
trade in Kazakhstan. 

 
20 The text of the EAEU Customs Code is available at https://adilet.zan.kz/rus/docs/Z1700000115. 
21 State Revenue Committee, Official website. Available from https://www.kgd.gov.kz/ru.  

The official website of the State Revenue 
Committee21 contains lists of reference books, 

https://adilet.zan.kz/rus/docs/Z1700000115
https://www.kgd.gov.kz/ru
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documents and other information necessary for 
conducting cross-border trade. 

The Single Window for Export-Import 
Operations portal 22  also contains information 
on the necessary documents for a particular 
operation or service. 

Some State bodies, based on their authority, 
are directly involved in the development of 
cross-border data exchange. The most active 
work in this area is being carried out at the level 
of EAEU.

III.B.7. Other matters 

Work pertaining to mutual recognition of 
authorized economic operators with China, the 
Republic of Korea and Turkey is under way in 
Kazakhstan.  

Memoranda of mutual recognition were signed 
with the Customs Service of the Republic of 
Korea (in Nur-Sultan) on 22 April 2019,23 and 
with the General Customs Administration of 
China (in Beijing) on 26 April 2019.24 

Negotiations with the Turkey to conclude an 
agreement on mutual recognition of authorized 
economic operators from these two countries 
are under way. 

Certain documents and related processes for 
cross-border data exchange have been 
implemented, or are considered for 
implementation in Kazakhstan.  

(1) Customs Transit Declaration (State 
Revenue Committee): currently 100 per cent 
paperless. 

(2) Packing list and invoice ("NC" KTZh" JSC): 
within the framework of the additional 
agreement to the agreement between " Russian 
Railways" JSC and " NC "KTZh" JSC on 
electronic data exchange during the 
transportation of goods in international railway 
traffic, "NC" KTZh" JSC plans data transfer 
according to packing list and invoice. 

As the system is not yet operational, data on the 
percentage of information received through it 
cannot be provided.  

Further progress in the cross-border exchange 
of these documents and the establishment of a 
paperless system would significantly increase 
the efficiency of trade procedures.

 

  

 
22 See http://eokno.gov.kz/index.xhtml;sessid=sF_v0QwXCu7wSHwO6q7s5CDUqUxz5EBb5Di8mYXd.  
23 https://www.akorda.kz/en/events/akorda_news/press_conferences/briefing-on-the-results-of-negotiations-with-president-of-
the-republic-of-korea-moon-jae-in  
24 Kazakhstan Today, “Customs authorities of Kazakhstan and China will exchange information about cargo online”, 27 April 
2019. Available from https://www.kt.kz/rus/state/_1377883852.html.  

http://eokno.gov.kz/index.xhtml;sessid=sF_v0QwXCu7wSHwO6q7s5CDUqUxz5EBb5Di8mYXd
https://www.akorda.kz/en/events/akorda_news/press_conferences/briefing-on-the-results-of-negotiations-with-president-of-the-republic-of-korea-moon-jae-in
https://www.akorda.kz/en/events/akorda_news/press_conferences/briefing-on-the-results-of-negotiations-with-president-of-the-republic-of-korea-moon-jae-in
https://www.kt.kz/rus/state/_1377883852.html
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IV. Legal readiness for cross-border paperless trade: key 

findings 

Key findings on the legal readiness of 
Kazakhstan on cross-border paperless trade 
are summarized below. The findings are 
presented following the structure of the legal 
readiness checklist adopted by the Interim 
Intergovernmental Steering Group on Cross-
border Paperless Trade Facilitation, at its sixth 
meeting, held in January 2021. The completed 
checklist, which contains further details and 
elaborations, is available in Annex IV. 

It may be noted that Kazakhstan has very few 
legal rules aimed specifically at cross-border 
paperless trade. The exceptions include some 
of the provisions of the EAEU Customs Code, 
which is implemented universally within the 
customs territory of EAEU, the national 
customs code and selected articles of some of 
the international treaties to which Kazakhstan is 
a party, notably through WTO and WCO. The 
country’s laws covering the regulation of trade 
activities, payments and payment systems and 
electronic document and electronic digital 
signature (EDS) are reviewed in this study. The 

provisions of these laws may be applied to 
cross-border paperless trade as well. 
Kazakhstan is using the Rivest–Shamir–
Adleman (RSA) Encryption Standard. The EDS 
law provisions remain technology-specific for 
private sector, especially for their interactions 
with governmental bodies. 

On the other hand, progress has been made on 
many fronts, including the facilitation of 
electronic payments. It should also be noted 
that Kazakhstan, with the assistance of the 
International Trade Center (ITC) and the United 
Nations Conference on Trade and 
Development (UNCTAD), is considering to 
develop a new legislative framework for 
electronic commerce. The intention of new 
legislation and related commercial and 
regulatory practices would be to make it 
consistent with international trade obligations 
as they move towards paperless procedures. 
Kazakhstan should follow global or regional 
best practices on e-communications to help the 
country harmonize the legal regime with that of 
its trading partners. 

IV. A. Electronic transactions law: general principles 

IV.A.1. Electronic transactions law: general principles 

The basic laws of Kazakhstan pertaining to 
electronic transactions are the Civil Code25, the 
Law "On Payments and Payment Systems"26, 
as well as the Law "On Electronic Document 
and Electronic Digital Signature"27. 

The participants regulated by the civil 
legislation are citizens, legal entities, the State 
and administrative-territorial units. 

According to the Civil Code,254 transactions are 
recognized as actions of citizens and legal 
entities aimed at establishing, changing or 
terminating civil rights and obligations. They 
can be made orally or in writing (simple or 

 
25 Civil Code of the Republic of Kazakhstan. Available from https://adilet.zan.kz/eng/docs/K940001000. 
26 Law of the Republic of Kazakhstan on Payments and payment systems. Available from 
https://adilet.zan.kz/eng/docs/Z1600000011. 
27 Law of the Republic of Kazakhstan on Electronic Document and Electronic Digital Signature. Available from 
https://adilet.zan.kz/eng/docs/Z030000370_. 

notarized). The written form of the transaction 
may be made on paper or in electronic form. 
In addition, the country’s law on payments and 
payment systems265 provides that payments 
and (or) money transfers in the territory of 
Kazakhstan may be carried out using cash or 
through non-cash payments, including methods 
of transferring electronic money through 
electronic payments. 

The Law on electronic documents and 
electronic digital signature regulates issues 
arising from the creation and use of electronic 
documents certified by EDS, providing for the 
establishment, change or termination of legal 
relations, as well as the rights and obligations 

https://adilet.zan.kz/eng/docs/K940001000_
https://adilet.zan.kz/eng/docs/Z1600000011
https://adilet.zan.kz/eng/docs/Z030000370_
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of participants in legal relations arising in the 
field of circulation of electronic documents, 
including the execution of civil transactions. 

The Tax Code28 provides a legal basis for the 
submission of tax reports and other related 
reports in electronic form with the formation of 
an electronic payment document for the 
payment of taxes and payments to the State 
(called “to the budget” in the Republic of 
Kazakhstan). 

The Civil Code of Kazakhstan254 explicitly 
provides that the written form of the transaction 
may be made on paper or in electronic form. 
When making a transaction, the use of an EDS 
is allowed, if this does not contradict the 
legislation or the requirement of one of the 
participants. That is, for the execution of 
transactions in electronic form, the consent of 
all participants in the transaction is required. 

The EDS Law27 establishes that an electronic 
document that meets the requirements of this 
law and is certified by means of an EDS of a 
person authorized to sign it is equivalent to a 
signed paper document. 

Accordingly, any documents can be issued in 
electronic form and is considered to be 
equivalent to a paper document. 

There are no specific rules for the use of 
electronic messages in trade in Kazakhstan. 
Accordingly, the general rules established by 
laws of general application are applied. 

The use of electronic communications in trade 
depends on the parties between whom the 
electronic messages are exchanged. For the 
transmission of electronic messages between 
representatives of the private sector, it depends 
on the agreements reached between the 
parties; the electronic messages can be legally 
binding with mutual consent. 

Regarding interaction with governmental 
bodies, the criteria established by the EDS Law 
are applied for communications with 
governmental bodies and institutions, various 
channels are used, such as email, social 
networks and instant messengers.

IV.A.2. Electronic signatures and trust services 

Electronic signatures are intended to identify 
the author of an electronic message and 
determine his or her intent with respect to that 
message. Certain types of electronic 
signatures, notably digital signatures based on 
public key infrastructure certificates, can 
provide additional information, for example, 
regarding the integrity of the digital message 
and timestamps. 

Issues related to the use of EDS are regulated 
by the EDS law27. 

According to Article 10 of the EDS Law, an 
electronic digital signature is equivalent to the 
handwritten signature of the signatory and 
entails the same legal consequences if the 
following conditions are met: 

(a) The authenticity of the electronic digital 
signature is certified using a public key with 
a registration certificate; 

 
28 Tax Code of the Republic of Kazakhstan. Available from https://adilet.zan.kz/eng/docs/K1700000120.  

(b) The person who signed the electronic 
document lawfully owns the private key of 
the electronic digital signature; 

(c) The electronic digital signature is used in 
accordance with the information specified 
in the registration certificate; 

(d) The electronic digital signature has been 
created and the registration certificate 
issued by an accredited certification centre 
of the Republic of Kazakhstan or a foreign 
certification centre registered with a trusted 
third party of the Republic of Kazakhstan. 

Participants in the electronic document 
management system apply to the certification 
centre for confirmation of the ownership and 
validity of the public key of the electronic digital 
signature registered by this certification centre. 

The functions of the certification centre of State 
bodies of Kazakhstan, the national certification 
centre of Kazakhstan and the root certification 
centre of Kazakhstan are provided by the 

https://adilet.zan.kz/eng/docs/K1700000120
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operator of the information and communication 
infrastructure of "electronic government", 
defined in accordance with the Law on 
Informatization. 

The “operator” for these purposes is the 
National Certification Center of Kazakhstan 
(hereinafter - NCC RK), established on 29 
October 2008. 

National Information Technologies JSC, in 
accordance with clause 12-1 of Article 13 of the 
Law on Informatization dated 24 November 
2015, provides support and system 
maintenance of NCC RK. 

The main purpose of creating the NCC RK is to 
provide a means for reliable authentication and 
electronic digital signature for individuals and 
legal entities of Kazakhstan when using 
electronic government services and information 
systems of various business structures, and to 
protect e-mail messages. 

Currently, NCC RK serves the participants of 
"electronic government", State and non-State 
information systems (hereinafter - IS). 

To start work on the use of registration 
certificates of NCC RK in IS, the IS owner or his 
or her legal presentative must receive a 
“developer kit” from NCC RK, which contains 
libraries and test registration certificates to 
enable integration of databases. 

The procedure for verifying the authenticity of 
an electronic digital signature by an information 
system must be implemented in accordance 
with the rules for verifying the authenticity of an 
electronic digital signature dated 9 December 
2015 No. 1187. The owner of the IS is 
responsible for the correct implementation of 
the signature and its verification in the IS. 

The Standards used to create a public key 
infrastructure are the following: 

(a) ST RK 1073-2007. Means of cryptographic 
information protection. General 
requirements;29 

(b) Interstate cryptographic standard GOST 
34.310-2004;30 

 
29 https://online.zakon.kz/Document/?doc_id=30615266.  
30 https://online.zakon.kz/Document/?doc_id=34012934&pos=5;-106#pos=5;-106.  
31 Documents on standardization. Available from https://www.egfntd.kz/rus/tv/384068.html?sw_gr=-1&sw_str=&sw_sec=24.  

(c) ST RK GOST R 34.10-2015 “Information 
technology. Cryptographic information 
protection. Processes of formation and 
verification of electronic digital signature";31 

(d) The recommended standard RFC 3647 
Certificate Policy and Certification 
Practices Framework of the IETF series of 
international standards; 

(e) A series of recommended standards ITU-T 
X.500; 

(f) The recommended standard RFC 5280 
Certificate and Certificate Revocation List 
Profile; 

(g) Baseline Requirements for the Issuance 
and Management of Publicly-Trusted 
Certificates, version 1.1.9; 

In addition, the EDS law provides a definition of 
a trusted third party of Kazakhstan: an 
information system which, within the framework 
of cross-border cooperation, confirms the 
authenticity of foreign electronic digital 
signatures and electronic digital signatures 
issued on the territory of Kazakhstan. 

Trusted third party in Kazakhstan was 
established in 2012 within the framework of the 
National Gateway. It became operational on 19 
November 2015.  

According to the EDS law, a foreign electronic 
digital signature with a foreign registration 
certificate is recognized as an EDS on the 
territory of the Republic of Kazakhstan in one of 
the following cases 

(a) An international treaty ratified by 
Kazakhstan; 

(b) After registration of foreign certification 
centres in the trusted third party of 
Kazakhstan; 

(c) After the registration of trusted third parties 
of foreign States in the trusted third party of 
the of Kazakhstan. 

The use of EDS of a non-resident of 
Kazakhstan obtained on the platform of the 

https://online.zakon.kz/Document/?doc_id=30615266
https://online.zakon.kz/Document/?doc_id=34012934&pos=5;-106#pos=5;-106
https://www.egfntd.kz/rus/tv/384068.html?sw_gr=-1&sw_str=&sw_sec=24
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country of a non-resident is permitted after the 
registration of a foreign certification centre or a 
trusted third party of a foreign State in the 
trusted third party of the Republic of 
Kazakhstan. 

Registration in the trusted third party of 
Kazakhstan is carried out in accordance with 
the "Rules for registration and termination of 
interaction of certification centres trusted by 
third parties of foreign States with a trusted third 
party of the Republic of Kazakhstan" approved 
by the Order of the Minister for Investment and 

Development of the Republic of Kazakhstan 
dated 28 December 2015 № 1261. 
Confirmation of the authenticity of a trusted 
electronic digital signature of a third party in 
Kazakhstan is carried out in accordance with 
the Order of the acting Minister for Investment 
and Development of the Republic of 
Kazakhstan dated 23 February 2015 № 149. 

To date, a number of foreign organizations 
have been registered as trusted third parties in 
Kazakhstan. 

IV.A.3. Privacy and data protection 

Privacy and data protection are important 
elements of the legal environment for cross 
border paperless trade, as they are 
conditions for interaction between parties. 

The Law on personal data and their protection32 

(hereinafter - the law on personal data) is the 

main source for regulating this issue. Its main 

chapters provide for collection and processing 

of personal data; protection of personal 

information; rights and obligations of the 

subject, owner and (or) operator; and State 

regulation of personal data and their protection.  

Article 16 of the law on personal data322 

provides for the cross-border transfer of 

personal data. 

Cross-border transfer of personal data is the 

transfer of personal data to the territory of 

foreign States. 

In accordance with this Law, cross-border 

transfer of personal data to the territory of 

foreign States may be carried out only if these 

States ensure the protection of personal data, 

subject to the exceptions mentioned below. 

Cross-border transfer of personal data to 
the territory of foreign states that do not 
provide protection of personal data may be 
carried out in the following cases: 

 

(a) The consent of the subject or his legal 
representative to the cross-border 
transfer of his or her personal data; 

(b) It is in accordance with international 
treaties ratified by Kazakhstan; 

(c) It is in accordance with the laws of 
Kazakhstan, if it is necessary in order 
to protect the constitutional order, 
protect public order, human and civil 
rights and freedoms, health and 
morality of the population; 

(d) To protect the constitutional rights and 
freedoms of man and citizen, if 
obtaining the consent of the subject or 
his legal representative is impossible. 

IV.A.4. Data sharing 

One of the fundamental principles of the 

implementation of electronic document 

management in State and non-State 

information systems is the possibility of using 

electronic documents in activities in which 

information and communication technologies 

 
32 Law of the Republic of Kazakhstan “On personal data and their protection”. Available from 
https://adilet.zan.kz/eng/docs/Z1300000094. 

are used to create, process, store and transmit 

data. 

Any documents, such as: contracts, additional 

agreements to them notifications, and primary 

accounting documents (invoices, acts of work 

https://adilet.zan.kz/eng/docs/Z1300000094


Readiness Assessment for Cross-Border Paperless Trade: Kazakhstan 

 

19 

 

performed/services rendered), can be executed 

in electronic form. 

According to the Law on Informatization, the 

possessor or owner of electronic information 

resources containing personal data, when 

transferring electronic information resources 

containing personal data, the possessor or 

owner of the information system must obtain 

the consent of the personal data subject or his 

or her legal representative to collect and 

process personal data using information 

systems, except for the cases provided for in 

Article 9 of this Law. 

The possessors and owners of information 
systems who have received electronic 
information resources containing personal data 

are obliged to take measures to protect them in 
accordance with the Law on Informatization and 
the standards in force in the territory of 
Kazakhstan. This obligation arises from the 
moment of receipt of electronic information 
resources containing personal data and until 
their destruction or depersonalization. 

Organizations using electronic document 
management systems must obtain the consent 
of the subjects of personal data or their legal 
representatives for the collection and 
processing of personal data using the electronic 
document management system. In addition, 
such organizations are required to take 
measures to protect personal data in 
accordance with the legislation on the 
protection of personal data.

IV.A.5. Data retention and electronic evidence 

According to the Law on personal data32 and 

their protection, the storage of personal data 

must ensure the integrity, confidentiality and 

availability of personal data. 

The Law on personal data32 regulates the 

conditions for storing personal data and the 

period of their storage. 

In accordance with the EDS law,27 the storage 

period for revoked registration certificates in 

certification centres is at least five years. 

After the expiration of the period specified 

above, the revoked registration certificates are 

transferred to archival storage in the manner 

prescribed by the legislation of Kazakhstan. 

Violation of the legislation of Kazakhstan on 

personal data and their protection entails 

liability in accordance with the laws of 

Kazakhstan. 

In Kazakhstan, the legal framework equally 

recognizes both physical evidence and 

electronic evidence. 

In particular, in Article 65 of the Civil Procedure 

Code of the Republic of Kazakhstan 33 

(hereinafter referred to as the Civil Procedure 

Code), it is stated that audio and video 

 
33 Civil procedural code of the Republic of Kazakhstan. Available from https://adilet.zan.kz/eng/docs/K1500000377.  

recordings, including those obtained by 

observation and (or) fixation devices, photo 

materials and (or) filming, other materials on 

electronic, digital and other material carriers, 

may be recognized as admissible evidence. 

According to the Civil Procedure Code (Articles 

67,68) evidence is considered reliable if, as a 

result of verification, it turns out that it 

corresponds to reality. Each evidence is subject 

to an assessment, taking into account the 

relevance, admissibility, reliability, and all 

collected evidence in the aggregate - 

sufficiency for the resolution of a civil case. 

Article 99 of the Civil Procedure Code allows 

the presentation of evidence on tangible media 

containing: audio and video recordings, 

including those obtained by observation and 

recording devices, photographic and filming 

materials and other materials on electronic and 

digital media that are significant for the case 

and meet the criteria of relevance and 

admissibility that apply to any other kind of 

evidence. 

Clause 6 of Article 100 of the Civil Procedure 

Code allows for the use of an electronic 

document if it is certified by a verified digital 

electronic signature, except for cases when the 

https://adilet.zan.kz/eng/docs/K1500000377
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legislation of Kazakhstan does not allow the 

use of an electronic document. 

Article 133-2 of the Civil Procedure Code 

considers the possibility of using electronic 

documents for purposes of the court itself. The 

procedural acts and actions of the court and 

lists of the persons participating in the case can 

be drawn up in the form of an electronic 

document certified by an electronic digital 

signature. These documents are equivalent to 

documents in writing, except for cases when 

the legislation of Kazakhstan does not allow the 

use of an electronic document. 

In this context, the technical requirements for 

an electronic document and the procedure for 

its circulation in the automated information 

system of the court are determined by the body 

that provides organizational and material and 

technical support for the activities of the courts, 

taking into account the requirements of the 

legislation of Kazakhstan.

IV.B. Laws regarding paperless trade systems 

IV.B.1. Establishment of a paperless trade system 

Kazakhstan has partially implemented different 
systems under the umbrella of a paperless 
trade system. The automation of a transport 
system has been developed recent years. One 
example is the e-freight system for air cargo 
transportation at all airports in Kazakhstan. This 
electronic document management system 
allows exchanging electronic documents 
among airports, airlines, customs services, and 
freight forwarders. IS "e-Freight" is integrated 
with IS "Astana-1" of customs authorities, 
through which customs offices at airports have 
access to information on electronic 
transportation. Similar systems have been 
partially implemented at railway stations and 
internal ports. However, no such systems exist 
at seaports. Moreover, those transport 
electronic systems face some difficulties when 
interacting each other.  

Kazakhstan also has in place an e-government 
system for interaction of citizens and the state. 
E-government is a single mechanism of 
interaction between the State and its citizens 
and between State bodies with each other, 
ensuring their consistency using information 
technologies. E-government has simplified and 
accelerated the receipt of certificates and 
permits. It has also made it possible to send 

enquiries for all governmental bodies in B2G 
relations. 

The single window portal for export-import 
operations in Kazakhstan became operational 
on 27 March 2019. The project was 
implemented by the State Revenue Committee 
under the Ministry of Finance of jointly with 
UNCTAD. The main purpose of the portal is to 
provide participants in foreign economic activity 
with a single point for carrying out export-import 
operations, optimize and automate the 
processes associated with issuing permits for 
export-import operations and automate the 
provision of public services through customs. 

It should be noted that overall, numerous State 
bodies in Kazakhstan are involved in the 
development of the paperless trade system. 
However, no single state body is tasked with 
overall responsibility for the project.  

The authorized body for regulating trade 
activities is the Ministry of Trade and 
Integration, while for informatization, it is the 
Ministry of Digital Development, Innovation and 
Aerospace Industry. For issues related to 
customs, it is the State Revenue Committee.

IV.B.2. Quality of information exchanged through the paperless trade system 

The main function of the paperless trade 
system is to facilitate the exchange of trade-
related data and documents in electronic form.  

The information submitted electronically is 
signed by the user in the system. The signature 

confirms that the information submitted is 
complete and correct. Laws and regulations on 
customs operations require the submission of 
accurate trade-related information. The 
verification of compliance of information for 
import/export operations with the law and their 
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quality is based on the declarations of the 
traders or of their agents. Electronic signatures 
play a significant role in the attribution of the 
declarations. Government authorities are 
tasked with ensuring compliance with 
regulations and investigating allegations of non-
compliance. 

However, in terms of information security, there 
are no relevant laws and regulations pertaining 
to paperless trade. The main laws related to 
information security and law enforcement cover 
the main threats. In particular, liability for fraud 
is provided for in the Criminal Code.34 

The Criminal Code also prohibits several 
prominent kinds of cybercrime, such as 
unauthorized access to or use of computer 
systems and the distribution of malware. For 
example, Article 190 “Fraud”, as well as 
Chapter 7 “Criminal offenses in the sphere of 
informatization and communications” (Articles 
205-2013) contains such provisions. 

To ensure information security in Kazakhstan, 
the Cybersecurity Concept ("Cyber Shield of 
Kazakhstan") 35  and the Action Plan for the 
implementation of the Cybersecurity Concept 
("Cyber Shield of Kazakhstan") through 202236 

were approved. 

The Law on Informatization regulates public 
relations on informatization arising in 
Kazakhstan between State bodies, individuals 
and legal entities during the establishment, 
development and operation of informatization 
objects. This Law determines, among other 
things, the rights and obligations of the owner 
of the objects of informatization, the possessor 
of the objects of informatization, and the user.  

Also, the goals of protecting objects of 
informatization, the conditions for organizing 
the protection of objects of informatization, 
measures for protecting electronic information 
resources, information systems and information 
and communication infrastructure, protecting 
electronic information resources containing 
personal data, protecting domain names in the 
space of the Kazakhstani segment of the 
Internet have been determined. 

The Law on Personal Data provides for 
voluntary cyber insurance. The purpose of the 
insurance is to compensate for property 
damage caused to an entity, owner and (or) 
operator, third party, in accordance with the 
legislation of Kazakhstan on insurance and 
insurance activities. Voluntary cyber insurance 
is provided by virtue of the will of the parties. 
The types, conditions and procedure for 
voluntary cyber insurance are determined by 
agreement of the parties. 

The above legal acts of Kazakhstan are of a 
general nature and apply to all relations on 
informatization, including paperless trade. 

Regarding the confidentiality of personal data, 
the main laws, such as the Civil Code, the 
Business Code and the Law on Personal Data, 
set restrictions on the exchange of personal 
data and commercial information. The 
Administrative Code and the Criminal Code 
establish responsibility for violation of 
requirements for the protection of personal 
data. 

In addition, the EDS Law regulates the storage 
conditions for electronic documents and EDS. 

IV.B.3. Service level agreements and memoranda of understanding  

Network service providers in Kazakhstan 
normally provide services based on 
agreements signed by a network provider and 
a user. The country’s development initiatives to 
foster cross-border trade envisage cooperation, 
including data sharing.  

Public authorities normally sign bilateral 
memoranda of understanding between 

 
34 Criminal Code of the Republic of Kazakhstan dated 3 July 2014. Available from https://adilet.zan.kz/eng/docs/K1400000226. 
35 Resolution of the Government of the Republic of Kazakhstan № 407 as of 30 June 2017. Available from 
https://adilet.zan.kz/rus/docs/P1700000407. 
36 Resolution of the Government of the Republic of Kazakhstan № 676 as of 28 October 2017. Available from 
https://adilet.zan.kz/rus/docs/P1700000676.  

themselves or with national companies, 
including data exchange clauses. 

However, to date, no formal agreements or 
memoranda of understanding have been 
signed between business and government 
(B2G) regarding data sharing. 

https://adilet.zan.kz/eng/docs/K1400000226
https://adilet.zan.kz/rus/docs/P1700000407
https://adilet.zan.kz/rus/docs/P1700000676
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IV.C. Cross-border aspects 

Legal readiness for cross-border paperless 
trade in Kazakhstan largely depends on its 
international obligations and how they will be 
implemented to support paperless trade and 
the possibility of adapting national legislation. It 
should be noted, however, that in the legal 

system of Kazakhstan, if the provisions of 
international treaties, to which Kazakhstan is a 
party and have been ratified by the country 
contradict the provisions of national legislation, 
international treaties prevail. 

IV.C.1. International agreements relevant for cross border paperless trade 

facilitation 

Kazakhstan is a member State of EAEU, which 
promotes regional integration with a common 
customs territory. In 2018, the EAEU Customs 
Code, signed on 11 April 2017, came into force. 
Kazakhstan ratified it by the Law of 13 
December 2017 No. 115-VI ZRK. The EAEU 
Customs Code focuses widely on electronic 
documents. Some provisions are related to 
cross-border paperless trade, and usually, the 
specific requirements for the use of electronic 
communications are at the discretion of national 
legislation. Often the use of paper copies of 
documents must be accompanied by electronic 
versions. In general, the provisions are much 
more favourable for paperless trade between 

EAEU member States, although their full 
implementation may require additional time and 
effort. 

The Eurasian Economic Union is working to 
increase trust and create a universal digital 
space, within which the mutual recognition of 
EDS is planned. 

Kazakhstan is also a member of international 
organizations and relevant treaties that may 
affect issues related to paperless trade, as 
discussed below. 

IV.C.2. International standards, guidelines and recommendations 

As already noted, Kazakhstan is a party to 
many international treaties that regulate 
aspects of trade, many of which touch upon 
issues of electronic documents and 
communications. Of these, few require the use 
of electronic documents, but the majority 
encourage parties to embrace electronic 
technologies and electronic documents. The 
main relevant international treaties to which 
Kazakhstan is a party are the following:  

(a) WTO Trade Facilitation Agreement;37 

(b) Revised Kyoto Convention on the 
Harmonization and Simplification of 
Customs Practices;38 

 
37 Available from https://adilet.zan.kz/rus/docs/Z1500000356.  
38 Available from https://adilet.zan.kz/rus/docs/Z090000141_.  
39 Available from https://adilet.zan.kz/rus/docs/Z020000320_.  
40 Available from https://adilet.zan.kz/rus/docs/U950002271_.  
41 Available from https://adilet.zan.kz/rus/docs/U950002275_.  
42 Available from https://adilet.zan.kz/rus/docs/P940000474_.  

(c) International Convention on the 
Harmonization of Frontier Controls of 
Goods;39 

(d) WTO Sanitary and Phytosanitary 
Agreement;  

(e) Convention on the Contract for the 
International Carriage of Goods by Road 
(CCICGR);40 

(f) Convention on the International Carriage of 
Goods under the Cover of a TIR Carnet;41 

(g) Agreement on International Goods 
Transport by Rail (AIGTR);42 

https://adilet.zan.kz/rus/docs/Z1500000356
https://adilet.zan.kz/rus/docs/Z090000141_
https://adilet.zan.kz/rus/docs/Z020000320_
https://adilet.zan.kz/rus/docs/U950002271_
https://adilet.zan.kz/rus/docs/U950002275_
https://adilet.zan.kz/rus/docs/P940000474_
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(h) Convention on International Trade in 
Endangered Species (CITES);43 

(i) Convention on the International Sale of 
Goods (CISG); 

(j) Agreed WCO Border Control Convention; 

(k) WTO Agreement on Valuation.  

In addition, the European Union and 
Kazakhstan signed and ratified the Agreement 
on Enhanced Partnership and Cooperation 
between Kazakhstan and the European Union 
(EPC) in 2015 (entered into force on 1 March 
2020). 44  The Agreement provides separate 
provisions for the use of electronic means. In 
particular, applications for licences can be 
submitted electronically. Also, provisions on the 
use of electronic means in public procurement 
and on cooperation between regulators in the 
area of ICT, including electronic 

communications, are included and used in 
practice. 

It is necessary, however, to consider the issue 
of accession of Kazakhstan to other 
international instruments that could contribute 
to the implementation of the provisions on 
paperless trade from a legal perspective in the 
country. In particular, the Convention on the 
Contract for the International Carriage of Goods 
by Road should be considered. Kazakhstan 
joined to it in 1995 by the corresponding 
Presidential Decree. In 2008, an additional 
protocol to the Convention concerning the 
electronic consignment note was adopted. 
Kazakhstan is not yet a party to the protocol, 
and work on the “e-CMR” document continues. 

In addition, the Framework Agreement on the 
Facilitation of Cross-border Paperless Trade in 
Asia and the Pacific, adopted in 2016, is 
relevant to this discussion. Kazakhstan is also 
not yet a party to this Agreement. 

IV.D. Other considerations  

IV.D.1. Ownership of information in the paperless trade system 

The provisions of the Law on Informatization14 
contain definitions of the owner of 
informatization objects and the relationship 
between the owner of informatization objects 
and the user. The Law also expresses their 
rights and obligations. In particular, the owner 
of objects of informatization is obliged, among 
other things, to ensure information security. 
Additionally, if the information system contains 
personal data, the owner is obliged to 
implement the measures provided for by the 

legislation of Kazakhstan on personal data and 
their protection. 

The owner of the information and 
communication infrastructure object is 
responsible to the owner or possessor of 
electronic information resources for making the 
information system suitable for the safety of 
storage and protection of electronic information 
resources and for the protection of information 
systems located at the facilities belonging to 
him or her.

IV.D.2. Liability issues related to cross-border paperless trade system 

The provisions of the Civil Code are the basis 
for determining contractual responsibility in the 
country. Chapter 20 of the Civil Code includes 
the definition of liability for violation of an 
obligation. The general rule is consistent with 
that in most countries: a person whose actions 
or omissions cause damage must compensate 
for the damage. However, some restrictions 
apply to government agencies. 

 
43 Available from https://adilet.zan.kz/rus/docs/Z990000372_. 
44 Available from https://adilet.zan.kz/rus/docs/Z1600000475. 
45 Kazakhstan Law on Communications. Available from https://adilet.zan.kz/eng/docs/Z040000567_. 

As already noted, under the Civil Code, 
electronic forms of transactions are recognized, 
without duplicating them in paper form. 

In addition, the Law on Communications 45 

establishes the liability of operators and users 
of communications services, including for the 
following: 

https://adilet.zan.kz/rus/docs/Z990000372_
https://adilet.zan.kz/rus/docs/Z1600000475
https://adilet.zan.kz/eng/docs/Z040000567_
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(a) Loss, shortage, damage (spoilage) of 
registered postal items in accordance with 
the legislation of Kazakhstan; 

(b) Distortion of the text of the telegram, which 
changes its meaning; 

(c) non-delivery of a telegram or delivery of a 
telegram to the addressee after the 
expiration of the established period by the 
legislation of Kazakhstan. 

Communication operators providing 
communication services in violation of the 
legislation of the Kazakhstan in the field of 
communication are obliged to reimburse the 

user of communication services for losses 
caused by violation. 

To date, however, no legal authority has noted 
whether these provisions apply to electronic 
data transmission. 

Electronic commerce, including paperless 
commerce, usually relies on communication 
through intermediaries, such as communication 
networks, websites and data relays. etc. These 
intermediaries can affect the success of the 
transaction or degrade it. Accordingly, while 
taking into account the above rules, it can be 
assumed that the issues of liability for violations 
of the duty to provide correct and uninterrupted 
provision of services can be resolved in court.

IV.D.3. Dispute settlement and conflict of laws 

Article 48 of the Civil Procedure Code provides 
for the right of the parties to a case brought 
under the Code to end the case by an amicable 
agreement or an agreement on the settlement 
of a dispute (conflict) through mediation or an 
agreement on the settlement of a dispute 
through a participatory procedure. 

According to Article 24 of the Code of Civil 
Procedure, each party to the case has the 
availability of all the procedural options 
provided for by the Code of Civil Procedure, 
namely: 

(a) Referring the case to arbitration, the court of 
the Astana International Financial Center, 
concluding an amicable agreement, an 
agreement to resolve a dispute (conflict) by way 
of mediation or an agreement to resolve a 
dispute by way of a participatory procedure; 

(b) Full or partial refusal of a claim or 
recognition of a claim, increasing or decreasing 
the subject of claims, changing the subject or 
basis of a claim, appealing a judicial act in 
appellate, cassation procedures, filing an 
application for revising a judicial act on newly 
discovered or new circumstances, a 
requirement for compulsory execution of a 
judicial act, receipt of the awarded property, 
refusal of the appeal and petition for revision of 
the judicial act in cassation. 

The Law of Kazakhstan dated 8 April2016 on 
Arbitration regulates the relationship of 
disputing parties in the process of arbitration in 
Kazakhstan, as well as the procedure and 

conditions for the recognition and enforcement 
of arbitral awards in Kazakhstan. 

Article 133-1 of the Code of Civil Procedure 
gives the format of civil proceedings. 

Civil proceedings are conducted on paper or in 
electronic format, depending on the method 
chosen by the plaintiff for starting its legal 
recourse. 

The court, taking into account the views of the 
parties and the technical possibilities of 
conducting the process, can change the format 
of the proceedings, and make a reasoned 
decision. 

When conducting legal proceedings in 
electronic format, an electronic civil case is 
formed. In such cases, the original of the judicial 
act is an electronic judicial act posted in the 
automated information system of the court. 

When the format of the proceedings is 
changed, the case materials are converted into 
the appropriate format and certified by the 
judge. 

In addition, Article 133-3 of the Code of Civil 
Procedure provides for participation in a court 
session by using technical means of 
communication. 

Persons participating in the case, their 
representatives and witnesses, experts, 
specialists and translators can participate in the 
court session by using technical means of 
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communication at their own request or through 
an initiative of the court.

IV.D.4. Electronic payments and electronic transferable records 

Electronic payments are being used widely in 
Kazakhstan. The country has set up a payment 
gateway within the "electronic government" 
system. In particular, the system automates the 
processes of transferring information about 
payments for paid government services 
rendered in electronic form. The system carries 
out the payments. 

The information system provides interaction 
between information systems of the electronic 
government, second-tier banks and 
organizations that carry out certain types of 
banking operations for individuals and legal 
entities to make payments for the provision of 
electronic government and non-governmental 
services provided within the framework of the 
electronic government". 

Commercial banks in Kazakhstan provide their 
clients with the option to make electronic 
payments through Internet banking and mobile 
applications for the goods and services from a 
number of stores and service providers. Some 
banks allow clients to make electronic 
payments to foreign service providers 
(Sberbank). 

In addition, Kazakhstani banks make 
international payments through correspondent 
accounts in foreign banks using SWIFT, telex 
and other means of communication. To expand 
the availability of international transfers for 
individuals, banks have become participants in 
international money transfer systems.

IV.D.5. Competition laws 

The cross-border paper trade system and the 

services provided within its framework assumes 

equal access for all users. If the mechanism of 

access to the services of cross-border paper 

trade is used to restrict competition, then the 

operator's actions may be а violation of anti-

monopoly legislation. 
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V. Recommendations for moving towards cross-border 

paperless trade 

A. Recommendations emerging from the technical readiness 

assessment 

To improve the conditions for paperless trade 
and readiness to participate in cross-border 
paperless trade in Kazakhstan, the country 
should further develop paperless trade systems 
that can interact with other systems 
domestically and internationally, including 
through developing national technical capacity 
in this area and a long-term plan, and 
establishing data and document exchange with 
other countries. To support this process, the 
county should consider acceding to the 
Framework Agreement on Facilitation of Cross-
border Paperless Trade in Asia and the Pacific 
as it would significantly help narrow technical 
gaps in (cross-border) paperless trade in 
Kazakhstan and support the transition to a 
knowledge-based economy. 
Recommendations related to each area 
covered during the technical readiness 
assessment are discussed below:  

Institutional and governance bodies  

Recommendation 1: Kazakhstan should 

reaffirm its political adherence to facilitating 

(cross-border) paperless trade by participating 

in the Framework Agreement. Among the 

various ways to secure political commitment, 

participation in an intergovernmental 

agreement can provide the highest level of 

political commitment and help a country take 

the necessary action to create a paperless 

trading environment.  

Recommendation 2: Kazakhstan should further 

strengthen the institutional arrangements for 

coordinating stakeholders in (cross-border) 

paperless trade, based on the work of the 

National Trade Facilitation Committee. The 

work of this Committee should be strengthened 

in terms of harmonization of general directions 

and policies in (cross-border) paperless trade. 

Level of automation 

Recommendation 3: The level of access to ICT 

in government agencies involved in trade 

procedures is high. In addition, in Kazakhstan, 

an application for the submission of certificates 

can be submitted in electronic form. However, 

some of the certificates are still issued in paper 

form. In this regard, it is advisable for 

Kazakhstan to consider to revise the processes 

of trade procedures of government bodies in 

order to fully digitalize them.  

Recommendation 4: The paperless trade 

environment in Kazakhstan should continue to 

be enhanced. 

Information and communication technology 

infrastructure  

Recommendation 5: Kazakhstan should clearly 
define and adopt a strategic plan and guidelines 
for ensuring the continuity of ICT systems 
(including for paperless trade systems), such as 
a disaster recovery plan, to ensure service 
continuity and sustainability of such systems. 
The strategic plan should also reflect future 
requirements, such as device and technology 
upgrades. The planned data centres in 
Kazakhstan should be constructed in line with 
the strategic plan and guidelines. 

Recommendation 6: The user authentication 

mechanism and data security measures should 

be improved by implementing PKI measures 

and digital signatures or any other new and 

enhanced security measures. This would 

strengthen the current user ID and password 

methodology used for e-customs. 

Business process re-engineering  

Recommendation 7: Business process re-
engineering work in Kazakhstan should be 
strengthened when introducing or updating ICT 
systems of trade-related regulators. 
Accordingly, it is possible to carry out a 
comprehensive digitalization of all business and 
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operational processes, instead of simply 
automating existing ones. This also correlates 
with the view of the president of Kazakhstan 
that the country needs to implement digital 
reforms and transformations. 

Data harmonization and standardization 

Recommendation 8: An inventory of the data 
models used in Kazakhstan, along with 
assessment of their compliance with existing 
international standards, should be conducted, 
and if necessary, data harmonization should be 
carried out when introducing or updating ICT 
systems of trade-related regulatory bodies. This 
would increase the interoperability of the 
paperless trading systems and make it easier to 
exchange electronic data with each other and 
with systems in other countries. 

Awareness and capacity building 

Recommendation 9: Kazakhstan should build 

awareness and the capacity of participants in 

(cross-border) paperless trade. One of the 

possible options is to receive technical support 

from the United Nations or other international 

development agencies. It is necessary to 

ensure coordination among the agencies to 

avoid duplication of support in the planning and 

in implementation of capacity-building activities. 

Facilitation of cross-border data exchange 

Recommendation 10: When introducing or 
updating automation systems of the relevant 
regulatory authorities in Kazakhstan, the 
systems should be made available for domestic 
and cross-border paperless trade 

simultaneously in order to increase their 
readiness and competitiveness without 
duplication of work. 

Recommendation 11: Kazakhstan should 

continue to actively participate in regional, 

subregional and bilateral cross-border 

paperless trade initiatives. By doing so, 

Kazakhstan will not be left behind cross-border 

paperless trade processes and can be part of 

these initiatives. It should be noted that 

accession to the Framework Agreement could 

help to ensure greater involvement of 

Kazakhstan in relevant cross-border paperless 

trade initiatives (Article 13 Pilot Projects and 

Sharing Experience).  

Recommendation 12: Kazakhstan should 
proactively participate in joint inspection and 
sharing (recognition) of results electronically 
with relevant regulatory agencies and trading 
partner countries. For sharing and mutual 
recognition of conformance testing results with 
trading partner countries, implementing the 
Framework Agreement (in particular, Article 8: 
Cross-border mutual recognition of trade-
related data and documents in electronic form) 
would facilitate the initiation and 
implementation of joint inspections and 
exchange (recognition) of results 

Recommendation 13: Kazakhstan should 
expand its coverage of countries that have 
agreements on mutual recognition of an 
authorized economic operator to boost the level 
of confidence in traders from Kazakhstan, 
which could help increasing cross-border 
paperless trade transactions.

B. Recommendations emerging from the legal readiness 

assessment 

To improve the domestic legal environment for 

paperless trade and legal readiness to 

participate in cross-border paperless trade, 

Kazakhstan should proactively join relevant 

international agreements and incorporate 

relevant international legal standards, 

regulations and guidelines into its legal 

frameworks. Kazakhstan should also accede to 

the Framework Agreement to Facilitate Cross-

border Paperless Trade in Asia and the Pacific. 

The Framework Agreement could significantly 

help to narrow legal gaps in (cross-border) 

paperless trade and support the country in 

efforts to become a knowledge-based economy. 

Recommendations related to key areas 

covered during the legal readiness assessment 

are discussed below. 

Electronics transactions and signatures 

law 
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Recommendation 1: Kazakhstan should 
continue to modernize and develop its laws and 
regulations governing or related to electronic 
transactions. 

In addition, it may be necessary to modernize 
and simplify the Law on Electronic Document 
and EDS and the corresponding rules. 
Specifically, Kazakhstan may consider: 

(a) Increasing its practice of technological 
neutrality, as greater flexibility is needed when 
dealing with signatures, especially in non-
official contexts, and more clarity is needed on 
the implications of secure signatures;  

(b) Establishing explicit requirements for 
functional equivalence between paper-based 
documents and electronic communications; or, 
alternatively, making laws fully recognizing 
electronic communications to directly meet 
requirements for documents, writing, signature, 
etc.  

In this process, it may focus on the work of 
UNCITRAL, especially the United Nations 
Convention on the Use of Electronic 
Communications in International Contracts; the 
principles of the Convention can be used as a 
model for domestic law as well. 

Recommendation 2: It would be beneficial to 
enhance the legal framework for trade systems 
with addition of provisions on permissibility of 
different ways for customers to authenticate 
themselves in different systems using less 
formal and simpler operations than digital 
signatures. 

Recommendation 3: Kazakhstan should strive 
to develop and adopt a data regulation law. The 
proposed law should contain detailed 
provisions on data storage and electronic 
archiving, especially in relation to cross-border 
paperless trade, and should define the 
responsibilities of government repositories of 
paperless trade electronic records and other 
information, such as government data centres. 
Moreover, a legal basis for data sharing and 
exchange between government trade 
regulators should be established. 

Paperless trade and single window laws 

Recommendation 4: Kazakhstan should 
develop or improve the legal framework for the 
establishment and operation of a system for 

cross-border trade and for the creation of a 
paperless trading environment. Such a legal 
basis can be provided by revising existing laws 
or regulations, or enacting new laws or 
regulations. The bottom line is to facilitate the 
electronic exchange of information among all 
trade participants in the public and private 
sectors. 

Recommendation 5: Kazakhstan should tailor 
provisions of legal acts related to information 
security, cybercrime and confidentiality and 
legal acts that establish requirements for the 
accuracy and integrity of data submitted and 
processed specifically for paperless trade, 
without compromising the confidentiality of 
personal data. Existing laws on general 
applications may already cover these areas, but 
it is necessary to analyse all provisions and 
their actions in relation to paperless trade, and 
fill any gaps. 

Cross-border aspects 

Recommendation 6: Kazakhstan should strive 
for early accession to the Framework 
Agreement on Facilitation of Cross-border 
Paperless Trade in Asia and the Pacific. 
Implementing the Framework Agreement would 
make a significant contribution towards 
resolving the issue of mutual recognition of 
electronic messages and information 
transmitted across borders, as the parties settle 
on the appropriate rules and standards for this 
purpose. 

Recommendation 7: Kazakhstan should 
consider acceding to the United Nations 
Convention on the Use of Electronic 
Communications in International Contracts. By 
acceding to the Convention, the country would 
attain a shortcut to internationally recognized 
and sound electronic transaction laws 
applicable to domestic and international 
transactions. Being a party to this Convention 
would help Kazakhstani companies enter into 
transactions that can be processed through 
paperless trading. 

Recommendation 8: Kazakhstan should 
conduct an inventory of international treaties 
affecting paperless trade issues to which 
Kazakhstan is a party. Subsequently, it is 
necessary to organize educational activities for 
government bodies, organizations and the 
private sector about the opportunities that these 
tools provide. This process may be more 
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beneficial than seeking out new conventions to 
join, with the exception of those already 
mentioned in recommendations 6 and 7. 

Recommendation 9: Kazakhstan should be 
prepared to enter into bilateral or regional 
agreements, as well as those promoted by 
global organizations, as needed. It should 
consolidate provisions on the use of 
predominantly electronic instruments.  

Recommendation 10: In Kazakhstan, a 
government decision should be made to 
incorporate relevant international legal 
standards, regulations and guidelines into its 
legal framework. Dissemination of information 
about the benefits of such standards throughout 
the public sector to raise awareness of 
government bodies and improve their 
understanding of the possibilities that may arise 
from transitioning to electronic systems may 
facilitate this process. 

Some international legal 
standards/regulations/guidelines that could be 
beneficial are the following: 

• UN/ECE CEFACT Recommendation 33 on 
the establishment of a single window;  
• UN/ECE CEFACT Recommendation 35 on 
the legal status of a single window; 
• UN/ECE CEFACT Recommendation 36 on 
interoperability of cross-border systems; 
• UNNEXT guidelines on paperless trade and 
single window. 

Recommendation 11: Kazakhstan should 
consider acceding to the Additional Protocol to 
the Convention on the Contract for the 
International Carriage of Goods by Road (CMR) 
concerning the Electronic Consignment Note. 
This would give an additional impetus to the 
simplification of procedures for cross-border 
trade and the movement of goods across 
customs borders. 

Other considerations 

Recommendation 12: Kazakhstan should 

clearly establish the criteria for liability of parties 

involved in cross-border paperless trade and of 

intermediaries in relation to the information and 

data passing through their systems. This may 

allow for some private contractual disclaimer of 

liability, subject to statutory or regulatory limits. 

The principle that damages are compensated 

for by the person who caused them should be 

maintained, unless good reasons of public 

policy require an exception – in which case, the 

fact of the exception should be made clear as 

well. However, it may be necessary to study the 

kinds of responsibilities that can arise and the 

kinds of harm that can be done, and to build 

safeguards, before a full liability regime is 

instituted. 

Recommendation 13: Civil law in Kazakhstan 
should clearly establish the choice of law and 
choice of forum, as well as conflict of laws rules 
applicable to international commercial contracts 
and specifically to cross-border electronic 
commerce and paperless trade. Reference 
should be made to current international models 
and best practices in the development of such 
legal provisions, including but not limited to the 
Hague Principles on Choice of Law in 
International Commercial Contracts (2015).  

Recommendation 14: Kazakhstan should 
consider establishing laws that define who 
owns the data in a cross-border paperless trade 
system and how the data can be used. 

Recommendation 15: Kazakhstan should, at all 
levels and in practice, ensure the admissibility 
of electronic payments for all purposes and 
between all participants in international trade 
transactions. These laws may include 
appropriate security and authentication 
practices. 

Recommendation 16: Kazakhstan should build 
awareness and capacity on legal issues of 
(cross-border) paperless trade for its 
stakeholders, especially those who are involved 
in handling legal aspects, including 
understanding the implications of joining 
international agreements. The country may 
seek support from the United Nation and other 
international development agencies, in a 
coordinated manner to avoid duplication of 
advice and in planning and delivering capacity 
building activities. 
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VI. Kazakhstan action plan for cross-border paperless 

trade 

Part 1: Technical Aspect 

Priority level: high, medium and, low 

Institutional and governance bodies for electronic data exchange in a paperless environment 

Indicative action 
Priority 
level 

Timeline 
Capacity- 

building needs 
Potential key 

agencies 

1. Accede to the Framework 
Agreement on Facilitation of Cross-
border Paperless Trade in Asia and 
the Pacific 

High 2022 No Ministry of Trade 
and Integration, 
Ministry of 
Justice, Ministry 
of Foreign Affairs, 
Ministry of Digital 
Development, 
Innovations and 
Aerospace, 
Ministry of 
Finance  

2. Strengthen the work of the 
National Trade Facilitation 
Committee in coordination of 
common directions and policies in 
the area of (cross-border) 
paperless trade 

High 2022 Yes Ministry of Trade 
and Integration, 
Ministry of 
Finance  

2.1 Inclusion of private sector 
representatives 

High 2022 No Ministry of Trade 
and Integration, 
Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs  

2.2 Development and approval of a 
long-term work plan 

High 2022 No Ministry of Trade 
and Integration, 
Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs  

Automation 



Readiness Assessment for Cross-Border Paperless Trade: Kazakhstan 

 

31 

 

Indicative action 
Priority 
level 

Timeline 
Capacity-

building needs 
Potential Key 

agencies 

3. Implement work on digitization of 
activities of all government 
agencies related to trade 

High 2023 Yes Ministry of Trade 
and Integration, 
Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs, 
Ministry of 
Industry and 
Infrastructural 
Development  

3.1 Issue the required certificates of 
origin and SPS in electronic form 

Medium 2022 No Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Trade and 
Integration, 
Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs, 
Ministry of 
Industry and 
Infrastructural 
Development 

ICT Infrastructure  

Indicative action 
Priority 
level 

Timeline 
Capacity 

building needs 
Potential Key 

agencies 

4. Adopt a strategic plan and 
guidelines for ensuring the 
continuity of ICT systems 
processes 

High 2022 Yes Ministry of Trade 
and Integration, 
Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs, 
Ministry of 
Industry and 
Infrastructural 
Development, 
Ministry of 
Finance 
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5. Improve the user authentication 
mechanism and data security 
measures for paperless trade 

Medium  2022 No Ministry of Trade 
and Integration, 
Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs, 
Ministry of 
Finance, Ministry 
of Digital 
Development, 
Innovations and 
Aerospace 
Industry  

Business process re-engineering 

Indicative action 
Priority 
level 

Timeline 
Capacity- 

building needs 
Potential Key 

agencies 

6. Apply business process re-
engineering when implementing or 
updating ICT systems of trade-
related regulatory bodies 

High 2022 Yes Ministry of Trade 
and Integration, 
Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs, 
Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry 

Data harmonization and standardization 

Indicative action 
Priority 
level 

Timeline 
Capacity-

building needs 
Potential Key 

agencies 

7. Conduct an inventory of used 
data models, and assessment of 
their compliance with existing 
international standards 

High 2022 Yes Ministry of Trade 
and Integration, 
Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs, 
Ministry of 
Finance, Ministry 
of Digital 
Development, 
Innovations and 



Readiness Assessment for Cross-Border Paperless Trade: Kazakhstan 

 

33 

 

Aerospace 
Industry 

7.1 Harmonization of data when 
introducing or updating ICT 
systems 

High 2023 Yes Ministry of Trade 
and Integration, 
Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs, 
Ministry of 
Finance, Ministry 
of Digital 
Development, 
Innovations and 
Aerospace 
Industry 

Awareness and capacity-building 

Indicative action 
Priority 
level 

Timeline 
Capacity-

building needs 
Potential Key 

agencies 

8. Raise stakeholder awareness 
and potential for (cross-border) 
paperless trade 

High Ongoing No Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Finance, 
Ministry of Trade 
and Integration  

8.1 Increase cooperation with 
international organizations 

High Ongoing No Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Finance, 
Ministry of Trade 
and Integration 

9. Jointly with ECE and UN/ 
CEFACT, raise awareness of 
government authorities and foreign 
trade participants on standards and 
recommendations of ECE and 
UN/CEFACT for facilitation of 
international trade procedures  

Medium 2023 No Ministry of Trade 
and Integration, 
Ministry of 
Finance 
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National status towards cross-border data exchange 

Indicative action 
Priority 
level 

Timeline 
Capacity-

building needs 
Potential Key 

agencies 

10. Improve the readiness and 
competitiveness of Kazakhstan by 
introducing and modernizing the 
automation system 

High Ongoing No Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Finance 
Ministry of Trade 
and Integration 

11. Continue to participate in 
regional, subregional and bilateral 
cross-border paperless trade 
initiatives 

Medium Ongoing No Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Finance, 
Ministry of Trade 
and Integration 

12. Participate in events covering 
the topic of mutual recognition, 
including reviews and sharing of 
results 

High Ongoing Yes Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Finance, 
Ministry of Trade 
and Integration 

13. Conclude agreements on 
mutual recognition of authorized 
economic operators with trading 
partners 

Medium 

 

Ongoing No Ministry of 
Finance 
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Part 2: Legal Aspect  

Priority level: High, medium and low 

Electronics transactions and signatures law 

Indicative action 
Priority 
level 

Timeline 
Capacity-building 

needs 
Potential key 

agencies 

1. Modernize and develop laws 
and regulations governing or 
related to electronic 
transactions. 

High Ongoing No Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Finance, 
Atameken” 
National Chamber 
of Entrepreneurs, 
Ministry of Trade 
and Integration  

1.1 Increase the technological 
neutrality of the relevant legal 
acts 

High Ongoing No Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Finance, 
Atameken” 
National Chamber 
of Entrepreneurs, 
Ministry of Trade 
and Integration 

1.2 Establish functional 
equivalence requirements 

High 2022 Yes Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs, 
Ministry of Trade 
and Integration 

1.3 Determine a legal basis for 
recognizing electronic 
communications as directly 
meeting requirements for 
documents, writings and 
signature, among others.  

Medium 2022 No Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Trade and 
Integration, 
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Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs  

2. Develop alternatives to digital 
signatures for authentication in 
accordance with the principles 
of technology neutrality. 

High 2022 Yes Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Trade and 
Integration, 
Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs 

3. Select the optimal 
authentication system for 
electronic transactions to enable 
smooth and secure operation of 
paperless trading systems 

Medium 2022 No Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Trade and 
Integration, 
Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs 

4. Develop and adopt the data 
regulation law 

Medium 2023 Yes Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Trade and 
Integration, 
Ministry of Justice, 
“Atameken” 
National Chamber 
of Entrepreneurs 

Paperless trade and single window laws 

Indicative action 
Priority 
level 

Timeline 
Capacity-building 

needs 
Potential Key 

agencies 

5. Improve the legal framework 
for the establishment and 

High Ongoing Yes Ministry of Digital 
Development, 
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operation of a system for cross-
border paperless trade and for 
the creation of a paperless 
trading environment 

Innovations and 
Aerospace 
Industry, Ministry 
of Trade and 
Integration, 
Ministry of 
Finance, 
“Atameken” 
National Chamber 
of Entrepreneurs, 
Ministry of Finance 

6. Analyse the provisions of 
laws and other legal acts of 
general action in the areas of 
information security, cybercrime 
and confidentiality and establish 
requirements for the accuracy 
and integrity of data to 
disseminate them in relation to 
paperless trade 

Medium 2022 No Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, 
“Atameken” 
National Chamber 
of Entrepreneurs; 
Ministry of Trade 
and Integration  

6.1 Based on the results of the 
analysis, if necessary, adopt 
relevant laws and legal acts 

Medium 2022 No Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, 
“Atameken” 
National Chamber 
of Entrepreneurs  

Cross-border aspects 

Indicative action 
Priority 
level 

Timeline 
Capacity- building 

needs 
Potential Key 

agencies 

7. Accede to the Framework 
Agreement on Facilitation of 
Cross-Border Paperless Trade 
in Asia and the Pacific 

High 2022 No Ministry of Trade 
and Integration, 
Ministry of Justice, 
Ministry of Foreign 
Affairs, Ministry of 
Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Finance 
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8. Accede to the United Nations 
Convention on the Use of 
Electronic Communications in 
International Contracts 

High 2022 No Ministry of Trade 
and Integration, 
Ministry of Justice, 
Ministry of Foreign 
Affairs, Ministry of 
Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Finance 

 

9. Conduct an inventory of 
international treaties affecting 
paperless trade issues to which 
Kazakhstan is a party 

Medium 2022 No Ministry of Trade 
and Integration, 
Ministry of Foreign 
Affairs  

9.1 Organize educational 
activities for government 
agencies, organizations and the 
private sector on the 
opportunities that these tools 
can provide  

Medium Ongoing No Ministry of Trade 
and Integration, 
Ministry of Foreign 
Affairs, 
“Atameken” 
National Chamber 
of Entrepreneurs 

10.Continue working on 
conclusion of bilateral and other 
trade agreements, and promote 
the use of predominantly 
electronic instruments 

High Ongoing No Ministry of Trade 
and Integration, 
Ministry of Foreign 
Affairs, 
“Atameken” 
National Chamber 
of Entrepreneurs  

11. Incorporate and harmonize 
international legal standards, 
regulations and guidelines into 
the legal framework 

Medium Ongoing Yes Ministry of Trade 
and Integration, 
Ministry of Foreign 
Affairs, 
“Atameken” 
National Chamber 
of Entrepreneurs, 
Ministry of Justice 

12.Accede to the Additional 
Protocol to the Convention on 
the Contract for the International 
Carriage of Goods by Road 
(CMR) concerning the 
Electronic Consignment Note 

Medium 2023 No Ministry of Industry 
and Infrastructural 
Development, 
Ministry of Foreign 
Affairs, Ministry of 
Trade and 
Integration, 
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“Atameken” 
National Chamber 
of Entrepreneurs  

13. Develop formats, 
descriptions and structures of 
B2B and B2G documents for 
expanding information 
interaction in cross-border trade 
in EAEU in accordance with the 
Decision of the EEC Board No. 
190 "On approval of the 
Regulation on the data model of 
the Eurasian Economic Union" 
in order to ensure the use of 
uniform methodological 
approaches and unified 
solutions when creating 
electronic structures 
documents, information and 
data in electronic form. Submit 
proposals to the EEC.  

Medium 2023 No Ministry of Trade 
and Integration, 
Ministry of Foreign 
Affairs, Ministry of 
Finance, Ministry 
of Industry and 
Infrastructural 
Development, 
“Atameken” 
National Chamber 
of Entrepreneurs 

Other considerations 

Indicative action 
Priority 
level 

Timeline 
Capacity-building 

needs 
Potential Key 

agencies 

14. Establish criteria for liability 
of parties involved in cross-
border paperless trade and 
liability of intermediaries 

Medium 2022 No Ministry of Trade 
and Integration, 
Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry  

15. Secure choice of law and 
choice of court rules and conflict 
of laws rules applicable to 
international commercial 
contracts with regard to cross-
border electronic commerce and 
paperless trade 

High 2023 Yes Ministry of Trade 
and Integration 

16. At the legislative level, 
determine the owner of the data 
in the cross-border paperless 
trading system and how this 
data can be used 

Medium 2023 Yes Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
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of Trade and 
Integration  

17. Enable electronic payments 
for all purposes and between all 
participants in international 
trade transactions through the 
development of System for 
cross-border trade 

High 2023 Yes Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry, Ministry 
of Trade and 
Integration, 
Ministry of Finance  

18. Raise awareness and 
capacity of legal issues 
pertaining to (cross-border) 
paperless trade for all 
stakeholders 

Medium Ongoing  No Ministry of Trade 
and Integration, 
Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry 

18.1 Cooperate with 
international organizations  

Medium Ongoing  No Ministry of Trade 
and Integration, 
Ministry of Digital 
Development, 
Innovations and 
Aerospace 
Industry 
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VII. Conclusion and way forward 

Kazakhstan has made significant progress in implementing trade facilitation and paperless trade. 
However, much more remains to be done to further enhance trade efficiency in the country, in particular, 
adoption of digitalization of trade procedures. In this report, findings from technical and legal 
assessments of the readiness of Kazakhstan for cross-border paperless trade were presented, along 
with recommendations derived from these findings. An initial action plan was formulated based on 
experts’ recommendations and inputs gathered during the national consultations. This plan provides a 
useful basis for the preparation by Kazakhstan of an Individual action plan under the Framework 
Agreement on Facilitation of Cross-Border Paperless Trade in Asia and the Pacific.46 

The report highlighted that there were no technical or legal obstacles to Kazakhstan acceding to the 
Framework Agreement and that it should do so as soon as possible so that it can begin to more 
effectively plan and implement its trade digitalization strategy. The readiness assessments together 
with the action plan featured in this report can serve as a foundation to elaborate more detailed activities 
at national and agency levels in this area, with an identifiable timeline and budget sources. Additional 
meetings and consultations among stakeholders may be useful to further refine and specify actions and 
their sequencing in order to achieve the long-term goal of cross-border paperless trade – and to identify 
specific pilot projects and capacity-building and technical assistance needs. 

Pending its accession to the Framework Agreement, Kazakhstan may also continue to participate in 
the Interim Intergovernmental Steering Group on Cross-border Paperless Trade Facilitation to gather 
and exchange information on good practices that could help the country further enhance its readiness 
to conduct cross-border paperless trade. 

 
46 Under the Framework Agreement and the associated draft implementation road map, participating States would have to 
develop such individual action plans as part of implementing the Agreement, namely after the Agreement has entered into force 
and the Parties have agreed on a template and on a timeline for submission of the plans.  
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Annexes 

Annex I. List of stakeholders interviewed 

Organization Name Job Position 

State Revenue Committee 
of the Ministry of Finance of 
the Republic of Kazakhstan 

Mr. Tanatar Sergaziyev  Chief expert, Customs Methodology 
Division 

Mr. Adilbek Aubakirov  Chief expert, Department of 
customs operations 

Ms. Gulsara Kappasova Chief expert, Legal Department  

Mr. Meirken Burkitbayev Chief expert, Information Systems 
Development Department 

Ministry of Industry and 
Infrastructural Development 
of the Republic of 
Kazakhstan  

Ms. Danagul Dauletova  Project Manager, Division of Public 
Communication and Documentation 
Support, Transport Committee 

Mr. Sagyndyk Netaliyev Deputy Director, Department for 
Development of Transit and 
Transport Logistics 

Ministry of trade and 
integration of the Republic 
of Kazakhstan 

Ms. Madina Kazhimova  Head of non-tariff measures 
Division, Department of Foreign 
Trade Activity / Representative of 
the National Committee on Trade 
Facilitation under the 
Interdepartmental Commission of 
the Republic of Kazakhstan on 
Foreign Trade Policy and 
Participation in International 
Economic Organizations 

Mr. Zhomart Yeleusizov  Chief expert, Non-tariff measures 
Division, Department of Foreign 
Trade Activity  

Ms. Aliya Rzayeva  Director of the Digitalization 
Department, Ministry of trade and 
integration 
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Organization Name Job Position 

Ms. Ardak Seyit  Head of the digitalization Division, 
Digitalization Department 

Ministry of Digital 
Development, Innovations 
and Aerospace Industry of 
the Republic of Kazakhstan 

Ms. Karlygash Akhmetova Acting Director, Department of 
international organizations and 
regional cooperation 

National Bank of the 
Republic of Kazakhstan 

Ms. Ainagul Zhumabekova  

 

 

Chief Specialist, Division of Foreign 
Exchange Regulation and 
Monitoring of Foreign Exchange, 
Operations of the Balance of 
Payments Department 

Ms. Anel Baulykova  Chief Specialist, Division of 
International Financial 
Organizations, Department of 
International Cooperation 

"Zerde" National 
Infocommunication 
Holding" JSC 

Mr. Rustam Saparov  Chief Architect 

Mr. Mirambek Mustafin  Enterprise Architect 

National Information 
Technologies JSC 

Ms. Gulzhan Dzhumagulova  Leading Engineer, Biometric 
Identification and Cloud EDS 
Division, Public Key Infrastructure 
Department 

Mr. Algazy Kaldybekov Head of Public Key Infrastructure 
Maintenance and Development 
Division 

QazTrade JSC Mr. Yerzhan Shakargaliev  Chief expert, Department of services 
and investments / Member of the 
working group on the development 
of the National portal for trade 
facilitation of the Ready4Trade 
Central Asia project, an expert in the 
field of SPS and TBT measures  

Mr. Sayat Ashimov  Chief expert, Department of services 
and investments / Member of the 

https://www.gov.kz/memleket/entities/mdai
https://www.gov.kz/memleket/entities/mdai
https://www.gov.kz/memleket/entities/mdai
https://www.gov.kz/memleket/entities/mdai
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Organization Name Job Position 

working group on the development 
of the National portal for trade 
facilitation of the Ready4Trade 
Central Asia project, an expert in the 
field of facilitation of customs 
procedures 

Mr. Alibek Zhumatayev Deputy Director, Department of 
logistics 

National Chamber of 
Entrepreneurs of the 
Republic of Kazakhstan 
"Atameken"  

Ms. Diana Ospanova  Expert, Department of Economic 
Integration 

Mr. Nurzhan Zhaparkulov  Expert, Department of Economic 
Integration 

Ms. Talina Mukhametkali Expert, Department of Trade and 
Small Business Development 

"National Company" KTZ" 
JSC 

Mr. Yerzhan Araltay  Chief Manager, Department for 
Interaction with International 
Organizations, "National Company" 
KTZ" JSC - "Directorate of 
Automation and Digitalization"  

Mr. Zhanat Rakhmetov  Manager of the Department of 
Interaction with International 
Organizations  

Kazakhstan Institute of 
Standardization and 
Metrology (KazStandard) 

Mr. Bolat Abaiuly Lead specialist, Information Center 
for TBT/SPS Measures 

Ms. Ainagul Turumbayeva Lead specialist, Department of 
Expertise and Legal Work 

Ms. Zhanar Kaliyeva Lead specialist, Department of 
Expertise and Legal Work 

Ms. Almagul Zhumagulova Specialist, Department of Expertise 
and Legal Work 
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Organization Name Job Position 

Kazpost JSC Ms. Aliya Sugirbayeva  

 

Managing Director for Postal 
Service 

Mr. Nabat Kaskataev  

 

Director of the branch "Logistic 
Service” 

International Center for 
Green Technologies and 
Investment Project NJSC 

Mr. Aidar Essembayev  Director of the Department of 
International Cooperation 

Association of Fat and Oil 
Union of Kazakhstan 

Mr. Konstantin Nevzorov  President 

 

Association of Sugar, Food 
and Processing Industries 

Ms. Aizhan Nauryzgaliyeva  President 

Association of National 
Freight Forwarders of the 
Republic of Kazakhstan 

Ms. Ainur Tleuova  Executive Director 
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Annex II. List of participants at the national consultation workshop 

Organization Name Job Position 

QazTrade JSC Mr. Azamat Askaruly  General director 

Mr. Nurlan Kulbatyrov 

 

Deputy General director, 
coordinator of the ESCAP 
project in Kazakhstan 

Ms. Ainur Amirbekova  Director of the Department of 
Subsidies and Safeguards 

Ms. Assem Shakirtova  Chief expert, Department of 
Subsidies and Safeguards 

Ms. Torgyn Zaurbekova  Chief expert, Department of 
Subsidies and Safeguards 

Mr. Yerzhan Shakargaliev  Chief expert, Department of 
services and investments / 
Member of the working group 
on the development of the 
National portal for trade 
facilitation of the Ready4Trade 
Central Asia project, an expert 
in the field of SPS and TBT 
measures  

Mr. Sayat Ashimov  Chief expert, Department of 
services and investments / 
Member of the working group 
on the development of the 
National portal for trade 
facilitation of the Ready4Trade 
Central Asia project, an expert 
in the field of facilitation of 
customs procedures 

Mr. Aibek Sagynayev  Director, Project Development 
Department 

Ms. Feruza Nabiyeva Director, Department of 
Services and Investments 
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Organization Name Job Position 

Mr. Ozhet Shegirbayev Director, Marketing and 
Electronic Commerce 
Department 

The Economic and Social 
Commission for Asia and the 
Pacific serves as the United 
Nations 

Mr. Sang Won Lim Economic Affairs Officer, 
Trade, Investment and 
Innovation Division 

Mr. Mah Choong Kean (Alvin) Consultant 

Mr. John Gregory Consultant 

International Trade Center Mr. Dzhalil Bulatov  Representative of the 
International Trade Center 
(National Project Manager of 
the project "Ready4Trade 
Central Asia in Kazakhstan") 

U.S. Agency for International 
Development  

Ms. Aizhan Beiseyava  Regional Project Manager for 
Competitiveness, Trade and 
Job Creation in Central Asia, 
Deputy Chair of WiLAT in 
Central Asia (Women in 
Logistics and Transport) 

Ministry of trade and 
integration of the Republic of 
Kazakhstan 

Ms. Madina Kazhimova  Head of non-tariff measures 
Division, Department of 
Foreign Trade Activity / 
Representative of the National 
Committee on Trade 
Facilitation under the 
Interdepartmental Commission 
of the Republic of Kazakhstan 
on Foreign Trade Policy and 
Participation in International 
Economic Organizations 

Mr. Zhomart Yeleusizov  Chief expert, Non-tariff 
measures Division, 
Department of Foreign Trade 
Activity  
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Organization Name Job Position 

Ms. Akikat Ramazanova  Expert, Non-tariff measures 
Division, Department of 
Foreign Trade Activity 

Ms. Aliya Rzayeva  Director of the Digitalization 
Department, Ministry of trade 
and integration 

Ms. Ardak Seyit  Head of the digitalization 
Division, Digitalization 
Department 

Ms. Meruert Tas  Chief expert, Electronic 
commerce development 
Division 

Mr. Nurakhmet Ulykbek  Chief expert, Electronic 
commerce development 
Division, Digitalization 
Department 

Ms. Gulmira Yespolova Chief expert, WTO Division, 
Department of Foreign Trade 
Activity 

State Revenue Committee of 
the Ministry of Finance of the 
Republic of Kazakhstan 

Mr. Zhanat Shaimov  Head of the Division of 
customs operations 

Mr. Tanatar Sergaziyev  Chief expert, Customs 
Methodology Division 

Mr. Adilbek Aubakirov  Chief expert, Department of 
customs operations 

UN CEFACT Mr. Alexey Bondarenko  Vice Chair, International 
Project Consultant of 
Ready4Trade Central Asia 

Ms. Ainagul Zhumabekova  Chief Specialist, Division of 
Foreign Exchange Regulation 
and Monitoring of Foreign 
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Organization Name Job Position 

National Bank of the Republic 
of Kazakhstan 

Exchange, Operations of the 
Balance of Payments 
Department 

Ms. Anel Baulykova  Chief Specialist, Division of 
International Financial 
Organizations, Department of 
International Cooperation 

Ministry of Industry and 
Infrastructural Development of 
the Republic of Kazakhstan 

Ms. Danagul Dauletova  Project Manager, Division of 
Public Communication and 
Documentation Support, 
Transport Committee 

Mr. Sagyndyk Netaliyev Deputy Director, Department 
for Development of Transit and 
Transport Logistics 

"National Company" KTZ" JSC Mr. Andrey Zadorozhniy  Director of the Department of 
Legal Support of the Branch of 
"National Company" KTZ" JSC 
- "Directorate of Automation 
and Digitalization" 

Mr. Yerzhan Araltay  Chief Manager, Department for 
Interaction with International 
Organizations, "National 
Company" KTZ" JSC - 
"Directorate of Automation and 
Digitalization"  

Mr. Zhanat Rakhmetov  Manager of the Department of 
Interaction with International 
Organizations  

"Zerde" National 
Infocommunication Holding" 
JSC 

Mr. Rustam Saparov  Chief Architect 

Mr. Dauren Dossymbek  Enterprise architect  

National Information 
Technologies JSC 

Ms. Gulzhan Dzhumagulova  Leading Engineer, Biometric 
Identification and Cloud EDS 
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Organization Name Job Position 

Division, Public Key 
Infrastructure Department 

National Chamber of 
Entrepreneurs of the Republic 
of Kazakhstan "Atameken" 

Ms. Diana Ospanova  Expert, Department of 
Economic Integration 

Mr. Nurzhan Zhaparkulov  Expert, Department of 
Economic Integration 

Ms. Talina Mukhametkali Expert, Department of Trade 
and Small Business 
Development 

Kazpost JSC Ms. Aliya Sugirbayeva  Managing Director for Postal 
Service 

Mr. Nabat Kaskataev  Director of the branch "Logistic 
Service 

Kazakhstan Institute of 
Standardization and Metrology 
(KazStandard) 

Mr. Bolat Abaiuly Lead specialist, Information 
Center for TBT/SPS Measures 

Ms. Ainagul Turumbayeva Lead specialist, Department of 
Expertise and Legal Work 

Ms. Zhanar Kaliyeva Lead specialist, Department of 
Expertise and Legal Work 

Ms. Almagul Zhumagulova Specialist, Department of 
Expertise and Legal Work 

International Center for Green 
Technologies and Investment 
Project NJSC 

Mr. Aidar Essembayev  Director of the Department of 
International Cooperation 

Association of Fat and Oil 
Union of Kazakhstan 

Mr. Konstantin Nevzorov  President 
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Organization Name Job Position 

Association of Sugar, Food 
and Processing Industries 

Ms. Aizhan Nauryzgaliyeva  President 

Association of National Freight 
Forwarders of the Republic of 
Kazakhstan 

Ms. Ainur Tleuova  Executive Director 

Union of Transport Workers of 
Kazakhstan "Kazlogistics" 

Mr. Mukhtar Tolegen  Executive Director for 
Transport Logistics  

PTC Holding LLP Mr. Alibek Adambayev Representative 

General Partnership Abzal and 
Company 

Mr. Kuandyk Temirnurov Head of Trade and Logistics 
Department 

Smart Trade LLP Ms. Nazgul Bektenova Manager 

Ust-Kamenogorsk Capacitor 
Plant Ltd 

Ms. Marina Faizova Manager, Marketing 
Department 

Ms. Anna Dmitrichenko Representative 

Kazakhstan Association of IT 
Companies 

Mr. Ongarbay Danebekov Executive Director  

IE Stafford Ms. Aigerim Kussainova  Company representative 

LLP "Kainar-AKB"  Exporter Company representative 

LLP "Bayterek Grain" Exporter Company representative 

LLP "Abay Daulet" Exporter Company representative 

LLP "Kaz-metiz" (Kaz-metiz) Exporter Company representative 

LLP "Merke-et Kombinaty" Exporter Company representative 
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Organization Name Job Position 

Public Association of Disabled 
People "Country of Masters" 

Exporter Company representative 

LLP "Trading House Holding 
Altyn Arna" 

Exporter Company representative 

LLP "Aluminum of Kazakhstan" Exporter Company representative 

LLP "Agrofirm TNK" Exporter Company representative 

LLP "Smart Trade" Exporter Company representative 

LLP "Karaganda Melkombinat" Exporter Company representative 

LLP "Confectionery factory 
Saule" 

Exporter Company representative 

LLP "Barys 2007" Exporter Company representative 

LLP "Hikmet LTD" Exporter Company representative 

LLP "RIZA GLOBAL"  Exporter Company representative 

LLP "SMBGROUP Family" Exporter Company representative 

LLP "Agro Resource" Exporter Company representative 

LLP "SSA Feed Mills"  Exporter Company representative 

LLP "Metallogamma"  Exporter Company representative 

LLP "Med365" Exporter Company representative 

LLP "Epsilon Group" Exporter Company representative 
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Organization Name Job Position 

LLP "ZAF Leather" Exporter Company representative 

LLP "Jean-Dos KZ" Exporter Company representative 

LLP "Euroasia Agro" Exporter Company representative 

LLP "SMART SERVICES 
GROUP" 

Exporter Company representative 
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Annex III. Cross-border paperless trade: a technical readiness 

checklist: Kazakhstan 

Scope and structure of the checklist 

The Checklist is to assess technical gaps in implementing cross-border paperless trade systems. The 

Checklist takes into considerations of national issues such as implementation of electronic and 

paperless transactions at national level and Single Window system, pre-requisites for cross-border 

paperless trade data exchange.  

The Checklist is structured in two sections as below: 

Section A - Paperless trade system at the national level 

This section focuses on technical issues related to implementation of electronic trade systems in 

paperless environment at the national level.  Technical issues are grouped into the following 

categories. 

1. Institutional and governance bodies  

a. Strong political commitment 

b. Coordination 

c. Inter-agencies governance structure 

2. Level of automation 

a. Electronic systems 

b. Single Window System 

3. Information and communication technology (ICT) infrastructure 

a. Network service availability 

b. Common/single network (E-Systems)  

c. Single Window System 

d. Strategic plan for ICT infrastructure issues  

e. Disaster recovery 

f. Business continuity plan 

4. Security 

a. IT security policy 

b. Security measures (E-Systems) 

c. Authentication mechanism 

d. Communication protocol 

5. Business process re-engineering 

a. BPR For paperless trade 

b. Implementation of paperless trade transactions 

6. Data harmonization and standardization 

7. Capacity building 

8. Other matters 

a. Computer literacy 

b. Budget constraints 

Section B – National status towards cross-border data exchange 

This section is aimed at assessing the status of a country or an organization to embark on cross-

border paperless trade data exchange projects. 
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1. Electronic systems  

2. Single Window System   

3. Business process re-engineering   

4. Data harmonization and standardization  

5. International transit 

6. Awareness program 

7. Other matters 

a. Authorized Economic Operator  

b. Stakeholders and trade community 

c. Government budget  

d. Documents being considered for cross-border data exchange & prioritization 

e. Further information 

A. Paperless trade system at the national level  

No. Questions 

Elaboration on status/issues/future 

plan 

Timeline (if 

relevant) for 

future plan 

A1. Governance bodies47  

One of the critical success factors for implementation of paperless trade systems is strong 

commitment from the Head of Government, without which many projects of this magnitude tend 

to stall. When top management is committed to spearhead a project, issues of financial support 

and access to other resources may be addressed more readily. Coordination among 

government agencies and between the government and the private sectors is not an easy task 

but it can be carried out more efficiently and effectively with the establishment of an institutional 

body equipped with a strong governance structure. The institutional set-up provides a venue for 

relevant officials to come together to discuss functionalities and other technical as well as legal 

matters. By establishing the role and responsibilities of each unit/group as well as reporting 

mechanisms, the governance structure expedites the implementation of paperless trade 

systems. 

A1.1 Is there a governance structure 

established for paperless trade, 

(e.g. national trade facilitation 

council)? 

There is no separate governance 

structure for managing paperless 

trade. 

In 2018, in pursuance of the WTO 

Agreement on Trade Facilitation (TFA), 

on the basis of the Interdepartmental 

Commission of the Republic of 

Kazakhstan on Foreign Trade Policy 

and Participation in International 

Economic Organizations, a National 

Committee on Trade Facilitation was 

created, within which representatives 

of the public and private sectors 

conduct consultations, provide 

necessary information, coordinate 

Plan for the 

implementation 

of the TFA was 

officially 

approved in 

Kazakhstan/ It 

provides for the 

fulfillment of the 

Kazakhstani 

obligations by 

the deadlines 

set out in the 

plan (until 

22.02.2023). 

 
47 This is an issue of policy nature. 
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No. Questions 

Elaboration on status/issues/future 

plan 

Timeline (if 

relevant) for 

future plan 

activities and implement the practical 

implementation of the TFA. 

The working body of the National 

Committee is the Ministry of Trade and 

Integration of the Republic of 

Kazakhstan.  

The implementation of the TFA 

facilitates the development of 

paperless trade, due to the TFA 

commitments and the paperless trade 

are closely related. 

A1.2 Does it include all the community 

partners/stakeholders (government 

and private sector)? 

Yes  

A1.3 Who chairs this governance 

structure? 

Minister of Trade and Integration of the 

Republic of Kazakhstan 

 

A2. Level of automation 

It is not feasible for an organization or agency to consider implementing paperless trade 

systems without the ability to process electronic documents, information or data, let alone the 

subsequent cross-border data exchange. 

A2.1 Electronic systems   

A2.1.1 Has your country implemented 

electronic customs (and other 

services that facilitate customs 

declarations in an electronic 

format)? 

If yes, please answer A2.1.1.1–

A2.1.1.6.  

Since December 2019, the Information 

System "Integrated Customs 

Component of the Automated System 

of Customs and Tax Administration" 

(IS "ASTANA-1") has been operating 

in Kazakhstan, which provides the 

possibility of submitting a customs 

declaration (for example, customs 

procedures: release for domestic 

consumption, export, customs transit, 

bonded warehouse, processing in the 

customs territory, processing outside 

the customs territory, processing for 

domestic consumption, free customs 

zone, free warehouse, temporary 

import and export, re-import, re-export) 

in electronic form when providing 

transportation and shipping documents 

in paper form. 

The main purpose of IS "ASTANA-1" is 

to optimize and automate customs 

- 
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No. Questions 

Elaboration on status/issues/future 

plan 

Timeline (if 

relevant) for 

future plan 

procedures related to preliminary 

information, movement of goods 

across the customs border, placing 

goods under customs procedures, and 

conducting customs control, including 

control after the release of goods and 

reducing administrative, financial and 

time costs of participants in foreign 

economic activity of Kazakhstan. 

A2.1.1.1 Does it have the capability to 

receive, process and issue 

documents electronically? 

Yes, documents are processed and 

published in electronic form, the 

possibility of declaring from anywhere 

in the world at any convenient time is 

provided.  

When specifying information in the 

goods declaration, it is possible to 

download scanned copies of 

supporting documents. 

IS "ASTANA-1" automatically checks 

the correctness of filling in the columns 

and the presence of attachments 

(supporting documents). Further, the 

declaration is issued by the system 

automatically. 

At the request of the customs 

authority, after the registration of the 

goods declaration and / or after the 

release of the goods declaration, the 

declarant has the opportunity to enter 

additional information and scanned 

documents 

- 

A2.1.1.2 Is it integrated with an electronic 

payment system? 

IS "ASTANA-1" is not directly 

integrated with the electronic payment 

system. Data on the personal accounts 

of foreign economic activity 

participants are transferred from the IS 

Centralized Unified Personal Accounts, 

which is integrated with the Payment 

Gateway of the Electronic 

Government. 

Payment of customs duties is made by 

payers through second-tier banks, as 

well as organizations that carry out 

certain types of banking operations. 

- 
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No. Questions 

Elaboration on status/issues/future 

plan 

Timeline (if 

relevant) for 

future plan 

Sending payments by types of 

customs payments online from banks 

and confirmation from the Treasury 

Committee is carried out by IS 

Centralized unified personal accounts. 

A2.1.1.3 Does it have the ability to 

authenticate users electronically? 

Yes, users are authenticated 

electronically. Login to the IS 

"ASTANA-1" is made through the 

Electronic digital signature of users 

through the National Certification 

Center of Kazakhstan at National 

Information Technologies JSC. 

- 

A2.1.1.4 Does it ensure data/document 

security? 

The system has passed information 

security tests. There is act No. 

032.2019.040 dated December 31, 

2019, issued by the Information 

Security Committee of the Ministry of 

Digital Development, Innovation and 

Aerospace Industry of Kazakhstan. 

Also, within the framework of the 

System, the Information Security 

Subsystem is implemented. 

- 

A2.1.1.5 What is the percentage of trade 

covered under this system? 

100% electronic declaration of goods - 

A2.1.1.6 Are community 

partners/stakeholders connected to 

it electronically? 

Following bodies are connected to the 

system: 

- State Revenue Committee of the 

Ministry of Finance of Kazakhstan; 

- State Revenue Departments; 

- Customs posts of Kazakhstan; 

- Participants of foreign economic 

activity (PFEA) (including traders, 

forwarders, i.e. persons who declare 

goods or on whose behalf goods are 

declared) 

- 

A2.1.2 Has your country implemented 

electronic port systems (including 

air, sea, road, rail, and inland 

ports)? 

 If yes, please answer A2.1.2.1–

A2.1.2.6. 

Partially. 

For air cargo transportation an 

electronic document management 

system "e-freight" has been introduced 

at all airports in Kazakhstan. It will 

allow the exchange of electronic 

documents between airports, airlines, 

customs services, shipping agents. 

In 2021, it is 

planned to 

complete the 

integration of IS 

"e-Freight" and 

the IS 

"Agriculture" of 

the Ministry of 
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The IS "e-Freight" and IS "Astana-1" of 

customs authorities are integrated, 

through which customs posts at 

airports have access to information on 

electronic transportation.  

Seaport - has not been implemented. 

Railway stations - partially. 

Inland ports - partially. 

Agriculture of 

Kazakhstan to 

connect the 

sanitary and 

veterinary 

services at 

airports to the 

process of 

electronic 

transportation. 

The electronic 

port system at 

seaports is 

planned to be 

implemented in 

2023-2025. 

A2.1.2.1 Does it have the ability to receive, 

process and issue documents 

electronically? 

Yes. All supporting documents in 

scanned version are attached in the 

system 

- 

A2.1.2.2 Is it integrated with an electronic 

payment system? 

No Planned in 

2023 

A2.1.2.3 Does it have the ability to 

authenticate users electronically? 

Yes - 

A2.1.2.4 Does it ensure data/document 

security? 

Yes - 

A2.1.2.5 What is the percentage of trade 

covered under these systems? 

Undefined - 

A2.1.2.6 Are community 

partners/stakeholders connected to 

it electronically? 

No. 

The integration of all trade participants 

is in the process. 

Planned in 

2023 

A2.1.3 Has your country implemented 

electronic licenses, electronic 

permits and electronic certificates? 

(Please fill out the appendix for this 

question.) 

Yes, the Information System "State 

database "E-licensing" was 

implemented. 

To date there are 461 automated 

services (87 - licenses, 323 - permits, 

50 - notifications, 1 – SPP certificate 

(service program product)). 

Since April 2, 2018, the work to 

integrate IS ASTANA-1 and IS GBD E-

licensing has been carried out in order 
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to provide the possibility to exchange 

information on issued licenses and 

permits in the field of export and 

import. 

From July 28, 2021, the issuance of 

conformity assessment documents 

with the use of the IS "Single Window" 

is carried out, which also will be 

integrated with the IS "ASTANA-1" for 

the purpose of automatic control during 

customs clearance of imported 

products.  

A2.1.4 Has your country implemented any 

cross-border trade systems other 

than those specified above? 

 If yes, please answer A2.1.4.1–

A2.1.4.5. 

No - 

A2.1.4.1 Does it have the ability to receive, 

process and issue documents 

electronically? 

- - 

A2.1.4.2 Is it integrated with an electronic 

payment system? 

- - 

A2.1.4.3 Does it have the capability to 

authenticate users electronically? 

- - 

A2.1.4.4 Does it ensure data/document 

security? 

- - 

A2.1.4.5 What is the percentage of trade 

covered under these systems? 

- - 

A2.1.5 What is your country’s targeted 

timeline to cover all trade 

transactions through these systems 

(i.e., e-customs, e-port, 

e-certificates, e-licenses, e-permits 

and others)? 

Not defined. Comprehensive plans are 

being implemented to integrate all 

systems. The time frame is impossible 

to determine 

- 

A2.2 Has a single window system been 

implemented in your country to 

expedite cargo 

movement/clearance and to 

Yes. IS "Single Window for Export-

Import Operations" (hereinafter - IS "E-

window") is a portal designed to 

automate the following processes: 
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Timeline (if 

relevant) for 

future plan 

facilitate the international trade 

supply chain? 

If yes, please answer A2.2.1–

A2.2.4. If no, please answer A2.2.5. 

- the processes of an application, 

agreeing, signing and issuing permits 

to participants in foreign economic 

activity for the implementation of 

export-import operations; 

- processes of storing and managing 

databases of normative and reference 

information (lists of companies, 

commodity nomenclature, etc.) and 

issued permits for the implementation 

of export-import operations; 

- processes of accounting and 

monitoring of issued and valid permits; 

- processes for collecting statistics and 

reports. 

A2.2.1 How does it receive data 

electronically, i.e., what kind of user 

interface and communication 

channel is used (Internet-based 

network or dedicated/secured 

private network)? 

The dashboard control panel is the 

main component of the system, 

allowing each user to have a general 

view of their: 

- tasks, notifications, applications, 

declarations, etc., 

- responsibilities, 

- profile, 

- access rights, etc. 

Separate dashboards allow users to 

fully or partially navigate through 

authorized electronic documents and 

tasks, as well as view and edit their 

own profile. 

The system is implemented in a client-

server architecture. Messaging 

between client application and 

database is provided through a web 

server (proxy server). 

The communication channel is the 

Internet and a secure private network. 

 

A2.2.2 Does it support a paperless 

environment? 

Yes  
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A2.2.3 How many agencies are connected 

to the single window? Please list 

them. 

Ministry of agriculture, Ministry of 

health, Committee for Technical 

Regulation and Metrology, State 

Revenue Committee, Border Service 

Bodies 

 

A2.2.4 Who operates this system? State Revenue Committee   

A2.2.5 What is your country’s future plan 

and the targeted timeline to 

implement a single window 

system? 

The system is implemented  

A3. Information and communications technology infrastructure for paperless trade 

Good information and communications technology (ICT) infrastructure is an essential element of 

an efficient paperless trade system. The primary function of the network is to serve as a secure 

channel for information exchange between the participating parties. The lack of Internet service 

could be one of the obstacles to full implementation of a trade facilitation system when the 

business process is incomplete due to missing parties in network connectivity.  

There are various options of network, such as multiprotocol label switching (MLPS), Internet 

protocol (IP), virtual private network (VPN) and secure hypertext transfer protocol (HTTP). 

Regardless of the choice of options, the network should allow connectivity and interoperability 

between heterogeneous platforms and support various protocols and exchange paradigms 

within a secure operating environment. It is not uncommon that different stakeholders have 

different levels of computerization and systems on different platforms. To ease integration, 

interfacing and interoperability between these systems, a single window system which connects 

them needs to support interface with heterogeneous systems. 

Putting in place a strategic plan to address ICT infrastructure issues and a disaster recovery 

plan should be part of a business continuity plan. It is essential to ensure the effects of operating 

disruptions are properly mitigated. 

A3.1 Is network service available at all 

border posts, including ports, 

airports and cargo clearance 

facilities, in your country? 

If not, what is your country’s future 

plan and targeted timeline to 

connect the stakeholders of the 

logistic and supply chain, including 

controlling agencies? 

Yes. 

Types of network services in the 

Republic of Kazakhstan: 

broadband Internet access via fiber-

optic technologies FTTH, PON and 

ADSL2 +, 4G, 3G, 2G 

- 

A3.2 Are any of the systems mentioned 

in A2.1, “Electronic systems”, 

connected via a common or single 

network? 

Yes, through the Unified Transport 

Environment of state bodies 

- 
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If yes, please answer A3.2.1–

A3.2.6. 

A3.2.1 Is it integrated and secure? Yes. Security is carried out through the 

application of approved information 

security policies for information 

systems, organizational and technical 

measures, including the use of 

electronic digital signatures, means of 

cryptographic protection of information 

on communication channels. To 

ensure the security of connections, 

technical solutions were used that 

ensure the separation and isolation of 

information flows from various 

departments and departments of 

departments, firewalls for regulating 

and controlling access to / from the 

Unified Transport Environment of state 

bodies, intrusion detection and 

prevention systems. 

- 

A3.2.2 Is it able to provide a high 

availability rate of minimum 99.9 

per cent in terms of service level 

agreement for trade data exchange 

in paperless environment? 

Yes - 

A3.2.3 Is it able to support various 

communication protocols? 

Yes. Hyper Text Transfer Protocol 

Secure, HTTPS protocol, Simple 

Object Access Protocol, Transmission 

Control Protocol / Internet Protocol, 

SSL, Transport Layer Security 

- 

A3.2.4 Is it able to provide secure 

information exchanges that ensure 

confidentiality and data integrity? 

Yes - 

A3.2.5 Is it designed to take into account 

future requirements such as device 

and technology upgrades? 

Yes  - 

A3.2.6 If any of the above (A3.2.1–A3.2.5) 

is lacking, what is your country’s 

future plan to upgrade it and what is 

the targeted timeline? 

A national project "Technological 

breakthrough through digitalization, 

science and innovation" is being 

developed. 
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It is assumed "Development of 

technological and innovative business" 

- Development of innovations in 

business; 

- Digitalization of agriculture; 

- Digitalization of the fuel and energy 

complex; 

- Digitization of the housing and utilities 

sector and construction; 

- Digital environmental monitoring and 

geological data; 

- Digitalization of the transport industry. 

A3.3 Is the single window system, if 

implemented, interoperable with 

other systems?  

Yes, integration with the required 

information systems is provided. 

For example, through the external 
gateway "electronic government" 
(subsystem of the gateway of 
"electronic government", designed to 
ensure the interaction of information 
systems located in the unified transport 
environment of state bodies (ETS GO), 

with information systems outside the 

ETS GO) the gateway of "electronic 

government" is integrated with 

informational ones outside the ETS 

GO. 

- 

A3.3.1 

 

Is it able to integrate, interface 

and/or interoperate with other 

existing heterogeneous systems 

(i.e., with systems on a different 

platform)? 

Yes. 

The interaction of the external gateway 

of "electronic government" and 

information systems outside the ETS 

GO is carried out via the HTTPS 

protocol, through the transfer of XML 

messages between services. The 

external gateway of "electronic 

government" ensures the interaction of 

information systems and does not 

depend on the internal architecture of 

such systems that interact through it. 

- 

A 3.3.2 If it does support (i.e., is 

interoperable with) heterogeneous 

Semantic interoperability is handled 

through SOAP to transfer consistent 

- 
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systems, what is the method of 

integration/interfacing? 

XML files. Technical interoperability is 

carried out via the TCP / IP protocol. 

A3.4 Strategic plan to address ICT 

infrastructure issues  

  

A3.4.1 Does your country have a strategic 

plan to address ICT infrastructure 

issues (for paperless trade)? 

There is no strategic plan for paperless 

trade 

 

A.3.4.2 If not, what is your country’s future 

plan and targeted timeline to 

establish a strategic plan? 

  

A3.5 Disaster recovery    

A3.5.1 Is there a policy for the 

establishment of a disaster 

recovery plan at the agency level? 

- 
- 

A3.5.1.1 If yes, please indicate the level of 

implementation for the disaster 

recovery plan (specify percentage 

of agencies). 

- - 

A3.5.2 Is there a policy for the 

establishment of a disaster 

recovery plan at the national level? 

No specific policy.  

Kazakhstan uses the standards 

reflected in the Recommendation of 

the Board of the Eurasian Economic 

Commission dated March 12, 2019 No. 

9 "On the list of standards and 

recommendations in the field of 

information security used in the 

implementation of the digital agenda of 

the Eurasian Economic Union." The 

standards relate to, including: 

- creation and maintenance of 

information security management 

systems; 

- ensuring the protection of information 

using cryptographic protection means. 

 

- 

A3.5.2.1 If yes, please indicate whether the 

disaster recovery plan is 

implemented at the national level. 

- - 
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A3.5.3 If there is no policy for the 

establishment of a disaster 

recovery plan, what is your 

country’s future plan and targeted 

timeline to set up a disaster 

recovery plan? 

- - 

A3.6 Does your country have a business 

continuity plan for paperless trade 

systems? 

Partially. Kazakhstan uses national 

standard ST RK ISO / IEC 27031-2013 

“Information technology. Security 

methods. Information and 

Communication Technology 

Readiness Guide for Business 

Continuity", which also refers to the 

business continuity of paperless 

trading systems 

- 

A3.6.1 If yes, is it regularly tested at an 

established frequency? 

Inspection frequency not established - 

A3.6.2 If not, what is your country’s future 

plan and targeted timeline to 

develop a business continuity plan? 

- - 

A4. Security 

The confidence of users to replace paper-based document with electronic information or data 

depends to an extent on the security of the information technology system that manages 

electronic data. 

A4.1 Is there an information technology 

security policy for your country? 

If yes, please specify. 

Yes. 

- Law of the Republic of Kazakhstan 

dated November 24, 2015 No. 418-V 

ZRK "On informatization"; 

- Decree of the Government of the 

Republic of Kazakhstan dated 

December 20, 2016 No. 832 "On 

approval of uniform requirements in 

the field of information and 

communication technologies and 

information security"; 

- Decree of the Government of the 

Republic of Kazakhstan dated June 

30, 2017 No. 407 "On approval of the 

Cybersecurity Concept (" Cyber Shield 

of Kazakhstan ")";  

- 
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- Decree of the Government of the 

Republic of Kazakhstan dated October 

28, 2017 No. 676 "On approval of the 

Action Plan for the implementation of 

the Cybersecurity Concept (" Cyber 

Shield of Kazakhstan ") until 2022". 

Kazakhstan temir zholy JSC, operator 

of the main railway network of 

Kazakhstan, adopted the Concept for 

the development of the information 

security system of the group of 

companies of Kazakhstan temir zholy 

JSC until 2023. 

This Concept determines the strategic 

directions for the development of 

information security in the Company 

from 2018 to 2023 in accordance with 

the needs of structural divisions and 

subsidiaries. The main goal of the 

Strategy is to further improve and 

develop the protection of information 

assets and information and 

telecommunications infrastructure of 

the company and subsidiaries.  

A4.2 If any of the systems mentioned in 

A2.1, “Electronic systems”, have 

been implemented, what kind of 

security measures are in place to 

protect them from unauthorized 

access? 

Information systems before 

commissioning:  

- are tested for compliance with 

information security requirements; 

- are under round-the-clock monitoring 

of the Information Security Operations 

Center and the National Information 

Security Coordination Center. 

Uniform requirements in ICT and 

information security have been 

established. 

All users are identified through an 

EDS, and their actions are logged in 

special schemes (tables) of the 

database. 

Dedicated (secure) communication 

channels (VPN), SSL, AES. 

- 

A4.3 What kind of authentication 

mechanism is used to ensure 

To enter the system through 

authentication, an EDS is carried out 
- 
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security of information transmitted 

electronically? 

through the National Certification 

Center of Kazakhstan at National 

Information Technologies JSC.  

Two-factor authentication is used. 

The basic authentication mechanism is 

used to transfer the Preliminary 

Information about the goods imported 

by rail to the State Revenue 

Committee system: Login / Password. 

It is planned to transfer to a vpn tunnel 

with intermediate integration with the 

Smart Bridge e-government gateway in 

the 3rd quarter of 2021. 

 

 

A4.4 What kind of communication 

protocol is used for electronic data 

exchange currently? 

TCP / IP - protocols 
- 

 

 

A4.5 What is your country’s future plan 

and targeted timeline to enhance 

the security level in A4.1 and A4.2? 

Currently, the draft of Cybersecurity 

Concept ("Cyber Shield of 

Kazakhstan") 2.0 is being developed. 

No time frame has been set at this 

time. 

 

- 

A5. Business process re-engineering 

Failure to review and re-engineer a manual procedure/process in the development of an 

electronic system will often lead to inefficiency of the system. It will jeopardize 

integration/interfacing with other systems if business processes across the board are not 

streamlined to ensure the seamless flow of information. Implementation of an electronic system 

often begins with parallel processing of paper documents, but the ultimate goal is to discontinue 

the usage of paper documents.  

A5.1 Have the stakeholders in your 

country conducted re-engineering 

and streamlining of business 

processes to support paperless 

trade or a national single window:  

In order to avoid situations of 

digitization of non-optimized and non-

rationalized business processes, each 

procedure (business process) is 

simplified (optimized and rationalized) 

before it is converted into electronic 

form (digitization). 

On March 27, 2019, the IS "Single 

Window for Export-Import Operations" 

system was introduced. 

IS "Single window" allows to receive 

- 
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electronic permits and licenses of the 

relevant state bodies of Kazakhstan, a 

number of services in the customs 

area, it is also possible to view the 

necessary regulatory legal acts related 

to foreign trade.  

The implementation of the IS "Single 

Window" allows to reduce the financial 

and time costs of a business. In order 

to improve this system State Revenue 

Committee, relevant government 

bodies and the business community 

rationalize business processes of the 

Single Window on an ongoing basis. 

Foreign economic activity participants: 

- do not waste time collecting paper 

documents; 

- there is an online document tracking 

service; 

- there is no need to look for 

information by instance (the IS 

contains information about quotas, an 

interactive map of all customs posts 

and territorial offices of the State 

Revenue Committee, the necessary 

legislation and rules) 

A5.1.1    At the agency level? (Please list 

them.) 

Within the competence, each state 

body and institution in Kazakhstan is 

engaged in optimization, rationalization 

and simplification of procedures 

(business processes).  

Ministry of Digital Development, 

Innovations and Aerospace Industry, 

State Revenue Committee, custom 

authorities, Ministry of Agriculture, 

Ministry of Health, Committee of 

technical regulation and Metrology 

- 

A5.1.2    At the national level? Within the competence, each state 

body in Kazakhstan is engaged in 

optimization, rationalization and 

simplification of procedures (business 

processes).  

The Ministry of Digital Development, 

- 
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Innovation and Aerospace Industry 

coordinates activities in digitalization at 

the national level 

A5.2 Has your country implemented any 

paperless trade transactions? 

Yes - 

A5.2.1 If yes, what kind of transactions 

have been implemented, and what 

type of electronic documents are 

exchanged? 

Since 2012, preliminary information of 

goods imported into the customs 

territory of the EAEU by road has been 

introduced. Later, preliminary 

information goods imported into the 

customs territory of the EAEU by rail 

and air has been introduced. 

Since March 1, 2017, an electronic 

government payment gateway has 

been put into operation, to which 27 

second-tier banks out of 33 operating 

in the Kazakhstan are connected. 

Currently, about 90% of customs 

payments and taxes are received 

within 15 minutes (previously, this took 

up to 2-3 days). 

The IS "ASTANA-1" on customs 

procedures was launched. It provides 

a full-fledged electronic declaration 

and the release of a declaration for 

goods without the participation of a 

customs officer, the release of which 

takes less than 1 minute. 

There is also a risk management 

system that automatically selects 

objects for control and determines the 

forms of customs control, excluding the 

human factor while making a decision. 

Since March 2019, the State Revenue 

Committee has introduced a Single 

Window for export-import operations, 

within which participants in foreign 

economic activity have the opportunity 

to perform customs operations: declare 

goods, pay customs duties and taxes, 

as well as obtain the necessary 

permits from public authorities (if these 

goods are subject to measures of non-

tariff regulation). 

- 
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A5.2.2 If not, what is your country’s future 

plan and targeted timeline to do 

away with paper-based 

documents? 

- - 

A6. Data harmonization and standardization 

Data compatibility is one of the main issues that needs to be addressed in various connectivity 

projects in and around the region. Thus, if data harmonization and standardization can be 

carried out as early as possible, seamless data exchange will be achieved without compatibility 

issues especially if it is based on international standards. 

A6.1 Has data harmonization and 

standardization been conducted for 

the data elements for paperless 

trade: 

Partially - 

A6.1.1    At the agency level? Partially. 

Almost all institutions in Kazakhstan 

are introducing electronic customer 

service systems. 

For example, the Export Portal of 

Kazakhstan is used to provide financial 

support for exports, where an online 

submission system has been 

established. 

Development Bank of Kazakhstan 

uses a BPM platform with automated 

business processes. They also 

developed and implemented an 

external interface for communication 

with clients - CRM (Client Relation 

Management). The CRM system made 

possible the digitalization of the 

process of accepting documents, 

signing of electronic agreements, and 

notification on each of the stages of 

consideration of applications. 

At the same time, work on 

harmonization and standardization of 

data use among institutions is not 

being carried out fully. 

- 

A6.1.2    At the national level? State bodies are actively working on 

harmonization and standardization of 

data used in mutual exchange. 

Especially, this work is evident, for 

example, when one or another state 

service in foreign trade is included in 

- 
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the state electronic systems "E-

license" or "E-government".  

In addition, harmonization and 

standardization of data is one of the 

goals in the implementation of one or 

another electronic gateway of the State 

Revenue Committee in the context of 

the customs / tax legislation of 

Kazakhstan. 

 

A6.1.3 If yes, has a data model been 

adopted and is it based on 

international standards/guidelines 

such as the United Nations Rules 

for Electronic Data Interchange for 

Administration, Commerce and 

Transport,  United Nations Code for 

Trade and Transport Locations,  

Core Component Technical 

Specification,  core component 

library and/or the World Customs 

Organization Data Model? 

Harmonization and standardization of 

data in Kazakhstan carried out based 

on advanced world standards, such as, 

for example, the Data Model of the 

World Customs Organization (WCO). 

- 

A7. Capacity-building 

Capacity-building is an ongoing activity in most projects but is important particularly at the outset 

to ensure stakeholders have a common understanding of the project and their respective roles 

and responsibilities to make it a success. 

A7.1 Has your country conducted any 

awareness programme and/or 

workshop to ensure the 

stakeholders, including government 

agencies and traders, have a 

common understanding on 

paperless trade as well as their 

respective roles to help realize 

cross-border paperless trade data 

exchange? 

Workshops to raise the awareness of 

foreign economic activity participants 

about ongoing projects in paperless 

trade are carried out at the stage of 

planning, development and 

implementation of these projects. As 

part of this work, the responsible 

government agencies conduct 

campaigns to inform participants about 

ongoing projects through Internet, 

media, etc.  

There are seminars, trainings, 

workshops. For example, within the 

framework of the national Portal for 

trade facilitation that is being 

developed in Kazakhstan, it is planned 

to conduct a number of large-scale 

events to familiarize participants and 

potential participants in foreign 

economic activity about the 

- 



 

 

73 

 

No. Questions 

Elaboration on status/issues/future 

plan 

Timeline (if 

relevant) for 

future plan 

implementation of this Portal in 2022.  

A7.2 Do the stakeholders of cross-border 

trade in your country fully 

understand the single window 

approach? 

Yes - 

A7.3 Has your country conducted any 

awareness programme or 

workshop on single window? 

Yes. At the time of the launch of 

"Portal of a single window for export 

and import operations" and up to the 

present time in order to inform citizens 

and participants of foreign economic 

activity the State Revenue Committee 

covers the work of the Portal in media 

and on their website. There is also 

online training on the Portal itself. 

- 

A7.4 What is your country’s future plan 

and timeline to enhance capacity-

building for cross-border paperless 

trade data exchange? 

All state bodies of Kazakhstan, directly 

or indirectly related to the issues of 

cross-border trade, are engaged in 

strengthening the capacity building for 

cross-border paperless trade data 

exchange of state bodies of 

Kazakhstan / organizations, 

participants in foreign economic 

activity and other stakeholders within 

their competence.  

There are no specific timeframes and 

plans. 

- 

A8. Other matters  

A8.1 Computer literacy   

A8.1.1 What is the level of computer 

literacy in the trading community in 

your country as a whole to support 

electronic transactions? (70–

100%=high, 20–69%=medium, 0–

19%=low)  

There have not been any studies on 

computer literacy in the trading 

community in the context of electronic 

transactions. At the same time, due to 

the high level and pace of digitalization 

in Kazakhstan as a whole (29th place 

in the world in 2021 in terms of e-

government development), including in 

the business processes of foreign 

trade, it is possible to assume that the 

level of literacy of foreign trade 

participants in terms of electronic 

transactions are high (70-100%). 

- 
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A8.1.2 Are they ready to accept changes 

arising from re-engineered 

business processes in 

implementing paperless trade 

systems? 

Yes - 

A8.2 Budget constraints   

A8.2.1  Does your country encounter 

budget constraints in implementing 

paperless trade systems? 

The republican budget provides for the 

corresponding expenses in the 

development and implementation of 

certain projects in paperless trade. 

- 

A8.2.2 If yes, what is your country’s future 

plan to overcome this financial 

constraint and what is the targeted 

timeline? 

- - 
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B. National status towards cross-border data exchange 

No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

Ideally, all stakeholders of cross-border trade should be on board the cross-border data exchange 

project to bring forth full benefits. In this respect, it is important that their information technology 

systems support cross-border data exchange. A single window system is meant to connect systems of 

the stakeholders via a single point of connectivity providing more efficient integration/interfacing. 

Likewise, a national single window, which acts as the national single point of connectivity, will ease 

integration/interfacing for cross-border data exchange with dialogue partners. 

B1. Electronic systems 

B1.1 If any of the systems mentioned 

in A2.1, “Electronic systems” 

have been implemented, what 

percentage support cross-

border data exchange? 

The exchange of transit 

declarations within the EAEU is 

100% done electronically 

- 

B2. Single window system 

B2.1 If a single window system 

mentioned in A2.2 has been 

implemented, does it support 

cross-border data exchange? 

Yes 

 

- 

B2.2 If yes, does it function as the 

national single window, which 

acts as the national single point 

of connectivity for any cross-

border data exchange with 

other dialogue partners? 

No - 

When business process re-engineering is done on domestic procedures/processes for paperless 

transactions at the national level, it has to take into consideration requirements for cross-border data 

exchange whereby paper documents will not be exchanged across borders. 

B3. Business process re-engineering 

B3.1 If your country has implemented 

paperless transactions at the 

national level, as mentioned in 

A5.2, has re-engineering and 

streamlining of business 

processes been conducted to 

support cross-border data 

exchange? 

Yes. At the regional level (the five 

EAEU member states), the 

implementation of the mechanism 

for the cross-border exchange of 

electronic permits was launched 

in January 2020. 

The implementation of the overall 

process will take place in stages 

with respect to certain types of 

documents, as the EAEU law 

- 
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No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

regulates the composition and 

structure of the information 

provided from documents in 

electronic form. 

In particular, the working body of 

the EAEU-EEC approved 

technological documents 

regulating information operations 

during the implementation by 

means of the integrated 

information system of the Union 

of the overall process “Use of 

databases of documents drawn 

up by the authorized bodies of 

the EAEU member states in the 

regulation of foreign and mutual 

trade, including those submitted 

at the performance of customs 

operations to confirm compliance 

with prohibitions and restrictions 

”. 

At the same time, the decree of 

the EEC established a nine-

month period during which the 

transition to cross-border 

electronic exchange of 

information from documents on 

conformity assessment with the 

requirements of the EAEU on 

technical regulations or the 

Unified Sanitary-Epidemiological 

and Hygienic Requirements for 

products subject to sanitary-

epidemiological supervision 

(control) have to be carried out. 

B3.2 If not, what is your country’s 

future plan and targeted 

timeline to develop a regional 

business process for cross-

border data exchange? 

- - 

If data harmonization and standardization is done based on international standards which are adopted 

by most organizations or countries in the region, it will minimize changes in the national system 

process and database structure when implementing cross-border data exchange electronically. 
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No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

B4. Data harmonization and standardization 

B4.1 Has data harmonization and 

standardization been conducted 

based on international 

standards/guidelines, such as 

the United Nations Rules for 

Electronic Data Interchange for 

Administration, Commerce and 

Transport, United Nations Code 

for Trade and Transport 

Locations, single window 

recommendation of the United 

Nations Centre for Trade 

Facilitation and Electronic 

Business, to support cross-

border paperless trade data 

exchange? 

The work on data harmonization 

and standardization in the context 

of facilitating cross-border 

exchange of data on paperless 

trade carried out in the EAEU is 

based on advanced world 

standards and practices 

approved by most developed and 

developing countries. 

In particular, the EAEU is 

currently working on the internal 

approval of the draft Agreement 

on the use of navigation seals in 

the EAEU for tracking shipments. 

The draft agreement provides for 

the use of a technical device 

operating on the basis of 

navigation satellite systems 

technology in the transportation 

of goods by rail and road. The 

document defines the objects of 

tracking, cases and conditions of 

tracking shipments. 

The use of electronic navigation 

seals will allow minimizing state 

control over the movement of 

goods and cargo, as well as 

ensuring the legal circulation of 

goods in the EAEU. 

- 

 

B4.2 If not, what is your country’s 

future plan and targeted 

timeline to minimize changes in 

your system process and 

database structure for cross-

border data exchange 

electronically? 

- - 

B5. International transit 

The issues transit traders face under the current international transit procedure in many 

countries in the region include the following: 

(a) Repetitive submission of a customs transit declaration at entry to every country of 

transit;  



 

 

78 

 

No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

(b) A security document needs to be registered at every country of transit. 

To address the above issues, the following could be considered: 

(a) A single customs transit declaration to be valid for the whole transit route: data and 

information of the customs transit declaration could be submitted and approved at the 

country of departure and shared across borders with the countries of transit and the 

country of destination. 

(b) A single guarantee to be valid for the whole transit route: relevant data/information 

of the guarantee could be registered at the country of departure and shared across 

borders with countries of transit and the country of destination.  

If single stop inspection is done by all controlling agencies in the exporting country and 

data of the inspection results are shared with the importing country, it will definitely 

expedite cargo clearance. 

B5.1 Has the country implemented a 

paperless customs declaration 

for national transit procedures 

(inbound transit, outbound 

transit, inland transit)? 

Yes. In the Republic of 

Kazakhstan, customs 

declarations for transit 

procedures are processed 

electronically. 

According to paragraph 3 of 

Article 175 of the Code of the 

Republic of Kazakhstan dated 

December 26, 2017 No. 123-VI 

ZRK "On customs regulation in 

the Republic of Kazakhstan", 

customs declaration is carried out 

in electronic form 

- 

B5.2 Has the country implemented a 

paperless customs declaration 

for international transit? 

Yes. In the Republic of 

Kazakhstan, customs 

declarations for international 

transit are processed 

electronically. 

According to paragraph 3 of 

Article 175 of the Code of the 

Republic of Kazakhstan dated 

December 26, 2017 No. 123-VI 

ZRK "On customs regulation in 

the Republic of Kazakhstan", 

customs declaration is carried out 

in electronic form 

- 
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No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

B5.2.1 

 

If yes, is the customs regime in 

your country able to support the 

implementation of a single 

customs transit declaration and 

single guarantee valid for the 

international transit route taking 

into consideration the following: 

(i) To agree on a guarantee 

registered at the country of 

departure, covering the highest 

duty amount calculated based 

on the duty rate of each country 

in the transit route, to be valid 

and accepted throughout the 

transit route? 

(ii) To agree on a 

regional/subregional format and 

content of the single guarantee? 

According to the legislation of 

Kazakhstan and the EAEU, there 

are several types of coverage for 

transit, which foreign economic 

activity participants apply at their 

choice. 

In accordance with Articles 62, 63 

of the Customs Code of the 

EAEU, transit coverage is made 

in four ways: 

-cash; 

-bank guarantee; 

- warranty; 

- property pledge. 

Transit declaration and security 

form are recognized throughout 

the EAEU. 

 

For other countries, no coverage 

is provided, the TIR Carnet is 

used  

 

- 

 

 

 

 

 

 

 

 

B5.2.2 

 

If not, what is your country’s 

future plan and targeted 

timeline to address this issue? 

- - 

B5.3 Has your country implemented 

a one-stop inspection system by 

all controlling agencies at the 

borders at the time of 

exit/export? 

Yes - 

B5.3.1 If yes, are the inspection results 

shared with the importing 

country? 

No - 

B5.4 If not, is there any intention to 

implement a single-stop 

inspection and what is the 

timeline? 

- - 
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No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

B6. Awareness programme 

Awareness programmes are important for stakeholders to understand how cross-border 

data exchange could be carried out to reduce their anxiety and prepare them to address 

any issues that may arise.  

If a country lacks the expertise to carry out business process analysis, data harmonization 

and simplification, system development, project management, etc., it may look for 

technical assistance from external parties. 

B6.1 Does your country have an 

awareness programme (for 

example, capacity-building, 

training, workshops) for 

stakeholders to have a better 

understanding of the following 

issues? 

There is no special program. 

The official website of the State 

Revenue Committee contains 

reference books, a list of 

documents and other information 

necessary for conducting cross-

border trade. 

The single window web site also 

contains all the information on the 

necessary documents for a 

particular operation or service. 

- 

B6.1.1 How could cross-border data 

exchange be implemented? 

State bodies of Kazakhstan are 

directly involved in the 

development of cross-border data 

exchange within their 

competence. The most active 

work in this area is currently 

being carried out at the EAEU.  

Cross-border data exchange in 

Kazakhstan is implemented, 

among others, through the 

mechanisms of agreements 

between Kazakhstan and third 

countries. 

For example, through the 

Agreement on the Exchange of 

Information on Goods and Means 

of International Transport Moved 

across the Customs Borders of 

the EAEU and China or the Free 

Trade Agreement between the 

EAEU and Vietnam. 

- 

 

B6.1.2 Potential business transactions 

and documents for cross-border 

data exchange? 

See answer to question B6.1.1 

Data exchange from certificates 

of origin (FTA Vietnam-EAEU), 

- 
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No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

data exchange from declarations 

for goods (China-EAEU 

agreement on information 

exchange). 

B6.1.3 Methods of identifying inhibitors 

that need to be addressed? 

There is no special officially 

approved methodology. 

Each state body responsible for 

certain issues on cross-border 

trade, on an ongoing basis 

analyzes the system and 

eliminates the errors that arise. 

Also, users can send their 

comments and suggestions on 

using the system through 

feedback. 

- 

B6.2 If your country has not 

conducted any awareness and 

capacity-building programmes 

related to B6.1.1–B6.1.3, what 

is your country’s future plan and 

targeted timeline to conduct an 

awareness programme? 

- - 

B6.3 Does your country have the 

capacity to carry out the 

following: (a) business process 

analysis; (b) data 

harmonization and 

simplification; (c) system 

development; and (d) project 

management? 

Yes Yes 

B7. Other matters 

Some countries which are ready for cross-border data exchange may not be willing to 

participate in a pilot project. One of the reasons is a lack of trust in the economic 

operators of their dialogue partners. If your economic operators are able to comply with 

the authorized economic operator scheme and are mutually recognized by their dialogue 

partners, it will expedite cross-border data exchange. 

B7.1 Authorized Economic Operator 

(AEO)  

  

B7.1.1 In general, what is the level of 

compliance of traders in your 

country (high, medium or low)? 

High.  

Legal entities, after being 

included in the Authorized 

- 
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No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

economic operator (AEO) 

register, comply with the 

conditions for inclusion in the 

AEO register and the obligations 

of the AEO. 

In case of non-compliance, such 

legal entities are subject to 

exclusion from the AEO register, 

or the validity of the AEO 

certificate is suspended until the 

reasons are eliminated. (Article 

534 of the Code of the Republic 

of Kazakhstan "On customs 

regulation in the Republic of 

Kazakhstan") 

B7.1.2 Has the authorized economic 

operator scheme been 

implemented in your country 

Yes. AEO is a legal entity of the 

Republic of Kazakhstan, created 

and included in the AEO register, 

and meets certain conditions 

established by the Customs 

Code. The legal and regulatory 

framework for the activities of the 

AEO has been established since 

2010. 

Since January 1, 2018, the AEO 

institute has been significantly 

transformed, which is divided into 

3 types of certificate, and belongs 

to a low level of risk. 

1st type of certificate - 

facilitations are related to the 

transportation of goods that are 

applied throughout the EAEU. 

2nd type of certificate - 

facilitations are related to 

customs declaration (with the 

exception of transit) and storage 

of goods, which are applied only 

in the territory of the Member 

State of EAEU that issued such a 

certificate. 

The third type of certificate 

combines all the listed 

simplifications (safety and 

facilitation). 

- 
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No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

When a legal entity is included in 

the AEO register, a Certificate of 

Inclusion in the AEO Register is 

issued, which means that the 

AEO is classified as a low-risk 

category. 

The presence of the AEO status 

allows to use special 

simplifications in exchange for 

the AEO's compliance with the 

conditions, the main of which 

(Article 532 of the Labor Code of 

the Republic of Kazakhstan): 

- Experience in customs (at least 

3 years, the annual registration of 

customs declarations or the 

provision of services for the 

transportation or storage of 

goods); 

- Financial viability (for type 1 

AEOs - availability of security for 

the payment of customs duties in 

the amount of 1 million euros, 

contributed in one of 4 ways: 

depositing money on the deposit 

of the customs authority, bank 

guarantee, property pledge, 

surety agreement. For AEO 2 

and 3 type - financial stability 

according to the criteria approved 

by the decision of the EEC 

Council dated September 15, 

2017 No. 65 "On approval of the 

Procedure for determining 

financial stability a legal entity 

applying for inclusion in the 

register of authorized economic 

operators, and values, 

characterizing financial stability 

and necessary for inclusion in 

this register" or securing the 

payment of customs duties in the 

amount of 150 thousand euros); 

- Integrity and requirements for 

employees (no debts for customs 

payments and taxes, no facts of 

bringing to criminal and 
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No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

administrative responsibility for 

violations in the field of customs 

both in Kazakhstan and in the 

rest of the EAEU countries); 

- Requirements for constructions, 

premises of the AEO (designation 

of the customs control zone, 

places for inspection, access 

roads, access control and 

security, entry / exit control 

system, weighing equipment, 

video surveillance, loading and 

unloading equipment, etc.); 

- Requirements for vehicles (the 

possibility of imposing seals, 

excluding the possibility of 

retrieving goods and secret 

places, etc.);  

- System of goods accounting 

(accounting and tax accounting of 

goods; 

- Using the system of electronic 

invoices. 

Special simplifications are 

provided for the AEO, depending 

on the type of certificate. 

Special simplifications for type 1 

AEOs: 

1.performing customs operations 

upon arrival in or departure from 

the territory of the EAEU as a 

matter of priority; 

2. no need to provide security for 

the payment of customs duties 

and taxes during transit of goods, 

the declarant of which is the 

AEO; 

3. no need to provide security for 

the payment of customs duties 

and taxes upon release of goods, 

the declarant of which is the 

AEO; 
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No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

4. release of goods before filing a 

declaration for goods 

(accelerated release); 

5. carrying out customs control in 

case of its appointment in the 

form of customs inspection or 

customs clearance as a matter of 

priority; 

6. recognition by the customs 

authorities as a means of 

identification of the seals 

imposed by the AEO on the 

cargo spaces (compartments) of 

vehicles or their parts; 

7. no need to establish a route for 

the carriage of goods in relation 

to goods carried by the AEO; 

8. priority participation in pilot 

projects carried out by customs 

authorities; 

9. carrying out by the carrier, 

being the AEO, of certain 

operations with goods (unloading, 

reloading, etc.) without the 

permission of the customs 

authority or without its 

notification. 

Special simplifications for type 2 

AEOs: 

1. temporary storage of goods in 

their own warehouses; 

2. delivery of goods and customs 

control in the customs control 

zone, created in the premises or 

in the open areas of the AEO; 

3. performance of customs 

operations related to customs 

declaration and release of goods 

in a customs authority other than 

the customs authority in the area 

of activity of which the goods are 

located. 
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No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

B7.1.2.1  If yes, how extensive is the 

implementation in terms of the 

percentage of economic 

operators registered for the 

scheme? 

To date, 16 legal entities are 

included in the AEO register in 

Kazakhstan. The share of the 

number of AEOs to the total 

number of Foreign Economic 

Activity Participants is 0.06%. 

For further development, the 

State Revenue Committee 

conducts introductory seminars 

with the participation of legal 

entities potential for inclusion in 

the AEO register 

- 

B7.1.3 Is your country ready to sign 

any mutual recognition 

agreements for authorized 

economic operators with 

dialogue partners? 

According to paragraph 8 of 

Article 529 of the Code of the 

Republic of Kazakhstan "On 

Customs Regulation in the 

Republic of Kazakhstan" 

(hereinafter - the Code), certain 

special simplifications provided 

for by Article 536 of the Code 

may be provided on a reciprocal 

basis by the AEOs of states that 

are not members of the EAEU, in 

accordance with international 

treaties of Kazakhstan. 

Currently, the State Revenue 

Committee is working on the 

mutual recognition of the AEO of 

the Republic of Kazakhstan with 

China, the Republic of Korea and 

the Republic of Turkey. 

For reference: 

Mutual recognition of the AEOs 

with the customs service of the 

Republic of Korea is signed in 

April 22, 2019. 

Mutual recognition of the AEOs 

with the State Technical 

University of the People's 

Republic of China is signed in 

April 26, 2019  

Negotiations with the Republic of 

Turkey is underway. 

- 
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No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

In the preparatory stage, it is useful to assess the readiness of stakeholders to accept changes arising 

from cross-border data exchange and the availability of funds for any potential cross-border paperless 

trade project. 

B7.2 Are the stakeholders and the 

trade community ready to 

accept changes arising from the 

re-engineered processes 

towards cross-border data 

exchange?  

• Regulatory agencies 

• Agents/customs brokers 

• Traders 

• Port community 

• Financial institutions 

• Other (please specify) 

Yes - 

B7.3 Has your country’s government 

budget provisioned for the 

transition to cross-border 

paperless trade data exchange? 

Yes - 

B7.3.1 If not, what is your targeted 

timeline? 

- - 

Sharing information on a country’s preferences on the prioritized documents for cross-border data 

exchange can help identify potential participants having the same or similar preferences to work 

together on pilot projects. 

B7.4 
Is your country considering 

cross-border data exchange for 

any of the documents and 

related processes? (Y=Yes, 

N=No. Please select the top five 

prioritized documents) 

(i) Seaway bill 

(ii) (Advance) Manifest 

(iii) Customs transit 
declaration 

(iv) Transit bond 

(v) Phytosanitary certificate 

(vi) Sanitary certificate 

Yes. 

1. Packing list; 

2. Invoice; 

3.Certificate of origin 

(preferential) 

4.Transit customs declaration 
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Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

(vii) Fumigation certificate 

(viii) Convention on 
International Trade in 
Endangered Species of 
Wild Fauna and Flora 
certificate 

(ix) Certificate of origin 
(preferential) 

(x) Certificate of origin (non-
preferential) 

(xi) Pharmaceutical 
certificate 

(xii) National standard and 
quality certificate 

(xiii) International 
Organization for 
Standardization (ISO) 
and other international 
standards and quality 
certificates 

(xiv) Certificate for medical 
devices 

(xv) Certificate of electrical 
and electronic 
components, equipment 
and products 

(xvi) Dangerous Goods List  

(xvii) Material safety data 
sheet 

(xviii) Letter of credit 

(xix) Bill of lading 

(xx) Invoice  

(xxi) Packing list 

(xxii) Import permit 

(xxiii) Others (please specify) 



 

 

89 
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Elaboration on 

status/issues/future plan 

Timeline (if 

relevant) for future 

plan 

B7.5 For each of the five prioritized 

documents identified in B7.4, 

please provide/specify further 

information on the following: 

document name; implementing 

agency; and percentage of the 

paperless documents and 

related processes. 

Packing list, invoice. 

As part of the additional 

agreement being concluded to 

the agreement between Russian 

Railways JSC and National 

company KTZh JSC on electronic 

data exchange during the 

transportation of goods in 

international railway traffic, 

National company KTZh JSC 

plans to transfer data on a 

packing list and invoice.  

In view of the fact that to date the 

system has not been put into 

operation, it is impossible to 

provide any data on the 

percentage of information 

received through this system. 

Certificate of origin, 

preferential, "EAV" form.  

As part of the Free Trade 

Agreement between the EAEU 

and Vietnam, the Electronic 

System of Certification and 

Verification of Origin (ESCV) is 

currently being developed, which 

will allow the central customs 

authority of the importing party to 

receive and use the relevant 

information from the electronic 

database of certificates of origin 

issued by the authorized body of 

the exporting party. At the 

moment, the work on technical 

aspects of the functioning of this 

system is being done. 

Due to ESCV has not been put 

into operation, it is impossible to 

provide any data on the 

percentage of information 

received through this system. 

Transit declaration;  

the executive body is the State 

 



 

 

90 

 

No. Questions 

Elaboration on 

status/issues/future plan 

Timeline (if 
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Revenue Committee, the 

percentage of paperless 

documents and related 

processes is 100%. 
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Appendix: Form for implementation of paperless trade by the other government agencies 

Name of ministry or agency   

Permit type IL = import 

licence 

EL = export licence 

C/O = certificate of origin 

SC = sanitary / health     

certificates 

PS = phytosanitary 

certificates 

OT = other types 

 

 

1. Has business process 

re-engineering been 

conducted and completed? 

Completed 

[   ] 

Ongoing 

[X] 

Not 

conducted 

[   ] 

Don’t know [   ] 

1.1. If it is on-going, when is it going to be completed? 

[The work on reengineering of business processes in terms of paperless trade 

is being carried out. The exact timing of the completion of business process of 

reengineering depends on the specifics of a particular project within the 

framework of paperless trade.]  

1.2. If it is not implemented, is there a plan to conduct it? 

[  ] Yes  [  ]  No   [  ] Don’t know 

1.3. If 1.2 is yes, when is it going to commence? 

[ Year/Month                       ]  

Please provide 

further information, 

such as website, date 

of implementation, 

etc. 

2. Has e-application 

(capability to receive, process 

and issue document 

electronically) been 

implemented? 

Fully 

implemented 

[Х] 

Partially 

implemented 

[   ] 

Not 

implemented 

[   ] 

Don’t know [   ] 
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2.1. If it is not implemented, is there a plan to implement it? 

[  ] Yes  [  ]  No   [  ] Don’t know 

2.2. If 2.1 is yes, when is it going to be implemented? 

[ Year/Month                        ] 

2.3 If it is implemented, how the supporting documents are being submitted? 

[  ] MSD = Manual Supporting Documents 

[  ] EDHC = Electronic Declaration/Application but hard copy still required 

[  ] any other methods (Please specify_____________________________)  

Please provide 

further information, 

such as website, date 

of implementation, 

etc. 

3. Has e-application been 

connected to the e-customs 

system and/or the single 

window? 

e-customs 

system 

[X] 

Single 

Window 

[X] 

Not 

connected 

[   ] 

Don’t know [   ] 

3.1. What is the level of integration between e-application and a single window 

and/or an e-customs system, if connected? 

[  ] Partially connected  [X]  Fully connected   [  ] Don’t know 

Note: Partially connected means electronic transfer of information is one-way, 

while fully connected means electronic transfer of information is reciprocal 

between an e-application and a single window and/or an e-customs system.  

Please provide 

further information, 

such as website, date 

of implementation, 

etc. 

https://egov.kz/cm
s/en/categories/cu
stoms 

http://elicense.kz/?l
ang=en 

http://eokno.gov.kz
/index.xhtml 

http://212.154.167.
54:8080/index.jsf 

4. Is e-payment available for 

the e-application? 

Yes 

[Х ] 

No 

[   ] 

 

https://egov.kz/cms/en/categories/customs
https://egov.kz/cms/en/categories/customs
https://egov.kz/cms/en/categories/customs
http://elicense.kz/?lang=en
http://elicense.kz/?lang=en
http://eokno.gov.kz/index.xhtml
http://eokno.gov.kz/index.xhtml
http://212.154.167.54:8080/index.jsf
http://212.154.167.54:8080/index.jsf
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4.1. What are the available payment options for the e-Application? 

[Х ] EFT = electronic funds transfer 

[  ] CD = cash deposit 

[  ] CC = credit card 

[  ] CSH = cash  

[  ] Other options (please specify_____________________________) 

Please provide 

further information, 

such as website, date 

of implementation, 

etc. 

https://egov.kz/cm
s/en/categories/cu
stoms 

http://elicense.kz/?l
ang=en 

http://eokno.gov.kz
/index.xhtml 

http://212.154.167.
54:8080/index.jsf 

_________________ 

  

https://egov.kz/cms/en/categories/customs
https://egov.kz/cms/en/categories/customs
https://egov.kz/cms/en/categories/customs
http://elicense.kz/?lang=en
http://elicense.kz/?lang=en
http://eokno.gov.kz/index.xhtml
http://eokno.gov.kz/index.xhtml
http://212.154.167.54:8080/index.jsf
http://212.154.167.54:8080/index.jsf
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Annex IV. Cross-border paperless trade: a legal readiness 

checklist:  

Scope and structure of the checklist  

This checklist will help evaluate the degree to which current laws accommodate electronic documents 
and communications, notably whose with cross-border elements, and what could be done to bring the 
laws into conformity with the Framework Agreement on Facilitation of Cross-Border Paperless Trade in 
Asia and the Pacific, which aims to help member states to accommodate these changes for the purpose 
of cross-border trade without paper.  

The Checklist is structured in four sections as below:  

Section A. Electronics transactions and signatures law  

1. Electronic transactions  

a. Electronic communications  

b. Identity management and trust services  

2. Data retention and electronic archiving  

3. Electronic evidence  

Section B. Paperless trade and Single Window laws  

1. Single Window system/paperless trade system  

2. Information security:  

a. Information security and data confidentiality  

b. Data accuracy and integrity  

c. Sharing information and data between and among government agencies  

3. Service level agreements (SLA) and memoranda of understanding (MOUs)  

Section C. Cross-border aspects  

1. Existing bilateral or regional agreements  

2. International standards/guidelines  

3. Existing bilateral or multilateral technical /operational agreements  

4. Other international legal instruments, regulations and standards  

Section D. Other considerations  

1. Liability issues  

2. Dispute settlement considerations  

3. Intellectual property rights and database ownership  

4. Electronic payments  

5. Competition law  

A. Electronic transactions and signatures law  

1. Part I of the checklist is focused on laws related to electronic transactions and electronic signatures. 
These concerns are addressed either directly or indirectly in articles 5, 6 and 7 of the Framework 
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Agreement. In particular, the first three principles included in article 5 (on general principles) 
represent the principles guiding the legislative texts on electronic commerce prepared by the United 
Nations Commission on International Trade Law (UNCITRAL) and, as such, are an expression of 
international consensus.48 Approximately half of the Governments in Asia and the Pacific have 
adopted at least one UNCITRAL text on electronic commerce.49  

2. In order to promote interoperability to the extent possible, similar rules should apply to electronic 
communications exchanged among commercial operators and between commercial operators and 
public authorities. In the paperless trade facilitation environment, this means that trade-related data 
exchanged in commercial documents may be reused for submission to single windows. This should 
ensure high data quality with respect to its origin, integrity, accuracy, completeness and other 
characteristics.  

No. Focus questions Response 

 Related provisions of the Framework Agreement:  

• Article 5 on general principles. 

• Article 6 on the national policy framework, enabling domestic legal environment 
and paperless trade committee. 

• Article 7 on the facilitation of cross-border paperless trade and development of 
single-window systems (more specific questions on the single window appear 
below in part II). 

I.A Electronic transactions law: general principles 

This section is aimed at identifying the general features of electronic transactions law, 
including whether they implement internationally recognized general principles. 

I.A.1 What is the legal status of 
electronic transactions? 

 

 

 

The main laws in Kazakhstan that regulate electronic 
transactions are the Civil Code, the Law "On Payments 
and Payment Systems" and the Law "On Electronic 
Document and Electronic Digital Signature". 

The participants of relations regulated by civil 
legislation are citizens, legal entities, the state, and also 
administrative-territorial units. 

Transactions are recognized as actions of citizens and 
legal entities aimed at establishing, changing or 
terminating civil rights and obligations and can be done 
orally or in writing (simple or notarized). The written 
form of the transaction is made on paper or in 
electronic form. 

The Law of the Republic of Kazakhstan dated July 26, 
2016 No. 11-VІ "On Payments and Payment Systems" 
establishes that payments and (or) money transfers in 
the territory of Kazakhstan are carried out both with the 

 
48 The Framework Agreement contains the internationally recognized criteria for these laws, such as non-
discrimination of the use of electronic communications (the laws apply in the same way, or with the same 
effect, to paper and electronic documents), technological neutrality (the laws do not specify what technology to 
use to achieve the legal effect) and functional equivalence (electronic documents have the same practical or 
legal effect as their paper equivalents, even if they have different characteristics). 
49 For a list of UNCITRAL texts on electronic commerce, see part III. 
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No. Focus questions Response 

use of cash and without cash (non-cash payments), 
including methods of transferring electronic money; 
using the means of electronic payment. 

The Law "On Electronic Documents and Electronic 
Digital Signatures" regulates relations arising from the 
creation and use of electronic documents certified by 
electronic digital signatures, providing for the 
establishment, change or termination of legal relations, 
as well as the rights and obligations of participants in 
legal relations arising in circulation of electronic 
documents, including the execution of civil transactions. 

The Tax Code provides a legal basis for the submission 
of tax reports and other related reports in electronic 
form with the formation of an electronic payment 
document for the payment of taxes and payments to 
the budget. 

I.A.2 If an electronic transactions law 
exists, is it based on uniform 
models? 

In accordance with the Law of the Republic of 
Kazakhstan On Payments and Payment Systems the 
legislation of the Republic of Kazakhstan on payments 
and payment systems is based on the Constitution of 
the Republic of Kazakhstan 

I.A.3 What are the conditions, if any, 
for the legal recognition of 
electronic transactions? 

In terms of transactions in electronic form, the use of 
EDS is obligatory.  According to the Law "On Electronic 
Document and Electronic Digital Signature", an 
electronic digital signature is equivalent to the 
handwritten signature of the signatory and entails the 
same legal consequences if the following conditions are 
met: 

1) the authenticity of the electronic digital signature is 
certified using a public key with a registration certificate; 

2) the person who signed the electronic document 
lawfully owns the private key of the electronic digital 
signature; 

3) the electronic digital signature is used in accordance 
with the information specified in the registration 
certificate; 

4) the electronic digital signature has been created and 
the registration certificate issued by an accredited 
certification center of the Republic of Kazakhstan or a 
foreign certification center registered with a trusted third 
party of the Republic of Kazakhstan. 
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No. Focus questions Response 

I.A.4 Does the law establish 
functional equivalence between 
paper documents and 
electronic communications? 

No, the usual rules for e-communications in domestic 
commerce can apply without change to paperless 
trade, i.e., across borders (except for special 
circumstances or trade-related documents described in 
the next question). 

I.A.5 What is the legal status of 
electronic contracts? 

According to subparagraph 12) of paragraph 1 of the 
Law of the Republic of Kazakhstan "On an electronic 
document and electronic digital signature" (hereinafter - 
the ED and EDS law), an electronic document is a 
document in which information is presented in 
electronic digital form and certified by means of an 
electronic digital signature. 

The Civil Code of the Republic of Kazakhstan explicitly 
provides that the written form of the transaction is made 
on paper or in electronic form. At the same time, when 
making a transaction, the use of an EDS is allowed, if 
this does not contradict the legislation or the 
requirement of one of the participants. That is, for the 
execution of transactions in electronic form, the consent 
of all participants in the transaction is required. 

The ED and EDS Law establishes that an electronic 
document that meets the requirements of this law and 
certified by means of an EDS of a person authorized to 
sign it is equivalent to a signed paper document. 

Thus, any documents can be issued in electronic form 
and will be equivalent to a paper document. 

I.A.6 Are there special rules for the 
use of electronic 
communications in paperless 
trade? 

The use of electronic communications in trade depends 
on the parties between whom the electronic messages 
are exchanged. In the case of the transmission of 
electronic messages between representatives of the 
private sector, all depends on the agreements reached 
between the parties, and the electronic messages can 
be legally binding with mutual consent. 

In case of interaction with government agencies, the 
criteria established by the ED and EDS Law are 
applied. 

I.A.7 In particular, are there special 
rules for the use of trade-
related data and documents in 
electronic form, such as 
certificates of origin, invoices 
and phytosanitary certificates? 

Regarding certificates of origin of goods in the Republic 
of Kazakhstan, according to the order of the Minister of 
Trade and Integration of the Republic of Kazakhstan 
dated July 13, 2021 No. 454-NK, the Rules for 
determining the country of origin of goods, the status of 
goods of the Eurasian Economic Union or foreign 
goods, issuance of a certificate of origin of goods 
(including in electronic form) and cancellation of its 
validity were approved, establishing the forms of the 
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No. Focus questions Response 

certificate to determine the country of origin of the 
goods. 

In accordance with the Tax Code of the Republic of 
Kazakhstan most invoices of interest to the tax 
authorities are issued in electronic form, except for 
several cases when the taxpayer is entitled to issue an 
invoice on paper: 

1) the absence of a public telecommunications network 
at the location of the taxpayer within the boundaries of 
the administrative-territorial units of the Republic of 
Kazakhstan. Information about the administrative-
territorial units of the Republic of Kazakhstan, on the 
territory of which there are no public telecommunication 
networks, is posted on the Internet resource of the 
authorized body; 

2) confirmation of information on the Internet resource 
of the authorized body about the impossibility of issuing 
invoices in the information system of electronic invoices 
due to technical errors. After elimination of technical 
errors, an invoice issued on paper must be entered into 
the information system of electronic invoices within 
fifteen calendar days from the date of elimination of 
technical errors. 

An invoice in electronic form is issued in the information 
system of electronic invoices in the procedure and in 
the form determined by the authorized body. 

The rules for issuing invoices in electronic form in the 
information system of electronic invoices were 
approved by order of the First Deputy Prime Minister of 
the Republic of Kazakhstan - Minister of Finance of the 
Republic of Kazakhstan dated April 22, 2019 No. 370. 

Issuance of a phytosanitary certificate for the export of 
regulated products outside the Republic of Kazakhstan 
is a public service provided, inter alia, through the 
“electronic licensing” portal and the “electronic 
government” portal. 

I.A.8 Are there special rules for the 
use of electronic transferable 
records such as bills of lading? 

Special rules for Rules for issuing an invoice in 
electronic form is approved by the order of the First 
Deputy Prime Minister of the Republic of Kazakhstan - 
Minister of Finance of the Republic of Kazakhstan 
dated April 22, 2019 No. 370 "On approval of the Rules 
for issuing an invoice in electronic form in the 
information system of electronic invoices and its form" 
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No. Focus questions Response 

I.B Electronic signatures and trust services 

Electronic signatures serve to identify the originator of an electronic communication and 
ascertain their intention with respect to that communication. Certain types of electronic 
signatures, namely digital signatures based on public key infrastructure certificates, may 
provide additional information, for instance on the integrity of the data message and on 
timestamping. 

Many laws deal with the legal recognition of electronic signatures. However, legislative 
approaches may vary significantly, in particular with respect to technological neutrality and 
the recognition of service providers.  

Trust services are electronic services that provide assurance on the quality of data. Trust 
services are often used to establish confidence in the use of electronic communications. 
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I.B.1 Does the law address how 
electronic signatures, including 
for identification, authorization 
and authentication, are added 
in an electronic environment? 
Does it require the use of a 
specific technology or method 
for electronic signatures or is it 
technology neutral?    

This matter is regulated by the ED and EDS law. 

Means of electronic digital signature are subject to 
confirmation of compliance. 

According to Article 10 of the ED and EDS Law, an 
electronic digital signature is equivalent to the 
handwritten signature of the signatory and entails the 
same legal consequences if the following conditions are 
met: 

1) the authenticity of the electronic digital signature is 
certified using a public key with a registration certificate; 

2) the person who signed the electronic document 
lawfully owns the private key of the electronic digital 
signature; 

3) the electronic digital signature is used in accordance 
with the information specified in the registration 
certificate; 

4) the electronic digital signature has been created and 
the registration certificate has been issued by an 
accredited certification center of the Republic of 
Kazakhstan or a foreign certification center registered 
with a trusted third party of the Republic of Kazakhstan. 

Participants of the electronic document management 
system apply (an individual or legal entity, government 
agency or official involved in the collection, processing, 
storage, transfer, search and distribution of electronic 
documents) to the certification center for confirmation of 
the ownership and validity of the public key of the 
electronic digital signature registered by this 
certification center. 

The functions of the certification center of state bodies 
of the Republic of Kazakhstan, the national certification 
center of the Republic of Kazakhstan and the root 
certification center of the Republic of Kazakhstan are 
provided by the operator of the information and 
communication infrastructure of "electronic 
government", defined in accordance with the Law of the 
Republic of Kazakhstan "On Informatization". 

The National Certification Center of the Republic of 
Kazakhstan (hereinafter - NCC RK) was established on 
October 29, 2008. 

National Information Technologies JSC, in accordance 
with clause 12-1 of Article 13 of the Law of the Republic 
of Kazakhstan "On Informatization" dated November 
24, 2015, provides support and system maintenance of 
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No. Focus questions Response 

the NCC RK. 

The main purpose of creating the NCC RK is to provide 
means of reliable authentication and electronic digital 
signature for individuals and legal entities of 
Kazakhstan when using electronic government 
services, information systems of various business 
structures, as well as to protect e-mail messages. 

NCC RK issues several different registration certificates 
depending on the status and job functions of the person 
intended to create the certified signatures. 

These templates provide an opportunity for information 
systems to create their own security policy. The policy 
of using templates for registration certificates of the 
NCC RK in the information system is carried out at the 
discretion of the owner of the information system. 

At the moment, NCC RK serves the participants of 
"electronic government", state and non-state 
information systems (hereinafter - IS). 

To start work on the use of registration certificates of 
NCC RK in IS, the IS owner or his legal representative 
must receive a developer kit of NCC RK, which 
contains libraries and test registration certificates. 

At the same time, the procedure for verifying the 
authenticity of an electronic digital signature by an 
information system must be implemented in 
accordance with the Rules for verifying the authenticity 
of an electronic digital signature dated December 9, 
2015 No. 1187. The owner of the IP is responsible for 
the correct implementation of the signature and its 
verification in the IS. 

I.B.2 Does the law adopt a functional 
equivalence approach for 
electronic signatures? 

Yes 

I.B.3 Is the law based on 
international standards? 

Yes. Standards used to create a public key 
infrastructure: 

• ST RK 1073-2007. Means of cryptographic 
information protection. General requirements; 

• Interstate cryptographic standard GOST 34.310-2004 

• ST RK GOST R 34.10-2015 
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No. Focus questions Response 

• The recommended standard RFC 3647 Certificate 
Policy and Certification Practices Framework of the 
IETF series of international standards; 

• A series of recommended standards ITU-T X.500; 

• The recommended standard RFC 5280 Certificate 
and Certificate Revocation List Profile; 

• Baseline Requirements for the Issuance and 
Management of Publicly-Trusted Certificates, version 
1.1.9; 

I.B.4 Does the law recognize foreign 
electronic signatures? 

Article 13 of the ED and EDS law implies recognition 
the recognition of a foreign electronic digital signature. 

Thus, a foreign electronic digital signature with a 
foreign registration certificate is recognized on the 
territory of the Republic of Kazakhstan in the following 
cases: 

1) the authenticity of the foreign electronic digital 
signature is certified by a trusted third party of the 
Republic of Kazakhstan; 

2) the person who signed the electronic document 
lawfully owns the private key of the foreign electronic 
digital signature; 

3) a foreign electronic digital signature is used in 
accordance with the information specified in the 
registration certificate; 

4) generated by means of electronic digital signature of 
a foreign certification center registered in a trusted third 
party of the Republic of Kazakhstan, or a foreign 
certification center registered in a trusted third party of 
a foreign state registered in a trusted third party of the 
Republic of Kazakhstan (there are currently no such 
foreign certification centers). 

I.B.5 Are there special rules for the 
use of electronic signatures in 
paperless trade? 

The rules for using electronic signatures are regulated 
by the ED and EDS law and do not differ for paperless 
trade. 

I.B.6 Does the law deal with trust 
services? 
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No. Focus questions Response 

I.C Privacy and data protection 

Privacy and data protection are important elements of the legal landscape of electronic 
commerce as they may impose conditions to data transfer between the parties. This 
section is aimed at identifying laws relating to privacy and data protection, with special 
attention to those relevant to paperless trade. 

I.C.1 Is there a law on privacy and 
data protection? If so, what are 
its features? Is it based on 
international standards? 

The Law of the Republic of Kazakhstan dated May 21, 
2013 "On personal data and their protection" 
(hereinafter - the law on personal data). Its main 
chapters provide for: collection and processing of 
personal data; protection of personal information; rights 
and obligations of the subject, owner and (or) operator; 
state regulation on personal data and their protection. 
The law is based on international treaties ratified by the 
Republic of Kazakhstan. 

The Civil Code, the Business Code, the Law on 
Personal Data, set restrictions on the exchange of 
personal data and commercial information 

I.C.2 Does domestic law address the 
transfer of data abroad? 

Article 16 of the Personal Data Law provides for the 
cross-border transfer of personal data. 

Cross-border transfer of personal data is the transfer of 
personal data to the territory of foreign states. 

In accordance with this Law, cross-border transfer of 
personal data to the territory of foreign states is carried 
out only if these states ensure the protection of 
personal data. 

Cross-border transfer of personal data to the territory of 
foreign states that do not provide protection of personal 
data can be carried out in the following cases: 

1) the consent of the subject or his legal representative 
to the cross-border transfer of his personal data; 

2) provided for by international treaties ratified by the 
Republic of Kazakhstan; 

3) provided for by the laws of the Republic of 
Kazakhstan, if it is necessary in order to protect the 
constitutional order, protect public order, human and 
civil rights and freedoms, health and morality of the 
population; 

4) protection of constitutional rights and freedoms of 
man and citizen, if obtaining the consent of the subject 
or his legal representative is impossible. 
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No. Focus questions Response 

Cross-border transfer of personal data to the territory of 
foreign states may be prohibited or limited by the laws 
of the Republic of Kazakhstan. 

Peculiarities of cross-border transfer of service 
information about subscribers and (or) users of 
communication services are determined by the Law of 
the Republic of Kazakhstan "On Communication". 

I.C.3 Do international agreements 
contain provisions relevant to 
privacy and data protection? 

No 

I.C.4 Does the law require data 
localization? If so, does it apply 
to paperless trade? 

Yes, in accordance with paragraph 8 of Article 36 of the 
Law of the Republic of Kazakhstan "On 
Informatization", the storage of personal data contained 
in electronic information resources is carried out by the 
owner and (or) operator, as well as a third party in an 
electronic database located in a server room on the 
territory of the Republic of Kazakhstan, with the 
adoption necessary measures to protect personal data 
in accordance with the procedure determined by the 
Government of the Republic of Kazakhstan. 

I.C.5 Are there any special rules on 
privacy and data protection for 
paperless trade? 

The Republic of Kazakhstan has adopted the following 
rules on personal data protection: 

1) Order of the Minister of Digital Development, 
Innovation and Aerospace Industry of the Republic of 
Kazakhstan dated October 21, 2020 No. 395 / NK "On 
approval of the Rules for the collection and processing 
of personal data"; 

2) Order of the Minister of Digital Development, 
Innovation and Aerospace Industry of the Republic of 
Kazakhstan dated April 30, 2021 No. 156 / NK "On 
approval of the Rules for the implementation of a 
survey to ensure the security of storage, processing 
and distribution of restricted personal data contained in 
electronic information resources"; 

3) Decree of the Government of the Republic of 
Kazakhstan dated November 12, 2013 No. 1214 "On 
approval of the Rules for determining by the owner and 
(or) operator of the list of personal data necessary and 
sufficient to fulfill their tasks" and other legal acts. 

I.C.6 Does the law protect the 
confidentiality of commercial 
information in electronic form? 

According to article 126 of the Civil Code of the 
Republic of Kazakhstan, civil legislation protects 
information constituting an official or commercial secret, 
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No. Focus questions Response 

in the case when the information has actual or potential 
commercial value due to its unknown to third parties, 
there is no free access to it on a legal basis and the 
owner of the information takes measures to protect its 
confidentiality. 

I.C.7 Are there provisions on 
cybercrimes that are applicable 
to paperless trade? 

The Cybersecurity Concept ("Cyber Shield of 
Kazakhstan") was approved by the Decree of the 
Government of the Republic of Kazakhstan dated June 
30, 2017 No. 407, 

The Action Plan for the implementation of the 
Cybersecurity Concept ("Cyber Shield of Kazakhstan") 
until 2022 was approved by the Decree of the 
Government of the Republic of Kazakhstan dated 
October 28, 2017 No. 676. 

The Law of the Republic of Kazakhstan dated 
November 24, 2015 No. 418-V ZRK "On 
informatization" regulates public relations on 
informatization arising in the territory of the Republic of 
Kazakhstan between state bodies, individuals and legal 
entities during the establishment, development and 
operation of informatization objects. This Law 
determines, among other things, the rights and 
obligations of the owner of the objects of 
informatization, the possessor of the objects of 
informatization, the user.  

Also, the goals of protecting objects of informatization, 
the conditions for organizing the protection of objects of 
informatization, measures for protecting electronic 
information resources, information systems and 
information and communication infrastructure, 
protecting electronic information resources containing 
personal data, protecting domain names in the space of 
the Kazakhstani segment of the Internet have been 
determined. 

In addition – the Criminal Code has provisions 
criminalizing different types of cybercrime. They are not 
directed at paperless trade but apply to the use of e-
communications and information technology generally, 
so would extend to paperless trade communications. 

The Law on Personal Data provides for voluntary cyber 
insurance. The purpose of voluntary cyber insurance is 
to compensate for property damage caused to an 
entity, owner and (or) operator, third party, in 
accordance with the legislation of the Republic of 
Kazakhstan on insurance and insurance activities. 
Voluntary cyber insurance is carried out by virtue of the 
will of the parties. The types, conditions and procedure 
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No. Focus questions Response 

for voluntary cyber insurance are determined by 
agreement of the parties. 

At the same time, the above legal acts of the Republic 
of Kazakhstan are of a general nature and apply to all 
relations on informatization, including paperless trade. 

I.D Data sharing 

Paperless trade systems are often built around the notion of a single window for customs 
operations, which involves collecting trade-related data and documents and sharing them 
among participants. This process raises delicate issues. Besides general rules on privacy, 
data protection and data retention, specific legal texts may address data sharing, 
especially among public entities. 

I.D.1 Are there agreements or 
policies for collecting, 
accessing, using and sharing 
data among government 
agencies participating in a 
paperless trade system? 

The conditions for access to databases and information 
systems of the state bodies of the Republic of 
Kazakhstan are regulated by separate bilateral 
agreements or memorandums, on the basis of which 
the databases are integrated. 

I.E Data retention and electronic evidence 

The legal effect of electronic records often depends on their evidentiary value, i.e. the 
ability to use those records before a court to substantiate a legal claim. This section is 
aimed at clarifying which retention and evidence rules apply. 

I.E.1 Does the law establish general 
requirements for data retention, 
including a minimum and 
maximum retention period? Do 
they apply to electronically 
stored data?   

Determined by the order of the acting Of the Minister of 
Culture and Sports of the Republic of Kazakhstan dated 
September 29, 2017 No. 263 "On approval of the List of 
standard documents generated in the activities of state 
and non-state organizations, indicating the storage 
period" 

I.E.2 Does the law require or favour 
the use of specific trust 
services or service providers 
for data retention? 

Clause 2 of Article 12 of the Law on Personal Data 
provides that the storage of personal data is carried out 
by the owner and (or) operator, as well as by a third 
party in a database located on the territory of the 
Republic of Kazakhstan. 

Also, according to this law, storage of electronic 
information resources containing personal data of 
limited access is possible in a single national reserve 
platform for storing electronic information resources in 
cases provided for by the laws of the Republic of 
Kazakhstan. 

I.E.3 Do data custodians, such as 
data centres, assume liability 

Article 27, 27-1 of the Law on Personal Data provides 
for the competence of state bodies, an authorized body 
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for loss or damage to 
electronically stored 
information? Is such liability 
contractual, statutory or both? 

to take measures to bring persons who have committed 
violations of the legislation of the Republic of 
Kazakhstan on personal data and their protection to 
responsibility established by the laws of the Republic of 
Kazakhstan. 

And also article 29 of this law states that violation of the 
legislation of the Republic of Kazakhstan on personal 
data and their protection entails liability in accordance 
with the laws of the Republic of Kazakhstan. 
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I.E.4 Is electronic evidence 
admissible in judicial and other 
proceedings? 

Article 65 of the Civil Procedure Code of the Republic 
of Kazakhstan dated October 31, 2015 states 
(hereinafter referred to as the Code of Civil Procedure) 
that audio and video recordings, including those 
obtained by observation and (or) fixation devices, photo 
materials and (or) filming, other materials on electronic, 
digital and other material carriers. 

Article 99 of the Code of Civil Procedure allows the 
presentation of evidence on tangible media containing: 
audio and video recordings, including those obtained by 
observation and recording devices, photographic and 
filming materials and other materials on electronic and 
digital media that are significant for the case and meet 
the criteria of relevance and admissibility. 

Clause 6 of Article 100 of the Code of Civil Procedure is 
recognized as proof of an electronic document, except 
for cases when the legislation of the Republic of 
Kazakhstan does not allow the use of only an electronic 
document. 

Article 133-2 of the Code of Civil Procedure considers 
the possibility of using electronic documents. The 
procedural acts and actions of the court, the persons 
participating in the case, can be drawn up in the form of 
an electronic document certified by an electronic digital 
signature. These documents are equivalent to 
documents in writing, except for cases when the 
legislation of the Republic of Kazakhstan does not allow 
the use of an electronic document. 

And also, the technical requirements for an electronic 
document and the procedure for its circulation in the 
automated information system of the court are 
determined by the body that provides organizational 
and material and technical support for the activities of 
the courts, taking into account the requirements of the 
legislation of the Republic of Kazakhstan. 

I.E.5 Is electronic evidence that is 
generated, stored or collected 
abroad admissible? If so, under 
which conditions? 

Article 65 of the Code of Civil Procedure "Admissibility 
of evidence" states that evidence is recognized by the 
court as admissible if it is obtained in the manner 
prescribed by the Code of Civil Procedure. Audio and 
video recordings, including those obtained by 
observation and (or) fixation devices, photographic and 
(or) filming materials, other materials on electronic, 
digital and other material carriers, may be recognized 
as admissible evidence. 
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B. Laws regarding paperless trade systems 

3. Part II of the checklist is focused on laws related to implementing and developing a paperless trade 
system (including but not limited to a single window system). These matters relate in particular to 
articles 6 and 7 of the Framework Agreement. The wide scope of article 6 can encompass several 
aspects of creating an enabling national policy framework for paperless trade. In article 7, parties 
are specifically encouraged to implement and develop a cross-border paperless trade system, in 
particular a single window. Accordingly, in part II, issues related to the implementation of a single 
window and/or other paperless trade system(s) are covered first. Part II also includes questions on 
end-user agreements, service-level agreements and memorandums of understanding on paperless 
trade. 

No. Focus questions Response 

 Related provisions of the Framework Agreement:  

• Article 6 on the national policy framework, enabling domestic legal environment 
and paperless trade committee.  

• Article 7 on the facilitation of cross-border paperless trade and development of 
single-window systems. 

II.A Establishment of a paperless trade system 

The establishment and operation of a paperless trade system often requires a set of 
dedicated laws and regulations. This section is aimed at identifying those laws and 
regulations as well as the basic features of governance of the paperless trade 
systems. 

II.A.1 Does a dedicated paperless trade 
system, such as a single window, 
exist? If so, what legal instruments are 
used to establish and operate it? How 
do these instruments define the rights 
and obligations of the participants? 

By the Decree of the Government of the 
Republic of Kazakhstan dated July 3, 2011 
No. 771, the Concept for the creation of an 
integration information system "Single 
Window for Export-Import Operations" and 
the Plan for the implementation of the 
concept of creation of an integration 
information system "Single Window for 
Export-Import Operations" in 2011-2013 
years were approved. 

The implementation of a single window 
was carried out through the amendment of 
the following regulatory legal acts: 

      1) The Code of the Republic of 
Kazakhstan dated June 30, 2010 "On 
customs affairs in Kazakhstan"; 

      2) The Law of the Republic of 
Kazakhstan dated July 4, 2003 "On 
Automobile Transport"; 

      3) The Law of the Republic of 
Kazakhstan dated January 11, 2007 "On 
licensing"; 
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      4) The Law of the Republic of 
Kazakhstan dated July 21, 2007 "On 
Export Control"; 

      5) The Law of the Republic of 
Kazakhstan dated June 13, 2005 "On 
currency regulation and currency control"; 

      6) The Law of the Republic of 
Kazakhstan dated June 10, 1996 "On 
Copyright and Related Rights"; 

      7) The Law of the Republic of 
Kazakhstan dated July 16, 1999 "On state 
regulation of the production and circulation 
of ethyl alcohol and alcoholic products"; 

      8) Law of the Republic of Kazakhstan 
dated November 9, 2004 "On technical 
regulation"; 

      9) The Law of the Republic of 
Kazakhstan dated January 8, 2003 "On 
Investments"; 

      10) The Law of the Republic of 
Kazakhstan dated July 10, 1998 "On 
narcotic drugs, psychotropic substances, 
precursors and measures to counter their 
illegal traffic and abuse"; 

      11) The Law of the Republic of 
Kazakhstan dated July 16, 1999 "Patent 
Law"; 

      12) The Law of the Republic of 
Kazakhstan "On the Republican Budget for 
2012 - 2014". 

II.A.2 Which government agencies participate 
in the paperless trade system? On what 
legal basis? 

The authorized body on regulation of trade 
activities is the Ministry of Trade and 
Integration of the Republic of Kazakhstan. 
The authorized body on informatization is 
the Ministry of Digital Development, 
Innovation and Aerospace Industry of 
Kazakhstan. 

Other state authorities which participate in 
the paperless trade system are: 
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- State Revenue Committee of the 
Ministry of finance of the Republic of 
Kazakhstan; 

- Customs authorities;  

- Ministry of Agriculture of the Republic 
of Kazakhstan;  

- Ministry of Health of the Republic of 
Kazakhstan; 

- Committee of technical regulation and 
Metrology of the Ministry of Trade and 
Integration of the Republic of 
Kazakhstan. 

II.A.3 Is there a central body tasked with 
setting up and managing the paperless 
trade system? 

The Ministry of Trade and Integration is a 
state body responsible for the formation 
and implementation of state policy on 
development and regulation of foreign 
trade, international trade and economic 
relations, including regulation of 
international economic integration, as well 
as the development and regulation of 
domestic trade, improvement of trade 
infrastructure, development exchange and 
electronic trading. 

The establishment and management of a 
paperless trading system does not stand 
out separately. 

In Kazakhstan, the "Single Window" portal 
for export-import operations was put into 
operation in March 2019. The project was 
implemented by the State Revenue 
Committee jointly with the United Nations 
Conference on Trade and Development 
(UNCTAD). 
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II.B Quality of information exchanged with the paperless trade system 

The main function of the paperless trade system, including the single window, is to 
facilitate the exchange of trade-related data and documents in electronic form. The 
information is originally submitted on paper or electronically by commercial operators 
that have a duty to make complete and correct statements. Moreover, in an electronic 
environment, there could be special procedures to attribute the declarations 
originating from the various participants. Electronic signatures may play a significant 
role in the attribution of the declarations. 

II.B.1 Does the law on the substantive 
requirements of trade-related data and 
documents also apply to paperless 
trade? 

 

II.B.2 Are there specific rules for the 
exchange of trade-related data and 
documents in electronic form? 

 

II.C Service-level agreements and memorandums of understanding  

A number of legal texts, such as service-level agreements, memorandums of 
understanding, end-user agreements and other contractual agreements, are relevant 
to the operation of a paperless trade system. These legal texts define the obligations 
of the participants in the paperless trade system. For instance, service-level 
agreements define the obligations of the service provider with respect to the 
availability of the system, response time, processing time and other technical 
requirements that are critical to define to ensure the availability and smooth operation 
of the system.  

II.C.1 Are there service-level agreements or 
memorandums of understanding 
governing paperless trade operations? 
If so, who are the parties and what is 
the legal authority for concluding these 
agreements? 

Network service providers in Kazakhstan 
are normally provide services based on 
agreements signed by a network provider 
and a user.  

Public authorities normally sign bilateral 
MOUs between themselves or with national 
companies including data exchange 
clauses. 

However, to date, no formal agreements or 
MOUs have yet been signed between 
business and government (B2G) as regards 
data sharing. 
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C. Cross-border aspects 

4. Part III of the checklist is focused on the cross-border aspects of paperless trade, which directly 
relate to the ultimate goal of the Framework Agreement. Certain cross-border aspects are already 
raised in part I as they relate to general matters that may be relevant to paperless trade facilitation. 
The questions in part III are specific to cross-border paperless trade facilitation. They are inspired 
by the Agreement, in particular article 8 on cross-border mutual recognition of trade-related data 
and documents in electronic form; article 9 on international standards for exchange of trade-related 
data and documents in electronic form, and article 10 on the relation to other legal instruments 
enabling cross-border paperless trade. 

5. A key issue in achieving seamless cross-border paperless trade is the legal recognition of trade-
related data and documents of one country by the authorities of another. Recognition involves 
attributing a legal status to electronic messages exchanged across borders. A variety of legal 
mechanisms may achieve that goal. Some of them will apply to certain types of transactions (for 
instance, business-to-business or business-to-government transactions), while other legal 
mechanisms will apply only to specific types of documents or data sets, or to specific types of trust 
services (for example, electronic signatures). Some legal mechanisms will establish legal 
recognition in a technology-neutral manner, or without regard for the method or technology used, 
while others will do so in a technology-specific manner. With respect to legal form, some 
mechanisms are treaty-based and therefore may be directly legally binding. Other mechanisms 
favour the harmonization of legal systems through the adoption of uniform laws, while still others 
are based on bilateral or regional agreements or memorandums of understanding and similar 
technical arrangements. 

6. In article 8 of the Framework Agreement, the mutual legal recognition of trade-related data and 
documents in electronic form is promoted and the notion of substantially equivalent level of reliability 
is used to indicate that mutual legal recognition can be based on the general principle of technology 
neutrality. However, no specific legal recognition mechanism is established. Rather, the expression 
of this criterion is left open to various options. Accordingly, many of the questions in part III are 
aimed at identifying which laws and technical arrangements may contribute to achieving mutual 
legal recognition. The scope of the questions also extends to include the broader focus of articles 
9 and 10 on laws and other relevant agreements that prohibit, restrict or facilitate cross-border data 
flows for paperless trade and any related activity. An indicative list of relevant international 
instruments is provided at the end of part III for ease of reference. 

No. Focus questions Response 

 Related provisions of the Framework Agreement: 

• Article 8 on cross-border mutual recognition of trade-related data and 
documents in electronic form. 

• Article 9 on international standards for exchange of trade-related data and 
documents in electronic form. 

• Article 10 on relation to other legal instruments enabling cross-border paperless 
trade. 

III.A International agreements relevant for cross-border paperless trade facilitation 

III.A.1 Which international agreements relevant to paperless trade 
facilitation are in force in your country? 

WTO Trade Facilitation 
Agreement 
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III.A.2 Are there technical or operational international agreements 
providing for legal recognition of electronic communications 
or documents? 

Yes. However, at the 
present time they are not 
put into operation. For 
example, Protocol on 
Information and 
Communication 
Technologies and 
communication of the 
Treaty on the Eurasian 
Economic Union 
(Astana, May 29, 2014), 
creates conditions within 
the EAEU for the 
development of an 
integrated information 
system for data 
exchange in the Union, 
including in trade. 

III.A.3  Are contracts used to provide for mutual recognition of 
electronic communications and signatures? 

In accordance with 
article 13 of the Law of 
the Republic of 
Kazakhstan dated 
January 7, 2003 No. 
370-II "On an electronic 
document and electronic 
digital signature", a 
foreign electronic digital 
signature with a foreign 
registration certificate is 
recognized on the 
territory of the Republic 
of Kazakhstan in the 
following cases: 

      1) the authenticity of 
the foreign electronic 
digital signature is 
certified by a trusted 
third party of the 
Republic of Kazakhstan; 

      2) the person who 
signed the electronic 
document lawfully owns 
the private key of the 
foreign electronic digital 
signature; 

      3) a foreign 
electronic digital 
signature is used in 
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accordance with the 
information specified in 
the registration 
certificate; 

      4) generated by 
means of electronic 
digital signature of a 
foreign certification 
center registered in a 
trusted third party of the 
Republic of Kazakhstan, 
or a foreign certification 
center registered in a 
trusted third party of a 
foreign state registered 
in a trusted third party of 
the Republic of 
Kazakhstan. 

III.B International standards, guidelines and recommendations  

III.B.1 Which standards, regulations or guidelines are in use for 
the cross-border exchange of trade-related electronic 
communications? 

 

Treaties and model laws relevant to cross-border paperless trade facilitation 

7. A number of international treaties are relevant to cross-border paperless trade facilitation, because 
their adoption and implementation may provide a significant contribution to addressing some or 
several of the legal challenges arising from cross-border paperless trade facilitation. In particular, 
those treaties may be useful in achieving legal recognition, usually on a multilateral basis. Model 
laws may also be useful in facilitating mutual recognition as their enactment by jurisdictions brings 
national laws closer. Sharing legal concepts and provisions significantly enhances mutual 
understanding of how the law operates, which may pave the way to granting legal recognition. 
Additional important provisions may be found in bilateral and multilateral free trade agreements, 
namely in the chapters on electronic commerce and on customs or trade facilitation. Those 
agreements and any other relevant legislative texts should be added to the list.50  

Legal readiness checklist: non-exhaustive list of treaties and model laws 

Treaty/Model Law 
Implementation 

status 

Customs and trade facilitation 

 
50 User may add or delete from the list as necessary. 
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Treaty/Model Law 
Implementation 

status 

Association of Southeast Asian Nations (ASEAN) Single Window Agreement 

(2005) and Legal Protocol (2017) 

Kazakhstan is not 

a Member of 

ASEAN 

Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia 

and the Pacific (2016) 

Kazakhstan is not 

a Party of this 

Agreement. 

World Trade Organization Agreement on Trade Facilitation (2013) 

The Republic of 

Kazakhstan 

ratified the WTO 

Agreement on 

Trade Facilitation 

by the Law of the 

Republic of 

Kazakhstan dated 

October 12, 2015 

No. 356-V.  

To date 63.4% of 

the measures are 

being fully 

implemented in 

Kazakhstan. The 

remaining 

measures will be 

fully implemented 

by 22.02.2023 

Protocol of Amendment to the International Convention on the Simplification and 

Harmonization of Customs Procedures (Revised Kyoto Convention, 2006) 
 

International Convention on the Harmonization of Frontier Controls (1982) 

Kazakhstan is a 

party to this 

Convention 

Transport 

Convention on the Contract for the International Carriage of Goods by Road 

(CMR Convention) (1956) 

Kazakhstan is a 

party to this 

Convention 
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Treaty/Model Law 
Implementation 

status 

Additional Protocol to the Convention on the Contract for the International 

Carriage of Goods by Road concerning the electronic consignment note (2008)  

Customs Convention on the International Transport of Goods under Cover of 

TIR Carnets (1975) 

Kazakhstan is a 

party to this 

Convention 

Convention concerning International Carriage by Rail (1980)  

International Maritime Organization Amendments to the Annex to the 

Convention on Facilitation of International Maritime Traffic, 1965, as amended 

(2005) 

Kazakhstan has 

not ratified 

International Maritime Organization Guidelines for the Use of Electronic 

Certificates (2016)  

Can be used in 

the 

implementation of 

electronic 

document 

management 

United Nations Convention on the Carriage of Goods by Sea (Hamburg Rules) 

(1978) 

Kazakhstan is a 

party to this 

Convention  

United Nations Convention on Contracts for the International Carriage of Goods 

Wholly or Partly by Sea (Rotterdam Rules) (2008) 

The Republic of 

Kazakhstan has 

not ratified 

Electronic transactions 

United Nations Convention on the Use of Electronic Communications in 

International Contracts (2005) 

Kazakhstan is not 

a party to this 

Convention 

UNCITRAL Model Law on Electronic Commerce (1996)  

UNCITRAL Model Law on Electronic Signatures (2001)  
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Treaty/Model Law 
Implementation 

status 

UNCITRAL Model Law on Electronic Transferable Records (2017)  

Convention on Cybercrime of the Council of Europe (Budapest Convention) 

(2001) 

Kazakhstan is not 

a party to this 

Convention 

Others (please specify):   

D. Other considerations 

8. For paperless trade to be conducted in the best possible manner, the Framework Agreement 
requires parties to create an enabling national legal framework (article 6) and remove all legal 
barriers. It is therefore recommended that the parties aim to build a national policy framework to 
implement the Agreement that addresses all the pertinent legal issues and is consistent with 
international legal instruments and standards for cross-border electronic data and document 
exchange. Besides the topics specifically addressed in substantive provisions of the Agreement, 
parties may also wish to deal with related issues, such as data ownership, liability, dispute 
settlement, electronic payment and competition, which in some cases may have been addressed 
in other legal agreements (see article 10). These matters may affect the effective operation of single 
window and other paperless trade systems, particularly in the cross-border environment. 

9. These legal issues may be addressed in different sets or sources of legal rules. Therefore, there is 
no one-size-fits-all solution or approach. The legal framework, action plan and capacity-building 
programmes may and should be customized at the national level, depending on the various levels 
of awareness and preparedness of different member States, as already envisaged in article 6, 12 
and 14 of the Framework Agreement. The list of legal issues in part IV is not exhaustive, and other 
relevant issues may emerge.  

No. Focus questions Response 

 Related provisions of the Framework Agreement: 

• Article 6 on the national policy framework, enabling domestic legal 
environment and paperless trade committee. 

• Article 10 on the relation to other legal instruments enabling cross-border 
paperless trade.  

• Article 12 on the action plan. 

• Article 14 on capacity-building. 
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IV.A Ownership of information in the paperless trade system 

Paperless trade facilitation involves the collection and exchange of a large amount 
of information. Delicate issues arise with respect to data subject rights, 
confidentiality and other rights on that information. For instance, the paperless trade 
system operator may acquire the right to use, analyse and redistribute the 
information submitted to the system. In other cases, the system may be designed to 
avoid the storage of any information, so as to simplify compliance with privacy and 
data retention laws.  

IV.A.1  What defines rights regarding 
information exchanged in the 
paperless trade system, the law or 
contractual agreements?  

 

IV.B Liability issues related to cross-border paperless trade systems 

Trading parties and other concerned entities may suffer losses from the incorrect 
transmission of information and may seek compensation for those losses from those 
liable for them under contracts among the transacting parties or, if this is not 
possible, under the general law of civil wrongs. This form of liability is separate from 
any sanction that may apply under criminal and administrative law. 

IV.B.1  May the operator of the paperless 
trade system be held liable for 
providing its services? 

 

IV.B.2  May government agencies 
participating in the paperless trade 
system be held liable for their 
interaction with the system? 

 

IV.B.3 May service providers, such as 
internet service providers and trust 
services providers, be held liable for 
interacting with the paperless trade 
system? 

 

IV.B.4  May other participants in the 
paperless trade system (e.g. customs 
brokers) be held liable for their 
interaction with the system or their 
role in the passage of information or 
data passing through their systems? 

 

IV.C Dispute settlement and conflict of laws 

The following section is aimed at examining the dispute settlement mechanisms for 
the operators of a single window or other paperless trade system. 
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IV.C.1  Do national laws deal with choice-of-
forum and choice-of-law issues 
relevant to paperless trade 
facilitation? 

 

IV.C.2  Does the law contemplate alternative 
means of resolving disputes in 
international trade, such as arbitration 
and mediation? Are the results of any 
such means clearly enforceable 
across borders? 

Article 48 of the Code of Civil Procedure 
provides for the right of the parties to the 
case, who can end the case by an 
amicable agreement or an agreement on 
the settlement of a dispute (conflict) 
through mediation or an agreement on the 
settlement of a dispute through a 
participatory procedure. 

At the same time, according to Article 24 of 
the Code of Civil Procedure, each party to 
the case has all the procedural actions 
provided for by the Code of Civil 
Procedure, namely: 

referring the case to arbitration, the court of 
the Astana International Financial Center, 
concluding an amicable agreement, an 
agreement to resolve a dispute (conflict) by 
way of mediation or an agreement to 
resolve a dispute by way of a participatory 
procedure, 

full or partial refusal of a claim or 
recognition of a claim, increasing or 
decreasing the subject of claims, changing 
the subject or basis of a claim, appealing a 
judicial act in appellate, cassation 
procedures, filing an application for 
revising a judicial act on newly discovered 
or new circumstances, a requirement for 
compulsory execution of a judicial act, 
receipt of the awarded property, refusal of 
the appeal and petition for revision of the 
judicial act in cassation. 

At the same time, there is the Law of the 
Republic of Kazakhstan dated April 8, 2016 
"On Arbitration", which regulates public 
relations arising in the process of 
arbitration in the territory of the Republic of 
Kazakhstan, as well as the procedure and 
conditions for the recognition and 
enforcement of arbitral awards in 
Kazakhstan. 
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IV.C.3  Are online dispute resolution 
mechanisms used in paperless trade 
facilitation? 

Article 133-1 of the Code of Civil 
Procedure provides for the format of civil 
proceedings. 

Сivil proceedings are conducted in paper 
or electronic format, depending on the 
method chosen by the plaintiff on legal 
recourse. 

The court, taking into account the views of 
the parties and the technical possibilities of 
conducting the process, can change the 
format of the proceedings, which makes a 
reasoned ruling. 

When conducting legal proceedings in 
electronic format, an electronic civil case is 
formed. In this case, the original of the 
judicial act is an electronic judicial act 
posted in the automated information 
system of the court. 

When the format of the proceedings is 
changed, the case materials are converted 
into the appropriate format and certified by 
the judge. 

Also, Article 133-3 of the Code of Civil 
Procedure provides for participation in a 
court session by using technical means of 
communication. 

Persons participating in the case, their 
representatives, as well as witnesses, 
experts, specialists, translators can 
participate in the court session by using 
technical means of communication at the 
request they have filed or at the initiative of 
the court. 

IV.D Electronic payments and electronic transferable records 

Electronic payments are the backbone of the digital economy. To the extent that 
electronic payments are available, they could be incorporated in the paperless trade 
system. Usually, this is done by using electronic funds transfers, i.e. by ordering a 
bank to transfer money (wire transfer) or by using credit or debit cards. In other 
cases, certain commercial documents may be used to perform payment or give 
guarantee of payment.  

IV.D.1  Does the paperless trade system 
accept or initiate electronic payments? 
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IV.D.2  Does the paperless trade system 
accept electronic transferable 
records? 

 

IV.E Competition laws 

The following section is aimed at examining the competition law issues involved in a 
single window or other paperless trade system. 

IV.E.1  Does a competition law exist? If so, is 
it applicable to single window 
operators or other paperless trade 
services providers? 

 

IV.E.2  Does the law give authorized 
economic operators preferential 
access to the paperless trade 
system? 

 

IV.E.3  Are paperless trade service providers 
selected on a competitive basis? Are 
foreign providers admitted? 

 

_________________ 
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Annex V. Framework Agreement on Facilitation of Cross-border 

Paperless Trade in Asia and the Pacific 

The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific 
(“Framework Agreement”) was adopted as a UN treaty on 19 May 2016, deposited with the Secretary 
General of the United Nations in New York. More than 25 countries participated in the development and 
negotiation of the Agreement. It is designed as an inclusive and enabling platform that will benefit all 
participating economies regardless of where they stand in terms of trade facilitation or Single 
Window/paperless trade implementation. Paperless trade makes international trade more efficient and 
transparent while improving regulatory compliance, particularly if trade-related data and documents in 
electronic form are exchanged across borders. The Framework Agreement, by supporting the region’s 
progress towards cross-border paperless trade, could bring benefit to parties such as:  

• Accelerated progress towards a digital and paperless trade environment.  

• Opportunity to integrate emerging cross-border paperless trade considerations and best 
practices early in the development of national single window and other paperless trade 
systems.  

• Easier access to information, knowledge and resources to achieve full digital implementation 
of the WTO Trade Facilitation Agreement.  

• Reduction in overall investment costs and maximization of return from investments in paperless 
trade systems.  

• Increased opportunities for capacity building through trainings, workshops and knowledge 
sharing platforms.  

• Compliance with commitments the party may have made through in its bilateral and plurilateral 
trade agreements to collaborate on exchanging electronic of data and documents.  

• Ready access to potential counterpart countries interested to negotiate and achieve cross 
border data exchange.  

• Direct participation in the development of pragmatic solutions for the cross-border exchange of 
trade documents. 

According to a study conducted in 2014, achieving at least partial implementation of cross-border 
paperless trade in Kazakhstan, could boost exports by 20 %. A more recent study suggests that 
Kazakhstan could achieve trade cost reductions of about 30% if it fully implemented WTO TFA 
measures together with cross-border paperless trade. In contrast, simply achieving WTO TFA 
compliance would reduce costs by about 10%. 
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Trade, investment and innovation are powerful engines for growth and sustainable 

development. The expansion of trade across the Asia-Pacific in recent years has been a 

key driver of economic dynamism and rising prosperity. Trade and investment, for example 

through participation in global networks of production, have created employment, raised 

incomes and helped spread knowledge and technology throughout the region. But not all 

individuals and communities have been able to benefit from the growth that comes from 

engagement in international markets, and too many barriers to inclusion remain. 

 


