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Executive Summary
This report provides an assessment of Myanmar’s readiness for cross-border paperless trade, i.e., the
conduct of international trade on the basis of electronic data and documents. Following a brief overview
of trade facilitation implementation in Myanmar, findings from the technical and legal readiness
assessments for cross-border paperless trade are presented. Recommendations on both technical and
legal aspects of cross-border paperless trade are then provided, followed by an initial action plan for
Myanmar to move forward.
Myanmar has made significant progress in implementing trade facilitation measures in the past two
years. However, implementation in the area of paperless trade and cross-border paperless trade remain
patchy and well below the ASEAN average (Figure I). Significant opportunities exist for Myanmar to
reduce trade costs and improve its competitiveness by accelerating its efforts to facilitate and digitalize
trade procedures. Achieving cross-border paperless trade could help Myanmar save over USD 400
million in trade transaction costs annually.

Figure I. Cumulative implementation score of core groups of trade facilitation measures,
2019

Note: Maximum possible implementation score is 100.
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019; Untfusurvey.org

The level of technical readiness on cross-border paperless trade in Myanmar is limited, largely due to
fragmented and incomplete paperless trade systems. At the national level, most of the existing
paperless trade initiatives are stand-alone systems with limited interconnections for data sharing, and
many agencies have not implemented paperless trade systems. Moreover, ICT infrastructure remains
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insufficiently developed. Existing e-systems, including Myanmar Automated Customs Clearance
System (MACCS), are confined to Yangon and Myawaddy areas; and connectivity via Virtual Private
Network (VPN) at the Border Crossing Points (BCP) is not always reliable. Moreover, there is no holistic
coordination of efforts and plans contributing to a single integrated system, and limited involvement of
private sector stakeholders from the trading community. In terms of cross-border paperless trade
measures, implementation in Myanmar is very limited, taking place mainly in the context of participation
in ASEAN Single Window, ASEAN Trade in Goods Agreement and ASEAN Transit Program. However,
Myanmar is progressing towards cross-border data exchange, with the implementation of MACCS and
its forthcoming upgrade with cross-border data exchange components.
From a legal point of view, Myanmar has very few legal rules aimed specifically at cross-border
paperless trade. A number of the gaps in its legal readiness arise from provisions that are intended to
favour electronic transactions but that do not work as well as they should, or that are incomplete in their
conception or their execution, or that cannot readily extend their application from domestic to crossborder commerce. Still, Myanmar’s participation in ASEAN and related treaties provides a foundation
for its efforts on facilitation of cross-border paperless trade. In addition, participation in other
international treaties such as WTO Trade Facilitation Agreement (TFA) and UNCITRAL Model Law on
International Commercial Arbitration, further support Myanmar’s endeavour in this regard.
Aside from the need for strengthening of the coordinating mechanism on paperless trade, which will
help avoid duplication of efforts and integrate existing efforts, three technical areas require further
improvements for cross-border paperless trade. Firstly, relevant regulatory agencies – other than
Customs – should be enabled to use paperless trade systems and fully utilize the evolution of MACCS,
which will ultimately create fully operational Single Window system. Secondly, Myanmar should have a
strategic and holistic plan for business continuity of ICT systems, supported by reliable and sufficient
internet bandwidth. Business process re-engineering, data harmonization and standardization and
capacity building programmes for all agencies should be elements of such a plan. Thirdly, Myanmar
should continue and further engage in regional, subregional and bilateral initiatives on cross-border
paperless trade, including as a way to build its national capacity. Through partnerships, Myanmar
should participate in joint inspection and sharing of results electronically, within and beyond ASEAN.
Legal environments for paperless trade, both domestic and cross-border, also require some reforms
and improvements. Four areas of reforms are found to be critical for Myanmar. First, Myanmar should
modernize and simplify its statute governing electronic documents and signatures. Second, Myanmar
should provide a legal basis for establishing and operating a Single Window for cross-border trade and
for creating a paperless trade environment. Third, Myanmar should accede to international treaties of
direct relevance to paperless trade facilitation and to proactively consider how to incorporate relevant
international legal standards, regulations and guidelines into its legal frameworks. Fourth, Myanmar
should clearly establish and set criteria and definitions that are relevant to cross-border paperless trade.
These could include criteria for liability; choice of forum and law relevant for paperless trade facilitation;
and ownership and treatment of data in cross-border trade systems.
To facilitate reforms, it is recommended that Myanmar should accede to the Framework Agreement on
Facilitation of Cross-border Paperless Trade in Asia and the Pacific as soon as possible. By
participating in the Framework, Myanmar can more effectively plan and implement its trade digitalization
strategy. The Framework Agreement will assist Myanmar to develop its national capacity, design a longterm plan and engage in pilot exchange of selected data and documents and to keep abreast of
emerging legal standards and solutions in the area of cross-border paperless trade.
The readiness assessments together with the action plan featured in this report can serve as a
foundation to elaborate more detailed activities at national and agency level in this area, with identifiable
timelines and budget sources. It is hoped that the report will contribute to the Government of Myanmar’s
quest to accelerate progress towards cross-border paperless trade, including through its accession to
the Framework Agreement.
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I. Introduction
This report provides an assessment of
Myanmar’s readiness for cross-border paperless
trade, i.e., the conduct of international trade
transactions on the basis of electronic data and
documents – as opposed to paper-based data
and documents. Benefits from the successful
implementation of cross-border paperless trade
are large, with the potential to cut transaction
costs by 25% across the Asia and the Pacific
region, as well as to increase regulatory
compliance, reduce illicit financial flows and
facilitate engagement in the increasingly digital
global economy.1

A national consultation on facilitating crossborder paperless trade was co-organized by
Ministry of Commerce, Myanmar and ESCAP on
9 May 2019, where preliminary findings from the
visits were further reviewed, consolidated and
validated.4 Final findings and recommendations
incorporating inputs and suggestions received
during and following the consultation are
presented in this report. 5 The Rapid eTrade
Readiness Assessment for Myanmar by
UNCTAD (hereafter referred as “e T Ready
report”) also provided a sound understanding of
Myanmar’s readiness for e-commerce. Based on
these findings and recommendations, an initial
action plan towards cross-border paperless trade
for Myanmar has been prepared and is also
presented in this report.

The assessment was conducted by a team of
international experts following readiness
checklists developed by the ESCAP Interim
Intergovernmental Steering Group on CrossBorder Paperless Trade Facilitation, of which
Myanmar is a member. 2 The team visited
Myanmar in November 2018 to conduct
interviews with relevant government agencies
and private sector stakeholders.3

It is hoped that the report will contribute to the
Government of Myanmar’s quest to accelerate
progress towards cross-border paperless trade,
including through its accession to the related
regional Framework Agreement. (See Box 1)

Box 1. The Framework Ag reement on Facilitation of Cross-Border Paperless
Trade in Asia and the Pacific
The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific
was adopted as a UN treaty, deposited with the Secretary General of the United Nations in New York
in 2016. A large number of countries, including Myanmar, participated in the development and
negotiation of the Agreement. It is designed as an inclusive and enabling platform that will benefit all
participating economies regardless of where they stand in terms of trade facilitation or Single
Window/paperless trade implementation. For more information, please see: http://bit.ly/ESCAP_FA
Preparation of the report was supported by
ESCAP through a project entitled “Facilitating
Cross-Border Paperless Trade along the Belt
Road Initiative (BRI) Corridors for Regional
Integration and Sustainable Development”. The
project intends to assist member States in the
Asia and Pacific region to become more
integrated and better utilize trade as an engine of
sustainable development. The project seeks to

develop voluntary trade facilitation and paperless
trade action plans to remove bottlenecks,
promote cross-border electronic commerce and
create seamless BRI trade corridors.
This report is structured as follows: The next
section (II) provides a brief state of play of trade
facilitation and paperless trade implementation in
Myanmar, based on Myanmar’s notifications

1

ESCAP (2017). Digital Trade facilitation in Asia and the Pacific. Studies in Trade, Investment and Innovation,
No. 87. Available from https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studiestrade-investment-and-innovation-87
2 Cross-border paperless trade: a technical readiness checklist. Available from
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf
3 The list of stakeholders interviewed are in Annex I
4 The list of participants in the consultation is in Annex II
5 Consolidated responses to questions in the technical and legal checklists are in Annex III and IV
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under the World Trade Organization (WTO)
Trade Facilitation Agreement (TFA), the UN
Global Survey on Digital and Sustainable Trade
Facilitation 2019, and an analysis of the transit
process in Myanmar conducted in parallel with
the cross-border paperless trade readiness
assessment. In section III and IV, findings from
the technical and legal readiness assessment for
cross-border paperless trade are presented,

respectively.
Recommendations on both
technical and legal aspects of cross-border
paperless trade that have emerged from the
assessment are discussed in section V, followed
by the introduction of an initial action plan based
on the recommendations in section VI. The report
ends with a brief discussion of a way forward in
section VII.
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II. Trade facilitation and paperless trade implementation in
Myanmar
as a National Trade Portal in place.8 So far, the
country has not provided any date of
implementation either indicative or definitive, or
any information on the type of assistance
required, for measures notified in category B and
C. WTO notifications, however, only provide an
imperfect
picture
of
trade
facilitation
9
implementation.

This section briefly reviews the state of play of
trade
facilitation
and
paperless
trade
implementation based on secondary data
sources, namely the WTO TFA Database 6 and
the UN Global Survey on Digital and Sustainable
Trade Facilitation. 7 The section also features a
summary of an analysis of import and export
processes in Myanmar, highlighting the need for
Myanmar to accelerate implementation of
paperless trade.

Myanmar in the 2019 UN Global Survey on
Digital and Sustainable Trade Facilitation
Myanmar and WTO TFA implementation: a
brief review of notifications

The most recent data from the UN Global Survey
on Digital and Sustainable Trade Facilitation,
which has wider coverage compared with WTO
TFA and include paperless trade and crossborder paperless trade measures, reveals that
Myanmar has made significant progress in
implementing trade facilitation measures over
the past two years. With an overall
implementation rate of core measures included
in the Survey of 60.2%, Myanmar beats the AsiaPacific regional average, but is well below the
Southeast Asia average of 70.3% (Figure 1).

Based on notifications, Myanmar has a very low
WTO TFA implementation rate of 5.5%, with
85.3% of the TFA measures included under
Category C, i.e. requiring capacity building and
technical assistance. This is well below the
South-East Asia average of 67.3%. TFA Articles
notified as implemented are Article 4
“Procedures for appeal or review”; Article 6.2
“Specific disciplines on fees and charges”; and
Article 10.5 “Preshipment inspection”.
In addition, its share of category B notifications is
very low (9.2%), indicating that Myanmar is not
likely to implement many new measures in the
near future. Article 6.1 “General disciplines on
fees and charges”, although closely related to
Article 6.2, is notified in category B without a
determined date of implementation. That is
because the requirements of this Article impose
members to publish information on fees and
charges and to give an adequate time period
before entry into force of any new or amended
fees and charges. Article 1.1 “Publication” is also
not notified as implemented, although Myanmar

Significant progress has been made in
implementing trade “formalities” “transit” and
“paperless trade” (Figure 2). Among the five core
groups of trade facilitation measures, Myanmar
has
also
achieved
higher
levels
of
implementation in “institutional arrangement and
cooperation” “transit” and “paperless trade” than
the regional average. However, Myanmar stands
well below the South-East Asia sub-regional
average. Significant opportunities exist for
Myanmar to improve its trade facilitation
mechanisms.

6

WTO Trade Facilitation Agreement Database, available from: https://www.tfadatabase.org/
Global Survey on Digital and Sustainable Trade Facilitation. Data forthcoming at: https://untfsurvey.org
8 National sources such as the Myanmar Trade Portal indicate that further developments on the publication of
trade-related information have occurred, but these have not been notified to the WTO. available from:
https://www.myanmartradeportal.gov.mm/en
9 See ESCAP Trade Insights (August 2019) on WTO TFA implementation in Asia-Pacific, available from:
https://www.unescap.org/resources/implementation-wto-trade-facilitation-agreement-asia-and-pacific-2-yearsescap-trade
7 UN
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Figure 1. Overall implementation of trade facilitation measures in 46 Asia-Pacific
countries, 2019

Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.

Figure 2. Myanmar implementation of trade facilitation measures 2017 and 2019
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Asia-Pacific - 2019

Paperless
trade
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.

In “paperless trade”, while Myanmar has
introduced most of measures in the group, their
implementation has mainly been partial. (Figure
3). Application of customs refunds, a similar

procedure to duties and fees payment, can only
be made with paper documents.

4

Figure 3. Myanmar implementation of “paperless trade” measures, 2019.
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Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.

Myanmar’s implementation of “cross-border
paperless trade” measures remains very limited.
Establishment of relevant regulations and
recognized certification authority will provide
legal and institutional foundation for invigorating
cross-border paperless trade and ensure future
actual exchange of specific trade-related data
and documents across borders in order to
achieve
a
fully
integrated
paperless
transformation.
Myanmar
has
partially
implemented measures of law and regulations for

electronic transactions, and also for a recognized
certification authority, the basic building blocks
towards enabling the exchange and legal
recognition of trade-related data and documents.
Electronic exchange of customs declaration and
certificate of origin has been implemented in pilot
phase, as part of the joint effort towards ASEAN
Single Window. Measures of Electronic
exchange of SPS certificate and paperless
collection of payment from a documentary letter
of credit have not been implemented (figure 4).

5

Figure 4. Myanmar implementation of cross-border paperless trade, 2019
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Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.

Digital trade facilitation offers great opportunities
to reduce trade costs and increase trade
volumes. If Myanmar implements WTO TFA
together with cross-border paperless trade
measures, it could achieve trade cost reductions
of 30%, instead of only about 10% if it aims at
basic compliance with the TFA. 10 This would
amount to additional trade transaction cost
savings in excess of USD 424 million per year.
Through paperless trade and seamless
electronic exchange of trade data and
documents, Myanmar can enhance its
competitiveness and improve the effectiveness
of its participation in the global value chains.

As a way to more fully understand the trade
facilitation situation in Myanmar, a business
process analysis (BPA) 11 of the import and
export process in the country was conducted
between November 2018 and March 2019, in
parallel to the legal and technical readiness
assessment for cross-border paperless trade.
The BPA analysis focused on (1) export of
mangoes from Myanmar to China (through
Muse), and (2) import of garments (under the
Cut-Make-Pack (CMP) arrangement) from China
(through Muse) to Myanmar.
The conduct of BPA in Myanmar involved a
detailed review of current business processes in
order to identify the bottlenecks which will be
referred to streamline trade processes. The
review covered the three procedural areas of the
supply chain (i.e., Buy, Ship and Pay). It also
involved the analysis of current laws and

Insights from a business process analysis of
Myanmar mango export and garments import
processes

10

ESCAP (2017). Digital Trade facilitation in Asia and the Pacific. Studies in Trade, Investment and Innovation,
No. 87. Available from https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studiestrade-investment-and-innovation-87. See also ADB(2017) “Trade Facilitation and Better Connectivity for an
Inclusive Asia and Pacific”, available from https://www.adb.org/publications/trade-facilitation-connectivityinclusive-asia-pacific
11 The BPA methodology utilized is from UNNExT / ESCAP / UNECE Guide on Simplifying Trade Procedures.
Available from: https://unnext.unescap.org/content/business-process-analysis-simplify-trade-procedures-casestudies
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customs
regulations,
including
customs
clearance and the delivery of export and import
of the selected goods; the analysis of data and
information obtained from interviews with the
stakeholders of the supply chain, including
concerned government officials, producers,
exporters, importers, transport companies and
customs brokers; as well as the analysis of trade
statistics
and
international
business
development information sourced online as well
as during various studies conducted on Myanmar
trade.

processes
and
participants.

eighteen

actors/process

It is estimated that it takes 7 to 20 days to
complete the export of mangoes from Myanmar
to China (Figure 5). Potentially the longest period
is the payment process which may take up to 14
days. This can be attributed to the fact that there
is no contract that clearly defines the payment
period for the importer.
To import garments under CMP Scheme takes
between 69-72 days to accomplish (Figure 6).
Most time is spent on obtaining CMP permit from
the investment commission. The inspection and
assessment of concerned agencies are primarily
the cause of this extended time. The rest of the
processes can be accomplished almost within a
day.

The BPA implementation identified eight core
processes and eleven actors (or process
participants) for the export of mangoes from
Myanmar to China, while BPA implementation on
the import of garments from China under the
CMP arrangement identified eight core business

Figure 5. Time process chart for the export of mangoes from Myanmar to China
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Figure 6. Time process chart for the import of garments from China to Myanmar

Both mangoes exports and garments imports
have many similar issues, particularly those
related to whether some procedures are either
digitalized or still on paper based. Myanmar has
existing trade-focused systems for some
agencies, but these systems remain localized in
their respective agencies and are not integrated
with other trade-involved agencies. Even though
some information (like EDI data sharing by DoT
to Customs) can exchange electronically, it is
accustomed to provide the physical documents,
and the same information from traders needs to
be provided separately, resulting in multiple and
repetitive processing of the same shipment.
Furthermore, issuance of trade license and
permits are done manually, which extends
processing period as traders need to submit
documents and obtain clearances physically
from the agencies separately.

single window system, connecting other traderelevant systems. This will provide an integrated
platform for trade information for the agencies, as
well as allow traders single-channel access with
all the trade-relevant agencies in fulfilling
regulatory requirements.
Second, it is recommended to consider
developing a risk management system to
enhance
trade
facilitation.,
including
implementing of a post-clearance audit system
and the implementation of Authorized Economic
Operator (AEO) program.
Third, particular to the export of mangoes, it is
recommended to formalize the contract for the
protection of their mango providers. It is also
recommended to promote the use of electronic
facilities for payment instead of cash.
Myanmar may prioritize to accede to the
Framework Agreement on Facilitation of CrossBorder Paperless Trade in Asia and the Pacific,
as participation in the treaty may greatly facilitate
implementation
of
several
of
these
recommendations.

Several recommendations emerged from the
BPA studies, a few of which are highlighted here.
First, it is recommended for Myanmar to
accelerate the development of their web-based

8

III. Technical readiness for cross-border paperless trade:
key findings
Key findings on Myanmar’s technical readiness
for cross-border paperless trade are summarized
below. The findings are presented following the
structure of the Technical Readiness Checklist
adopted by the Interim Intergovernmental
Steering Group on Cross-border Paperless
Trade Facilitation, at its 5th Meeting in March
2019. 12 The completed checklist, which contains
further details and elaborations, is available in
Annex III.

building was only confined to few agencies and
had limited coverages.
There are only very limited cross-border
paperless trade measures implemented in
Myanmar, mainly with participation in ASEAN.
However, it is noted, that Myanmar is moving
closer to enabling cross-border paperless trade
and data exchange with the implementation of
Myanmar Automated Customs Clearance
System (MACCS), and with its forthcoming
upgrade for cross-border data exchange
components. Consideration should be given to
join the Framework Agreement on Facilitation of
Cross-border Paperless Trade in Asia and the
Pacific, which could facilitate improving overall
paperless trade environment.

Myanmar made efforts on facilitation of crossborder paperless trade, since the preparatory
stages leading to the signing of the ASEAN
Single Window Agreement in 2005. Myanmar
has gone through substantial progress in trade
facilitation, with several paperless trade
initiatives on the national level.
However, there are still some major barriers for
paperless trade. The biggest challenge is
associated with fragmented and incomplete
systems – paperless trade systems of individual
agencies
are
stand-alone
and
less
interconnected for data sharing at the national
level. Moreover, many other government
agencies (OGAs) and permit issuing agencies
(PIAs) still left behind for full implementation of
their e-system for applications and approval. ICT
infrastructure is another challenge, with the
implemented e-system, in particular MACCS,
confined to Yangon and Myawaddy areas. Virtual
Private Network (VPN) at the Border Crossing
Points (BCP) is patchy and not particularly
reliable.

A. Paperless trade system at the national
level
Institutional and governance bodies
Myanmar’s endeavours to implement paperless
trade systems is supported by the National
Single Window (NSW) Steering Committee, with
15 members from the public sector stakeholders.
It is noted that some crucial members are not
involved in this committee, such as Central Bank
of Myanmar and private sector stakeholders from
the trading community such as Union of
Myanmar Federation of Chamber of Commerce
and Industry (UMFCCI). However, under the
National Committee on Trade Facilitation, Single
Window Working Group is newly established with
more than 40 members from different
departments and private sectors.

Other challenges are related to lack of holistic
coordination of efforts and plans, with a number
of initiatives and governance structures working
on this area but without a national level
coordination. Also, there are limited involvement
of private sector stakeholders from trading
community in the paperless trade and crossborder
paperless
trade
governance
infrastructure. It is also noted that capacity

Since National Committee on Trade Facilitation
is established in late 2016 as per the Article 23.2
of WTO TFA, under the Committee’s mandate,
the substantive matters on trade facilitation has
been discussed under this Committee only.
However, difficulty arises as the regional plans
on different aspect relating with TFA and

12

Cross-border paperless trade: a technical readiness checklist. Available from
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf
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paperless trade are scattered across different
agencies and export facilitation are managed by
different agency. For example, there is different
cross-cutting policy working group on trade
facilitation from the perspective of export under
the purview of Myanmar Trade Promotion
Organization. Cross-border data exchange
within ASEAN region is handled by ASEAN
Affairs Department, Ministry of Foreign Affairs
(MoFA). Plus, Department of Technology,
Ministry of Transport and Communication
(MoTC) also handles cyber security issues.
There is not clear unified directions of paperless
trade and cross-border paperless initiatives at
the national level.

National Single Window blueprint, which is being
designed in collaboration with the World Bank, is
anticipated to guide agencies for embarking on
their respective automation. Also, with the
forthcoming upgraded components of MACCS, it
is expected to incorporate advanced OGAs/PIAs
modules that will allow electronic applications.
Information and communication technology
(ICT) infrastructure
As indicated in the “eT Ready” report, Myanmar
has jumped straight to smartphones and data.
Though internet penetration is high, broadband
connectivity is limited and expensive. As faster
broadband internet is not secured, it cannot
ensure that the Government is able to cope and
deploy additional e-government services to the
trade sector nor implement and expand
paperless trade systems. Also, the VPN
infrastructure at the border crossing points are
still weak. It needs to be strengthened to the level
of fibre optics with VSATs as backup for rural
areas, in order to fully support paperless trade
systems.

Level of automation
Myanmar has implemented a number of
paperless trade systems. The e-Customs
system, MACCS, was implemented in 2016 with
the full capability to receive, process and issue
documents electronically. It also has a module to
allow OGAs/PIAs to upload their approval
information. In addition, there are other paperless
trade systems, such as: Myanmar Port Authority
(MPA)’s Electronic Data Interchange (EDI) for emanifest; Shipping Agency Department (SAD)
for bill of lading; and electronic Preferential
Certificate of Origin (e-PCO) by the Ministry of
Commerce (MoC) (only ASEAN Form D); fully
online licensing system also by the MoC; and
electronic Certificate of origin (e-CO) by UMFCCI.

Myanmar currently does not have a national data
centre. e-Government Data Center under the
MoTC could potentially be utilized, but currently
it houses internal Government related
applications and data, but none of the
implemented paperless systems are located in
the e-Government Data Center. Also, there is no
policy for the establishment of a disaster
recovery nor business continuity plan for
paperless trade systems.

These paperless trade systems set the basis for
effective processing of electronic documents,
information and data. However, there are some
barriers for MACCS and the current paperless
trade systems. Firstly, all these systems are not
interconnected but function in isolation.
Secondly, most of the OGAs/PIAs have
implemented electronic applications systems
with the few exceptions mentioned above.
Thirdly, MACCS is currently restricted to the
Yangon area and the Myawaddy Trade Zone
only. Fourthly, for payment systems, Myanmar
Customs Department (MCD) have implemented
a precursor to e-payments for duty payments, but
fully functional electronic funds transfer is only
expected to be implemented for the upgraded
MACCS.

Security
The IT security policy for Myanmar is under
MoTC. New IT security policy is not yet
established, although the outdated cybersecurity
and e-transaction regulations were passed more
than 10 years ago.
Existing paperless trade systems have certain
security measures in place, such as MACCS with
access key and e-tokens, although e-signature
has not been implemented. Security relating to
payment are based on the respective banks’
security policy.
Business process re-engineering and data
harmonization
Myanmar has not progressed much on business
process re-engineering. MCD is the one agency

Noting these limitations, there are already some
plans for further developments towards
automation and Single Window system. The
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in Myanmar who has conducted such to support
paperless trade.

Budget
There is no known national budget allocation for
the implementation of paperless and crossborder paperless initiatives. Financial support
are limited to certain areas or systems from
certain development partners, namely, MACCS
from JICA, designing of the blueprint for the
NSW by World Bank, e-PCO from GiZ and the
intended e-SPS system by USAID.

As for data harmonization and standardization,
only MCD has undergone such process. MCD’s
MACCS data model is in accordance to the WCO
Version 2 and currently being upgraded to
Version 3.7. Other data models being
harmonized and adopted would be the ASEAN
Data
Model
(ADM),
ASEAN
Customs
Declarations Document (ACDD), ATIGA, and
models under the US-ACTI (ASEAN Connectivity
through Trade and Investment).

B. National status towards cross-border data
exchange

Capacity building
Some capacity building trainings and workshops
were conducted by MCD for private sector
stakeholders. However, these were concentrated
purely to MACCS paperless import and export
declarations. Smaller scale training has been
conducted by MoC and UMFCCI for e-PCO and
e-CO. There have been no capacity building
programs on paperless trade and cross-border
paperless trade.

There are only very limited cross-border
paperless trade measures implemented in
Myanmar, mainly with participation in ASEAN
Single Window, ATIGA and ASEAN Transit
Program. As discussed earlier, results from the
United Nations Global Survey on Digital and
Sustainable Trade Facilitation 2019 pointed out
that implementation of cross-border paperless
trade measures remains very limited. 13

For the public sector, the main recipients of
capacity building training were MCD and MoC,
mainly on cross-border data exchange relating to
ASEAN Single Window. On the technical
aspects, MCD have received capacity building
training from Japan International Cooperation
Agency (JICA) on MACCS.

Electronic systems & Single Window system
With the implementation of MACCS in 2016,
Myanmar is moving closer to enabling crossborder paperless trade and data exchange. With
its imminent upgraded MACCS, it will function as
a National Single Window with cross-border data
exchange components.

Others
Computer literacy and change management

This will also enable MoC to execute crossborder data exchange for its e-PCO, particularly
on ATIGA Form D where the exchange platform
ASEAN Single Window (ASW), institutional
arrangements, security certificate mutual
recognition and data model have all been
established and piloted. The move forward will be
to expedite the completion of NSW blueprint,
incorporate the necessary components into the
to-be enhanced MACCS.

Private sector stakeholders from the trading
community have adequate and high computer
literacy due to their organizations having
automated systems for their business activities.
However, such systems are not to the level of
customer relationship management (CRM) or
enterprise resource planning (ERP) systems,
with the exception of COSCO (China Ocean
Shipping Company Limited). It was noted that the
private sector stakeholders from trading
communities welcomes positive changes arising
from the implementation of a paperless trade
environment. The trading community needs to be
informed of progress and be provided change
management training in order to plan effectively
their business processes.

13

International transit
Currently, there are no paperless procedures
implemented for international transit in Myanmar.
MACCS system is capable to handle transit
declaration electronically, but since it is only
implemented in Yangon and the Myawaddy
Trade Zone, transit documents in physical form

UN Global Survey on Trade Facilitation and Paperless Trade. Available from: https://untfsurvey.org/
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are subject to be checked at inbound and
outbound border crossing points.

1. Advance Manifest (Port EDI): Received
by Port EDI electronically but physically
uploaded into MACCS
2. Phytosanitary Certificates (MOALI):
Currently entirely paper based
3. Sanitary Certificates (MOALI): Currently
entirely paper based
4. Certificate of Origin (MoC/UMFCCI):
Applications – 100% paperless but need
to be printed out on paper for importing
country’s authorities
5. Customs Transit Document (MCD):
Currently entirely paper based

Awareness programme
Building
capacity
through
awareness
programmes on cross-border data exchange in
Myanmar has been conducted in very limited
coverage and restricted to the utilization of
MACCS. As stated before (see Section A.
Capacity
building),
some
awareness
programmes and workshops were previously
conducted but these concentrated only on the
utilization of these systems with no specific
reference to cross-border paperless trade.

Further progress on cross-border exchange of
these documents and enabling paperless system
would greatly enhance the efficiencies of the
procedures.

Other matters
There are certain documents and related
processes for cross-border data exchange that
Myanmar has implemented and/or is exploring
for implementation. The documents are as
below:
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IV. Legal readiness for cross-border paperless trade: key
findings
Key findings on Myanmar’s legal readiness for
cross-border paperless trade are summarized
below. The findings are presented following the
structure of the Legal Readiness Checklist
adopted by the Interim Intergovernmental
Steering Group on Cross-border Paperless
Trade Facilitation, at its 5th Meeting. 14 The
completed checklist, which contains further
details and elaborations, is available in Annex IV.

and updating the legislative and regulatory
framework for e-Commerce is referred as of
paramount importance in the “e T Ready” report.
Myanmar has been active in pursuit of electronic
activities since the early years of the century. It
seems fair to say that few obstacles to paperless
trade – domestic or cross-border – originate in
laws that presume paper to the extent that they
forbid or limit recourse to electronic
communications. On the contrary, a number of
the gaps in its legal readiness tend to arise from
provisions that are intended to favour electronic
transactions but that do not work as well as they
should, or that are incomplete in their conception
or their execution, or that cannot readily extend
their application from domestic to cross-border
commerce.

It may be noted that Myanmar has very few legal
rules aimed specifically at cross-border
paperless trade. The exceptions described here
include some recent arrangements with ASEAN
countries, most prominently with Thailand, along
with selected articles of some of the international
conventions to which it is a party. Some of its
statutory framework includes references to
cross-border dealings as well as domestic
concerns, but without the kind of detail that might
make them reassuring to potential users. 15 As a
result, Myanmar’s legal readiness for crossborder paperless trade needs to be evaluated
largely from its domestic readiness for electronic
commerce in general. Its domestic law - and the
commercial and regulatory practices it supports
– will affect how accommodating it is in its current
international trading obligations to a transition to
paperless procedures; and how ready it is to
follow global or regional best practices on ecommunications that will help harmonize its legal
regime with that of its trading partners. Improving

A. Electronic transactions and signatures
law
Electronic transactions
A legal regime favourable to (cross-border)
electronic transactions with internationally
recognized criteria, such as technology neutrality
and functional equivalence, will help facilitate
cross-border paperless trade for reasons
explained in Box 2.

14

Cross-border paperless trade: a legal readiness checklist. Available from
https://www.unescap.org/sites/default/files/IISG_2019_3_English.pdf
15 Consider the provisions in the Electronic Transactions Law of 2004 purporting to extend its scope to edocuments of foreign origin, discussed below.
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Box 2. Legal regime favourable to cross-border electronic transactions
A legal regime that supports cross-border electronic transactions could help Myanmar in a number
of ways:
First, in a legal regime generally favourable to electronic transactions, businesses, consumers and
governments will all become familiar with the characteristics of e-communications, both the risks and
the advantages. As a result, getting all parties to take similar approaches to cross-border
transactions, and the supporting approvals and verifications, will be less of a challenge.
Second, potential trading partners, or current trading partners considering whether to dispense with
paper in dealing with Myanmar, will find it easier to decide positively if the legal regime they find in
the country is familiar and principled. Thus cross-border paperless trade will be facilitated.
Third, the national internal economy will benefit in the same way as cross-border trade is expected
to benefit as it goes paperless.
Fourth, it will be more economical to institute a legal regime to support international trade if it has a
lot in common with the domestic regime. One does not have to create a special system for the crossborder relations.16

Electronic communications

use electronic records and signatures with the
same legal effect as their paper counterpart. It
deals with two concepts, electronic record and
electronic data message. The definitions are
almost the same.17

Myanmar’s law is a mix of leftover common law
concepts from the days of British colonialism and
many additions since independence. No express
legal rule requires most contracts to be in writing
or signed. As a result, legislating the transition to
information in electronic form was perhaps more
a matter of reassurance than of legal necessity.

The Myanmar statute picks up the essential
pieces of the UNCITRAL Model Law on
Electronic Commerce 18 : non-discrimination and
functional equivalence. (See Box 3. for further
details)

The Electronic Transactions Law of 2004 gives a
general permission – with few qualifications – to

16

A thorough overview of the legal institutions and legislation at play in this area has been published by the
Myanmar Centre for Responsible Business. Aside from its own recommendations, it is a helpful review of existing
rules and the need for reform. For example, Myanmar Centre for Responsible Business, “Government
Institutions, Policies and Legal Framework”, part of a Sector-Wide Impact Assessment of Information and
Communications Technologies (ICT), available from: http://www.myanmarresponsiblebusiness.org/pdf/SWIA/ICT/Chapter-02.pdf
17 The Electronic Transactions Law, 2004, article 2.
18 UNCITRAL Model Law on Electronic Commerce (1996), available from:
http://www.uncitral.org/uncitral/en/uncitral_texts/electronic_commerce/1996Model.html
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Box 3. UNCITRAL Model Law on Electronic Commerce elements in Myanmar
legislation
No legal consequences flow in the Law from any distinction between an electronic record and an
electronic data message. 19 For example, article 19 gives them equal legal effect (along with
electronic signatures):
19(a) Matters prescribed to be reduced to writing or to be signed under an existing law may
be made by electronic record, electronic data message or electronic signature.
(b) The electronic record, electronic data message or electronic signature made under subsection (a) shall be lawful as if they were made under the relevant law.
This is essentially the rule of “functional equivalence” found in UNCITRAL documents. The electronic
documents serve the same legal function as their counterparts on paper.
The provisions of articles 20 through 26 that deal with sending and receiving electronic information
– which can be seen to reflect similar provisions in the UNCITRAL Model Law on Electronic
Commerce - also do not distinguish between electronic records and electronic data messages but
make the same rules apply to both.
Likewise, the direction given to government departments and organizations to give legal effect to
documents, make licensing decisions and deal with payments applies equally to “the transaction of
electronic record or electronic data message”. 20
Finally, the Law offers the UNCITRAL Model Law’s “non-discrimination” rule:
48. Information, electronic record, electronic data message, electronic signature or other
documents communicated between the originator and the addressee shall not be denied
legal effect, validity or enforceability solely on the ground of being made through electronic
technology.
One may compare the UNCITRAL Model Law on Electronic Commerce, article 5:
Information shall not be denied legal effect, validity or enforceability solely on the grounds that it is in
the form of a data message.
The principal difference from the UNCITRAL Model Law is that the Myanmar statute does not subject
electronic records (or data messages) to any standards of performance in order for them to create
the same legal effects as paper documents.
For example, the UNCITRAL Model Law provides that a data message is the equivalent of writing if
it is “accessible so as to be usable for subsequent reference” (article 6), i.e. that it serves the function
of memory or recording. The Myanmar statute does not require this.
There are no other specific rules in the 2004 Law or other legislation about the form or content of an
electronic document. There are thus no direct legal barriers to using such documents in cross-border
trade. Further, the language of the law frequently refers to both domestic and foreign uses. For one
example, paragraph 3(e):
3.The aims of this Law are as follows: (e) to enable communicating and co-operating effectively and speedily with international
organizations, regional organizations, foreign countries, local and foreign government
departments and organizations, private organizations and persons, making use of computer
network.

or PDF document – and an electronic message
– one that can be read by a computer and be
given effect to directly by it, such as an XML

Some authorities distinguish between an
electronic document – one that needs human
review to have effect, such as a word-processed

19

It is possible that the drafters of the 2004 Law borrowed terminology from the UNCITRAL Model Law on
Electronic Commerce of 1996,( http://www.uncitral.org/pdf/english/texts/electcom/V1504118_Ebook.pdf) which
refers to data messages, and at the same time from Singapore’s Electronic Transactions Act of 1998
(https://sso.agc.gov.sg/Acts-Supp/25-1998/Published/19991230?DocDate=19980710#pr2-), the first statute to
implement the UNCITRAL Model Law, which refers to electronic records.
20 Electronic Transaction Law, article 39.
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document or a web order form. Electronic
commerce includes information in both forms.
However, nothing in the Myanmar laws or
regulations suggests that this distinction is being
made by implication or by express usage.

Electronic evidence
The general Myanmar law of evidence was
amended in 2016 to deal whether a decision
maker (such as a court, an administrative tribunal
of some sort or an arbitrator) is able to deal with
information created in electronic form. The
legislation sets out a number of factors to
consider but does not require the presence of
any one of them. Also, it is noted that the
amendments
introduced
a
number
of
presumptions of reliability of electronic records,
which can be very helpful in ensuring the
admission of electronic evidence whose integrity
is not seriously contested.

Myanmar has very few specific rules for specific
kinds of document, as some countries do. The
general rules apply across the board – subject to
the occasional regulation and to the occasional
treaty. Otherwise, an electronic document can be
used freely in internal and cross-border trade
under Myanmar law.

In any event, it is an important complement to the
use of e-documents to be able to prove them
when the need arises. This is true whether the
documents come from a domestic or a crossborder transaction.

Identity management and trust services
The definition of electronic signature in the
Electronic Transactions Law is technology
neutral – it does not require any particular
technology to create the signature. Nor does it
bear any stated relation to the signed record; its
relation is implied by the intention, and
presumably so long as the intention to sign can
be demonstrated, the relation is also
demonstrated. How electronic signatures are
authenticated and what are the options for
electronic signatures are further discussed in
Annex V.

B. Paperless trade and Single Window
systems
The Single Window system/ paperless trade
system
Myanmar currently does not have a Single
Window in operation for cross-border purposes.
However, there is a public/private steering
committee chaired by MCD that is working to
build the National Single Window for Myanmar.
Other ministries are also involved with their areas
of special responsibility such as the Ministry of
Commerce for the ASEAN Trade in Goods
Agreement (e-ATIGA) and the Ministry of
Agriculture. Livestock and Irrigation (MOALI)for
the use of electronic certificates of compliance
with sanitary and phytosanitary standards (SPS
certificates) under e-ATIGA.

The Myanmar statute does not require electronic
signatures to be digital signatures using public
key cryptography. Still, it does provide in detail
for the operations of trusted third parties, known
as certification authorities, and for a licensing
scheme for them.
Even though Myanmar legislation is set up to
offer the services of regulated certification
authorities, the occasions on which these
certified signatures are to be used are not at all
clear. It would appear that no action was taken
based on the 2004 Law and that a network of
licensed certification authorities was not
developed. Nor were the Central Body for
Electronic Transactions or the Electronic
Transactions Control Board established.

Myanmar Customs authority manages the
MACCS, which covers only communications with
Customs. Other clearances needed, such as
permissions or certificates from other parts of
government, are communicated either on paper
or with scanned paper documents sent and
received in pdf form. This means that there is a
need for human attention on receipt. They are not
machine-processable as the MACCS information
is. Myanmar is not yet using the United Nations
standard forms for shipping documentation.

To the extent that information is available, it
would appear that businesses and government
agencies use simple electronic signatures rather
than digital signatures supported by certificates.
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Currently there are no express laws to authorize
or to establish the Single Window but there are
descriptions of plans.21 For example, the closest
thing Myanmar has to a single window, MACCS,
seems to be based on contract and MCD’s
inherent powers, possibly with support from the
general approval in the Electronic Transactions
Law for the use of e-communications by
government bodies.

differentiating between data on paper and
electronic data.
Ensuring in this way that legal protection is
available to the cross-border trading partners on
commonly accepted terms and regardless of the
medium of trade is an element of legal readiness
for this trade.
For electronic communications by and between
government agencies, the 2004 Electronic
Transactions Law gives general permission to
government
offices
to
use
electronic
communications (Article 39).

Information security
Myanmar traditionally did not have legal
provisions expressly on point with respect to
paperless trade, but the work being done by the
World Bank at present has a focus on data
security and cyber-security generally.22

A number of people in the system believe that the
lack of widespread e-communications within
much of the country’s government is due more to
a lack of technology infrastructure, and to some
extent a habitual preference for paper, than to the
lack of legal authority. It is expected that once the
technology is in place, whatever gaps that need
to be filled for the legal authority will be taken
care of readily.24

Myanmar does have laws against fraud, notably
the Criminal Code. Its provisions apply to all
media, so data integrity would have to be
maintained in e-trade matters, domestic or
international. A new law on data security is part
of the forthcoming legislative package on
electronic
government
that
is
under
23
development.
There is a policy tension
between ensuring that Customs and other
regulatory authorities have enough information to
properly assess the proposed import or export of
goods, on the one hand, and the legitimate desire
of business to protect its secrets, on the other.

The government is aware of the desirability of
expanding its capacity and its activities in this
field. The most recent overview document is the
Myanmar E-Governance Master Plan, published
in 2016 to cover from that date to 2020. 25It also
reviews the legal supports needed for sound
operation of e-governance principles and
specifies certain aspects important for egovernment,
hence
for
electronic
communications, should be included in the
revised (or) newly constituted ICT law as
following: the conditions of using coded
messages for disputes and electronic signature
verification; Intellectual Property Rights; the
protection of major infrastructures; Cyber
Security; Cyber Crime; ethic/codes and legalities
for using social network; E-Commerce (e.g.,

As a result, government agencies are allowed to
share data among themselves, through a Single
Window system or otherwise. Nevertheless,
there is a need for rules to be put in place to
ensure that confidential commercial information
is not used or published, with the exception of
information disclosed by the government in the
first place.
This kind of rule can be phrased in media neutral
terms, i.e. it can refer to information without

21ASEAN

Single Window, available from: http://asw.asean.org/nsw/myanmar/myanmar-general-information
See the policy brief on cybersecurity prepared by the Myanmar Centre for Responsible Business, January
2019, available from: https://www.myanmar-responsiblebusiness.org/pdf/2019-Policy-Brief-Cyber-Security-andCyber-Crime_en.pdf. A general policy submission to the government by the MCRB covers the wider agenda on
e-governance, e-commerce and cybersecurity legislation. It is online: https://www.myanmarresponsiblebusiness.org/pdf/2019-01-28-Submission-MOTC-Consultation.pdf.
23 Its contents were not available for review at the time of writing this Report.
22

24

Interview with Customs officials, 7 November 2018.
The Myanmar e-Governance Master Plan is online – available from:
https://www.motc.gov.mm/my/news/myanmar-e-government-master-plan and the full text here:
https://www.motc.gov.mm/sites/default/files/Myanmar%20e-Governance%20Master%20Plan%20%2820162020%29%20English%20Version%28Draft%29_0.pdf
25
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electronic payment); Privacy and data protection;
and conflict resolution.

different fields of activity and a number of
harmonized standards. 30 ASEAN offers many
shared resources that Myanmar can take
advantage of. In particular, it has rules and
understandings about creating a single window
system.31

The legal regimes mentioned on this list are
generally not available or properly operative in
Myanmar today. That said, a good deal of work
is being done to develop legal regimes essential
to e-governance and also e-commerce. There is
also a national steering committee to oversee the
implementation of the Master Plan.26

In addition, Myanmar has made narrower
agreements with Thailand to allow land transport
crossings in an expedited manner and to extend
the MACCS system referred to earlier to the main
Thai border point. It is negotiating a similar
arrangement with China.

Moreover, a Myanmar National Portal has been
in operation since its formal launch in September
2018. 27 In its early stage, it offers general
information about the country and access to
many kinds of government services and
information related to trade. 28

International standards/guidelines
Myanmar is party to a number of international
treaties governing aspects of trade, many of
which are very open to electronic documents and
communications these days. Few require the use
of electronic documents, but an increasing
number authorize them. The principal relevant
international treaties that Myanmar is party to
are:

C. Cross-border aspects
Myanmar’s readiness in law for cross-border
paperless trade depends to a large extent on how
its network of international obligations support
such trade or can be adapted to support it, and
how closely it follows international precedents in
making laws applicable to trade and the trading
environment. In particular, the E-Governance
Master Plan recognizes the need to conform with
international standards: “It is advisable that the
experience and lesson from international ICT
standards/criteria should be learnt in setting out
standards/criteria compatible with Myanmar.”

•
•
•

WTO Trade Facilitation Agreement:32
WTO Sanitary and Phytosanitary
Agreement33
Convention on the International Trade in
Endangered Species (CITES):34

A number of other international legal
standards/regulations/guidelines
that
could
support paperless trade should be considered for
(further) incorporation into Myanmar’s legal
framework. The most crucial and relevant ones
for paperless trade are as below:

Existing bilateral or regional agreements
The main regional agreement to which Myanmar
is a party is the Association of South-east Asian
Nations, ASEAN. 29 ASEAN has developed a
large number of treaties on cooperation in

•

UNCITRAL Model Law on Electronic
Commerce (1996)

26

World Bank, Project Information Sheet, Digital Myanmar Project, above, footnote 18, page 7.
The National Portal is available from: http://www.mnp.gov.mm/
28 For example, (1) The law and justice section has links to the Constitutional Tribunal Law Library, to issues
relating to members of Parliament, visiting the Parliament, and others; (2)
The labour and employment section lists 15 services, including a way of generating a local employment broker
licence, vehicle registration requirements (the documents one will need are listed), sewing machine-related jobs
available, and health and safety procedures.
27

29

Available from https://asean.org/
The official list of ASEAN legal instruments is available from: http://agreement.asean.org/home/index.html
31 ASEAN Single Window information sheet, available from: http://asw.asean.org/about-asw
32 The WTO Trade Facilitation Agreement is described here: https://www.wto.org/english/docs_e/legal_e/tfanov14_e.htm#fntext-16. A fact sheet is here:
https://www.wto.org/english/tratop_e/tradfa_e/tfa_factsheet2017_e.pdf.
33 Available from https://www.wto.org/english/tratop_e/sps_e/sps_e.htm
34 Available from https://cites.org/eng/disc/what.php for a description and https://cites.org/eng/disc/text.php for
the text.
30
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•

UN Convention on the Use of Electronic
Communications
in
International
Contracts (2005)
Guidelines from the UN Centre for Trade
Facilitation and Electronic Business of
the United Nations Economic and Social
Commission for Europe (UN/CEFACT)
UNNExT guidelines on Paperless Trade
and Single Window
WTO Valuation Agreement35

ASEAN has said it will institute a system of
mutual recognition of digital signatures – but said
this in 2012.36 It is not clear whether steps have
been taken in the meantime, or whether it
remains an ambition among member states that
have public key infrastructures (PKIs) in place to
support secure digital signatures. A number of
challenging technical details would need to be
worked out on a consistent cross-border basis to
make this happen.

The importance and implications of these
international standards and guidelines are further
discussed in Annex VI.

It may be noted that even in its 2004 statute,
Myanmar aimed to have its law apply to crossborder electronic communications. Article 3 of
the Electronic Transactions Law set out its
purposes and article 4 states its application.

•

•
•

A key question in this context is the legal
recognition in one country of electronic
documents in another. Recognition involves
attributing legal status of some kind to electronic
messages exchanged across borders.

While these provisions allow Myanmar to
recognize foreign electronic records and
signatures, they cannot guarantee that foreign
authorities will recognize those from Myanmar. In
other words, they cannot be considered mutual
recognition provisions.

With respect to legal form, some mechanisms
are treaty-based. However, in Myanmar, treaties
do not automatically acquire force of law in the
country; they must be implemented by legislation
first. The treaties give guidance to the parliament
as to what is needed in substance.

D. Other considerations
Liability issues
In Myanmar the general rule is the same as in
most countries, though it may originate in the
common law era rather than in a code: the
person who causes harm by fault must
compensate the person harmed. Functions of
civil liability is described in Box 4.

At this stage mutual recognition of electronic
documents is an ambition rather than a reality in
much of the world, and certainly in Myanmar.
Myanmar is not yet party to many of the
international instruments on harmonizing trade
practice standards, and those to which it is a
party often contain little detail about how those
standards may be met electronically.

35

An overview is here: http://tfig.unece.org/contents/WTO-valuation-agreement.htm and a handbook by the WTO
is here: https://www.wto.org/english/res_e/publications_e/handbook_cusval_e.htm
36 “ASEAN leaders adopt e-ASEAN agreement” (June 18, 2012), available from:
https://asean.org/?static_post=asean-leaders-adopt-e-asean-agreement.
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Box 4. Functions of civil liability
Civil liability has two functions of providing compensation for those who have been harmed by others’
faults (of commission or of omission) and providing an incentive, through the risk of having to pay
such compensation, to avoid faulty conduct. It can play a role, therefore, in the design of paperless
cross-border trade.
The questions are complicated for cross-border trade because many participants in the system are
public bodies, either direct parts of government like customs services or bodies performing public
functions, like inspection laboratories.
In principle, it may be thought that the state should be liable to some extent for its failings, at least to
provide basic compensation. On the other hand, state actions often contain or respond to public
policy challenges that do not have a single right answer against which the law can apply a standard
of fault. Thus, the potential liability of state actors is often either nullified or limited by law. The effect
of such limitations on the other participants in the activity needs to be taken into account in evaluating
their implications.
It is also desirable that any special limitations of liability should be disclosed at the outset, before
trading begins, so that potential traders (inside or outside the country) can evaluate their risks.
Trading websites or government-sponsored facilities like Single Window operations are well suited
for this kind of disclosure. Sometimes the limitations can be imposed by contract. However, binding
third parties to any such limitations may not be doable in that manner and could require legislation,
in which case, the existence of the legislation should be disclosed.
In cross-border trade, the picture is further complicated by the necessary participation of legal
persons outside the country – exporters or importers, brokers, and state agencies in the country of
origin or destination of the goods, and possibly in states of transit as well. Imposing liability on those
persons can be difficult, even if the law is clear in theory. And if the risk of liability were too great,
they might choose not to trade into the country at all.

Nothing in the analysis suggests that Myanmar
law is not capable of dealing with intermediary
liability as well as any other impacts of
technology. However, the law contains no
specific provisions on this topic to date.

important to the acceptability of international
commercial arbitration that awards arising from it
be enforceable in the country of the losing party.
Myanmar has acceded to the New York
Convention on the Recognition and Enforcement
of Foreign Arbitral Awards,37 which provides for
firm enforcement of such awards.38

The proper measure of damages can probably
carry over from general principles of law. The
case for special treatment for cross-border trade
activities in general – paperless or otherwise has not yet been made.

Myanmar has also implemented the UNCITRAL
Model Law on International Commercial
Arbitration,39 so the conduct of such arbitrations
on its territory should now be conducted in ways
that should satisfy international trading partners.
It is a measure that will add confidence to crossborder trade. Whether the practice in commercial
circles meets the legal potential provided by

Dispute settlement considerations
Arbitration
is
particularly
attractive
in
international disputes, so that parties from
different countries do not have to trust the
neutrality of the courts of either party. It is
37

New York Convention, available from: http://www.newyorkconvention.org/
For Myanmar’s accession: http://www.newyorkconvention.org/countries
39Available from: https://uncitral.un.org/en/texts/arbitration/modellaw/commercial_arbitration/status
38
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statute and convention is a separate question, a
gap that is always worth examining in Myanmar.

be done electronically but there is no inter-bank
transfer as such.

Intellectual property

Many domestic payments within Myanmar are
made through a common banking payment
protocol, the Myanmar Payment Union (MPU).

Businesses trading into Myanmar will want to be
confident that their intellectual property rights in
the goods shipped will be preserved when they
cross the border. Myanmar’s laws appear to be
missing much of the international protections that
are provided by numerous conventions, notably
administered by the World Intellectual Property
Organization (WIPO). Myanmar is a member of
WIPO40 but does not seem to have acceded to
any of its substantive conventions.

As in some other countries, lack of bank capacity
or infrastructure has led to financial technology
and mobile telecommunications providers to step
into the gap. The Central Bank of Myanmar is
trying to cope with these phenomena with
regulations
and
by
allowing
non-bank
businesses to provide mobile wallets for this
purpose. Businesses are trying to persuade the
CBM to provide for liability and interoperability
issues involved in mobile wallets. 42

A book on IP protection in the ASEAN area has
a chapter on Myanmar – a case study on FAME,
a company that packages traditional Myanmar
remedies.41 To protect its rights in the absence of
a trademark law, it must register its products with
a land registry. It can, however, take advantage
of foreign laws for its exports to countries with
more up-to-date regimes.

The E-Governance Master Plan says that “It is
necessary to set up policy, allowing electronic
payment process online. The policy also includes
the guidelines on electronic payment gateways,
it is required to implement electronic payment
system by the cooperation of Ministry of Planning
and Finance, Central Bank of Myanmar and other
respective ministries.”

A modern set of IP rights should be on the reform
agenda for Myanmar, in order for foreign traders
to ship their goods into the country with
confidence that the trading will be fair and without
piracy.

In other words, the formal systems to allow
widespread electronic payment remains to be
built. The systems that do exist seem to be the
creatures of contract rather than of statute.

It follows that there are at present in Myanmar no
special provisions about the intellectual property
content of the operators of a National Single
Window. Once the country adopts IP rules of
general application, though, there is no reason
that the normal rules of intellectual property
would not apply to that content.

Competition law
Nothing in the domestic array of single window
services in Myanmar suggests that they are or
can be used to lessen competition among
suppliers of goods or services, or for the state to
take unfair advantage of private business. So
long as users can access the Single Window on
an equal basis with others, competition
considerations should not arise, with the
considerations of its structure, as further
described in the Box 5.

Electronic payments
Payment by exporters or importers to Customs is
not done by electronic payment as such but by
an “e-token” system that involves the exporters,
importers, brokers and others in the industry,
having accounts on deposit for the purpose, from
which Customs can take its fees at the
appropriate time. Instructions at each stage can

WIPO’s members are listed online: https://www.wipo.int/members/en/. Myanmar’s member page is available
from: https://www.wipo.int/members/en/details.jsp?country_id=116
41 WIPO, IP Successes in the ASEAN Region (2014), available from:
https://www.wipo.int/edocs/pubdocs/en/intproperty/asean_studies/asean_region_ip_successes.pdf The
Myanmar chapter runs from page 38 to 44.
42 Interview with Myanmar Federation of Chambers of Commerce and Industry, 9 November 2018.
40
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Box 5. Competition law and National Single Window system
UN/CEFACT’s Recommendation 35 on the legal issues arising on the establishment of a National
Single Window system warns against violating competition law in the process. “Consideration should
be given to the potential that Single Window operations may be structured so that concerns about
antitrust and protectionism may result. These possibilities, though unlikely, can give rise to concerns
by those who may utilize an international Single Window facility and discourage trade development
and facilitation. Additionally, countries and economies should consider their obligations under
international treaties and conventions related to competition law when establishing Single Window
facilities.”43
The reference given for this point is the General Agreement on Tariffs and Trade, which has since
been replaced by the World Trade Organization agreement, to which Myanmar is a party.

43

Establishing a Legal Framework for International Trade Single Window, available from:
http://www.unece.org/fileadmin/DAM/cefact/recommendations/rec35/Rec35_ECE_TRADE_401_EstablishingLeg
alFrameworkforSingleWindow_E.pdf , p. 16
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V. Recommendations for moving towards cross-border
paperless trade
Based on the findings from the technical and legal readiness of Myanmar for cross-border paperless
trade in sections III and IV of this report, a series of technical and legal recommendations for Myanmar
to accelerate progress towards cross-border paperless trade are presented in this section.

A. Recommendations emerging from the technical readiness assessment
In order to improve its domestic paperless trade environment and its readiness to participate in crossborder paperless trade, Myanmar should gradually develop national Single Window and other paperless
trade systems that are interoperable within and across borders. This would involve Myanmar developing
its national technical capacity in this area, designing a long-term plan and engaging in pilot exchange
of selected data and documents, all of which can be greatly facilitated if Myanmar accedes to the
Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific. 44
Recommendations related to each area covered during the technical readiness assessment follow
below.

Institutional and governance bodies
Recommendation 1: Myanmar should put in place a political commitment for (cross-border) paperless
trade facilitation by joining the Framework Agreement, as also recommended in the “e T ready”
report. Among different ways to secure a political commitment, becoming a party to an
intergovernmental agreement can establish a better political commitment and help a country to take
necessary actions for creating a paperless trade environment. For Myanmar, this will be an
enhancement of Myanmar’s commitment on (cross-border) paperless trade facilitation, in addition
to the ASEAN Single Window Agreement.

Recommendation 2: Myanmar should further strengthen the institutional mechanisms for
coordinating stakeholders of (cross-border) paperless trade building upon the existing National
Single Window Steering Committee. The Committee should be expanding its responsibilities for
planning and synchronizing directions on cross-border data exchange, beyond trading partner
countries within ASEAN. To avoid duplication of efforts and ensure sustainability, it is recommended
to take advantage of existing institutional mechanisms as much as possible, rather than creating a
new body. Furthermore, the existing institutional mechanisms should be coordinated and overlaps
and duplications to be eliminated. Also, The Committee should also ensure representation of private
sector stakeholders from trading community, to ensure they are well informed, and their activities
are aligned with the overall directions and policies.

Level of automation
Recommendation 3: Myanmar should make relevant regulatory agencies ICT-enabled as soon as
possible to empower them to participate in paperless trade. While some agencies are partially ICTenabled45, other government agencies involved in trade are still paper-based in processing their

44

see Annex VII for a brief description of the Framework Agreement.
Such as Customs (MCD) through Myanmar Automated Customs Clearance System (MACCS), Ministry of
Commerce (MoC) for e-Preferential Certificate of Origin (e-PCO) and Union of Myanmar Federation of Chamber
of Commerce and Industry (UMFCCI) MNCCI’s e-certificate of origin (e-CO)
45
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regulatory procedures. Though automation of Customs procedures greatly facilitate trade,
businesses cannot optimize their operations, if they have to go through manual processes in
completing other trade-related regulatory requirements.

Recommendation 4: Myanmar should expedite creating a Single Window environment, based on
the National Single Window blueprint that is currently being designed and the evolution of MACCS
system. While it is valuable if all trade-related regulatory procedures are automated, it would still be
burdensome for businesses if they have to go through different channels to meet different regulatory
requirements. Creating a single channel for businesses to meet all the regulatory requirements can
greatly enhance their efficiency.
Information and communication technology (ICT) infrastructure
Recommendation 5: Myanmar should establish a strategic plan and guidelines on business
continuity of ICT systems (including for paperless trade systems), such as disaster recovery plan, to
ensure service continuity and sustainability of such systems. The ICT systems should be supported
by reliable and sufficient international bandwidth. 46
Business process re-engineering
Recommendation 6: Myanmar should carry out business process re-engineering (BPR) in
implementing or upgrading ICT systems of trade-related regulatory agencies. By this way, business
and operational procedures can be optimized, rather than simple automation of existing processes.
Data harmonization and standardization
Recommendation 7: Myanmar should carry out data harmonization in implementing or upgrading
ICT systems of trade-related regulatory agencies, using available international standards. In this
way, Myanmar’s paperless trade systems would increase their interoperability and would be able to
exchange electronic data more readily between trade-related agencies and with systems of other
countries.
Capacity building
Recommendation 8: Myanmar should build awareness and capacity on (cross-border) paperless
trade of its stakeholders, with special attention to private sector stakeholders. Myanmar may seek
support from UN and other international development agencies, in a coordinated manner to avoid
duplicate support in planning and delivering capacity building activities.
Other matters
Recommendation 9: Myanmar should set a strategic plan to secure budget for implementing ICT
systems of trade-related regulatory agencies, including assessing requirements of those agencies,
coordinating potential source of budget and outreaching to international development agencies. It
should be noted that joining the Framework Agreement can help Myanmar to secure budget from
international development agencies (Article 14 Capacity Building).

46

Recommendations on ICT infrastructure and services, along with other areas of eTrade, were made in Rapid
eTrade Readiness Assessment for Myanmar, by UNCTAD (2018). Available from
https://unctad.org/en/PublicationsLibrary/dtlstict2018d1_en.pdf

24

National status towards cross-border data exchange
Recommendation 10: In implementing or upgrading automation systems of relevant regulatory
agencies in connection with Recommendation 3, Myanmar should make those systems enabled for
both domestic and cross-border paperless trade at the same time, to quickly improve their readiness
and competitiveness without duplication of efforts.

Recommendation 11: Myanmar should actively participate in regional, subregional and bilateral
initiatives on cross-border paperless trade. By this way, Myanmar would not be left out from crossborder paperless trade processes re-engineered as part of implementing those initiatives. It should
be noted that joining the Framework Agreement can help Myanmar to better participating in relevant
cross-border paperless trade initiatives (Article 13 Pilot projects and sharing of lessons learned).
Myanmar should also actively participate in the ASW cross-border data exchange initiatives,
particularly for ATIGA Form D implementation, in association with the introduction of E-PCO by MoC.

Recommendation 12: Myanmar should proactively participate in joint inspection and sharing
(recognition) of results electronically among relevant regulatory agencies and also with trading
partner countries. For sharing (recognition) of results with trading partner countries, joining the
Framework Agreement helps Myanmar to initiate and operationalize joint inspection and sharing
(recognition) of results (Article 8 Cross-border mutual recognition of trade-related data and
documents in electronic form).

Recommendation 13: Myanmar should introduce Authorized Economic Operator (AEO) programme
and conclude mutual recognition agreement with main trading partner countries to improve level of
trust on Myanmar’s traders, which can help initiating cross-border paperless trade.

B. Recommendations emerging from the legal readiness assessment
In order to improve its domestic legal environment for paperless trade and its legal readiness to
participate in cross-border paperless trade, it is recommended that Myanmar should proactively join
relevant international agreements and incorporate relevant international legal standards, regulations
and guidelines into its legal frameworks. Myanmar should also accede to the Framework Agreement
on Facilitation of Cross-border Paperless Trade in Asia and the Pacific as soon as possible. The
Framework Agreement can significantly help Myanmar in narrowing legal gaps in (cross-border)
paperless trade and support its becoming a knowledge-based economy. (See Annex VII for a brief
description of the Framework Agreement).

Electronics transactions and signatures law
Recommendation 1: Myanmar should modernize and simplify its statutes governing electronic
documents and signatures. Specifically, Myanmar should:
(1) Consider developing a legal framework with increased technological neutrality, by
revising or replacing the Electronic Transactions Law (2004) and building upon the 2016
amendments to the Evidence Act. These changes would provide more flexibility for
signatures, especially in non-official contexts, and more clarity on the implications of
secure signatures;
(2) Ensure the new e-commerce legislation which is currently being drafted adequately
addresses how identification, authorization and authentication are carried out in an
electronic environment. This process would ideally consult all relevant actors with an
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interest in a robust and secure e-commerce legal ecosystem, in line UNCTAD’s “e T
Ready” report for Myanmar47;
(3) Consider explicitly establishing requirements for functional equivalence between paperbased documents and electronic communications; or, in the alternative,
(4) Consider making laws in appropriate cases that recognize electronic communications
as directly meeting requirements for documents, writing, signature, etc.
In this process, it should pay attention to the work of UNCITRAL in this field, especially the United
Nations Convention on the Use of Electronic Communications in International Contracts; the
principles of the Convention can be used in domestic law as well. Occasional elements of Myanmar
statutes have been influenced by the Convention, but there does not yet seem to be a
comprehensive vision of the legal bases for electronic communications.

Recommendation 2: Myanmar should establish a legal basis for the preservation of stored
information in electronic form and rules for ensuring the integrity and security of this stored
information.
Recommendation 3: Myanmar should explicitly make electronic evidence appropriately admissible
in judicial and administrative/regulatory proceedings, and also consider making the same rules apply
to electronic evidence generated, stored or collected abroad. The 2016 amendments to the Evidence
Act are a good start for developing a legal framework for the use of electronic evidence.

Paperless trade and single window laws
Recommendation 4: Myanmar should provide a legal basis for establishing and operating a Single
Window for cross-border trade and for creating a paperless trade environment. Such a legal basis
can be provided by revision of existing laws or by enacting new laws. It is important in all events to
have a single point of view and co-ordinated policy approach to the law by all participants in the
trading economy. The essence of this set of laws is to authorize and frame the electronic exchange
of information among all public-sector and private-sector participants in trade. See Recommendation
9 in this regard.

Recommendation 5: Myanmar should expedite the adoption of laws on information security,
cybercrime and privacy, as well as laws and regulations requiring accuracy and integrity of data
submitted and processed for paperless trade. It may be that existing laws of general application will
serve these purposes, but that examination needs to be undertaken and any gaps filled, especially
with a view to relevant provisions supported by development partners 48.

Cross-border aspects
Recommendation 6: Myanmar should accede to the Framework Agreement on Facilitation of Crossborder Paperless Trade in Asia and the Pacific as soon as possible, as also recommended in the “e
T ready” report. The Framework Agreement will help Myanmar in arranging mutual recognition of
electronic messages and information transmitted across borders, as the parties settles on the
appropriate rules and standards for this purpose.

47

UNCTAD (2018), Rapid eTrade Readiness Assessment for Myanmar. Available from
https://unctad.org/en/PublicationsLibrary/dtlstict2018d1_en.pdf
48 This is another recommendation in line with UNCTAD (2018).
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Recommendation 7: Myanmar should accede to the United Nations Convention on the Use of
Electronic Communications in International Contracts. By acceding to the Convention, Myanmar
gets a shortcut to internationally recognized and sound electronic transaction laws applicable to
domestic and international transactions. Being a party to this Convention will help Myanmar make
the deals that paperless trade facilitation will then help execute. It also helps interpret other
international conventions to which Myanmar is a party consistently with its principles.

Recommendation 8: Myanmar should study the many conventions to which it is a party and that
allow paperless documentation, especially in relation to its membership in the Association of
Southeast Asian Nations (ASEAN), to ensure that its agencies and traders are aware of the
opportunities they are given by these instruments. This process may yield as many benefits as
seeking out new conventions to join, with the exception of those already mentioned in
Recommendations 6 and 7. These other conventions include:
1) Association of Southeast Asian Nations (ASEAN) Single Window Agreement (2005)
and Legal Protocol (2017)
2) WTO Trade Facilitation Agreement
3) World Intellectual Property Organization – in relation to its model statutes and
conventions
Recommendation 9: Myanmar should continue to make bilateral or regional agreements as well as
those promoted by global bodies, as required. This can give it practice in supporting paperless
communications for trade elsewhere.

Recommendation 10: Myanmar should proactively consider how to incorporate relevant
international legal standards, regulations and guidelines into its laws. In doing so, it should share
the knowledge on the benefits of such standards throughout the public sector, so agencies across
government recognize opportunities to go electronic. (A special effort may be useful for internal
legal advisors, so they give consistent informed advice on such questions). Some international
legal standards, regulations and guidelines that Myanmar has not yet expressly incorporated, but
that could be beneficial, include:
1)
2)
3)
4)

UN/ECE CEFACT Recommendation 33 on the establishment of a Single Window.
UN/ECE CEFACT Recommendation 35 on the legal status of a Single Window.
UN/ECE CEFACT Recommendation 36 on interoperability of cross-border systems.
UNNExT guidelines on Paperless Trade and Single Window.

Other considerations
Recommendation 11: Myanmar should clearly establish the criteria for liability of parties involved in
cross-border paperless trade and for the liability of intermediaries in relation to the information and
data passing through their systems. This may allow for some private contractual disclaimer of
liability, subject to statutory or regulatory limits. The principle that harm is repaired by the person
who caused it should be maintained, unless good reasons of public policy require an exception – in
which case, the fact of the exception should be made clear as well. However, it may be necessary
to study the kinds of responsibilities that can arise and the kinds of harm that can be done, and to
build safeguards, before a full liability regime can be instituted.

Recommendation 12: Myanmar should clearly set out how choice of forum and choice of law issues
relevant for paperless trade facilitation are determined in its laws.
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Recommendation 13: Myanmar should consider establishing laws defining who owns the data in a
cross-border paperless trade system and how the data can be used.

Recommendation 14: Myanmar should ensure that its laws allow electronic payments for all
purposes and among all participants in international trade transactions. These laws may include
appropriate security and authentication practices.

Recommendation 15: Myanmar should build awareness and capacity on legal issues of (crossborder) paperless trade for its stakeholders, especially those who are involved in handling legal
aspects, including understanding the implications of joining international agreements. Myanmar may
seek support from UN and other international development agencies, in a coordinated manner to
avoid duplication of advice, in planning and delivering capacity building activities.
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VI. Myanmar action plan for cross-border paperless trade
This section features an initial national action
plan, based on the “Individual Action Plan”
template developed by the Working Groups of
the Interim Intergovernmental Steering Group on
Cross-border Paperless Trade Facilitation. The
plan features Indicative actions that could be
undertaken by Myanmar to implement the
technical and legal recommendations presented
in the previous section (V). The action plan
includes priority level, timeline, capacity building
needs and potential key agencies related to each
indicative action, based on discussions held
during the national consultation workshop on

facilitating cross-border paperless trade held on
9 May 2019 in Nay Pyi Taw, Myanmar 49 , as well
as the knowledge acquired and the experience of
the expert team. Indicative actions as well as
other information included in this initial action
plan may be further elaborated upon – e.g.,
activities may be further broken down into subactivities and tasks; and type of capacity building
needs may be specified – and incorporated into
other relevant national development plans (e.g.
national trade facilitation action plan, ecommerce development strategy, or egovernment plan).

Part 1: Technical Aspect
Priority level: High, Medium, Low
Institutional and governance bodies for electronic data exchange in paperless environment
Indicative action
1. Accede to the Framework
Agreement on Facilitation of Crossborder Paperless Trade in Asia and
the Pacific
2. Strengthen the institutional
mechanism for coordinating
stakeholders of (cross-border)
paperless trade

2.1. Coordinate between existing
mechanisms and avoid duplication

Priority
level
High

Before 2021

High

Ongoing

High

Ongoing

Priority
level
High

Potential Key
agencies
2023
Leading
Agencies:
Department of
Trade and
Customs, in
cooperation with
Other
Government
Agencies
Currently no data available

Timeline

Capacity
building needs
Yes.
Awareness
raising,
consultations
Yes. Capacity
buildings for
National
Committee on
Trade
Facilitation
members
Yes. Trainings
for trainers

Potential key
agencies
Ministry of
Commerce,
Department of
Trade, Customs
Leading agencies:
Department of
Trade and
Customs, in
cooperation with
Other
Government
Agencies
Ministry of
Commerce
(Department of
Trade), Customs

Automation
Indicative action
3. Make relevant regulatory
agencies ICT-enabled (linking to
MACCS) *WTO TFA

3.1. Myanmar Port Authority

Timeline

49

Capacity
building needs
Yes

National Consultation on Facilitating Cross-border Paperless Trade: Myanmar, event website is available from:
https://www.unescap.org/events/national-consultation-facilitating-cross-border-paperless-trade-myanmar
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3.2. Ministry of Commerce

3.3. Union of Myanmar Federation
of Chamber of Commerce and
Industry (UMFCCI)
3.4. Others
4. Expedite creating a Single
Window environment

High

High

2020

Yes. Best
Ministry of
practice
Commerce
sharing,
(Department of
designing the
Trade)
system,
hardware
infrastructure
Currently no data available

Currently no data available
2025
Yes.
Ministry of
*ATIGA Form
Commerce
D exchange
(Department of
by 2019*
Trade), Customs

ICT Infrastructure
Indicative action
5. Establish a strategic plan and
guidelines on business continuity of
ICT systems

Priority
level
High

Timeline
By 2025

Capacity
building needs
Yes. Advocacy
with public and
private

Potential Key
agencies
Ministry of
Commerce
(Department of
Trade), Customs,
Ministry of
Transport and
Communication
(Cyber)

Capacity
building needs
Yes. Capacity
building for
Business
process reengineering
model as the
first stage in
2020

Potential Key
agencies
Leaders: Customs
and Department
of Trade in
cooperation with
Other
Government
Agencies

Capacity
building needs
Yes. Technical
support to
create the
Single
Registration
System

Potential Key
agencies
Leaders: Customs
and Department
of Trade in
cooperation with
Other
Government
Agencies

Potential Key
agencies
Ministry of
Commerce
(Department of
Trade), Customs
Ministry of
Commerce

Business process re-engineering
Indicative action
6. Carry out business process reengineering (BPR) in implementing
or upgrading ICT systems of traderelated regulatory agencies

Priority
level
High

Timeline
2023

Data harmonization
Indicative action
7. Carry out data harmonization in
implementing or upgrading ICT
systems of trade-related regulatory
agencies

Priority
level
High

Timeline
2023

Awareness and capacity building
Indicative action
8. Build awareness and capacity on
(cross-border) paperless trade of its
stakeholders
8.1. Awareness raising

Priority
level
High

Continuous

Capacity
building needs
Yes

High

Continuous

Yes

Timeline
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8.2. Capacity building

High

Continuous

Yes

(Department of
Trade), Customs
Ministry of
Commerce
(Department of
Trade), Customs

Other matters
Indicative action
9. Set a strategic plan to secure
budget for implementing ICT
systems of trade-related regulatory
agencies

Priority
level
High

Timeline
2020

Capacity
building needs
Yes
- Gap
Assessment
for existing
system
- Design the
best
modalities for
the
integration

Potential Key
agencies
Ministry of
Transport and
Communication
(Cyber)
Ministry of
Commerce
(Department of
Trade), Customs

Capacity
building needs
Yes.
Infrastructure
support

Potential Key
agencies
Leading agencies:
Department of
Trade and
Customs in
cooperation with
Other
Government
Agencies
Leading agencies:
Department of
Trade and
Customs

National status towards cross-border data exchange
Priority
level
High

Ongoing

11. Participate in regional,
subregional and bi-lateral initiatives
on cross-border paperless trade
(especially ASW cross-border data
exchange initiatives)

Med.

Ongoing

12. Participate in joint inspection
and sharing (recognition) of results
electronically among relevant
regulatory agencies

Med.

2023

13. Introduce Authorized Economic
Operator (AEO) programme and
conclude mutual recognition
agreement with main trading
partner countries

High

2022

Indicative action
10. Make automation systems of
relevant regulatory agencies
enabled for both domestic and
cross-border paperless trade at the
same time

Timeline

31

Yes.
Opportunity to
participate in
the forum,
meetings or
workshop on
Cross-border
trade.
Yes. Study
tours to the
successful
countries in
the region

Yes. Best
practice
sharing,
Technical
assistance and
infrastructure

Leading agencies:
Department of
Trade and
Customs, in
cooperation with
Other
Government
Agencies
Customs

Part 2: Legal Aspect
Priority level: High, Medium, Low
Electronics transactions and signatures law
Indicative action
1. Modernize and simplify its
statutes governing electronic
documents and signatures
1.1. Revise Electronic
Transactions Law

Priority
level

Timeline

Capacity building
needs

High

2021

Yes. Advisory
services

1.2. Ensure the new Ecommerce legislation
adequately addresses how
identification, authorization and
authentication are carried out in
an electronic environment.
1.3. Explicitly establishing
requirements for functional
equivalence between paperbased documents and
electronic communications, or
alternatively do 1.4.
1.4. Make laws fully recognize
electronic communications as
directly meeting requirements
for documents, writing,
signature, etc

High

2021

Yes. Advisory
services

High

2020

Yes.
Needs assessment
advisory services

High

2021

Yes.
Advisory services
series of
consultations
technical
assistance for
drafting/amending
laws

2. Establish a legal basis for the
preservation of stored
information in electronic form
and rules for ensuring the
integrity and security of this
stored information in electronic
form

High

2022

Yes.
Advisory services,
series of
consultations,
Technical
assistance for
drafting/amending
laws

3. Explicitly make electronic
evidence appropriately
admissible in judicial and
administrative/regulatory
proceedings, and also consider
making the same rules apply to
electronic evidence generated,
stored or collected abroad.

Medium

2022

Yes.
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Potential key
agencies

Ministry of
Transport and
Communication
(Cyber),
Ministry of
Commerce
(Department of
Trade)
MoTC, Ministry of
Commerce
(Department of
Trade) and Other
Government
Agencies
All related
agencies

Ministry of
Transport and
Communication
(Cyber)
Ministry of
Commerce
(Department of
Trade)
and Other
Government
Agencies
Ministry of
Transport and
Communication
(Cyber)
Ministry of
Commerce
(Department of
Trade)
and Other
Government
Agencies
Attorney General
Ministry of
Transport and
Communication
(Cyber)

Paperless trade and Single Window laws
Indicative action
4. Provide a legal basis (policy
directive) for establishing and
operating a Single Window for
cross-border trade and for
creating a paperless trade
environment
5. Expedite the adoption of laws
on information security,
cybercrime and privacy, as well
as laws/regulations establishing
requirements of accuracy and
integrity of data submitted and
processed for paperless trade

Priority
level
High

High

2021

Capacity building
needs
Yes.

Potential Key
agencies
Customs

2022

Yes.

Ministry of
Transport and
Communication
and other Other
Government
Agencies

Capacity building
needs
Yes.

Potential Key
agencies
Ministry of
Commerce
(Department of
Trade)
Customs

Timeline

Cross-border aspects
Indicative action
6. Accede to the Framework
Agreement on Facilitation of
Cross-border Paperless Trade
in Asia and the Pacific as soon
as possible
7. Accede to the United Nations
Convention on the Use of
Electronic Communications in
International Contracts
8. Study the many conventions
to which it is a party and that
allow paperless documentation,
to ensure that its agencies and
traders are aware of the
opportunities they are given by
these instruments
8.1. Association of Southeast
Asian Nations (ASEAN) Single
Window Agreement and Legal
Protocol
8.2. WTO Trade Facilitation
Agreement

8.3. World Intellectual Property
Organization – in relation to its
model statues and conventions
9. Make bilateral or regional
agreements as well as those
promoted by global bodies, as
required
10. Proactively consider how to
incorporate relevant
international legal
standards/regulations/guidelines
into its legal frameworks

Priority
level
High

Timeline
Before
2021

Not yet discussed.

High

2020

Yes. Awareness
raising

Ministry of
Commerce
(Department of
Trade), Customs

High

2023

Yes.

Customs (Lead)

High

2025

Yes.

National
Committee on
Trade Facilitation
+ Four Trade
Facilitation
Agreement
Working Groups
Not yet discussed. IP Department will soon be moved to Ministry
of Commerce. And will start over the discussion after.
Not yet discussed.

High

2021
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Yes.
- Technical
assistance

National
Committee on
Trade Facilitation
+ Four Trade
Facilitation

- Capacity
building
programs

Agreement
Working Groups

Other considerations
Indicative action
11. Clearly establish the criteria
for liability of parties involved in
cross-border paperless trade
and for the liability of
intermediaries in relation to the
information and data passing
through their systems
12. Clearly set out how choice
of forum and choice of law
issues relevant for paperless
trade facilitation are determined
in its laws
13. Establish laws defining who
owns the data in a cross-border
paperless trade system and
how the data can be used
14. Ensure that its laws allow
electronic payments for all
purposes and among all
participants in international
trade transactions
15. Build awareness and
capacity on legal issues of
(cross-border) paperless trade
for its stakeholders, especially
those who are involved in
handling legal aspects

Priority
level

High

Timeline

2021

Capacity building
needs
Not yet discussed.

Yes.
Consultations
Design strategy

Potential Key
agencies

National
Committee on
Trade Facilitation
core members

Not yet discussed.

Not yet discussed.

High

2020
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Yes.
Trainings for
trainers,
Awareness raising

All related
Agencies

VII. Conclusion and way forward
Myanmar has made significant progress in
implementing trade facilitation and paperless
trade. However, much more remains to be done
to further enhance trade efficiency in Myanmar,
in particular, by adopting digitalization of trade
procedures. In this report, findings from technical
and legal assessments of the readiness of
Myanmar for cross-border paperless trade were
presented, along with recommendations derived
from these findings. An initial action plan was
formulated
based
on
the
experts’
recommendations and input gathered during the
national consultations, which provides a useful
basis for the preparation by Myanmar of an
Individual Action Plan under the Framework
Agreement on Facilitation of Cross-Border
Paperless Trade in Asia and the Pacific.50

digitalization
strategy.
The
readiness
assessments together with the action plan
featured in this report can serve as a foundation
to elaborate more detailed activities at national
and agency level in this area, with identifiable
timeline and budget sources. Additional
meetings and consultations among stakeholders
may be useful to further refine and specify
actions and their sequencing in order to achieve
the long-term goal of cross-border paperless
trade – and to identify specific pilot projects and
capacity building and technical assistance
needs.
Pending its accession to - and the entry into force
of - the Framework Agreement, Myanmar may
also continue to participate in the Interim
Intergovernmental Steering Group on Crossborder Paperless Trade Facilitation to gather and
exchange information on good practices that can
help Myanmar further enhance its readiness for
cross-border paperless trade.

The report highlighted that there were no
technical or legal obstacles in Myanmar acceding
to the Framework Agreement and that it should
do so as soon as possible so it can start to more
effectively plan and implement its trade

50

Under the Framework Agreement and the associated draft implementation roadmap, participating states would
have to develop such individual action plans as part of implementing the Agreement, i.e., after the Agreement
has entered into force and the Parties have agreed on a template as well as on a timeline for submission of the
plans.
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Annexes
Annex I. List of stakeholders interviewed
Organization

Name

Job Position

Cosco Shipping Co. Ltd.

Ms. Wut Hmone

Director

Mr. Aung San Tun

Deputy Director General

Mr. Ye Htut Aung

Director

Mr. Win Thant

Director

Mr. Hlaing Min Tun

Director

Ms. Wai Kyaw

Deputy Director

Ms. Ohnmar Aung

Staff Office

Ms. Nan Cho Thet

Staff Office

Mr. Kyaw Thi Ha

Customs Officer

Ms. Phu Pwint Aung

Customs Officer

EFR Group Co. Ltd.

Mr. Than Aung

Director

Global Wave Software Co.
Ltd.

Ms. Thal Nay Zar Soe

Director

Information Matrix Co. Ltd.

Mr. Kyaw Soe Min

Director

U Minn Minn

Deputy Director General

U Ko Ko Lay

Director

Ms. Shin Saw Thu

Assistant Director

Customs Departments

Marlarmyaing Company
Ltd. (Mango Export
Company)

Ministry of Commerce

Ministry of Planning and
Finance
Ministry of Transport and
Communication
Myanmar Customs Brokers’
Association

Permanent Secretary and Officers
U Thar Oo

Vice Minister
Chairman
Chairman
Myanmar Container Truck
Association
Myanmar Container Truck
Association
Myanmar Container Truck
Association

Mr. Myo Min Zaw
Myanmar Transport and
Logistics Federation

Mr. Lwin Tun
U Aung Moe
Mr. Than Win Aung

MIFFA

Mr. San Khaing Hla

Myanmar Mercantile Marine
Development Association
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Mr. Aung Moe

Myanmar Highway Freight
Transportation and Services
Association

National Consultant

Aung Khin Myint

National Consultant

Uni-Link Logistics Co. Ltd.

Mr. Nay Oo

Director
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Annex II. List of participants at the national consultation workshop
Organization
Department of
Agriculture
Department of
Consumers Affairs
Department of
Fisheries
Department of
Research and
Innovation
Department of Trade
Food and Drug
Administration
Department
Foreign Exchange
Management
Department
Legal Advice
Department
Livestock Breeding
and Veterinary
Department
Minister’s Office,
MoC
Myanma Port
Authority
Myanma Railways
Myanmar Customs
Brokers Association
Myanmar Customs
Department
Myanmar Garment
Manufacturers
Association
Myanmar
International Freight
Forwarders’

Name
Ms. Tin Htay Win
Ms. Aye Thandar
Ms. Aye Mu

Job Position
Deputy Director
Staff Officer
Staff Officer

Ms. Aye Thin

Assistant Director

Mr. Thet Naing

Deputy Director

Dr. War Moe

Deputy Director

Ms. Pa
Mr. Aung Kyaw Moe
Ms. Nwe Ni Win
Ms. Su Thet Hninn

Deputy Director
Assistant Director
Assistant Director
Assistant Director

Dr. Chaw Nu Nu Aye

Deputy Director

Ms. Aye Mya Nandar Swe

Staff Officer

Ms. Tin Win

Director

Dr. Aung Myo Htun

Assistant Director

Mr. Tun Aung Zaw

Assistant Director

Mr. Min Aung

Assistant Manager

Mr. Aung Moe Kyaw

Assistant General Manager

U. Min Tun Myint

Vice - Chairman

Mr. Saw Htee Set
Mr. Kyaw Thiha
Mr. Moe Kyaw Aye

Assistant Director
Customs Inspector
Director

U. Tin Aung Hein

Committee Member

Ms. May Oo Khaing

Vice - Chairman

Mr. Than Aung

Executive Committee

Ms. Hnin Sandar

Deputy Director

Ms. Khin Swe Yi

Assistant Director

Mr. Hla Oo
Mr. Saw Han Aye

Central Executive Committee
Executive Committee

Ms. Nwe Aye

G-3

Association
Myanmar Trade
Promotion
Organization (Doing
Business Team)
Planning
Department
Union of Myanmar
Federation of
Chambers of
Commerce and
Industry
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Annex III. Cross-border paperless trade: a technical readiness checklist: Myanmar
Scope and structure of the checklist
The Checklist is to assess technical gaps in implementing cross-border paperless trade systems. The Checklist takes into considerations of national issues
such as implementation of electronic and paperless transactions at national level and Single Window system, pre-requisites for cross-border paperless trade
data exchange.
The Checklist is structured in two sections as below:

Section A - Paperless trade system at the national level
This section focuses on technical issues related to implementation of electronic trade systems in paperless environment at the national level. Technical
issues are grouped into the following categories.
1. Institutional and governance bodies
a. Strong political commitment
b. Coordination
c. Inter-agencies governance structure
2. Level of automation
a. Electronic systems
b. Single Window System
3. Information and communication technology (ICT) infrastructure
a. Network service availability
b. Common/single network (E-Systems)
c. Single Window System
d. Strategic plan for ICT infrastructure issues
e. Disaster recovery
f. Business continuity plan
4. Security
a. IT security policy
b. Security measures (E-Systems)
c. Authentication mechanism
d. Communication protocol
5. Business process re-engineering
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a. BPR For paperless trade
b. Implementation of paperless trade transactions
6. Data harmonization and standardization
7. Capacity building
8. Other matters
a. Computer literacy
b. Budget constraints
Section B – National status towards cross-border data exchange
This section is aimed at assessing the status of a country or an organization to embark on cross-border paperless trade data exchange projects.
1.
2.
3.
4.
5.
6.
7.

Electronic systems
Single Window System
Business process re-engineering
Data harmonization and standardization
International transit
Awareness program
Other matters
a. Authorized Economic Operator
b. Stakeholders and trade community
c. Government budget
d. Documents being considered for cross-border data exchange & prioritization
e. Further information

40

CONSOLIDATED RESPONSE TO TECHNICAL READINESS CHECKLIST
Findings are presented based on the information collected during visits by the team of experts who conducted interviews with relevant government agencies
and private sector stakeholders in November 2018, supplemented by those from existing reports and information provided by a national consultant.
Section A: Paperless Trade System at the National Level
No.
1.

1.1

Questions

Elaboration on status/issues/

Institutional and governance bodies for electronic data exchange in paperless environment:
One of the critical success factors for implementation of paperless trade system is strong commitment from the Head of Government without which
many projects of this magnitude tend to stall. When top management is committed to spearhead a project, issues of financial support and other
resources could be addressed more readily. Coordination among participating parties (among Government agencies, between government and
private sectors) is not an easy task but could be carried out more efficiently and effectively with the establishment of an institutional body equipped
with a strong governance structure. The institutional set-up will provide a venue for relevant officials to come together to discuss on functionalities and
other technical as well as legal matters. The governance structure which depicts the role and responsibilities of each unit/group as well as reporting
mechanism will expedite the implementation of the paperless trade systems.
Is there strong political commitment in your Yes. National Single Window (NSW) Steering Committee has been established and chaired by the
country to implement paperless trade systems to Deputy Minister from Ministry of Planning and Finance (MoPF), with 15 members from public sector.
expedite international trade supply chain?
A technical working group has also been established. Also, Single Window Working Group is
established under the National Committee on Trade Facilitation (NCTF), with more than 40
members from different departments and private sector stakeholders.
Is there an official government instruction or
decree? Has a Ministerial level official been
appointed for this initiative?
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No.
1.2

Questions

Elaboration on status/issues/

Does the paperless trade initiative encompass all
the community partners and is it driven by the
government at the top level?

Partially. NSW is not yet operational although the steering committee is established. Currently the
paperless trade initiatives involve only some community partners and restricted to certain agencies
and systems as follows:
• Myanmar Customs Department (MCD)’s Myanmar Automated Customs Clearance System
(MACCS) is for Exporters/Importers, customs brokers, authorized freight forwarders,
Shipping agencies, Air Lines, Container Yard Operators, Warehouse Operators, MOC for
license and OGAs.
• Myanmar Port Authorities’ Port Electronic Data Interchange (EDI) and Shipping Agency
Department (SAD) under the Myanmar Port Authority is for shipping agents and transport
operators.
• Ministry of Commerce (MoC)’s e-Preferential Certificate of Origin (e-PCO) has been
implemented in November 2018 for traders; and online licensing system (since 2004 and
upgraded into full online licensing system in 2016).
• Again, Union of Myanmar Federation of Chamber of Commerce and Industry (UMFCCI) ’s
e-certificate of origin (e-CO) application is for traders.

Which government agency is in charge?

1.3

Is there an inter-agencies governance structure
established to oversee paperless trade systems
facilitated by the government?
If yes, please provide a diagrammatic
representation of the structure and indicate the
Lead Agency?
This structure may include the private sector
stakeholders or community players.

Yes. NSW Steering Committee has been established and chaired by the Deputy Minister from
MoPF. The lead agency for NSW is MCD, focusing on NSW implementation whereas compliance
to WTO TFA is under the purview of MoC. Different cross-cutting policy working group on trade
facilitation from the perspective of export under the purview of Myanmar Trade Promotion
Organization
It is noted that paperless trade systems related responsibilities are scattered across a number of
agencies: cross- border trade affairs are under the purview of the Ministry of Foreign Affairs (MoFA)
is it represented in the NSW Steering Committee by the ASEAN Affairs Department, MoFA. It is
uncertain if their role would handle cross-border matters outside of ASEAN and negotiations on
cross-border data exchange other than with ASEAN Single Window. Also, Department of
Technology, Ministry of Transport and Communication (MoTC) also handles cyber security issues.
Membership of NSW Steering Committee is enclosed in Appendix.
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No.
2.

2.1

Questions

Elaboration on status/issues/

Level of Automation
It is not feasible for an organization/agency to consider implementing paperless trade system without the capability of processing electronic
document/information/data, let alone cross-border data exchange subsequently.
(a) Has your country implemented any of the Yes. MCD has fully implemented MACCS the e-Customs system, on 12 Nov 2016 in every parts of
following systems?
Yangon areas and expended in Myawaddy Trade Zone (Myanmar & Thailand border) on 5 Jun
i.
Electronic Customs (eCustoms)*
2018.This system is available for the customs brokers and freight forwarders.

•

Does it have the capability to receive,
process
and
issue
document
electronically?

Yes. MACCS and some other related systems have the capability to receive, process and issue
document electronically. MACCS for electronic import and export declarations; Myanmar Port
Authority (MPA)’s i Port EDI for e-manifest; SAD for bill of lading; and MoC for e-PCO; and UMFCCI
for e-Co. However, all these systems are no inter-connected.

•

Is it integrated with Electronic Payment
(ePayment)?

Partially. For payment of duties, MCD implemented a procedure for e-payments. Exporter,
Importer and Customs Broker need to open a deposit account at MCD. They can pay duties, taxes
and fees electronically by using their deposit accounts.

•

Does it have the capability to authenticate
users electronically?

Yes. Deposit account owner are able to authenticate users by using UCB service in the MACCS
system.

•

Does it ensure data/document security?

Yes. UCB service designed for exporter, importer and Customs department.

•

What is the percentage of trade covered
under this system?

Trade covered under this system is for every part of Yangon area and Myawaddy Trade Zone.
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No.

Questions

Elaboration on status/issues/

•

Are community partners connected to it
electronically?

ii.
•

Electronic Port (ePort)**
Does it have the capability to receive,
process and issue document
electronically?

•

Is it integrated with Electronic Payment
(ePayment)?

Partially. Registered users are connected electronically to Port EDI but not to SAD

•

Does it have the capability to
authenticate users electronically?

•

Does it ensure data/document security?

The e-PCO application was launched on 26 November 2018. MoC will commence with ASEAN
Form D and will be expanded to 10 other preferential COs under MoC. Data exchange will be via
the ASEAN Single Window to 9 other member states of ASEAN.
UMFCCI has implemented e-CO system. But the certificate still needs to be printed out as there is
no arrangement with the recipient partner country for electronic data and document exchange.

•

What is the percentage of trade covered
under these systems?

•

Are community partners connected to it
electronically?

iii.

Electronic License (eLicense), Electronic
Permit (ePermit), Electronic Certificate
(eCertificate), etc.

•

Does it have the capability to receive,
process and issue document
electronically?
Is it integrated with Electronic Payment
(ePayment)?

•

Yes. Community partners related to customs declarations are connected electronically to MACCS
as user.

Trade covered under the ePort system is only for e-manifest.

Yes. Both the e-PCO and e-CO can receive, process and issue document electronically

No. They are not integrated with ePayment.
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No.

Questions

Elaboration on status/issues/

•

Does it have the capability to
authenticate users electronically?

Yes. Using login ID and password.

•

Does it ensure data/document security?

No. No specific security protocols identified nor utilized.

•

What is the percentage of trade covered
under these systems?

For e-PCO: Approximately 10% for trade requiring PCO.
For e-Co: More than 75% of the trade requiring CO. Manual application is still allowed for traders
outside Yangon.

iv. Systems of cross-border trade other than
above specified:
•

•
•
•
•
(b)

Does it have the capability to receive,
process and issue document
electronically?
Is it integrated with Electronic Payment
(ePayment)?
Does it have the capability to
authenticate users electronically?
Does it ensure data/document security?
What is the percentage of trade covered
under these systems?
What is your country’s targeted timeline to
cover all trade transactions through these
systems towards paperless environment?

No. The Cross-Border Transport Agreement (CBTA) between Myanmar, China and Thailand is at
implementation stage but not electronically. CBTA is under the responsibility of MoFA, which was
ratified in 2003. Implementation of the CBTA is at priority border crossing points (BCP) with
Thailand (Myawaddy–Mae Sot) and China (Ruili–Muse).

Timing and deadlines not provided nor indicated.

* And other services that facilitates Customs
declarations in an electronic format).
** Including air, sea, road rail and inland ports
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No.
2.2

Questions

Elaboration on status/issues/

Has a Single Window System been implemented
in
your
country
to
expedite
cargo
movement/clearance and to facilitate international
trade supply chain?

No. The upgraded components of MACCS is estimated to be ready in 2 years’ time, depending on
the negotiations with JICA (the sponsor). Currently the SWS full blueprint is being designed by
World Bank and there is no indication of its readiness.

If yes,
(i)

(ii)
(iii)
(iv)

3.

how does it receive data electronically
i.e. what kind of user interface and
communication channel (internet-based
network or dedicated/secured private
network) is used?
does it support paperless environment?
How many agencies are connected to
the Single Window? Please list them.
Who operates this system?

If no, does your country have a future plan and No. Other than the current MACCS by MCD, all timelines will only be decided upon reviewing and
when is the targeted timeline to implement adopting the Single Window blueprint which is designed in collaboration with World Bank.
electronic transactions towards paperless
environment?
Information and Communication Technology (ICT) Infrastructure for Paperless Trade
A good information and communication technology (ICT) infrastructure are one of the essential elements for an efficient paperless trade system. The
primary function of the network is to serve as a secure channel for information exchange between the participating parties. Unavailability of internet
service could be one of the obstacles in full implementation of a trade facilitation system when the business process is incomplete due to missing parties
in the network connectivity.
There are various options of network such as Multi-Protocol Label Switching - Internet Protocol Virtual Private Network (MPLS-IPVPN), HTTPS
(HyperText Transfer Protocol over Secure Socket Layer). Regardless of choice of options, the network should allow connectivity and interoperability
between heterogeneous platforms and support various protocols and exchange paradigms within a secure operating environment. It is not uncommon
that different stakeholders have different level of computerization and system on different platforms. To ease integration/interfacing/interoperability
between these systems, a Single Window system which connects them needs to support interface with heterogeneous systems.
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No.

3.1

Questions

Elaboration on status/issues/

Putting in place a strategic plan to address information and communication technology (ICT) infrastructure issues and a disaster recovery centre should
be part of a business continuity plan. It is essential to ensure the effects of operating disruptions are properly mitigated.
Is Network service available at all border posts, Yes. Network services are available via Virtual Private Network (VPN). However, as indicated in
including ports/airports/cargo clearing house, in the “e T Ready” report51, internet penetration is high, but broadband connectivity is limited and
your country?
expensive. The VPN infrastructure at the border crossing points needs to be strengthened to the
level of fibre optics with VSATs as backup for rural areas, especially in the mountainous regions on
the border with China, to facilitate the cross-border paperless initiatives under CBTA with China and
Thailand.
If not, what is your country’s future plan and
targeted timeline to connect the stakeholders of
the logistic and supply chain including controlling
agencies?

3.2

51

Are the systems mentioned in 2.1 connected via
a common/single network?
If yes, does it have the following features?
(i)
an integrated secure network;
(ii)
able to provide a high availability rate of
minimum 99.9% in terms of service level
agreement for trade data exchange in
paperless environment;
(iii)
able to support various communication
protocols;
(iv)
able to provide secure information
exchanges that ensure confidentiality and
data integrity
(v)
designed to take into account future
requirements such as device and
technology upgrades

No. They are on their individual VPNs, not a common system.

UNCTAD (2018). Myanmar: Rapid e-Trade Readiness Assessment, Available from https://unctad.org/en/PublicationsLibrary/dtlstict2018d1_en.pdf
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No.

Questions

Elaboration on status/issues/
There is no confirmed plan.

3.3

If any of the above is lacking (i ~ v), what is your
country’s future plan to upgrade it and what is the
targeted timeline?
If a Single Window System is implemented, is it
able to integrate/interface/interoperate with other
existing heterogeneous systems (i.e. with
systems on different platform)?

No. Not at the moment, but NSW Design is in progress for interoperability with heterogeneous
systems. No details obtained.

3.4

If it does support (is able to interoperate with)
heterogeneous systems, what is the method of
integration/interfacing?
Does your country have a strategic plan to
address
information
and
communication
technology (ICT) infrastructure issues (for
paperless trade)?

If not, what is your country’s future plan and
targeted timeline to establish the strategic plan?
Is there any policy for the establishment of a
Disaster Recovery (DR) at
- agency level?
- national level?
Please state the Disaster Recovery (DR)
implementation at
- agency level (specify the %)
- national level.

Not indicated. All are dependent of the outcome of the blueprint which is in development stage.

3.5

There is no confirmed plan.

No. Potentially, the e-Government Data Center under the Ministry of Transport and Communication
(MoTC) could be utilized. Currently it houses internal Government related applications and data e.g.
Government Personnel Management System (GPMS), Electronic Document Management System
(EDMS), Government e-mail, Common Applications. None of the implemented paperless systems
are located in the e-Government Data Center.

Partially. Some agencies have DR.
No. MACCS do not have DR plan. (agency Level).
•

MoC’s e-PCO and UMFCCI e-CO is located in UMFCCI office premises with data stored
using Amazon Cloud Services. It was indicated that they will eventually move to a physical
data center at a later stage.
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No.

3.6

Questions
If not, what is your country’s future plan and
targeted timeline to set up a Disaster Recovery
(DR)?
Does your country have a business continuity
plan for paperless trade systems?

Elaboration on status/issues/
Timeline is not established.

No. There are no operational procedures for reversion to manual system in the event of downtime
for MACCS, e-PCO and e-CO.

If yes, is it regularly tested?
If not, what is your country’s future plan and
targeted timeline to develop a business continuity
plan?
4.

4.1

4.2

4.3

4.4
4.5
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Timeline and plan are not indicated.

Security
The confidence of users to replace paper-based document with electronic information or data is to an extent dependent on how the IT system manages
the electronic data in a secured manner.
Is there any information technology (IT) security No. The security policy is under MoTC. There is a need for a new security policy to be established,
policy for your country?
as the current policy is outdated as it was implemented 10 years. 52
If yes, please specify.
What kind of security measures undertaken to MACCS User ID, user password, terminal ID, access key, e-token are needed to login to MACCS
protect system(s) mentioned in 2.1 (if any of them as security measures.
is implemented) from unauthorized access?
What kind of authentication mechanism used to Using login e-token and password.
ensure security of information transmitted
electronically?
What kind of communication protocol is used for Communication protocol used is EDI (MACCS).
electronic data exchange currently?
What is your country’s future plan to enhance the Plan is not confirmed nor indicated at this point of time.
security level mentioned in 4.1 and 4.2 and what
is the targeted timeline?

Ibid.
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No.
5.

5.1

5.2

6.

6.1

Questions

Elaboration on status/issues/

Business Process Re-engineering
Failure to review and re-engineer a manual procedure/process in the development of an electronic system will often lead to inefficiency of the system.
It will further jeopardize integration/interfacing with other systems if business processes across the board are not streamlined to ensure seamless flow
of information. Implementation of an electronic system often begins with parallel processing of paper document, but the ultimate goal is to discontinue
the usage of paper document.
Have the stakeholders in your country conducted Partially. MCD has undergone a business process re-engineering, as early as 2009.
re-engineering and streamlining of business
processes to support paperless trade/national
Single Window
(i)
at agency level? (Please list them)
(ii)
at national level?
Has your country implemented any paperless Partially.
trade transactions?
If yes, what kind of transactions are implemented,
and type of electronic documents are exchanged? MACCS for customs declarations, Port EDI for e-manifest, e-PCO and e-CO systems for
If not, what is your country’s future plan and preferential and non-preferential certificates of origin. (see Section A.2.1)
targeted timeline to do away with paper-based
documents?
There are no set timelines. Awaiting the completion of NSW blueprint.
Data Harmonization and Standardization
Data compatibility is one of the main issues that need to be addressed in various connectivity projects in and around the region. Thus, if data
harmonization and standardization can be carried out as early as possible, seamless data exchange will be achieved without compatibility issues
especially if it is based on international standards.
Has data harmonization and standardization been Partially. Only MCD has undergone data harmonization and simplification.
conducted on the data elements for paperless
trade.
(i)
at agency level?
(ii)
at national level?
If yes, has a data model been adopted and is it
based on international standards/guidelines, such
as United Nations rules for Electronic Data

Yes. MACCS is currently undergoing upgrade. MCD’s MACCS data model is in accordance to the
WCO Version 2 and currently being upgraded to Version 3.7. Other data models being harmonized
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No.

7.

7.1

7.2

7.3
7.4

8.
8.1

Questions

Elaboration on status/issues/

Interchange for Administration, Commerce and and adopted would be the ASEAN Data Model (ADM), ASEAN Customs Declarations Document
Transport (UN/EDIFACT), United Nations Code (ACDD), ASEAN Trade in Goods Agreement (ATIGA) which supersedes the ASEAN Common
for
Trade
and
Transport
Locations Effective Preferential Treatment (CEPT); and models under the US-ACTI (ASEAN Connectivity
(UN/LOCODE), Core Component Technical through Trade and Investment).
Specification (CCTS), Core Component Library
(CCL), World Customs Organization Data Model
(WCO DM), etc.?
Capacity Building
Capacity building is an ongoing activity in most projects but is important particularly at the onset of a project to ensure stakeholders have a common
understanding on the project and their respective role and responsibilities to make it a success.
Has your country conducted any awareness Partially.
program and/or workshop to ensure the MCD has recently provided training, awareness to customs brokers, exporters, importers and freight
stakeholders (government agencies and traders) forwarders on paperless import and export declarations related to MACCS.
having a common understanding on ‘paperless Smaller scale training has been conducted by MoC and UMFCCI for e-PCO and e-Co.
trade’ and to have better insight in the
requirements of ‘paperless trade’ as well as their
respective role to help realize cross-border
paperless trade data exchange?
Do the stakeholders of cross-border trade in your No. Other than MCD and MoC, other stakeholders do not fully understand the Single Window
country fully understand the Single Window approach.
approach?
Has your country conducted any awareness Partially. Not specifically on overall Single Window but from certain perspective i.e. from customs
program or workshop on Single Window?
processes.
What is your country’s future plan and timeline to No timeline is indicated.
enhance capacity building for cross-border
paperless trade data exchange?
Others
(i)

What is the level of computer literacy in the
trading community in your country as a
whole to support electronic transactions?
(>75%=High, 50%=Medium, 25%=Low)

Private sector stakeholders from the trading community, have adequate and high computer literacy
due to their organizations having automated systems for their business activities. However, such
systems are not to the level of CRM or ERP, with the exception of COSCO (China Ocean Shipping
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No.

Questions

Elaboration on status/issues/
Company Limited). As such the overall computer literacy amongst the trading community is deemed
to be >75% (High).

(ii)

8.2

Are they ready to accept changes arising
from re-engineered business processes in
implementing paperless trade systems?

Does your country encounter budget constraint in
implementing paperless trade system?

If yes, what is your country’s future plan to
overcome this financial constraint and what is the
targeted timeline?

Yes. From discussions, it is noted that the private sector stakeholders from trading communities
welcomes positive changes arising from implementation of a paperless trade environment. They
believe that this will result in cost reduction and speed efficiency. They hope that they are kept
informed of the progress and be provided change management training so they can execute
effective planning in their business processes.
Yes. Budget constraint is the primary factor for implementation of paperless trade systems. in
Myanmar. Mainly have to depend on donor agencies’ financial assistance. MCGA’s systems are
assisted by JICA and the Government of Japan. The NSW blueprinting is assisted by World Bank.
MoC’s e-PCO is funded by GiZ. The intended e-SPS system will be supported by USAID.
There are a number of donor agencies, including USAID, that are discussing, but no timeline neither
provided nor known at this point of time.

Section B: National Status Towards Cross-Border Data Exchange
No.
Questions
Elaboration on status/issues
Ideally, all stakeholders of cross-border trade should be on board the cross-border data exchange project to bring forth full benefits. In this respect, it is important
that their IT systems support cross-border data exchange. A Single Window system is meant to connect systems of the stakeholders via a single point of
connectivity providing more efficient integration/interfacing. Likewise, a National Single Window which acts as the national single point of connectivity will tend
to ease integration/interfacing for cross-border data exchange with dialog partners.
1.
What is the percentage of systems mentioned in MACCS may able to support cross-border data exchange, but more details discussion will be
Section A 2.1 (if any of them is implemented) needed.
support cross-border data exchange?
2.
If a Single Window mentioned in Section A 2.2 is
Awaiting the completion of NSW blueprint.
implemented, does it support cross-border data
exchange?
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No.

Questions
Elaboration on status/issues
If ‘Yes’, does it function as the National Single
Window which acts as the national single point
of connectivity for any cross-border data
exchange with other dialog partners?
When business process re-engineering is done on domestic procedures/processes for paperless transaction at the national level, it has to take into consideration
requirements for cross-border data exchange whereby paper document will not be exchanged across border.
3.
If your country has implemented paperless Partially. MCD’s MACCS may able to support cross-border data exchange. On the other hand,
transactions at the national level as mentioned in there is no indication provided for Port EDI, e-PCO and e-CO. However, since the e-PCO is
Section A 5.2, has re-engineering and designed initially for ASEAN Form D, then elements of re-engineering and streamlining of business
streamlining of business processes been processes would have been incorporated to support cross-border data exchange.
conducted to support cross-border data
exchange?
If not, what is your country’s future plan and
targeted timeline to develop a regional business
process for cross-border data exchange?
If data harmonization and standardization is done based on international standards which are adopted by most organizations or countries in the region, it will
minimize changes in the national system process and database structure when implementing cross-border data exchange electronically.
4.
Has data harmonization and standardization Yes. For MACCS, data harmonization and standardization has been conducted based on the WCO
been conducted based on international guidelines. It would also would have been modelled by the ASEAN Data Model (ADM) and the
standards/guidelines such as United Nations ASEAN Customs Declaration Document.
rules for Electronic Data Interchange for
Administration, Commerce and Transport
(UN/EDIFACT), United Nations Code for Trade
and Transport Locations (UN/LOCODE), United
Nations Centre for Trade Facilitation and
Electronic Business (UN/CEFACT) Single
Window Recommendation, etc. to support crossborder paperless trade data exchange?
If not, what is your country’s future plan to
minimize changes in your system process and
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No.

Questions
Elaboration on status/issues
database structure for cross-border data
exchange electronically?
5.
International Transit
Among the issues faced by transit traders under the current international transit procedure in many countries in the region are:
(i)
Repetitive submission of a customs transit declaration at entry to every country of transit; and
(ii)
A security document needs to be registered at every country of transit.
To address the above issues, the following could be considered:
(a)
A single Customs Transit Declaration to be valid for the whole transit route: Data and information of the Customs Transit Declaration submitted and
approved at the country of departure to be shared across border with the countries of transit and country of destination.
(b)
A single guarantee to be valid for the whole transit route: Relevant data/information of the guarantee registered at the country of departure to be shared
across border with countries of transit and country of destination.
If single stop inspection is done by all controlling agencies at the exporting country and data of the inspection results is shared with the importing country, it will
definitely expedite cargo clearance.
5.1 Is paperless Customs declaration implemented in
your country for:
(i)
(ii)

national transit procedures (inbound
transit, outbound transit, inland transit)?
international transit?

MACCS system is ready to handle transit declaration but on the other hand MACCS need to expand
all border Customs ports of Myanmar.
It is currently on physical document basis.

If yes, is the Customs regime in your country able
to support implementation of a single Customs
Transit Declaration and single guarantee valid for
the international transit route taking into
consideration the following?
(i)

to agree on a guarantee registered at the
country of departure, covering the highest
duty amount calculated based on duty rate
of each country in the transit route, to be
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No.

(ii)

5.2

Questions
valid and accepted throughout the transit
route; and
to agree on a regional/sub-regional format
and content of the single guarantee;

Elaboration on status/issues

If not, what is your country’s future plan and
targeted timeline to address this issue?

Timelines and plans not provided.

Has your country implemented a one stop
inspection system by all controlling agencies at
the borders at the time of exit/export?

No. Inspection, if any, is conducted separately by controlling agencies at BCP. In some BCPs
(especially in conflict areas), the inspection role involves the Regional Army.

If yes, is the inspection results shared with the
importing country?
If not, is there any intention to implement a single
stop inspection and what is the timeline?
6.

6.1

No plans indicated.

Awareness Program
Awareness program is important for stakeholders to understand how cross-border data exchange could be carried out so as to reduce their anxiety and
that they will be prepared to address any issues that may arise.
If a country lacks the expertise to carry out business process analysis, data harmonization & simplification, system development, project management,
etc, it may look for technical assistance from external party.
Does your country have an awareness program No. Private Sector stakeholders from the trading community have commented that there has been
(capacity building / training / workshop etc) for no specific capacity building or awareness programs for cross-border paperless trade. On the
stakeholders to have a better understanding on:
national level, paperless trade capacity building or awareness program is only confined to the
utilization of MACCS. As for the e-PCO and e-CO systems, capacity building and awareness are
(i)
how cross-border data exchange could be only conducted by MoC and UMFCCI on the utilization of these systems with no specific reference
implemented;
to cross-border paperless trade.
(ii)
potential business transactions and
documents
for
cross-border
data
exchange;
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No.

Questions
method of identifying inhibitors that need
to be addressed
If not, what is your future plan and targeted
timeline to conduct the awareness program?

Elaboration on status/issues

(iii)

6.2

Does your country have the capacity to carry out:
• Business process analysis?

Plans have been identified for country level.

Partially. Only MCD would have the internal capacity due to their experience in the implementation
of MACCS. All other Government stakeholders have limited or no experience at all.

•

Data harmonization and simplification?

Partially. Only MCD would have the internal capacity to carry out data harmonization and
simplification due to their experience in the implementation of MACCS.

•

System development?

Partially. Only MCGA would have some internal capacity. Port EDI, e-PCO and e-CO systems
were outsourced to third parties and still maintained by the same developers.

•

Project management?

Yes. Only MCD would have the internal capacity for this. Primarily for the existing systems. The
upgrades and enhancements are handled by external consultants from JICA.

7.
Other matters
Some countries which are ready for cross-border data exchange may not be willing to participate in a pilot project. One of the reasons is the lack of trust on
economic operators of their dialog partners. If your economic operators are able to comply with AEO (Authorized Economic Operator) scheme and mutually
recognized by your dialog partners, it will expedite cross-border data exchange.
7.1 Authorized Economic Operator (AEO)
(i)
Is the Authorized Economic Operator
Not yet. MCD have already done awareness and notified AEO programmes. MCD have plan to
scheme implemented in your country?
implement AEO programme.
If yes, how extensive is it implemented in
terms of percentage of economic
operators registered for the scheme?
(ii)
In general, what is the level of compliance Low
of traders in your country (high, medium or
low)?
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(iii)

Is your country ready to sign any Mutual Not yet.
Recognition Agreement for Authorized
Economic Operator (AEO) with dialog
partners?
In the preparatory stage, it is useful to assess the readiness of stakeholders in accepting changes arising from cross-border data exchange, and availability of
fund for any potential cross-border paperless trade project.
7.2

Are the stakeholders and trade community ready
to accept changes arising from the re-engineered
processes towards cross-border data exchange?
• Regulatory agencies
• Agents/Customs brokers
• Traders
• Port Community
• Financial institutions
• Others (Please specify)

Partially. The stakeholders welcome any efforts to implement paperless trade systems. However,
their concerns are from the overseas partners which still requires paper-based documents. They
do hope that the cross-border data exchange initiative will be able to remove the dependency of
paper-based documents by the overseas partner’s authorities. Only MCD will have adequate
knowledge of this as they will be participating in ASW, ATIGA and the ASEAN Transit program.

7.3

Does your country’s government budget provision
for transition to cross-border paperless trade data
exchange?

No. Indication is not provided.

If no, what is your targeted timeline?

Timeline is not indicated specifically.

Sharing of information on countries’ preference on the prioritized documents for cross-border data exchange can help identify potential participants having same
or similar preferences to work together on pilot projects that meet their common preferences.
7.4 Is your country considering cross-border data
exchange for any of the following documents and
related processes? (Y=Yes, N=No)
(Please select top 5 prioritized documents)
(i)
(ii)
(iii)

Sea Way Bill
(Advance) Manifest
Customs Transit Declaration

(ii) Yes. Advance manifest through Port EDI
(iii) Yes. Customs Transit Declaration commencing with ASEAN Transit.
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(iv)
(v)
(vi)
(vii)
(viii)
(ix)
(x)
(xi)
(xii)
(xiii)

(xiv)
(xv)
(xvi)
(xvii)
(xviii)
(xix)
(xx)
(xxi)
(xxii)
(xxiii)

Transit Bond
Phyto-Sanitary Certificate
Sanitary Certificate
Fumigation Certificate
CITES Certificate
Certificate of Origin (Preferential)
Certification of Origin (non-preferential)
Pharmaceutical Certificate
National Standard and Quality
Certificates
International Organization for
Standardization (ISO) and other
international standards and quality
certificates
Certificate for medical devices
Certification of Electrical and Electronic
Components, Equipment and Product
Dangerous Goods List
Material Safety Data Sheet (MSDS)
Letter of Credit
Bill of Lading
Invoice
Packing List
Import Permit
Others (Please specify)

(v)Yes. e-SPS being planned in collaboration with USAID.
(vi) Yes. e-SC being planned in collaboration with USAID.

(x) Yes. UMFCCI has implemented e-application for CO. Issuance of paper-based certificate is still
based due to the requirements by importing country.
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7.5

For each of the five (5) prioritized documents
identified in 7.4, please provide further
information on the following:
(i)
The implementing agency/party:
Documents Implementing agency/party
(ii) How many % of the document and related
processes is paperless?
Documents (%)

1. Advance Manifest
(i) Port EDI
(ii) Received by Port EDI electronically but physically uploaded into MACCS
2. Phytosanitary Certificates
(i) MOALI
(ii) Currently entirely paper-based
3. Sanitary Certificates
(i) MOALI
(ii) Currently entirely paper-based
4. Certificate of Origin
(i) MoC/UMFCCI
(ii) Applications – 100% paperless but need to be printed out on paper for importing
country’s authorities
5. Customs Transit Document
(i) MCD
(ii) Currently entirely paper-based
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Annex IV. Cross-border paperless trade: a legal readiness checklist: Myanmar
Scope and structure of the checklist
This checklist will help evaluate the degree to which current laws accommodate electronic documents and communications, notably whose with cross-border
elements, and what could be done to bring the laws into conformity with the Framework Agreement on Facilitation of Cross-Border Paperless Trade in Asia
and the Pacific, which aims to help member states to accommodate these changes for the purpose of cross-border trade without paper.
The Checklist is structured in four sections as below:

Section A. Electronics transactions and signatures law
1. Electronic transactions
a. Electronic communications
b. Identity management and trust services
2. Data retention and electronic archiving
3. Electronic evidence
Section B. Paperless trade and Single Window laws
1. Single Window system/paperless trade system
2. Information security:
a. Information security and data confidentiality
b. Data accuracy and integrity
c. Sharing information and data between and among government agencies
3. Service level agreements (SLA) and memoranda of understanding (MOUs)
Section C. Cross-border aspects
1. Existing bilateral or regional agreements
2. International standards/guidelines
3. Existing bilateral or multilateral technical /operational agreements
4. Other international legal instruments, regulations and standards
Section D. Other considerations
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1.
2.
3.
4.
5.

Liability issues
Dispute settlement considerations
Intellectual property rights and database ownership
Electronic payments
Competition law

CONSOLIDATED RESPONSES TO LEGAL READINESS CHECKLIST
Findings are presented based on the information collected during visits by the team of experts who conducted interviews with relevant government agencies
and private sector stakeholders in November 2018, supplemented by those from existing reports and information provided by a national consultant.

A. Electronics transactions and signatures law
This first section of the checklist deals with basic laws supporting electronic transactions and electronic signatures. The Framework Agreement addresses these
concerns, directly or indirectly, in articles 5, 6 and 7. In particular, the first three principles included in Article 5 (General principles) represent the international
consensus on e-transactions law.53 Key electronic transactions legal issues in this section include legal recognition of electronic communications and legal
issues related to identity management and trust services, including electronic signatures. Other important related issues covered are the regulatory/legal
requirements for data retention and electronic archiving; and the admissibility of electronic evidence, for example, in judicial and enforcement proceedings.

Legal matters

Focus Questions

Response

Related provisions of the Framework Agreement:
○ Article 5: General principles;
○ Article 6: National policy framework, enabling domestic legal environment and paperless trade committee;
○ Article 7: Facilitation of cross-border paperless trade and development of Single Window systems: More specific questions on the Single
Window appear below in part II.
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The Framework Agreement sets out the internationally recognized criteria for such laws, such as media neutrality (the laws apply in the same way, or with the same effect, to
paper and electronic documents), technology neutrality (the laws do not specify what technology to use to achieve the legal effect), and functional equivalence (electronic
documents have the same practical or legal effect as their paper equivalents even if they have different characteristics).
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The first block of questions aims to explore the laws generally, with special attention to those that affect Single Window and/or crossborder trade documentation practices.
1. Electronic transactions legal
○ What are the conditions for the
The Electronic Transaction Law was enacted on 30th April 2004. It
issues, including:
recognition of the legal validity of gives a general permission – with few qualifications – to use electronic
a. Legal recognition of electronic
electronic communications?
records and electronic signatures with the same legal effect as their
communications;
paper counterparts.

○

Do laws establish requirements
for functional equivalence
between paper-based
documents and electronic
communications?

○

Do they recognize electronic
communications as directly
meeting requirements for
documents, writing, signature,
etc.?

Yes. Chapter VIII under the Electronic Transaction Law provides for
the legal effect of electronic records and electronic data messages, in
general and within government departments, including in licensing
systems and in processing payments.54

No. They work through functional equivalence.
For e-signatures:
•
•

•

54

Electronic Transaction Law, article 39.
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The statute allows for a broad use of e-signatures using a wide
range of technologies.
However, the definitions may suggest that the signature
technology should allow for verification of non-alteration of the
signed record.
The legislation contains the apparatus for certification that
could support that result, though it appears that this apparatus
has never been used.

b. Legal issues related to identity
management and trust
services, including electronic
signatures

○

Are there laws that inhibit
technological neutrality by
mandating or favouring the use
of specific technologies or
business solutions for ecommunications to be given
legal effect?

No. The Myanmar statue does not require electronic signatures to be
generated into a “digital signature” (transformation of the e-signature
by cryptography). However, it does provide in detail for the operations
of trusted third parties, known as certification authorities, and for a
licensing scheme for them. Policies are to be set by a Central Body of
Electronic Transactions, and oversight of the certification authorities is
to be carried out by the Electronic Transactions Control Board. The
powers of these bodies and their relationship are set out in the
Electronic Transactions law.
However, the e-Governance Master Plan for 2016 through 2020
published by the Ministry of Transport and Communications in 2016
proposes the development of digital signatures supported by a Public
Key Infrastructure (PKI), including certification authorities. This system
would apparently be used primarily within government. The existence
of the new Plan suggests that the early legislation was not fully
implemented in practice.

○

Do laws address how
identification, authorization and
authentication are carried out in
an electronic environment?

Yes, but only in a rudimentary way. The statute gives little guidance.
The provisions about certification authorities that might have created
some rules in this field were not implemented. No action was taken and
a network of licensed certification authorities was not developed. Nor
were the Central Body of Electronic Transactions or the Electronic
Transactions Control Board established.

○

For all the questions above, are
those laws applicable to all
electronic communications or
transactions or only to some
business sectors or categories of
documents or users?

All e-communications. However, for the Myanmar Automated
Customs Clearance System (MACCS), only certified Customs brokers,
operators and relevant Other Government Agencies (OGAs) can
electronically submit applications, declarations, relevant documents
and information.

63

○

In particular, are there special
rules for specific types of
electronic documents such as
bills of lading, manifests,
certificates of origin, invoices,
phytosanitary certificates, etc.?

No, as a general rule, outside the MACCS just mentioned. SPS
certificates are covered by their own convention.

The second block of questions explores laws relating to data retention and archiving, actions that take a different form in the electronic
world from on paper.
2. Regulatory/legal requirements
○ Are there laws requiring
Yes. However, these laws are not specifically about information in
for data retention and electronic
preservation of stored
electronic form.
archiving
information?
○

Do they prescribe a minimum
data retention period or a
maximum retention period?

Generally no. However, according to Sea Customs Act (SCA)
194(a)(i) for Customs department, the data retention periods for stored
information is kept up to 7 years by electronic means.

○

Do they clearly apply to
Yes, for the rules as mentioned. General laws on information security
electronically-stored data? If so,
are in development.
are there rules to ensure its
integrity while stored and its
accessibility to anyone with
sufficient cause to inspect it?
The final block of questions in this first set looks to the law of evidence, i.e. whether businesses or even government will have a hard
time proving their cases in a court or before a regulatory body because the records involved are in electronic form.
3. The admissibility of electronic
○ Is electronic evidence admissible Yes. Evidence Act amendments (2016) list a number of factors that a
evidence, for example, in judicial
in judicial and
decision-maker may wish to consider in evaluating whether to admit
and enforcement proceedings.
administrative/regulatory
electronic records as evidence but does not require the presence of
proceedings?
any one of them. The amendments also introduced a number of
presumptions of reliability of electronic records, which can be very
helpful in ensuring the admission of electronic evidence. New article
114A presumes that a record from a system that normally produces
accurate records has done so in the particular case; that third-party
records are accurate; and that records obtained from an adverse party
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are authentic. All of these are presumptions that can be rebutted by
appropriate evidence.
○

If so, are there special rules for
collecting or producing electronic
evidence, or for ordering the
disclosure of electronic
evidence?

Yes. (Section 46 of Electronic Transaction Law)
Nothing is said about disclosure in particular.

○

Is a distinction made between
evidence for criminal
proceedings and for civil
proceedings?

To some extent. Criminal proceedings have their own procedural
code. However, because the collection of evidence at Criminal
Prosecution and Due Prosecution Process according to Civil Law has
been conducted in compliance with the Witness Testimony Act, there is
no variation regarding evidence of witnesses.

○

Is electronic evidence
generated, stored or collected
abroad admissible in judicial and
administrative/regulatory
proceedings? Are the rules
about such ‘foreign’ evidence
different from those applicable to
other kinds of ‘foreign’
evidence?

Yes, according to Section 10(m) of the Electronic Transactions Law
(but this provision – allowing for the recognition of foreign digital
signature certification authorities - may never have been implemented)
And Section 78(4) of Evidence Act provides that electronic evidence
from abroad admissible in judicial and administrative/regulatory
proceedings.
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B. Paperless trade and Single Window laws
This section deals with the laws relating to implementing and developing a paperless trade system (including but not limited to a Single Window system). These
matters relate in particular to Article 6 and 7 of the Framework Agreement. Article 6, due to its wide scope, can cover many legal aspects related to creating an
enabling national policy framework for paperless trade. Article 7 specifically encourages parties to implement and develop a cross-border paperless trade
system, in particular a Single Window.55 Accordingly, this section of the checklist first covers basic legal issues related to the implementation of a Single Window
and/or other paperless trade system(s). Given the importance of information security and data confidentiality to enhance users’ trust and confidence in a
paperless trade system, the checklist also explores legal issues related to information security, including (1) Laws and regulations on information security and
data confidentiality; (2) Laws and regulations on data accuracy and integrity; and (3) Laws and regulation on accessing and sharing information. It also includes
questions on service-level agreements and memoranda of understanding (MOUs) for paperless trade.

Legal matters
Focus Questions
Response
Related provisions of the Framework Agreement:
○ Article 6: National policy framework, enabling domestic legal environment and paperless trade committee:
○ Article 7: Facilitation of cross-border paperless trade and development of Single Window systems.
The first block of questions aims to assess a country’s readiness to implement a paperless trade system/Single Window system.
1. Laws relating to the
establishment of a Single Window
system/paperless trade system
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○

What legal instruments are used or need
to be enacted to authorize or to establish
the Single Window and a paperless trading
environment?

Currently there are no express laws, but there are
descriptions of plans.56
The existence of MACCS seems to be based on contract
and Myanmar Customs Department’s (MCD) inherent
powers, possibly with support from the general approval in
the Electronic Transactions Law for the use of ecommunications by government bodies.

No specific provision in the Framework Agreement deals with the legal requirements on information security and data confidentiality.
ASEAN Single Window, available from: http://asw.asean.org/nsw/myanmar/myanmar-general-information
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○

Is there a national or coordinating agency
to promote the domestic paperless trading
environment (e.g. a Single Window
committee)? If so, does it have
government and private representatives on
it?

Yes, there is a public/private steering committee chaired by
MCD that is working to build the National Single Window
for Myanmar. It lists some of the documents to be included
in the Single Window.57

○

Is there a dedicated budget to establish
Not yet for National Single Window Platform but the budget
the Single Window (or paperless trading
for MACCS (e-Customs System) has been allocated.
platform)?
The second block of questions aims to explore laws relating to information security and data confidentiality, with special attention to
those that affect single window and/or cross-border trade documentation practices.
2. Legal aspects relating to
○ Do the national laws mandate information
No. Myanmar does not have national information security
information security:
security standards?
standards. Myanmar does have laws against fraud,
a. Laws and regulations on
notably the Criminal Code. Its provisions apply to all media,
information security and data
so data integrity would have to be maintained in e-trade
confidentiality;
matters, domestic or international. Legal and policy work is
currently being done with the support of the World Bank to
develop appropriate provisions, focusing on data security
and cyber-security.58
Data protection laws are also part of the e-government
strategy currently being developed in Myanmar. 59
○

Do the national laws protect the
confidentiality of electronic
transactions/information?

No. Work is being done presently to develop a new and
independent statutory framework.
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Myanmar Customs Department, http://www.myanmarcustoms.gov.mm/ID.php.
See the policy brief on cybersecurity prepared by the Myanmar Centre for Responsible Business, January 2019, available from: https://www.myanmarresponsiblebusiness.org/pdf/2019-Policy-Brief-Cyber-Security-and-Cyber-Crime_en.pdf. A general policy submission to the government by the MCRB covers the wider agenda
on e-governance, e-commerce and cybersecurity legislation. It is available from: https://www.myanmar-responsiblebusiness.org/pdf/2019-01-28-Submission-MOTCConsultation.pdf.
59 See the policy brief on data protection prepared by the Myanmar Centre for Responsible Business, January 2019, available from: https://www.myanmarresponsiblebusiness.org/pdf/2019-Policy-Brief-Data-Protection_en.pdf.
58
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○

○
b. Laws and regulations relating
to data accuracy and integrity
when such data is shared for
cross-border paperless trade
systems
○

○
c. Laws and regulations for
accessing and sharing information
and data between and among
government agencies;

Are there laws about cyber-crimes, i.e.
crimes using a computer (or other
information and communication
technology) or targeting a computer or a
network, such as unauthorized access to
computers, introducing malware,
interfering with proper operations, etc.?
Are there national laws/regulations
establishing requirements of accuracy and
integrity of data submitted and processed
for paperless trade? Are these laws of
general application or specifically directed
at paperless trade?
Do these laws impose obligations on
persons submitting such information and
require processes to ensure correct
attribution? Do they apply equally to paper
and electronic communications? Are they
consistent with the authentication and
identity management rules mentioned
earlier?
Are there agreements or policies for the
sharing of data between government
agencies within the country? Are there
limits on such sharing based on personal
privacy or commercial confidentiality?

Yes, but not targeting electronic information. The current
laws are more in the nature of anti-fraud measures.

Yes.

Yes.

Not in general. Some ministries may by the nature of their
mandates be required to share information with others.
There are no generally applicable privacy or commercial
confidentiality rules at present.

The third block of questions aims to explore legal mechanisms to regulate the relationship between paperless trade service providers
and service users to facilitate electronic trade-related transactions.
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3. Service level agreements (SLA)
and Memoranda of Understanding
(MOUs) on paperless trade
operations, e.g. operation of a
Single Window. (Service levels
may be applicable for matters like
availability, reaction time,
processing time, etc.)

○

Are there service level agreements or
memoranda of understanding governing
paperless trade operations? Who are the
parties and what is their legal authority for
making these agreements or MOUs?

Myanmar has no practice of Service Level Agreements or
Memoranda of Understanding, but information sharing is
carried out by means of coordination, cooperation and
higher level instructions.

○

If yes, what level of service is expected
from paperless trade service providers?

Not applicable

○

What level of service is expected from
Single Window operators?

Not applicable

C. Cross-border aspects

This section deals with the cross-border aspect of paperless trade, which is the ultimate focus of the Framework Agreement. The questions are inspired by
articles 8, 9 and 10 of the Framework Agreement, which focus on: cross-border mutual recognition of trade-related data and documents in electronic form;
international standards for exchange of trade-related data and documents in electronic form; and relation to other legal instruments enabling cross-border
paperless trade, respectively.
A key issue in achieving seamless cross-border paperless trade is the legal recognition of trade-related data and documents in one country by another.
Recognition involves attributing legal status of some kind to electronic messages exchanged across borders. Different legal mechanisms may achieve that goal.
Some of those legal mechanisms will apply to certain types of transactions (for instance, business to business (B2B) or business to government (B2G)), while
other legal mechanisms will apply only to specific types of documents or data sets, or to specific types of trust services (e.g. electronic signatures). Some legal
mechanisms will establish legal recognition regardless of the method or technology used, while others are technology-specific. With respect to legal form, some
mechanisms are treaty-based and therefore may be directly legally binding. Other mechanisms favour harmonization of legal systems through the adoption of
uniform laws. Yet other mechanisms are based on Memoranda of Understanding and similar technical arrangements.
Article 8 of the Framework Agreement promotes mutual legal recognition of trade related data and documents in electronic form. It refers to the notion of
“substantially equivalent level of reliability” to indicate that mutual legal recognition should be based on the general principle of technology neutrality. However,
it does not establish any specific legal recognition mechanisms but is open to various options. Accordingly, many of the questions in this section aim in particular
at identifying which laws and technical arrangements may have an impact on achieving such mutual legal recognition. Questions also extend to the broader
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focus of Articles 9 and 10: laws and other relevant agreements that prohibit, restrict or facilitate cross-border data flows for paperless trade, and any related
activity. A non-exhaustive list of possibly relevant international instruments is also provided at the end of the section for ease of reference.

Legal matters
Focus Questions
Related provisions of the Framework Agreement:
○ Article 8: Cross-border mutual recognition of trade-related data and documents in electronic form
○ Article 9: International standards for exchange of trade-related data and documents in electronic form
○ Article 10: Relation to other legal instruments enabling cross-border paperless trade
1. Existing bilateral or
regional agreements for
cross-border paperless
trade data exchange,
including e-commerce and
paperless trade facilitation
provisions in regional
trade agreements

○

Is the country party to an international agreement,
such as a regional trade agreement or a bilateral
trade facilitation agreement, that requires or favours
the legal recognition of electronic messages
exchanged across border?

Response

Yes. Myanmar is party to:
• WTO Trade Facilitation Agreement
• ASEAN Free Trade Area Agreement
• Sanitary and Phytosanitary Agreement
• WTO TBT (Technical Barriers to Trade) Agreement
• Convention on International Trade in Endangered
Species (CITES)
In addition, Myanmar has made agreements with Thailand to
allow for land transport crossings in an expedited manner, as
well as extending the MACCS system referred to the main Thai
border point. They are negotiating a similar arrangement with
China.

○

Is the country party to an international agreement
providing legal recognition of electronic messages
exchanged across the border?

○

Are there arrangements that provide for mutual
recognition of electronic messages and transmitted
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Yes. (ASEAN Single Window Agreement and Protocol).

No.

information? If yes, is mutual recognition granted
on a bilateral or multilateral basis?

2. International
standards/guidelines

○

Does the country recognize foreign electronic
signatures and certificates? If so, on what basis?

Yes, on the face of the Electronic Transactions Law. The Law
does not state any criteria for such recognition – one reason
why it may need updating or replacement.

○

Are national laws relevant to paperless trade
facilitation based on international models? (e.g.
United Nations Commission on International Trade
Law (UNCITRAL), Council of Europe, Organization
for Economic Co-operation and Development
(OECD), etc.) (Note also the questions below about
international standards and agreements that may
apply to some or all of your communications.)
Do participants in cross-border trade use or rely on
standards/regulations/guidelines for the exchange
of electronic messages? United Nations Centre for
Trade Facilitation and Electronic Business
(UN/CEFACT) Recommendations 35and 36 on
legal issues raised by cross-border interoperability
are examples of such guidelines.60

Yes. National laws are partially based on international models
including UNCITRAL Model Law on Electronic Commerce,
UNCITRAL Model Law on Electronic Signatures, the
UNICTRAL Electronic Communication Convention, and
Singapore’s Electronic Transactions Act. However, the
adoption or implementation have been incomplete in principle
and in drafting.

Have international legal standards/regulations/
guidelines been incorporated into a country’s legal
framework for its cross-border paperless trade? If
so, how? Does the incorporation of such rules at
the domestic level also affect cross-border activity?

Yes, largely through reference to the UNCITRAL instruments
mentioned above, although the incorporation has not been
systematic or complete.

○

○

60

We have no information about what participants in such trade
rely on.

Yes. The legal provisions do not differentiate between foreign
and domestic trade or documentation.

UNECE, available from https://www.unece.org/tradewelcome/un-centre-for-trade-facilitation-and-e-business-uncefact/outputs/cefactrecommendationsrec-index/tradefacilitation-recommendations.html
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3. Existing bilateral or
multilateral technical
/operational agreements

○

4. Other international legal
instruments, regulations
and standards relevant to
enable cross-border
paperless trade data

○

Are there technical or operational agreements
which provide for the unilateral or mutual
recognition of electronic messages? Examples are
the (Sanitary and Phytosanitary) SPS exchange
agreement between China and Netherlands and
Association of Southeast Asian Nations (ASEAN)
Electronic-Association of Southeast Asian Nations
Trade in Goods Agreement (e-ATIGA) programme.
Which other laws may be relevant to cross-border
paperless trade facilitation? E.g., bilateral or
multilateral agreements on cybercrime and taking
of electronic evidence abroad.

Yes. There is some cross-border recognition of SPS
certificates. Myanmar is engaged with ASEAN in its Single
Window programs, but this engagement is at an early stage
and has not yet produced concrete legal texts to support
recognition in Myanmar.

The Electronic Transaction Act and the Sea Customs Act are
relevant. There is not yet any useful cybercrime legislation or
international evidence rule that accord with equivalents in
Myanmar’s trading partners.

Non-exhaustive list of legislative texts relevant for cross-border recognition of electronic messages*

Treaty / Model Law

Implementation Status

Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific (2016)

Association of Southeast Asian Nations (ASEAN) Single Window Agreement (2005) and Legal Protocol (2017)

No
Now a party, in the
process of being
implemented

Association of Southeast Asian Nations (ASEAN) Agreement on Electronic Commerce (November 2018)
Ratified
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International Maritime Organization Amendments to the Annex to the Convention on Facilitation of International Maritime
Traffic, 1965, As Amended (2005)
International Maritime Organization Guidelines for the Use of Electronic Certificates (2016)
United Nations Centre for Trade Facilitation and Electronic Business (UN/CEFACT) Recommendation on Establishing a
Legal Framework for International Trade Single Window (Recommendation 35)
United Nations Commission on International Trade Law (UNCITRAL) Model Law on Electronic Signatures (2001)

United Nations Commission on International Trade Law (UNCITRAL) Model Law on Electronic Transferable Records
(2017)
United Nations Commission on International Trade Law (UNCITRAL) Model Law on Electronic Commerce (1996)

United Nations Convention on the Use of Electronic Communications in International Contracts (2005)

World Customs Organization International Convention on the Simplification and Harmonization of Customs Procedures
(Revised Kyoto Convention, 2006)

World Trade Organization Trade Facilitation Agreement (2013)

No information
No information
Not followed
No – but elements in
Electronic Transactions
law
No
No - but elements in
Electronic Transactions
Law
No– but elements in
Electronic Transactions
Law and Evidence Act
Myanmar is now working
toward accession to the
RKC and awaiting
recommendations from
relevant other
government agencies to
support accession.

WIPO Copyright Convention, Berne Convention, etc

Yes
Member of WIPO but not
party to IP conventions.

Madrid Convention on Trademarks (and Patent Cooperation) and WIPO itself
Convention on Temporary Admission (Istanbul Convention)
Convention on the International Carriage of Goods by Road (CMR Convention) and TIR Convention

No
No
No
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Convention on the Harmonization on the frontier Controls of Goods
Brussels Agreement on Harmonized Commodity Description
Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific (2016)

No
No
No
Now a party, in the
process of being
implemented
Ratified

Association of Southeast Asian Nations (ASEAN) Single Window Agreement (2005) and Legal Protocol (2017)
Association of Southeast Asian Nations (ASEAN) Agreement on Electronic Commerce (November 2018)

D. Other considerations

For paperless trade to be conducted in the best possible manner, the Framework Agreement requires parties to create an enabling national legal framework
(Article 6) and remove all the relevant legal barriers. It is therefore recommended that the parties aim at building a national policy framework for implementation
of the Framework Agreement that is both sophisticated enough to address all the pertinent legal issues and consistent with the relevant international legal
instruments and standards for harmonious cross-border electronic data and document exchange. Therefore, besides the topics specifically addressed in
substantive provisions of the Framework Agreement, parties may also wish to deal with related issues such as liability, dispute settlement, intellectual property,
electronic payment and competition – which in some cases may have been addressed in other legal agreements (cf. Article 10). These matters may affect the
effective operation of Single Window and other paperless trade systems, particularly in the cross-border environment.
These legal issues may be handled by different sets or sources of legal rules. Therefore, there is no one-size-fits-all solution or approach. The legal framework,
action plan and capacity-building programs may and should be customized at the national level, depending on the various levels of awareness and preparedness
of different member States, as already envisaged in Article 6, 12 and 14 of the Framework Agreement.
Accordingly, the questions included in this section of the checklist attempt to learn what approaches and priorities are in a particular country’s legal regime on
(1) liability, (2) dispute settlement, (3) intellectual property, (4) electronic payment and (5) competition issues that may arise in relation to cross-border paperless
trade implementation. These are not exhaustive, and other legal issues may emerge.

Legal matters

Focus Questions

Response

Related provisions of the Framework Agreement:
○ Article 6: National policy framework, enabling domestic legal environment and paperless trade committee
○ Article 10: Relation to other legal instruments enabling cross-border paperless trade
○ Article 12: Action plan
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○

Article 14: Capacity-building

The first block of questions aims to ascertain the legal liability of the parties operating in a Single Window or other paperless trade system.
1. Liability issues related to
operations of cross-border
paperless trade systems,
including cross-border
paperless trade transactions
(Liability includes liability for
inaccurate data, loss of data,
delay, programming error and
machine learning errors.)

○

Can public authorities (e.g. government
agencies) accept liability in relation to their
role in cross-border paperless transactions?
If so, is there a limitation on their liability? Is
the limitation statutory or contractual?

Myanmar is not a member of a cross-border paperless trade
system and has no specific law regarding liability issues.

○

May Single Window operators be liable with
respect to their services? To whom? If so, is
there a limitation on their liability? Is the
limitation statutory or contractual?

They do not propose any express acceptance of the principle of
liability.

○

Do paperless trade service providers accept
liability arising from their role in crossborder paperless transactions? If so, is
there a limitation on their liability? Is the
limitation statutory or contractual?

No. Liability rules are not clearly established in general or with
respect to electronic communications. To the extent that recourse
flows from common law principles from colonial days, some
elements of liability may be available.

○

Is the potential liability of other parties
involved in cross-border paperless trade
facilitation clearly established?

No.

This is not clear under present law.

○

Are there clear laws on intermediary liability No.
in relation to their responsibility for
information and data passing through their
systems?
The second block of questions aims to examine the dispute settlement mechanisms for the operators of a Single Window or other paperless
trade system.
2. Dispute settlement
considerations for cross-border
paperless trade transactions;
Legal issues related to conflict

○

Do national laws clearly set out how choice
of forum and choice of law issues relevant
for paperless trade facilitation are
determined? Are these laws specifically
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Not yet. Relevant government agencies are engaged in an
ongoing process of analysis about the need for express conflictof-laws rules concerning dispute resolution, but the topic does not
seem to have a high priority compared to other initiatives.

of laws in cross-border
transactions

applicable to paperless trade or crossborder trade, or of general application?
Have they been applied in practice to
paperless trade? Are they based on
international models?
○

Is arbitration possible? Are domestic and
foreign arbitral awards enforceable?

Yes. Myanmar has implemented the UNCITRAL Model Law on
International Commercial Arbitration and is a party to the New
York Convention on the Recognition and Enforcement of Foreign
Arbitral Awards.
The third block of questions aims to examine intellectual property issues involved in a Single Window or other paperless trade system.
3. Intellectual property rights
○ Do the law or contractual agreements
Not yet. Relevant government agencies are reviewing these
and database ownership
define who owns the data in a cross border
questions. There is little legal structure in IP at present.
issues, including the
paperless trade system and how the IP and
ownership of data and
the database can be used?
information stored or archived
in the cross-border paperless
trade system
The fourth block of questions aims to examine the use of electronic payments in a Single Window or other paperless trade system.
4. Examination of banking/
○ Does the national Single Window or
MACCS cannot provide a full range of electronic payments
payments law for electronic
paperless trade system accept electronic
through its connections with the banking community. However,
payments in the cross-border
payments? Does the government or state
MACCS can accept payments through electronic deposits made
paperless trade system
agencies accept them? If yes, are electronic by traders, from which MACCS can withdraw appropriate amounts
payments restricted to a specific method or
to cover particular transactions.
provider (e.g., credit cards or an exclusive
bank)?
All traders can open e-Deposit accounts at the Myanmar Central
Bank (MCB) and Payment Orders and Cheques are accepted only
from a domestic bank.
Many domestic payments within Myanmar are made through a
common banking payment protocol, the Myanmar Payment Union
(MPU).
The fifth block of questions aims to examine the competition law issues involved in a Single Window or other paperless trade system.
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5. Competition law issues,
including treaties and
conventions, and General
Agreement on Tariffs and
Trade (GATT)/World Trade
Organization (WTO)
requirements applicable to the
cross-border paperless trade
system

○

Is competition law applicable to Single
Window operators or other paperless trade
services providers?
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No information. There seems to be very little enforceable
competition law at this stage.

Annex V. Options for electronic signatures
The function of the e-signature is in its intention, in why the “symbol or mark” is “arranged,” namely “to
verify the authenticity of the source of the electronic record and the absence of amendment.”
One may compare this with the Singapore Electronic Transaction Act, mentioned above, where the
intention of an electronic signature is “authenticating or approving the electronic record.” 61 And the
UNCITRAL Model Law on Electronic Commerce, where the electronic signature is “a method … to
identify that person [the signatory] and to indicate that person’s approval of the information contained
in the data message.”62
Myanmar’s “verify the authenticity of the source” may be considered the equivalent of Singapore’s
“authenticating the record” or UNCITRAL’s “identify that person.” It connects the signed record to the
legal entity responsible for it. Myanmar contemplates that the signature may be placed by someone on
behalf of someone else; other laws usually permit this but rarely mention it in the definition. Myanmar
may benefit in this - and in e-signature rules generally - from its common law background, as the
common law is traditionally more flexible on such matters than the civil law in its many manifestations.
Authentication can be done in many ways – in principle – so any means of ensuring that the signature
was applied by the person purporting to have done it could be enough. Such methods could include the
content of the message, a history of dealing between the parties to the contract, an analysis of the
metadata of the electronic messages (information about the computers on which they were composed
or through which they were sent), stylistic characteristics, and the place of the message in a sequence
of discussions about particular transactions.
Myanmar’s definition does not specify any necessary intention with respect to the content of the record,
except that it should not have been altered. Two comments can be made about that:
•

The requirement in the UNCITRAL Model Law and in the Singapore statute as to approval is
too strong. Signatures can indicate many states of mind besides approval. The UN Electronic
Communications Convention of 2005 63 states the requirement as indicating the signatory’s
intention with respect to the record. Myanmar does not even go that far.

•

The requirement of an intention that the record not be changed or substituted may be
problematic. It is certainly usual that the signature is the last element placed on a record when
it is complete. So the intention of finality is no doubt present. But the Myanmar statute connects
finality with the verb “to verify.”

There is a middle ground, suggested by the UNCITRAL Model Laws – both the one on Electronic
Commerce and the subsequent one on Electronic Signatures. That is a requirement that the signing
method should be as reliable as appropriate in the circumstances. The UNCITRAL Model Law on
Electronic Signatures fills in the details on reliability, describing the nature of signature systems that are
presumed reliable.64
A certificate system such as that sketched out in the Myanmar statute could meet those standards,
though some details would need to be filled in.

61

Electronic Transactions Act, 1998, Singapore, above, fn 3, s.2.
UNCITRAL Model Law on Electronic Commerce, article 7.
63 CITE ECC
64 Some commentators have been sceptical about the desirability of a general reliability standard. It is said to
operate as a trap for the unwary, allowing a signature – and thus possibly a transaction – to be invalidated well
after it was made, because someone not involved in making the signature decides it was not reliable enough.
See John D. Gregory, “Must Electronic Signatures be Reliable?”, (2013), 10 Digital Evidence and Electronic
Signature Law Review 67. Available from: http://journals.sas.ac.uk/deeslr/article/view/2024/1961
62
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The law of electronic signatures was given a potentially important upgrade as part of the Evidence Act
revisions of 2015-16. Essentially, Myanmar law was given the reliability standards for electronic
signatures found in the UN Electronic Communications Convention. 65
67A. Where any existing law requires a signature, or provides for certain consequences if a
document or a record is not signed, that requirement is satisfied in relation to an electronic
record if:
(a) a method is used to identify the person and to indicate that person's intention in
respect of the information contained in the electronic record; and
(b) the method is used is either
(i)
as reliable as appropriate for the purpose for which the electronic record
was generated or communicated, in the light of all the circumstances,
including any relevant agreement; or
(ii)
proven in fact to have fulfilled the functions described in sub-section (a),
by itself or together with further evidence.

This provision is, as usual with UNCITRAL instruments, technology neutral. It allows a party wishing to
rely on an electronic signature to demonstrate that the signature did serve in practice to identify the
signing party, whether or not it was theoretically “reliable” enough to do so. This is a very important
opening to practical commerce, where parties may have many ways of authenticating their messages,
or many reasons to trust each other, without having regard to statutory demands that aim to produce
the same result.
Leaving this kind of flexibility for at least some electronic signatures is useful to businesses. They may
not wish to go to the formality and expense of creating a digital signature for routine transactions,
especially where they trust the other party to the transaction or have a history of dealing successfully
with it.
Likewise, the customers of online businesses may find it easier to deal with them if they do not need to
use a full-scale official electronic digital signature to do so. Thus, the availability of a simpler but still
legally effective e-signature can promote e-commerce, and a broad familiarity with e-commerce paves
the way for acceptance of paperless trade generally, domestic and international.
Article 40 of the 2004 Law is also important:
40.
The persons making use of electronic transactions may determine the required type
and level of security of electronic record and electronic data message and may select, use and
implement the methods which accord with their requirement.
This provision essentially gives the parties to an electronic communication the power to prescribe the
security levels they want, since they can (by implication) decline to accept communications that do not
meet those standards. (The UNCITRAL Model Laws allow a good deal of scope to “party autonomy”,
i.e. the right of parties to design their own systems with their own standards, subject to some statutory
minimums. The Myanmar statute has very generous party autonomy rules.)
Such security standards could address, among other things, the risk that the signed electronic record
has been altered since the time of signature.

United Nations Convention on the use of electronic communications in international contracts (“electronic
communications Convention), 2005, available from: https://www.uncitral.org/pdf/english/texts/electcom/0657452_Ebook.pdf. See in particular article 9(3).
65
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Digital signatures
The e-Governance Plan for 2016 through 2020 published by the Ministry of Transport and
Communications in 2016 proposes the development of digital signatures supported by a Public Key
Infrastructure (PKI), including certification authorities. This system would apparently be used primarily
within government. Here is the relevant text of the e-Governance document:
(116) Policy on Digital Security and Public Key Infrastructure (PKI)
[T]he requirement of policy is stated to allow transmitting and receiving of information using PKI
system and the security of digital information in transmitting and sharing of electronic
information on the Network between different departments of the government.
a) Encouraging the use of Digital Signature in e-Government system to resolve
conflicts/disputes and evidence/verification.
b) Changing structure and issuing bylaws and directives to encourage the implementation of
Certification Authorities (CA).
c) Implementing digital signature to be able to achieve mutual-recognition among CA.
d) Issuing clear and precise guidelines for the use of digital signature in e-Government system.

In requiring the use of such a system, its cost must be kept in mind: its cost to the country to create it,
and cost to use it for an individual or company. The cost of the special signature should not outweigh
the benefit of using it from time to time. However, the potential for expanded use for international
dealings may help further offset the initial cost.
An important consideration in implementing a digital signature system is the extent to which the
certification authority is legally liable for errors in identification of the holder of its certificates. A mistake
could be very expensive for a party that relied on the certificate. Who pays for that loss? Identification
can be difficult and expensive, and if certificates are to be affordable, the certification authority cannot
make exhaustive efforts. Some balance may be needed.
The certification authority may wish to limit its liability by contract – but it probably will not have a contract
with the transacting party relying on the certificate, only with the signatories. This consideration has led
some countries to limit the CA’s liability to the relying party by statute. That effectively transfers the risk
of loss to the relying party. It is worth considering whether removing all liability from the CA allows it to
be overly negligent, and thus seriously reduces the usefulness of the certificate.

Hybrid signatures
The e-Governance report suggests that communications among government agencies and potentially
with banks or other sensitive parties may require more secure authentication, of the type offered by a
certified digital signature. Governments in many countries often insist on receiving electronic
communications from citizens or businesses that are supported by a digital signature.
Many countries have adopted legislation on this subject that has been described as “hybrid,” that is,
allowing technology-neutral signatures with few fixed standards for many private communications but
also providing for more technology-specific signature processes – with certificates - for more important
or more official purposes. Examples of such legislation are found in Singapore, Hong Kong, and the
European Union.
The more demanding kind of signature – the digital signature – is called for when special reliability is
needed. The need for this kind of reliability works in both directions, as well. It is just as important for
businesses and citizens communicating with government to be confident that what they are receiving
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from official sources are in fact coming from those sources, as it is for government to get reliable
information with reliable attribution from those on official business.
That said, it is likely that Myanmar users of electronic communications, particularly in private
transactions including cross-border transactions would benefit from the flexibility found on the face of
the statutes – including the 2015 Evidence Act amendment - in how they are allowed to sign such
communications without losing legal effect. To the extent that the current legislation – or its application
in practice - do not allow such flexibility, law reform should be considered to move in this direction.
On the other hand, a number of people interviewed in Myanmar believed that the barriers to use of ecommunications were not legal but technological. People were ready to use such communications and
the law was not perceived as a barrier. The infrastructure was simply not yet available.

Other considerations about e-signatures
Whether electronic signing methods are prescribed by law or allowed to be more flexible, those deciding
what will be used should keep some other criteria in mind as well as those in the current legal texts.
For example, how secure is the method against outside interference? Can the e-signature system be
hacked, so that someone else could use it to generate signatures or to impersonate the signatory? The
participation of certification service providers and certification centres are intended to reduce such a
risk. If private choice is allowed for some e-signatures, then this risk will influence the choice of method.
A signature created through public key cryptography is not necessarily immune to hacking. While the
mathematics behind the cryptography is strong, the signatures are generated on the signer’s
computers, and they are usually accessible by a username and password. Requiring the signer’s
national ID card to be present at the time of signature or as part of the signature, increases the reliability
of the signature, but cards may be lost or stolen, as can computers. This is not an argument for
abandoning secure signatures of this kind; it is simply a caution against overconfidence.
The statute makes an e-document with an e-signature the legal equivalent of a signed paper document,
some government agencies insist on receiving paper versions of documents along with the electronic
ones. They treat the electronic versions as a copy of the original paper, which is inefficient and contrary
to the policy of the statute.
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Annex VI. International standards and guidelines for cross-border
paperless trade
UNCITRAL
The United Nations Commission on International Trade Law (UNCITRAL) has adopted three model
laws on different aspects of paperless trade, of which the best known and most widely implemented
around the world is the UNCITRAL Model Law on Electronic Commerce of 1996. 66 It also created the
UN Convention on the Use of Electronic Communications in International Contracts, in 2005. 67
•

All the UNCITRAL instruments embody the same principles: functional equivalence; technology
neutrality; non-discrimination.

According to the UNCITRAL Model Law and the Convention, the functional equivalent of a document
in writing is electronic information that is “accessible so as to be usable for subsequent reference.”68 In
other words, the “function” of a writing requirement is to support memory, so that one can read again
what was written.
A significant benefit to the Convention is the provision (article 20(2)) that allows a contracting state to
declare that it will apply the Convention’s principles (functional equivalence and the others) in applying
any other convention to which it is a party (specifically or in general). So, if any trade-related conventions
to which Myanmar is a party do not expressly allow for paperless communications, Myanmar could
nevertheless use the E-Communications Convention to open the others up to such communications.
Some of Myanmar’s current laws on electronic documents and signatures already accord with the
UNCITRAL rules, on their face. The authors of the 2004 Electronic Transactions Law incorporated
several UNCITRAL principles into the text, as noted earlier in this report, including e-document delivery
rules. In addition, the 2015/16 amendments to the Evidence Act brought into Myanmar law the esignature provisions of the Electronic Communications Convention just mentioned.
What Myanmar does not have is any standard for accessibility of an electronic document. Until 2016, it
did not have any standard for judging the reliability of an electronic signature.
In short, Myanmar was influenced by UNCITRAL rules but did not incorporate them in a principled or
consistent fashion. As the e-commerce legislation in Myanmar is amended in the coming months, closer
attention should be paid to ensuring that it reflects the principles of UNCITRAL and not just some parts
of the language.
It is worth considering whether Myanmar would be well served by a hybrid system inspired by the
UNCITRAL Model Law on Electronic Signatures. That would involve relying on the digital signature
infrastructure mentioned in the Myanmar e-Governance Master Plan or advancing the timing of that
work. Any such change would also require attention to the e-signature rules enacted in the 2016
Evidence Act, to ensure they operate consistently. The 2016 rules are largely preferable to those of the
Model Law, where they are different.
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Official material on the UNCITRAL Model Law on Electronic Commerce is available from:
http://www.uncitral.org/uncitral/en/uncitral_texts/electronic_commerce/1996Model.html. The others are the Model
Law on Electronic Signatures (2001)
http://www.uncitral.org/uncitral/en/uncitral_texts/electronic_commerce/2001Model_signatures.html and the Model
Law on Electronic Transferable Records (2017)
http://www.uncitral.org/uncitral/en/uncitral_texts/electronic_commerce/2017model.html.
67 Official material on the Convention is available from:
http://www.uncitral.org/uncitral/en/uncitral_texts/electronic_commerce/2005Convention.html
68 Model Law on Electronic Commerce, article 6.
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If Myanmar is to reaffirm its e-signature framework, then the UNCITRAL Model Law on Electronic
Signatures as well as the Electronic Communications Convention offer advantages as models. Again,
where the two texts differ, the more recent (the Convention) is to be preferred. As noted in the main
body of this report, Myanmar has already enacted a version of the Convention’s rules relating to
signatures.

UN/CEFACT
The Centre for Trade Facilitation of the United Nations Economic and Social Commission for Europe
(UN/CEFACT) 69 has published numerous guidelines to different aspects of cross-border electronic
communications. Its list includes a number on aspects of electronic commerce, from the days of EDI
(electronic data interchange) to the present.70
As noted earlier, Myanmar is working on a single window, and had some domestic services connected
electronically. These services are not yet tied to the Customs administration or, apparently, used for
any non-domestic purpose for the moment. When it does get to that stage – which it will want to do as
their system develops further – then the CEFACT documents will be relevant. They are guidelines, not
firm rules; they are not intended to be statutes. However, they arguably represent the international stateof-the-art consensus on best practices in designing and operating Single Window systems.
To the extent that Myanmar and its trading partners take inspiration from the CEFACT
Recommendations, they will increase the chances that their systems will work together smoothly.
Here is a schematic of the steps for building a Single Window system, showing the legal and operational
references applicable at each step.

[source: CEFACT: http://tfig.unece.org/contents/single-window-implementation.htm]

69

UNECE, available from https://www.unece.org/cefact/
The list of its Recommendations is available from: http://www.unece.org/tradewelcome/un-centre-for-tradefacilitation-and-e-business-uncefact/outputs/cefactrecommendationsrec-index/trade-facilitationrecommendations.html Each item on the list expands to a brief overview of its topic.
70
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ESCAP and UNNExT
ESCAP has over the years published a great deal of advice on paperless trade and on single windows.
Its main vehicle for doing so is the United Nations Network of Experts for Paperless Trade and Transport
in Asia and the Pacific, known as UNNExT.71
Members of ESCAP should take advantage of the network’s world-class regional expertise in such
matters, both in creating or verifying their own intellectual and policy frameworks for their efforts in
facilitating paperless trade and single windows, and in participating in pushing the concepts further in
collaboration with the other members of ESCAP and UNNExT.
Of the studies and reports available, it may make sense to start with three in particular:
•
•
•

Electronic Single Window Legal Issues: A Capacity-Building Guide (2012)72
Single Window Implementation and Planning Guide (2012).73
Trade Facilitation and Paperless Trade Implementation in Asia and the Pacific Regional Report
2017. 74 It should be read in conjunction with subregional supplements – so Myanmar, for
example, would want to study the ASEAN supplement about itself and its South East Asia
neighbours and their own priorities and challenges. 75

One of the areas of principal focus at UNNExT and ESCAP, and one of the key provisions of the
Framework Agreement, is the methods by which paperless trade documents can be recognized across
national borders. This is of course a key element – perhaps the key element – in making cross-border
paperless trade work in practice. Careful attention should be paid to developments at ESCAP on the
topic. Myanmar may wish to be part of the working groups developing the relevant rules.

71

A list of relevant studies and reports is available from https://unnext.unescap.org/reports-studies
Available from https://www.unescap.org/sites/default/files/0%20-%20Full%20Report_4.pdf
73 Available from https://www.unescap.org/sites/default/files/0%20-%20Full%20Report_5.pdf
72

74

Available from https://www.unescap.org/sites/default/files/Regional_Report%20-%20v3%2B%2B.pdf
The ASEAN report is available from https://www.unescap.org/publications/trade-facilitation-and-paperlesstrade-implementation-asean
75
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Annex VII. Framework Agreement on Facilitation of Cross-border
Paperless Trade in Asia and the Pacific
The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific (
“Framework Agreement”) was adopted as a UN treaty on 19 May 2016, deposited with the Secretary
General of the United Nations in New York.76 More than 25 countries participated in the development
and negotiation of the Agreement.77 It is designed as an inclusive and enabling platform that will benefit
all participating economies regardless of where they stand in terms of trade facilitation or Single
Window/paperless trade implementation.
Paperless trade makes international trade more efficient and transparent while improving regulatory
compliance, particularly if trade-related data and documents in electronic form are exchanged across
borders. The Framework Agreement, by supporting the region’s progress towards cross-border
paperless trade, could bring benefit to parties such as:
•
•

•
•
•
•

•
•
•

Accelerated progress towards a digital and paperless trade environment.
Opportunity to integrate emerging cross-border paperless trade considerations and best
practices early in the development of national single window and other paperless trade
systems.
Easier access to information, knowledge and resources to achieve full digital implementation
of the WTO TFA.
Reduction in overall investment costs and maximization of return from investments in paperless
trade systems.
Increased opportunities for capacity building through trainings, workshops and knowledgesharing platforms.
Compliance with commitments the party may have made through in its bilateral and plurilateral
trade agreements to collaborate on exchanging electronic of data and documents, including
under the ASEAN Single Window (ASW) agreement.
Ready access to potential counterpart countries interested to negotiate and achieve cross
border data exchange.
Direct participation in the development of pragmatic solutions for the cross-border exchange
of trade documents.
Opportunity to promote and leverage the cross-border paperless trade solutions adopted as
part of ASW implementation with non-ASEAN trade partners.

According to a study conducted in 2014, achieving at least partial implementation of cross-border
paperless trade in Myanmar, could boost exports by 12%. 78 A more recent study suggests that
Myanmar could achieve trade cost reductions of about 30% if it fully implemented WTO TFA measures
together with cross-border paperless trade – in contrast, simply achieving WTO TFA compliance would
reduce costs by about 10%.79

76

Text of the Framework Agreement and other relevant documents can be found here:
https://www.unescap.org/resources/framework-agreement-facilitation-cross-border-paperless-trade-asia-andpacific
77 For the list of countries that have officially nominated focal points (i.e., which means they were actively
involved) available from http://communities.unescap.org/cross-border-paperless-trade-facilitation/national-focalpoints-resolutions-683-and-706
78 ESCAP (2014). Estimating the Benefits of Cross-Border Paperless Trade. Available from:
https://www.unescap.org/sites/default/files/Benefits%20of%20Cross-Border%20Paperless%20Trade.pdf
79 ESCAP (2017). Digital Trade facilitation in Asia and the Pacific. Studies in Trade, Investment and Innovation,
No. 87. Available from https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studiestrade-investment-and-innovation-87
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Trade, investment and innovation are powerful engines for growth and sustainable
development. The expansion of trade across the Asia-Pacific in recent years has been a key
driver of economic dynamism and rising prosperity. Trade and investment, for example through
participation in global networks of production, have created employment, raised incomes and
helped spread knowledge and technology throughout the region. But not all individuals and
communities have been able to benefit from the growth that comes from engagement in
international markets, and too many barriers to inclusion remain.
ESCAP’s objective is to promote trade, investment and technology and innovation for inclusive
and sustainable development in the Asia-Pacific region. We work with Member States to ensure
that the benefits of trade, investment, technology and innovation are extended to all.
For more information on TIID work:
http://unescap.org/tii

