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Executive Summary 

This report provides an assessment of Lao PDR’s technical and legal readiness for 

cross-border paperless trade, i.e., the conduct of international trade transactions on 

the basis of electronic data    and documents – as opposed to paper-based data and 

documents, and offers recommendations aimed at supporting the advancement of Lao 

PDR towards further digitalization of its trade-related procedures.  

Digital trade facilitation offers great opportunities to reduce trade costs and increase 

trade volumes of Lao PDR, enhance its competitiveness in the regional and global 

markets and improve the effectiveness of its participation in global value chains, 

contributing to reaching the objective of becoming a “land-linked” country. Despite the 

progress made by Lao PDR in the implementation of trade facilitation measures, inter 

alia, acknowledged in the UN Global Survey on Digital and Sustainable Trade 

Facilitation, the country is at an intermediate level of readiness for cross-border 

paperless trade, with an overall implementation rate of core measures included in the 

Survey of 63.44%, which is slightly below the Asia-Pacific regional average of 64.87%. 

Thus, ample opportunities exist for Lao PDR to improve trade facilitation mechanisms, 

in particular, in the areas of “formalities” and “paperless trade”, “trade facilitation for 

SMEs”, as well as “cross-border paperless trade”. 

Figure. Cumulative implementation score of core groups of trade facilitation measures, 

2021 

                    
         Note: Maximum possible implementation score is 100.  

         Source: United Nations Global Survey on Digital and Sustainable Trade Facilitation, untfsurvey.org, 2021 
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Strong political commitment of Lao PDR to implement paperless trade systems is 

demonstrated through varied policy, strategy, vision and planning instruments of the 

Government. Moreover, a framework of institutional structures were put in place or are 

provided for in the relevant legal framework as mechanisms, through which the issues 

of relevance to paperless trade could be addressed on both policy-making and 

operational levels, nationally and within provinces, and engagement in the 

international cooperation could be ensured. Lao PDR has also joined several 

international and regional treaties relevant to paperless trade.  

In its turn, the national legal framework of reference to paperless trade is overall 

reflective of the core principles reflected in the UNCITRAL Model Law on Electronic 

Commerce (non-discrimination, functional equivalence, and, to the extent, 

technological neutrality) and rather diversified. It includes a number of dedicated and 

other laws and by-laws, some of which were recently adopted, modified, or are 

undergoing the revision process to ensure better compliance with the relevant 

international best practices and standards. However, the implementation of the 

instruments is still ongoing and the awareness of stakeholders of the rules established 

thereby, especially those pertinent to cross-border data exchange, needs to be built 

further. The notable exclusion from the e-transactions rules is negotiable instruments 

/ transferrable records.  

Lao PDR is implementing the three systems aimed at ensuring submission and 

processing of the trade-related information by the Government agencies, as well as 

payment of the relevant fees electronically. These include the ASYCUDA e-Customs 

system, the Lao National Single Window (LNSW) and the e-CO. The work on ensuring 

interlinkages, improving interoperability, safeguarding the security of users’ data, and 

enhancing synergies between these systems, is ongoing. Only the e-CO supports 

cross-border data exchange in part (ATIGA Form D, since December 2019). As a 

result, Electronic submission of the customs declaration and supporting documents (in 

a scanned rather than data version) is now ensured. However, submission of the paper 

copies for authentication purposes (“face-vetting”) is still required at the customs 

clearance point, as well as for the post-clearance inspection purposes. The 

implementation of electronic licenses, permits and certificates is ongoing. Data 

standardization in Lao PDR has begun with the WCO data model, version 3.7 being 

used by the Lao Customs Department (LCD) and the BIVAC, the LNSW operator. The 

business process reengineering is also at the very early stages of its conception / is 

being envisaged. Technical assistance needs in data harmonization and simplification 

were emphasized by the stakeholders. Lao PDR pays serious and consistent efforts 

towards developing its ICT infrastructure. Selected stakeholders have reported having 

taken disaster recovery measures/establishing or operating disaster recovery data 

centers. However, mainstreaming the ICT/data disaster recovery into the disaster risk 

reduction/management instruments is not yet ensured, and regulations, standards, or 

guidelines for business continuity management in time of disaster are yet to be 

elaborated.  
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The work continues on the realization of several other trade facilitation related projects, 

which might be gradually implemented. Notably: dry ports/bonded warehouses 

(partially relying on e-port structures); facilitation of internal and international transit, 

inter alia via the new Lao-China rail connection; launch of the AEO scheme; further 

streamlining of the joint inspections with Viet Nam, etc. Important developments are 

also taking place with respect to electronic authentication, where the implementation 

of secured digital signatures has been recently launched and is planned to be 

extended to trade-related licensing and customs clearance matters, where the other 

forms of identification (id, password, captcha) are currently favoured, in the near 

future. Plus, the know your customer (KYC) authentication scheme, based on the cell 

phone number registration, is gaining momentum in the e-government domain.  

During the consultations, the stakeholders evaluated the overall level of computer 

literacy in the trading community of Lao PDR as “high”. The majority of the 

stakeholders demonstrated support with respect to paperless trade. Moreover, private 

sector stakeholders maintain significant enthusiasm with respect to transition to 

paperless trade, with some already rendered certain aspects of their commercial 

operations paperless. However, there is still needed to generate and keep paper 

copies of documents for the purposes of the B2G interactions, inspections, etc. Also, 

despite several capacity building and training initiatives run by the LCD (for the 

ASYCUDA), LNSW, and the e-CO, stakeholders appear to lack understanding of 

paperless trade still, and, even more so, cross-border paperless data exchange 

processes. Certain reluctance with respect to re-engineering was also occasionally 

shown. Significant budgetary constraints related to paperless trade implementation 

nationally exist. Those constrains are mostly related to the establishment/upgrade of 

the ICT infrastructure (including connectivity and hardware) and capacity building (in 

both - public and private sectors).  

Based on the technical and legal readiness findings, the priorities in the technical and 

legal domains were identified. For technical aspects, Lao PDR’s top priorities are to: 

(1) reinforce the institutional mechanisms in the area and ensure their 

representativeness and coordination; (2) enable relevant regulatory agencies with 

digitalized trade systems; and (3) raise awareness and capacity on (cross-border) 

paperless trade of its stakeholders. For legal aspects, the top priorities of Lao PDR 

are: (1) bringing the legal framework of electronics transactions in Lao PDR (including 

Electronic Transactions and Electronic Signatures laws) up to date with international 

standards; and ensuring coherence between them; (2) assuring the up to date 

regulation for accessing and sharing information, in the national and cross-border 

context, as well as treatment of personal (individual) data; and (3) achieving full 

implementation/operationalization of the national legal framework in the area of 

paperless trade. It was identified that a budget for implementing ICT systems of trade-

related regulatory agencies and enhancing stakeholders' awareness and capacity 

would be essential to address these top priorities.  
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The report further highlights that there are no technical or legal obstacles preventing 

Lao PDR’s accession to the Framework Agreement on Facilitation of Cross-border 

Paperless Trade in Asia and the Pacific and that it should do so as soon as possible 

so it can start to more effectively plan and implement its trade digitalization strategy. 

The readiness assessments and the action plan featured in the report can serve as a 

foundation to elaborate more detailed activities at national and agency levels in this 

area, with identifiable timeline and budget sources. Additional meetings and 

consultations among stakeholders may be useful to further refine and specify actions 

and their sequencing to achieve the long-term goal of cross-border paperless trade 

and identify specific pilot projects and capacity building and technical assistance 

needs. 
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I. Introduction

This report provides an assessment of Lao PDR’s readiness for cross-border paperless 

trade, i.e., the conduct of international trade transactions on the basis of electronic data 

and documents – as opposed to paper-based data and documents. Benefits from the 

successful implementation of cross-border paperless trade are large, with the potential 

to cut transaction costs by 25% across Asia and the  Pacific region, as well as to increase 

regulatory compliance, reduce illicit financial flows and facilitate engagement in the 

increasingly digital global economy.1 

The assessment was conducted by an international expert supervised by the ESCAP 

senior experts, following readiness checklists developed by the ESCAP Interim 

Intergovernmental Steering Group on Cross-Border Paperless Trade Facilitation. 

ESCAP supported the preparation of the report through a project entitled “Facilitating 

Cross-Border Paperless Trade along the Belt Road Initiative (BRI) Corridors for 

Regional Integration and Sustainable Development”. Following the desktop research 

conducted by the international expert, four one-day-long national capacity building and 

fact-finding workshops were held virtually in the Fall of 2021 with the representative of 

the Government and the private sector stakeholders at the MOIC. They were co-

organized by the DIMEX and the DFTP. The workshops, originally scheduled to take 

place in the summer of 2021, were postponed due to the restrictions related to the 

COVID-2019 pandemic.  

Namely, a high-level inception meeting aimed at the presentation and discussion of 

the project and its methodology, as well as at the validation of the stakeholder choices, 

with the governance structures in charge of paperless trade in Lao PDR, was held on 

27 October 2021 with the members of the NTFC, TFCS and the LNSW Operator, 

BIVAC Lao. On 28 October 2021, a workshop engaging private sector representatives 

has taken place. The workshop held on 3 November 2021 reunited the representatives 

of the customs and the other agencies conducting the checks at the border or having 

competencies closely linked to the customs matters and/or ASYCUDA (such as the 

MAF, the MOH, the MPWT, the MOF (department of taxation) and the MOIC (DIMEX). 

Finally, on 4 November 2021, the last workshop engaged the representatives of the 

agencies already connected or expected to be connected to the LNSW in the future, 

as well as the LNSW operator, BIVAC Lao PDR. In addition, the three focused 

interview sessions devoted to the implementation of the LNSW, customs matters, and 

electronic signatures / the new KYC system were conducted with the stakeholder. A 

list of the follow-up questions was also communicated (and answered) subsequently 

to the workshops. Over 100 stakeholders were consulted (see Annex 2 for further 

details).  

A national consultation on facilitating cross-border paperless trade took place on 1 

March 2022. At this meeting, preliminary findings from the visits were further reviewed, 

 
1 ADB-ESCAP (2019). Asia-Pacific Trade Facilitation Report 2019. Available from https://www.unescap.org/resources/asia-
pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps- through-technology 

https://www.unescap.org/resources/asia-pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps-through-technology
https://www.unescap.org/resources/asia-pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps-through-technology
https://www.unescap.org/resources/asia-pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps-through-technology
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consolidated and validated. Final findings and recommendations incorporating inputs 

and suggestions received during and following the consultation are presented in this 

report. Based on these findings and recommendations, an initial action plan towards 

cross-border paperless trade for Lao PDR has been prepared and presented in this 

report. 

It is hoped that the report will contribute to the Government quest to accelerate 

progress towards cross-border paperless trade, including its ratification of the related 

regional Framework Agreement (See Box 1). 

 

This report is structured as follows: The next section (II) provides a brief state of play 

of trade facilitation and paperless trade implementation in Cambodia, based on 

Cambodia’s notifications under the World Trade Organization (WTO) Trade 

Facilitation Agreement (TFA) and the UN Global Survey on Digital and Sustainable 

Trade Facilitation 2021. In sections III and IV, findings from the technical and legal 

readiness assessment for cross-border paperless trade are presented, respectively. 

Recommendations on both technical and legal aspects of cross-border paperless 

trade that have emerged from the assessment are discussed in section V, followed 

by the introduction of an initial action plan based on the recommendations in section 

VI. The report ends with a brief discussion of a way forward in section VII. 

 

  

Box 1. The Framework Agreement on Facilitation of Cross-Border Paperless 
Trade in Asia and the Pacific  

 
The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific 

(CPTA), a United Nations treaty, aims to promote cross-border paperless trade by enabling the 

exchange and mutual recognition of trade-related data and documents in electronic form and 

facilitating interoperability among national and subregional Single Windows and/or other paperless 

trade systems. It is designed as an inclusive and enabling platform that will benefit all participating 

economies, regardless of where they stand in terms of trade facilitation or single window/paperless 

trade implementation.  

 

The treaty was adopted by the ESCAP members in 2016. On 20 February 2021, it entered into 

force, indicating ESCAP members’ continued efforts to accelerate trade digitalization in the region. 

As stated in Article 19 of the Agreement, it entered into force 90 days after the date on which the 

Governments of at least five ESCAP member States have deposited their instruments of ratification 

or accession. Azerbaijan acceded in March 2018 and the Philippines acceded in December 2019. 

The Islamic Republic of Iran ratified in May 2020, Bangladesh ratified in October 2020 and China, 

as the fifth country, ratified in November 2020. Timor-Leste also acceded in April 2022. In addition, 

Armenia and Cambodia signed in 2017. Furthermore, several other ESCAP member States are in 

the process of completing their domestic processes for accession.  

 

For more information, please see: http://bit.ly/ESCAP_FA 

http://bit.ly/ESCAP_FA
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II. Trade facilitation and paperless trade implementation in 

Lao PDR 

 

This section briefly reviews the state of play of trade facilitation and paperless trade 

implementation based on secondary data sources, namely the WTO Trade Facilitation 

Agreement Database 2 and the UN Global Survey on Digital and Sustainable Trade 

Facilitation.3  

 

II.A. Lao PDR and WTO TFA implementation: a brief review of 

notifications 

Having ratified the WTO TFA on 29 September 2015, Lao PDR has made some 

progress in its implementation. As of February 2021, Lao PDR has notified 21.0% of 

all measures included in the WTO Trade Facilitation Agreement under Category A. 

Based on notifications, some (11.8%) of the measures under Category B have also 

been implemented. The following measures are implemented, both under categories 

A and B: Sub-article 1.1 “Publication”; Sub-article 1.2 “Information available through 

internet”; Sub-article 1.3 “Enquiry points”; Sub-article 1.4 “Notification”; Sub-article 2.1 

“Comments and information before entry into force”; Sub-article 2.2 “Consultations”; 

Sub-article 4 “Procedures for appeal or review”; Sub-article 5.1 “Notifications for 

enhanced controls or inspections”; Sub-article 5.2 “Detention”; Sub-article 6.1 

“General disciplines on fees and charges”; Sub-article 6.2 “Specific disciplines on fees 

and charges”; Sub-article 6.3 “Penalty Disciplines”; Sub-article 7.1 “Pre-arrival 

processing”; Sub-article 7.3 “Separation of release”; Sub-article 7.9 “Perishable 

goods”; Sub-article 9 “Movement of goods”; Sub-article 10.5 “Pre-shipment 

inspection”; Sub-article 10.6 “Use of customs brokers” and Sub-article 10.9 

“Temporary admission of goods and inward and outward processing”. The remaining 

measures notified in category C are set to be implemented by 31st December 2022 

according to the indicative date, although the definitive date remains to be determined. 

The type of technical assistance required for category C notifications mostly have been 

communicated to the WTO. 

Meanwhile, the recent Private Sector’s Perception Survey on Implementation of WTO 

Trade Facilitation Agreement in Lao PDR, 2021, assessing the views of the private 

sector stakeholders involved in the cross-border trade in Lao PDR, has demonstrated 

that the perceptions of such stakeholders with respect to the actual implementation of 

the TFA commitments somewhat vary from that reflected in the recent WTO 

notifications. Notably, the stakeholders see a share of the Category A measures as 

 
2 WTO Trade Facilitation Agreement Database, Lao PDR, available from: https://tfadatabase.org/members/lao-peoples-
democratic-republic 
 
3 UN Global Survey on Digital and Sustainable Trade Facilitation, 2021. Data available at: https://untfsurvey.org 

https://tfadatabase.org/members/lao-peoples-democratic-republic
https://tfadatabase.org/members/lao-peoples-democratic-republic
https://untfsurvey.org/
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not fully implemented yet, but, conversely, certain Category B and Category C 

measures – as implemented. In particular:  

In Category A: 50% of measures (6 out of 12 measures) are perceived to be 

substantially implemented. They are Article 1.1 – Publication, Article 6.2 – Specific 

disciplines on customs fees and charges, Article 7.1 – Pre-arrival processing, Article 

10.5 – Pre-shipment inspection, Article 10.6 – Use of customs brokers, and Article 

10.9 – Temporary admission of goods and inward and outward processing. The 

remaining 50% of measures (6 measures) are perceived to be moderately or sparsely 

implemented. These measures include Article 1.2 – Information available through the 

internet, Article 1.3 – Enquiry points, Article 4 – Procedures for appeal or review, Article 

5.1 – Notifications for enhanced control or inspections, Article 5.2 – Detention, and 

Article 9 – Movement of goods intended for imports under customs control.  

In Category B: 50% of measures (3 out of 6 measures) are perceived to be 

substantially implemented. They are Article 2.2 – Consultations, Article 6.3 – Penalty 

disciplines, and Article 7.9 – Perishable goods. The remaining 50% of measures (3 

measures) are perceived to be moderately or sparsely implemented. These measures 

include Article 2.1 – Opportunity to comment and information before entry into force, 

Article 6.1 – General disciplines on fees and charges, and Article 7.3 – Separation of 

release from final determination of customs duties, taxes, fees and charges.  

In Category C: the implementation of 29% of measures (5 out of 17 measures) are 

significantly higher than their implementation commitments. They are Article 10.2 – 

Acceptance of copies, Article 10.7 – Common border procedures and uniform 

documentation requirements, Article 11 – Freedom of transit, Article 7.2 – Electronic 

payment, and Article 7.4 – Risk management. Another 65% of measures (11 

measures) are perceived to be moderately or sparsely implemented. These measures 

include Article 3 – Advance rulings, Article 5.3 – Test procedures, Article 7.5 – Post-

clearance audit, Article 7.6 – Establishment and publication of average release times, 

Article 7.7 – Trade facilitation measures for authorized operators, Article 7.8 – 

Expedited shipments, Article 8 – Border agency cooperation, Article 10.1 – Formalities 

and documentation requirements, Article 10.4 – Single window, Article 10.8 – Rejected 

goods, and Article 12 – Customs cooperation. The remaining Article 10.3 – Use of 

International Standards (6% of measures in Category C) will be assessed in the next 

survey after it is implemented. 

 

II.B. Lao PDR in the 2021 UN Global Survey on Digital and 

Sustainable Trade Facilitation 

The most recent data from the UN Global Survey on Digital and Sustainable Trade 

Facilitation reveals that Lao PDR has made progress in implementing trade facilitation 

measures in the past two years. According to the 2021 Survey, the most noticeable 

advancement has been made in implementing measures for “transparency” (80% to 

93.3%), “cross-border paperless trade” (33.33% to 38.59%) and “paperless trade” 
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(48.15% to 55.56%) (figure 1). With an overall implementation rate of core measures 

included in the Survey of 63.44%, Lao PDR is slightly below the Asia-Pacific regional 

average of 64.87% (figure 2). Opportunities still exist for Lao PDR to improve trade 

facilitation mechanisms.  

 

Figure 1. Lao PDR implementation of trade facilitation measures between 2019 

and 2021 

                            

Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2021; Untfusurvey.org 

Among the eight core groups of trade facilitation measures, Lao PDR’s implementation 

of “institutional arrangement and cooperation”, “transparency”, and “women in trade 

facilitation” are over the Economic and Social Commission for Asia and the Pacific 

(ESCAP) average in 2021. However, “formalities” and “paperless trade”, “trade 

facilitation for SMEs”, “agriculture trade facilitation”, as well as “cross-border paperless 

trade” remain under average and remain the main challenging areas for Lao PDR 

(figure 1). 
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Figure 2. Overall implementation of trade facilitation measures in 46 Asia-Pacific 

countries, 2021 

 

Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2021; Untfusurvey.org 

The implementation of “paperless trade” measures in Lao PDR remain limited. It has 

partially implemented measures for automated customs system, internet connection 

available to customs and other trade control agencies, electronic submission of 

customs declarations, electronic submission of air cargo manifests, electronic 

application and issuance of a preferential certificate of origin, e-payment of customs 

duties and fees, and electronic application for customs refunds (Figure 3). The 

implementation of electronic single window system, a measure explicitly stipulated in 

the WTO Trade Facilitation Agreement (TFA) 4, and measures in the field of electronic 

application and insurance of import and export permits are still in the nascent stage of 

their implementation in Lao PDR. 

 

 

 

 

 

 

 
4 Article 10.4 of the WTO TFA calls for Member States “to endeavour to establish or maintain a single window, which enables 
traders to submit documentation and/or data requirements for importation, exportation, or transit of goods through a single-entry 
point to the participating authorities or agencies”. 
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Figure 3. Lao PDR implementation of “paperless trade” measures, 2021 

 

Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2021; Untfusurvey.org 

Lao PDR’s implementation of “cross-border paperless trade” measures also remains 

limited. The establishment of relevant regulations and recognized certification 

authority (still in progress) will provide a legal and institutional foundation for 

invigorating cross-border paperless trade and ensure actual future exchange of 

specific trade-related data and documents across borders to achieve a fully integrated 

paperless transformation. Lao PDR has partially implemented measures for laws and 

regulations for electronic transactions and electronic exchange certificate of origin. 

However, the survey results suggest that measures for electronic exchange of 

customs declaration and electronic exchange of sanitary and phyto-sanitary certificate 

are still at the planning stage. Measures for paperless payment collection from a 

documentary letter of credit have not been implemented or envisaged (figure 4). 
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Figure 4. Lao PDR implementation of cross-border paperless trade measures, 

2021 

 

 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2021; Untfusurvey.org 

Digital trade facilitation offers great opportunities to reduce trade costs and increase 

trade volumes. If Lao PDR implements binding and non-binding trade facilitation 

measures featured in the WTO Trade Facilitation Agreement together with other 

paperless trade measures, it could achieve trade cost reductions of 15%, instead of 

only about 4% if it aims at basic compliance with the TFA.5 This would amount to 

additional considerable annual trade transaction cost savings. Through paperless 

trade and seamless electronic exchange of trade data and documents, Lao PDR can 

enhance its competitiveness in the regional and global markets and improve the 

effectiveness of its participation in global value chains. In this respect, Lao PDR should 

take continuous quality improvements step by step. 

 

 

 

 

 
5 ESCAP (2021). Digital and Sustainable Trade Facilitation in Asia and the Pacific 2021. Available from 
https://www.unescap.org/kp/2021/untf-survey-2021-regional?ref=untfsurvey.org  
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III. Technical readiness for cross-border paperless trade: 

Key findings 

 

Key findings on the technical readiness for cross-border paperless trade of Lao PDR 

are summarized below. The findings are presented following the structure of the 

Technical Readiness Checklist adopted by the Interim Intergovernmental Steering 

Group on Cross-border Paperless Trade Facilitation on 5 May 2020. The completed 

checklist, which contains further details and elaborations, is available in Annex III.  

Lao PDR is at an intermediate level of technical readiness for cross-border paperless 

trade, notably with respect to its implementation of the ASYCUDA semi-paperless 

customs declaration, the LNSW, and the planned progressive integration into the 

ASEAN Single Window (ASW). Political commitment for implementing paperless trade 

systems is demonstrated through varied policy, strategy, vision and planning 

instruments of the Government, such as the 9th Five-Year National Socio-Economic 

Development Plan (2021-2025)(Approved by the inaugural session of the Ninth 

National Assembly on 22-26 March 2021 in accordance with the Resolution No. 

20/NA, dated 26 March 2021), in particular Outcome 5: Engagement in regional and 

international cooperation and integrations enhanced with robust infrastructure and 

effective utilisation of national potential and geographic advantage,6 Trade Facilitation 

Roadmap 2017 – 2022); the Joint Venture (JV) agreement underlaying the PPP 

between the Government and BIVAC Lao PDR; the MOF 5 Years Financial Sector 

Digitalization Development Plan (2021-2025); the Lao Digital Strategy (now still under 

consideration), as well as the WTO TFA commitments. Moreover, a framework of 

institutional structures, including NTFC, TFCS, PTFCs, and LNSW Steering 

Committee, were put in place or are provided for in the relevant legal framework, as 

mechanisms, through which the issues could be resolved on both political and 

technical levels, nationally and within provinces.  

Lao PDR is implementing the three paperless trade systems at agency level, namely 

the ASYCUDA e-Customs system, the LNSW, and the e-CO. While, as of now, only 

one of these systems, the e-CO, is supporting cross-border data exchange in part 

(ATIGA Form D, since December 2019). The LNSW is expected to also feature the 

engagement in cross-border paperless trade upon further progress of its 

implementation.  

Lao PDR has not yet signed the Framework Agreement on Facilitation of Cross-border 

Paperless Trade in Asia and the Pacific. Active participation in the Framework 

Agreement and related activities could facilitate Lao PDR to improve overall paperless 

trade environment further. 

 

 
6 The translation into English of the latest available draft of the 9th NSDP of Lao PDR could be found at 
https://laofab.org/document/download/4870 

https://laofab.org/document/download/4870
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III.A. Paperless trade system at the national level 

 

III.A.1. Governance bodies  

Since 2018, the following relevant governance structure has been in place in Lao 

PDR: 

National Trade Facilitation Committee (NTFC) is responsible for implementation of 

trade facilitation measures (including paperless trade) throughout the country on a 

political level. The NFTC is chaired by the Deputy Prime Minister of Lao PDR and is 

composed of high-level representatives (Minister and Vice-Minister level) of the key 

ministries sharing competencies in the trade facilitation domain – the MOIC, the MPI, 

the MOF, the MPWT, the MAF, and the MOH. The NTFC does not feature direct 

private-sector representation, nevertheless, some of the public sector stakeholders 

have reported that private sector representatives regularly participate in its work, as 

well as in the work of the TFCS and PTFCs (the exact modalities were not specified). 

Trade Facilitation Committee Secretarial (TFCS) is directly responsible to NTFC and 

ensures implementation of trade facilitation measures (including paperless trade) 

throughout the country on a technical level. The TFCS is chaired by the Vice-Minister 

of Industry and Commerce. The TFCS assembles the directors/deputy directors of the 

departments of the MOIC, the MPI, the MOF, the MPWT, the MAF, the MOH, the 

MONRE, the MCT, the MOFA, the MICT, the MOPS, and the BOL with the 

competencies of relevance to trade facilitation. The participation of the private sector 

in the TFCS is ensured through the engagement of the Secretariat of the Lao National 

Chamber of Commerce and Industry (LNCCI). The Department of Import and Export 

of the MOIC (DIMEX) serves as a focal point of the TFCS. The Trade Facilitation 

Implementation Unit (TFIU) in the structure of the TFCS, which consists of the 

Director/Deputy Director of Division and Technical Officer, is assigned by the TFCS 

as a focal point for the implementation of the roles and responsibilities related to trade 

facilitation. 

Provincial / Capital Trade Facilitation committees (PTFCs) ensure the implementation 

of trade facilitation measures (including paperless trade) in each province. Each of 

them is headed by the vice-governor and includes directors/deputy directors of the 

provincial departments of the Government agencies represented in the TFCS. The 

private sector is represented in the PTFC by a Vice President of Chamber of 

Commerce and Industry (Provincial level). 

The two other structures are of relevance to the paperless trade governance in Lao 

PDR: 

LNSW Steering Committee (SC) for the development, implementation and operation 

of the Lao National Single Window system is the body expected to oversee the 

implementation of the Lao National Window (LNSW) carried out through a PPP. 

According to the Agreement on the Functioning of the LNSW, 2015, The LNSW SC is 
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to be chaired by the Minister of Finance and shall include the representatives of the 

departments of MOF, the MOIC, the MPWT, the MAF, the MICT, the MOH, the MOFA, 

the MCT, the BOL, the MONRE, the MPI, the MND, the MOPS, the MOJ, and several 

other agencies, already connected or expected to be connected to the LNSW in the 

future. While private sector participation is not explicitly provided for in the composition 

of the LNSW SC as per the Agreement, such participation should be ensured by its 

Secretariat, the LCD. The LNSW Steering Committee, which reportedly existed in the 

past, is currently inactive. The tasks assigned to its competence are carried out by the 

LCD/MOF without the participation of the other Government agencies.  

Meanwhile, alternative governance structure of the LNSW appears to be in place and 

was described by the Government during the consultations. It is based on the several 

decisions issued by the MOF and refer to the management board of the LNSW, in 

place since 2017, which appears to be composed of the DM of the MOF (President), 

DG of LCD, DG of DIMEX, and management teams from BIVAC Lao and Bureau 

Veritas. In addition, another MOF Decision reportedly refers to the 3 private sector 

representatives to the SC, namely, LNCCI President, LITFA president and BCEL 

(Bank) President.  

Finally, the recently adopted Decree on E-Commerce (2021), which contains 

provisions of relevance to paperless trade, provides coordination between the 4 

Government agencies in implementing varied measures, albeit without establishing a 

formal coordination body. These agencies are the MOIC, the BOL, the MCT, and the 

MOF. 

 

III.A.2. Level of automation  

The three electronic systems of relevance to paperless trade in Lao PDR are the 

ASYCUDA World, the e-CO and the LNSW.  

ASYCUDA World is implemented at 31 border crossing points of Lao PDR (all 

international border crossing points (28) and in the 3 SEZ), covering 99% of 

international trade. The system, accessible at the customs terminals and through 

direct connection for the users having undergone dedicated training (over 2000 

economic operators), allows for paperless submission of the customs declaration. 

Supporting documents could be attached to the electronic customs declaration in 

scanned versions (i.e. not in a data format) but are not stored within the system. 

Nevertheless, subsequent paper-based submission of the declaration (on a special 

form purchased from the customs) and the supporting documents are required for the 

processing. All documents of relevance to customs clearance have to be stored on 

paper for post-clearance audits and similar checks. The risk assessment does not 

follow the determinations made by the ASYCUDA at all times, as the work on updating 

the risk profiles is still ongoing (according to the 5 Years Financial Sector Digitalization 

Development Plan (2021-2025), it is due to be completed in 2022). 
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Customs duties and charges, as well as the taxes due, are payable through SMART 

TAX system at some 19-20 (out of 28) international border crossing points. Currently, 

SMART TAX does not cover fees related to the clearances conducted by other 

authorities/costs of licenses (including those processed through the LNSW). These 

other fees are payable via service units or electronic systems of the two banks: BCEL 

and LDB. The expansion of SMART TAX to cover these additional charges is worked 

on. For checkpoints without the SMART TAX system, the payment of declaration fees 

is made to the customs officers, the National Treasury officers, or the banking system. 

Integration between SMART TAX and EASY TAX systems (a payment switch 

permitting connecting to more banks, mobile payment operators, etc.) is expected in 

the near future. Moreover, EASY TAX is planned to be integrated in the recently 

launched Lao National Payment and Settlement System (LaPASS) and Lapnet of the 

BOL. Integration of data on the internal taxes due into TAXRIS system with the 

possibility of deferred payments or deductions is also expected to be introduced in the 

near future, at least for certain economic operators (namely those having implemented 

good accounting/bookkeeping standards). 

The Electronic Certificate of Origin (e-CO) system operated by the DIMEX/MOIC was 

developed by a local IT company, Cyberia Co. Ltd. The e-CO system allows exporters 

to apply for Certificates of Origin online, which includes the ATIGA Form D that could 

exchange live data with ASEAN partners (e-Form D). The processing of the e-CO is 

not fully digitized, as paper copies of supporting documents must be presented, and 

the payment has to be made physically. Once received, ATIGA Form D can be 

scanned and uploaded to ASYCUDA World, but the hard copy document is still 

required. The system covers 90% of the e-CO issuance in Vientiane and about 60% 

nationally. Integration of the e-CO into the LNSW is considered for the future. 

The Lao National Single Window (LNSW) is partially implemented in FB1 / Thanaleng 

international border crossing checkpoint. Lao PDR plans to extend the LNSW system 

to all international border crossing checkpoints in the future. Issuance of select permits 

from the MOIC and the MPWT are covered by the LNSW so far. The work is ongoing 

with the interconnecting of the MAF and the MOH. A number of the other Government 

agencies are expected to be connected in the future. LNSW is a Joint Venture (JV) 

between the Lao PDR Ministry of Finance and BIVAC (LAO) CO., LTD. The 

ASYCUDA system is connected to the LNSW through the LCD fiber optic network. 

LNSW is interoperable with ASYCUDA through the manifest reference number. Better 

interconnection between ASYCUDA and LNSW (through APIs), incorporation of 

electronic signature in ASYCUDA user authentication process, and further progress in 

enhancing data security are planned 

The implementation of electronic licenses, permits and certificates is ongoing. Among 

the implemented instruments: 1) E-CO (Electronic certificate of origin), including 

ATIGA Form D (Cyberia, DIMEX / MOIC); 2) Vehicles import licenses (LNSW, DIMEX 

/ MOIC); 3) Vehicles technical permits, except for tractors (LNSW, DOT / MPWT); 4) 

Petroleum and gas import license (LNSW, DIMEX / MOIC). The digitalization of 
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permits and licenses issued by MAF and MOH is expected in the near future (LNSW, 

MAF and MOH), the cooperation of these agencies with BIVAC (Lao) is ongoing, the 

signing of the respective MOUs between LCD and MAF / MOH is awaited. 

Implementation of TDI (under the ACTS) and the ASEAN’s E-phyto are also planned 

for the future. 

Several dry ports (Savan, Thanaleng) and bonded warehouses (Sokxsay, Vientiane 

Logistics Park) are developing electronic port systems, featuring, or exploring for the 

future, electronic internal systems and interconnection with ASYCUDA and/or the 

LNSW. Nevertheless, the development of the dry- (and so also e-) port systems is 

somewhat impeded by the scarcity of legal regulation and lack of familiarity among the 

stakeholders. 

 

III.A.3. ICT infrastructure for paperless trade 

Lao PDR pays serious and consistent efforts towards developing its ICT infrastructure. 

Currently, its fiber optic transmission network, both aerial and underground, covers 

90,258 kilometres. The LANIC has expanded and upgraded as the domestic gateway 

for internet traffic. The information security system has been improved in accordance 

with ISO27001, and a new Cloud system supporting up to 1400 servers was 

introduced. 7  The network service is available at Lao PDR's international border 

crossing checkpoints, but the connection occasionally lacks stability.  

Both the ASYCUDA and the LNSW take measures to ensure the security of users’ 

data and are designed to consider future device and technology upgrades.  

Selected stakeholders reported taking disaster recovery measures (some 

confidential). Among those are MCT and, in particular, LANIC (which has its own DRC) 

and LCD/MOF). The LNSW developer, BIVAC (Lao), reported implementing a 3-prone 

disaster recovery strategy, including testing and negotiations related to establishing a 

disaster recovery data center in the MCT (earlier – MOST) LEED data center outside 

of Vientiane. Other measures include local data backup (the data is replicated every 

4 hours) and Cloudfare. 

Lao PDR is seeking to implement the Sendai Framework for Disaster Risk Reduction 

(2015-30), which targets a substantial reduction of “disaster damage to critical 

infrastructure […]”. However, neither the National Strategic Plan for Disaster Risk 

Reduction (2010-2020) nor the Law on disaster management specifically address 

aspects of relevance to technology and/or paperless trade. No regulations, standards, 

or guidelines for business continuity management in times of disaster have been 

identified in Lao PDR. Meanwhile, the dedicated laws and regulations provide for 

manual recording of information during customs clearance as a fallback solution. 

The 9th NSEDP, under its Outcome 5, 1., Output 1: Infrastructures improved for 

national, regional and international connectivity to facilitate production, services, trade 

 
7 9th NSEDP, p. 19, available at https://laofab.org/document/download/4870  

https://laofab.org/document/download/4870
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and investment, inter alia, provides that “Focus should be placed upon developing and 

upgrading […] telecommunication and postal services to enable internal connectivity, 

and connectivity with neighbouring countries, the region, and beyond in a targeted and 

coherent manner”, setting a number of more precise relevant targets with the 

implementation deadline set for 2025. 

A number of measures aimed at enhancing the ICT infrastructure of relevance to 

paperless trade are also inscribed into the 5 Years Financial Sector Digitalization 

Development Plan (2021-2025). Among them are the upgrade of Server Room and 

Network Equipment of FB1, Computers and Printer Procurement of Custom 

Checkpoints; Procurement of Essential Equipment to Support ASYCUDA for 

Provincial Custom Office; Procurement of Essential Equipment to Support Smart Tax 

System, etc. 

The ICT Strategic Plan 2016-2025 also set targets with respect to solving the ICT 

issues and advancing the e-government agenda among others. 

 

III.A.4. Security 

The National Cybersecurity Strategy is reportedly being developed. The LaoCERT, 

created in February 2012, is a coordination center of cyber security within Laos 

through incident handling, cyber security protection, disseminating information 

security and awareness raising to ensure cyber safety to all citizens, government 

agencies and private in Laos PDR. It also serves as a focal point for cooperation with 

international CERT organizations.  

The authentication mechanism (user login, password, captcha) is established for 

ensuring the security of information transmitted electronically between intended 

parties or systems; confidentiality is protected by restricting access to the data to 

specially trained employees/public officials concerned only; private fibre-optic network 

is used for the exchange of information where possible. To ensure confidentiality of 

data exchange between any two intended parties or systems, HTTPS is employed by 

the LNSW. The data in ASYCUDA is encrypted. 

The Tsubame Sensor packet traffic monitoring system has been installed, and the 

information security system of the National Internet Centre has been improved in 

accordance with ISO27001.8 

Efforts to reinforce network infrastructure security within the MOF are inscribed in the 

5 Years Financial Sector Digitalization Development Plan (2021-2025). Among them: 

improvement of the network infrastructure and security (in the 2 phases), including 

Private LAN (PFLAN) Employment in essential departments and Hiring expert and 

network devices; establishment of the Fiber Optic (Leaseline) Line to all budget units; 

and Upgrading LAN and WIFI Networks. 

 
8 9th NSEDP, p. 29, available at https://laofab.org/document/download/4870 

https://laofab.org/document/download/4870
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ICT Strategic Plan 2016-2025 refers to a number of actions enhancing the ICT 

security, expected to be implemented before 2025. 

 

III.A.5. Business process re-engineering 

The BIVAC (Lao) is conducting a gap analysis when developing solutions for 

connecting new Government agencies to the LNSW. This analysis includes potential 

re-engineering solutions. However, so far, the agencies prefer to try out the paperless 

system as is and postpone these modernizations to the future, replicating their paper-

based procedures in the electronic form upon connecting to the LNSW. 

The regular Timer Release Studies (TRS), particularly some of the recommendations 

made thereunder, could also contribute to the gradual BPR.  

Meanwhile, the business process reengineering agenda is coherent with priorities 

identified in the Prime Minister Order No. 02 /PM, dated 01 February 2018, on 

Improvement of Regulations and Coordination Mechanism for Doing Business in Lao 

PDR, in particular through aiming at “further reduction of unnecessary procedures, 

time and documents of import and export licensing of goods” and “ensuring that […] 

procedure[s] that are not unnecessary are removed”. 

 

III.A.6. Data harmonization and standardization 

The WCO data model, version 3.7, is used by the LCD and the LNSW. Other 

Government agencies were not yet subject to data harmonization and/or 

standardization. Nevertheless, certain data harmonization/standardization steps might 

be expected to be taken during the implementation of the recent (2021) Decision on 

technical standards for E-government Systems Integration No 531/MPT. This legal 

instrument defines interconnection, data exchange, storage and presentation and 

security standards.  

 

III.A.7. Capacity-building 

All electronic systems relevant to paperless trade in Lao PDR train their users. The 

new users of ASYCUDA must undertake training upon their registration, and Need-

based training activities are also ensured. About 2000 users have been trained so far.  

The LNSW also conducts regular training activities, having trained over 700 individuals 

up to date. It has published videos and manuals on its website (in Lao) - limited to the 

use of the current features of the LNSW. Both government officials (customs officers 

and the staff of the Government agencies [to be] connected to the LNSW) and the 

private sector (traders, customs brokers, etc.) are targeted by the trainings. Moreover, 

the LNSW representatives are present the FB1/Thanaleng border crossing point and 

are expecting to establish a permanent presence at the other border crossing points 

as soon as they will be connected to the system. Meanwhile, the lack of 
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understanding/acceptance of the notions and mechanisms of paperless trade was 

reported to be particularly present among public sector stakeholders, including 

customs officers. This generates a need for continuous and broad scale training 

activities, as well as the permanent presence of the LNSW representatives at the 

border crossing points.  

Training activities related to the implementation of the ASYCUDA and the LNSW are 

expected to continue, for the LNSW, in particular, with each expansion to the new 

border crossing checkpoint and upon introduction of the new or updated features. The 

e-CO features a detailed online user manual and ensures targeted capacity building 

for its users. 

 

III.A.8. Other matters 

The stakeholders have evaluated the overall level of computer literacy in the trading 

community of Lao PDR as “high”. Moreover, private sector stakeholders have 

demonstrated significant enthusiasm with respect to transition to paperless trade. 

Some of them have already rendered certain aspects of their commercial operations 

paperless, however, they still generate/keep paper copies of documents for the 

purposes of the B2G interactions, inspections, etc. 

Significant budgetary constraints related to paperless trade implementation nationally 

exist. Those mostly related to establishment/upgrade of the ICT infrastructure 

(including connectivity and hardware) and capacity building (in both - public and 

private sectors). So far, in financing these tasks, the Government mostly relies on the 

revenue collected through fees paid by the users of paperless trade systems; 

competitive JV Arrangements (for example, the JV (PPP) with BIVAC Laos for the 

implementation of the LNSW); as well as on the support from development partners. 

For instance, ASYCUDA is supported by the World Bank technical assistance project 

- Lao PDR’s Competitiveness & Trade Project (LCTP), the MOF 5 Years Financial 

Sector Digitalization Development Plan (2021-2025) relies on the following sources of 

funding: Modernization Fund of MOF; Technical Fund of LCD; Loan and Grant from 

WB; Loan from Republic of Korea, and Loan and Grant from China.  
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III.B. National status towards cross-border data exchange 

 

III.B.1. Electronic systems  

Only one of the three electronic systems of relevance to paperless trade implemented 

so far, the e-CO (with respect to the ATIGA form D), partially supports cross-border 

data exchange. The LNSW is expected to be integrated into managing the data related 

to cross-border trade flows in the future. 

 

III.B.2. Single Window System 

The LNSW is still being implemented. It is expected to function as one of the national 

points of connectivity for cross border data exchange, having integrated the e-CO / 

issuance of the ATIGA form D within and connected with the ASW. The other national 

point of connectivity is ASYCUDA, and easier interconnection between the two 

systems (yet not their merger) is envisaged. 

 

III.B.3. Business process re-engineering 

Business process reengineering to support cross-border data exchange has not been 

conducted yet, and these issues are expected to be addressed gradually. No exact 

relevant plan or timeline is available. The regular TRS (the latest one having taken 

place in 2020) are of certain relevance as they provide recommendations ad cation 

plans aimed at streamlining import and export licensing processes as well as the 

customs clearance proper.  

 

III.B.4. Data harmonization and standardization 

The WCO data model, version 3.7, is used by the LCD and the BIVAC (LNSW). No 

other data harmonization and/or standardization measures of relevance to cross-

border paperless trade were conducted. Stakeholders appear to lack 

awareness/understanding of data harmonization issues. 

 

III.B.5. International transit 

While the Law on Customs (2020) provides an option to submit an electronic customs 

transit declaration, Lao PDR has implemented neither a single paperless declaration 

for international or national transit nor a single transit customs guarantee.  

In November 2021, the MOF issued Instruction on Management and Inspection of 

Goods, belongings and transporters, No.06602/LCD, which, inter alia, deals with the 

transit of goods by the new Lao-China Railway. Among the other issues, the 

Instruction specifies the role of the Boten and other internal stations checkpoints in the 
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transit and provides for equipping all the stations with ASYCUDA, seemingly providing 

for a double customs clearance. 

The Customs Law (2020) ensures the legal underpinning for both types of one-

stop/joint inspection in its Art. 36 (4 and 5). While some stakeholders reported that the 

border inspections are normally conducted by the customs and other authorities 

concerned together in practice, the others have not shared the same view and have 

reported that customs, plant quarantine, food and drug inspections are not conducted 

jointly. Meanwhile, the joint MOU between LCD, FDD, DOA, & DOLF on the 

implementation of risk management and joint border inspection was signed on 13 

December 2021. The joint SOP for implementing the risk management framework and 

joint inspection is currently under discussion. 

As far as single stop inspection in understanding the joint inspection between the 

country pairs is concerned, it is only implemented at one border crossing point 

(Savanakhet / Lao Bao (Viet Nam)). However, according to some stakeholders, the 

implementation of the joint inspection at this particular border crossing junction 

(Common Control Area (CCA)) has now been suspended. No further plans in this 

respect are made, in particular, since other neighbouring countries. (for instance, 

Thailand) appear to restrict single-stop inspection options in their legislation so far. 

 

III.B.6. Awareness programme 

Within the cross-border data exchange domain, the awareness programmes are 

conducted solely with respect to the ATIGA Form D. Detailed training materials are, 

inter alia, available online.  

The stakeholders requested assistance for building capacity across all of the following 

areas (a) business process analysis; (b) data harmonization and simplification; (c) 

system development; and (d) project management. 

 

III.B.7. Other matters 

The implementation of the AEO scheme in Lao PDR provided for the Customs Law 

(2020) has recently started, with only 1 AEO registered as of November 2021. 

Consultations with economic operators with respect to the criteria set in the legal 

framework to enhance their participation are expected to be held in the near future. 

The work is entrusted to the new dedicated division within the LCD – Risk 

management and filing division. The LCD has already conducted rigorous training of 

its staff with the WCO. The MRAs are envisaged for the future. 

During the consultations, the majority of the stakeholders demonstrated overall support 

with respect to paperless trade and cross-border data interchange, with the private 

sector (notably traders and financial institutions) showing utmost enthusiasm. 

Nevertheless, stakeholders still lack understanding of paperless trade and, even more 
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so, cross-border paperless data exchange processes. Certain reluctance with respect 

to re-engineering was also occasionally shown. 

No budgetary allocations explicitly devoted to transition to cross-border paperless 

trade data exchange were reported. However, select elements contributing to the area 

are streamlined in the policy, strategy, vision and planning instruments of the 

Government. For instance, MOF Action Plan for 2021-2027 are addressed under the 

technical assistance projects supported by the development partners. 

 

IV. Legal readiness for cross-border paperless trade: Key 

findings 

Key findings on legal readiness for cross-border paperless trade of Lao PDR are 

summarized below. The findings are presented following the structure of the Legal 

Readiness Checklist adopted by the Interim Intergovernmental Steering Group on 

Cross-border Paperless Trade Facilitation. The completed checklist, which contains 

further details and elaborations, is available in Annex V. 

Lao PDR has a fair number of rules relevant to paperless trade in its domestic law. It 

is also a party to several treaties containing provisions of relevance to the paperless 

trade domain, such as the WTO (Marrakesh) agreement and selected covered 

agreements, the RCEP, the legal instruments adopted within the framework of the 

ASEAN (including the ASEAN E-commerce Agreement), WCO, GMS, etc. 

Nevertheless, the implementation of the pertinent rules is somewhat lagging. 

The modernization of the legal framework of relevance to paperless trade in the light 

of the best international practices and the newly undertaken or negotiated international 

commitments is ongoing, with the dedicated Law on Electronic Signature adopted in 

2018, followed by the implementing decision of 2020; and the Decree on E-commerce 

promulgated in 2021. The work on amendment of the Law on Electronic Transactions 

(2012) is currently in progress. 

 

IV. A. Electronic transactions and signatures law 

The Electronic Transactions law (2012) (hereinafter – the ETL) is reported to be based 

on the UNCITRAL Model Law. Nevertheless, the text somewhat varies from that 

proposed in the instrument. The revision of the law is planned for 2022 and is 

coordinated by the Department of Digital Technology (DDT) of the MTC in coordination 

with the public and private sector stakeholders. Lao PDR is not a party or signatory of 

the UNCITRAL Convention on Electronic Communications 2005. Nevertheless, the 

ETL establishes rules governing the conclusion of a contract via an electronic data 

interchange (EDI). Among the exclusions from the scope of the ETL are negotiable 

instruments / transferrable records. 
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IV.A.1. General principles 

The ETL embodies the core principles reflected in the UNCITRAL Model Law on 

Electronic Commerce (non-discrimination, functional equivalence, technological 

neutrality). The principle of functional equivalence of transactions, documents, and 

signatures generated in electronic and paper format is also reflected in the Customs 

Law (2020) and the Agreement on Implementation and Operation of LNSW (2019). 

Moreover, the Law on the ICT (2016) explicitly allows parties to conclude contracts 

electronically. Further details pertaining to the electronic contracting, namely e-

commerce agreements concluded via ordering function and those concluded via 

online social media, are contained in the newly-adopted E-commerce decree (2021). 

While the general e-communications rules apply to paperless trade transactions, 

certain dedicated rules exist for electronic certificates of origin, advanced rulings 

(electronic applications), customs declarations, customs manifests, petroleum import 

licenses, vehicle import licenses and technical permits.  

 

IV.A.2. Electronic signatures and trust services 

The rules applicable to electronic signatures are reflected in several normative acts 

and appear to be not fully aligned. The provisions of both laws - the Law on Electronic 

Transactions (2012) and the Law on Electronic Signatures (2018) apply depending on 

the issue subject to the regulation. The conflicts might be explicitly cleared up during 

the revision of the Electronic Transactions Law about to start in 2022. While 

compatibility rules exist that may help resolve conflicts (namely, lex posterior, lex 

specialis, prevalence of international treaties in case of conflict with domestic rules 

(subject to ratification/revision as per the dualist approach), explicit compatibility 

provisions incorporated in the legal texts), nonetheless it is not always easy to 

establish the exact scope of a conflict between the provisions, inter alia, due to the 

divergencies in their translation.  

The Law on Electronic Signatures (2018) focuses on the regulation of the [advanced] 

digital signatures, as well as their specific type, digital seals. The law devotes utmost 

attention to elaboration of the requirements imposed with respect to the digital 

signature and the digital seal, as well as to the certificates affiliated therewith (no 

certificate is provided for in the case of a basic electronic signature). The Law further 

defines the institutional structure of relevance to digital signatures in Lao PDR, 

particularly referring to the types and competencies of the electronic (digital) signature 

certification authorities. The Decision on Electronic Signatures (2020), which is aimed 

at further elaborating on the Law on Electronic Signatures (2018), defines the 

principles, regulations, and measures for the management of services providing and 

using electronic signatures. Implementation of digital signatures has started only 

recently in both public and private sectors.  

The Law on Electronic Transactions (2012) outlines the three types of electronic 

signatures: Basic electronic signature; Basic digital signature; and Secure digital 
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signature. Since [secure] digital signatures are now regulated by the law on E-

Signatures, only the basic electronic signature and, arguably, basic digital signature 

stay of relevance for the purposes of the regulation by this law, the provisions of which 

appear to be following the approach reflected in the UNCITRAL Model Law on 

Electronic Signatures (2001).  

The Law on the ICT (2016) defines the PKI and, in Art. 23, establishes the authority of 

the MTC over PKI, including certification authority. The new Customs Law (2020) also 

provides its definition of the electronic signature, requiring such signature to be 

“certified by Customs Administration”.  

Currently, electronic signatures are of limited use in the paperless trade procedures in 

Lao PDR, where the other forms of identification (id, password, captcha) are favoured. 

At this moment, foreign electronic signatures are not recognized, and it is hoped that 

in the future, the recognition will be possible on the basis of international treaties / 

MRAs, the conclusion of which would add legal certainty to the situation.  

 

IV.A.3. Privacy and data protection 

Lao PDR does not have a dedicated privacy law. Nevertheless, provisions of 

relevance to the issue could be found in a number of legal acts, including the 

Constitution (2015), the Law on Electronic data protection (2017), the Law on 

Cybercrime (2017), the Decision on Penalties in Cyber Crime (2017), and the Law on 

Customs (2020), which, in particular, provides that the Customs Administration shall 

strictly maintain the confidentiality of Governmental information and personal 

information of natural or legal persons, except as otherwise provided by law. The 

Agreement on the LNSW (2015), among other principles, also aims at protecting 

personal information and confidential trade data. Measures aimed at protecting 

personal data are often intermingled with / not distinguished from those aimed at the 

other types of data. Moreover, the definition of personal data a) is broad (also referring 

to the data pertaining to legal entities and organizations) and b) appears to lack 

consistency between different acts where it is defined. The current privacy and data 

protection laws are not based on international standards. However, this situation might 

change upon the implementation of the relevant international obligations, which Lao 

PDR has undertaken through recently joining the ASEAN ECA and the RCEP.  

Even if no data regulator is in place, the law of Lao PDR contains few general rules 

regulating cross border data flows, mainly based on the notions of consent and 

security over the important data. Several sporadic rules mandate localization of the 

“substantive” and “traffic” data, explicitly or implicitly.  

 

IV.A.4. Data sharing 

The MCT Circular on data standards in the E-government system of Lao PDR, dated 

9 February 2021, No. 531, establishes the rules for sharing data between 
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governmental agencies. However, the instrument is not yet available in English. In 

addition, the Agreement on the LNSW (2015) provides for the adoption of the 

principles, regulations and procedures for sending information and analysing 

information within the LNSW system, aimed at protecting private and confidential 

information by assuring compliance with international procedures and standards 

related to information safety including the safety standards of information adopted 

within ASEAN National Single Window system”. This instrument has not yet been 

adopted.  

 

IV.A.5. Data retention and electronic evidence 

According to the Law on Electronic Transactions (2012), any individual, legal entity or 

organization may store and retain any document, record or information by using an 

electronic document [format], subject to several conditions (accessibility; retention in 

a format in which the document was generated, sent or received (or in a format 

otherwise ensuring accurate representation of information); ability to identify the 

originator and addressee of an electronic document and the date and time when it was 

sent or received). Similar set of conditions is reflected in the Law on Electronic 

Signatures (2018). According to the Law on Customs, a customs declarant shall retain 

the customs documents, such as the detailed customs declaration forms along with 

other relevant supporting documents and information, in paper and/or electronic form 

for a minimum of three years after the goods are released from the warehouse or the 

customs border checkpoint. According to the Law on Electronic Data Protection 

(2017), data controllers are responsible for the data entrusted to them / within their 

control (statutory liability). Electronic documents are allowed to be used as evidence 

by virtue of the Electronic Transactions Law (2012), even if determination of their 

particular weight rests in a court’s discretion. The information saved in the LNSW is 

explicitly designated to be equal to paper documents presented to the court. The Law 

on Electronic transactions does not distinguish between foreign and domestic 

electronic evidence, which means that the latter are also admissible in court. 

 

IV.B. Laws regarding paperless trade systems 

 

IV.B.1. Establishment of a paperless trade system 

Lao PDR currently has three paperless trade systems – the LNSW, the ASYCUDA, 

and the e-CO (see Technical readiness checklist for more details). According to the 

Instruction on the Utilization of Lao National Single Window (2018), the LNSW “is an 

electronic declaration system through which the government agency and private 

sector involved in import, export and transit of goods, can exchange information and 

documents to request, issue or renew of a license following the order specified in law 

and regulation of each concerned government agency”. The LNSW was launched in 
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2019. The key instrument regulating the functioning of the LNSW is the Agreement on 

LNSW (2015), which outlines the core notions of the system, including the 

Government agencies/departments expected to be connected to it. In addition, there 

are multiple implementing regulations issued by the MOF/ LCD; the MOUs concluded 

between the LCD and the connected agencies; and the concession agreement 

between Lao PDR and BIVAC (Lao). Some of the single window’s functions, in 

particular, with respect to the submission of the customs declaration, supporting 

documents, and, in certain cases, the manifest, are performed by the ASYCUDA 

(implemented since 2011). The functioning of the ASYCUDA is regulated by multiple 

by-laws, including the Instruction on Customs Declaration by Automated System for 

Customs Data (ASYCUDA) No. 10503/CD (2012). The third system of relevance to 

paperless trade is the e-CO issuance system, mainly regulated by the Decision on the 

issue of Electronic Certificate of Origin (2016). The NTFC manages the paperless 

trade system, TFCS, PTFCs, and the LNSW SC (now not in [fully] in place / replaced 

by the other, less representative structure). 

 

IV.B.2. Quality of information exchanged with the paperless trade system 

In the law of Lao PDR, substantive requirements applicable to the documents 

exchanged on paper also apply to the instruments exchanged via paperless trade. To 

ensure the quality of the information furnished electronically, submission of the paper 

copies for authentication purposes (“face-vetting”) is relied on by the ASYCUDA and 

the e-CO. The LNSW proceeds somewhat differently, allowing incorporation of the 

information by reference. For instance, in the case of the motor vehicle, technical 

permit application to the MPWT for an imported vehicle, import license from the DIMEX 

(MOIC) should be obtained first and incorporated (by the reference number) into the 

MPWT application. In addition, the MCT Circular on data standards in the E-

government system of Lao PDR, dated 9 February 2021, No. 531, establishes certain 

relevant rules with respect to the data generated/processed by the Government 

agencies. 

 

IV.B.3. Service level agreements (SLA) and memorandums of understanding 

(MOUs) 

Service-level agreements are not used in Lao PDR. MOUs are concluded between the 

LCD and the agency being connected to the LNSW. Drafting of the MOUs is supported 

through the WB LCT technical assistance project. Technical peculiarities of each 

connection are established during bilateral exchanges between the LNSW and the 

agency concerned and is reflected in the internal documents of LNSW. Neither of 

these instruments are public. LCD enters into the MOUs as a Secretariat of the LNSW 

Steering Committee (which is not functional). The core terms of the functioning of the 

LNSW are reflected in the Agreement on the LNSW (2015). The Concession 
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agreement concluded between BIVAC Laos, and the Government (also not public) 

might also contain certain relevant provisions. 

 

IV.C. Cross-border aspects 

 

IV.C.1. International agreements relevant for cross border paperless trade 

facilitation 

Lao PDR has joined several international and regional treaties of relevance to 

paperless trade. Among those: the Association of Southeast Asian Nations (ASEAN) 

Single Window Agreement (2005) and Legal Protocol (2015); the World Trade 

Organization Agreement on Trade Facilitation (2013), as well as the other WTO 

covered agreements, to the extent of their relevance to paperless trade (Lao PDR is 

a WTO Member since 2013); The Revised Kyoto Convention (1999); the International 

(UNECE) Convention on the Harmonization of Frontier Controls (1982); and the CISG 

(2020). The implementation of most of these treaties is still not completed. In addition, 

on the regional level, Lao PDR is a party to Greater Mekong Subregion Cross-Border 

Transport Agreement - GMS CBTA (1999), Regional Comprehensive Economic 

Partnership - RCEP (2020), as well as ASEAN E-commerce agreement (2019) and 

ASEAN Framework Agreement on Multi-Modal Transport (2005). Lao PDR has not 

joined the treaties of relevance to transportation (notably, by rail and/or road), nor it is 

a member state of the United Nations Convention on the Use of Electronic 

Communications in International Contracts (2005). Finally, Lao PDR participates in the 

plurilateral negotiations under the auspices of the JSI on E-commerce at the WTO.  

 

IV.C.2 International standards, guidelines and recommendations 

The legal framework of Lao PDR relevant to paperless trade contains references to a 

number of international standards, guidelines, and recommendations, as specified 

below. According to the Decision on Electronic Signatures (2020), key pair generation 

shall follow the [US] Federal Information Processing Standard (FIPS) 140-2 Level 3; 

Electronic signature certificate profiles shall align with at least the standard of ITU-T 

X.509 version 3 and RFC 5280 Internet X. Laws pertaining to Electronic payments in 

part are based on ISO 20022. Trade facilitation and e-commerce logistics legislative 

acts follow the rules established at the WCO and the WTO. Laws related to paperless 

trade are partly based on the WTO TFA, the WCO, and the ASEAN framework. A 

number of international standards and guidelines are invoked in the MCT Circular on 

data standards in the E-government system of Lao PDR, dated 9 February 2021, No. 

531, related to the data generated/processed by the Government agencies. However, 

the instrument is not yet available in English. Meanwhile, the ASW Protocol refers to 

a number of the relevant international standards, such as the United Nations Electronic 

Data Interchange for Administration, Commerce and Transport (UN/EDIFACT), 
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Extensible Mark-up Language (XML), American National Standard Institution X.12 

(ANSI X12), RosettaNet or others, when elaborating the requirements relevant to the 

implementation of the LNSWs. The instruments mentioned above do not appear to be 

fully implemented yet; thus, it is difficult to assess their impact on the actual trade. 

 

IV.D. Other considerations 

 

IV.D.1 Ownership of information in the paperless trade system 

The rights regarding information exchanged in the paperless trade system in Lao PDR 

are currently defined by the law but could be both law, and contracts / other 

agreements, as, for instance, the Law on Electronic Transactions (2012) provides that 

an intermediary “must comply with any valid contractual or additional legal obligation 

that it may have in respect of a data message or electronic record”. Some aspects of 

such rights could be defined in the MOUs, concluded between the LCD (MOF) and the 

agencies connected to LNSW. However, such instruments are not public. 

 

IV.D.2 Liability issues related to the cross-border paperless trade system 

According to the Agreement on the LNSW, “Regulations on protecting the privacy of 

system users are applicable to those who breach the privacy of the Lao National Single 

Window system users, which include the actions of the government, private sectors 

and so on”. Moreover, according to the Penal Code of Lao PDR, disclosure of personal 

confidential information learned through professional activities is criminally 

punishable. While no provisions establishing the relevant institutional liability of the 

Government agencies could be identified, personal liability of customs personnel for 

violation of the relevant law is reflected in the Customs Law, while individual 

professional liability for the data breaches - in the Criminal Code. Detailed provisions 

defining the liability of intermediaries are incorporated in the Law on Electronic 

Transactions (2012) and, in part, in the Decree on E-commerce (2021). Such liability 

is limited as far as the third-party content is concerned. Finally, the users of the Lao 

National Single Window system (including economic operators, customs brokers, 

transport companies, and so on) sending information into the Lao National Single 

Window system are solely responsible for the correctness and reliability of such 

information (both civil and criminal law are concerned). 

 

IV.D.3 Dispute settlement and conflict of laws 

Laotian law applies to the provision of the relevant services/activities in Lao PDR with 

standard clauses to this effect included in multiple acts. The dispute resolution/choice 

of the forum concerning electronic transactions is addressed in Arts. 40-45 of the Law 

on Electronic Transactions (2012) and, by reference, in the Law on Economic Dispute 
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Settlement (2005). In the case of litigation, Laotian courts appear to be designated 

competent. 

National laws stipulate alternative means of resolving disputes in international trade: 

The Law on Electronic Transactions stipulates that the disputes of relevance to 

electronic transactions might be resolved through negotiations and the means 

prescribed in the Law on Economic Dispute Settlement (2015). Moreover, international 

disputes might be resolved in accordance with international treaties to which Lao PDR 

is a party (which might provide for the ADR options). Moreover, Agreement on LNSW 

(2015) also makes reference to negotiations and resolution of possible disputes in the 

order prescribed by the Law on Economic Dispute Settlement. According to the Law 

on Economic Dispute Settlement, “Any individual […] engaged in the business of 

international trade or foreign investment in the Lao PDR has the right to choose the 

institute for economic dispute resolution from a foreign country or international 

institute, including the right to choose arbitrators or an arbitration panel, the governing 

law, the rules of procedures, the location and the language of arbitration”. Lao PDR is 

a party to the New York Convention on the Recognition and Enforcement of Foreign 

Arbitral Awards (1958). 

 

IV.D.4 Electronic payments and electronic transferable records 

In the ASYCUDA, at certain border crossing points, customs duties and charges are 

payable electronically through SMART TAX (see Technical Readiness Checklist for 

more details). Other fees and charges, as well as customs fees at the checkpoints not 

equipped with SMART TAX, are payable through BCEL e-Banking, BCEL One, LDB 

Corporate Banking, cash, money transfer and cheques. The e-CO fees are payable in 

cash at the MOIC. According to the Agreement on the LNSW (2015), “Importers and 

exporters for all goods are assigned to pay customs and duties and other obligation 

fees as well as fees and service fees of other relevant agencies in one single point via 

service units or electronic system of BCEL and LDB, which include BCEL i-Banking, 

BCEL One, LDB Corporate Banking, cash, money transfer and cheque based on the 

relevant regulations”. According to the stakeholders, there is a regulatory gap not 

allowing LNSW to incorporate some types of e-payments (notably, the SMART TAX 

System) since the payments made to the LNSW are subject to an extra charge. 

Electronic transferrable records are not subject to regulation in the law of Lao PDR. 

The law on Electronic Transactions does not apply to: “[…] Bills of exchange, bills of 

lading, warehouse receipts or any document that entitles the bearer or beneficiary to 

claim the delivery of goods unless laws and regulations define otherwise”.9 However, 

at least one international treaty to which Lao PDR is a party, ASEAN Framework 

Agreement on Multi-Modal Transport (2005), establishes rules of relevance to 

electronic transferable records. The relevant provisions do not seem to be 

implemented. 

 
9 Law on Electronic Transactions (2012), Art. 6(7). 
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IV.D.5 Competition laws 

The omnibus Competition Law of Lao PDR is applicable to single-window operators; 

nevertheless, it does not contain particular provisions dedicated to paperless trade. 

The AEO (and other qualified taxpayers) are eligible for the 30-day deferral on 

payment of their tax. In addition, the AEO also benefit from a 30-day deferral on 

payment of customs duties.

 

V. Recommendations for moving towards cross-border 

paperless trade 

 

V.A. Recommendations emerging from the technical readiness assessment 

Based on the findings from the technical and legal readiness of Lao PDR for cross-border paperless 

trade in sections III and IV of the report, a series of technical and legal recommendations for Lao PDR 

to accelerate progress towards cross-border paperless trade are presented in this section. 

 

Cross-cutting Recommendations 

Recommendation 1 (High Priority) : In order to improve its domestic paperless trade 

environment and its readiness to participate in cross-border paperless trade, Lao PDR 

is recommended to join the Framework Agreement on Facilitation of Cross-border 

Paperless Trade in Asia and the Pacific. The Framework Agreement can significantly 

help Lao PDR in narrowing technical gaps in (cross-border) paperless trade and 

support its journey to move into a knowledge-based economy. (see Annex VI for a brief 

description of the Framework Agreement). 

Recommendation 2 (High Priority) : In the area of the paperless trade, Lao PDR should 

ensure the consistency and synergies (rather than overlaps) between the various 

political commitments, notably those reflected in the 9th National Socio-Economic 

Development Plan, in the Vision 2030 and the National Strategy on Socio-Economic 

Development 2025 (elaborated by the MPI); in the Trade Facilitation Roadmap 2017-

2022 (elaborated by the MOIC), National Digital Economy Development Vision Phase 

20 years (2021-2040); National Digital Economy Development Strategy 10-year period 

(2021-2030); and Five-year National Digital Economy Development Plan ( 2021-2025) 

(all – elaborated by the MCT); the MOF strategy for 2022-2027, and the other eventual 

strategy instruments. 

Recommendation 3 (High Priority) : Lao PDR should ensure joint implementation of 

its recently undertaken international obligations in the areas of paperless trade, trade 

facilitation (WTO TFA), and e-commerce (notably, under the ASEAN ECA and RCEP) 

Recommendation 4 (High Priority) : Lao PDR should follow/engage in the advancing 

relevant negotiations agendas (of the WTO JSI on E-commerce, amendment of the 

AANZFTA, etc.). 
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Institutional and governance bodies  

Recommendation 5 (High Priority) : Lao PDR should improve (or enhance) the 

representativeness of the NTFC by: Including into the NTFC the representative of the 

MCT, which plays an important role in the digitalization of the paperless trade; 

Including in the NTFC private sector representative(s); Aligning representation in the 

NTFC with the representation in the TFCS / PTFCs, or providing for a mechanism of 

coordination, through which the Government Agencies with competencies in the 

domain of paperless trade, represented in the TFCS, but not in the NTFC, such as the 

MONRE, the MCT, the MICT, and the MOPS, could still engage effectively with / offer 

their feedback to the NTFC, on the issues of their concern. 

Recommendation 6 (High Priority) : Lao PDR should reinvigorate the LNSW SC 

(and/or clarify the peculiarities of its current composition) and clarify modalities of 

interaction between the LNSW SC, the NTFC, the TFCS, and the PTFCs. 

Recommendation 7 (High Priority) : Lao PDR should clarify the competencies of 

different Government agencies in paperless trade to ensure the necessary 

cooperation and synergies and prevent confusion and overlaps in their activities. 

Coordination with the Government agencies / collective bodies in charge of the e-

commerce domain must be ensured. 

Recommendation 8 (Medium Priority) : Lao PDR should introduce or reinforce 

representation of private sector stakeholders from the trading community in NTFC and 

further enhance effective private sector representation in the TFCS and the PTFCs. 

 

Level of automation 

Recommendation 9 (High Priority) : Lao PDR should ensure timely updates of the 

ASYCUDA databases/risk profiles so that the relevant risk assessment at the border 

could consistently follow the pattern determined thereby. 

Recommendation 10 (High Priority) : For the sake of predictability and following 

consultations with the stakeholders, Lao PDR should establish a clear plan/timeline of 

LNSW connection of a) border crossing points and b) Government agencies (where 

applicable – also departments within the agencies) and monitor the progress of the 

expansion of coverage of the LNSW according to the plan(s). 

Recommendation 11 (High Priority) : Lao PDR should expedite ICT, enabling the Government 

agencies to allow their participation in paperless trade, as most of the agencies/departments 

planned to be connected to the LNSW are still paper-based. 

Recommendation 12 (Medium Priority) : Lao PDR should continue expansion of 

ASYCUDA through connecting to it the other SEZ and/or dry port systems. 

Recommendation 13 (Medium Priority) : Lao PDR should gradually ensure fully 

paperless submission of customs declaration through ASYCUDA, without requiring 

print-outs on the specific forms purchased from the customs. 
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Recommendation 14 (Medium Priority) : Lao PDR should enable introduction of 

supporting documents into ASYCUDA in data format, rather than through attaching 

scans, and ensure that the information originating from such documents is saved and 

could be used in the future, for instance, for the post-clearance audit and other 

inspection purposes. 

Recommendation 15 (Medium Priority) : Lao PDR should extend SMART TAX to all 

international border crossing points / expand the SMART TAX’s scope to cover all fees 

related to customs clearance and issuance of licenses, including through the LNSW. 

Recommendation 16 (Medium Priority) : Lao PDR should diversify the available 

electronic payment options related to paperless trade transactions through the 

connection to Easy Tax or otherwise. 

Recommendation 17 (Medium Priority) : Lao PDR should continue the facilitation of 

interlinkages between ASYCUDA and LNSW, through APIs or otherwise, among other 

things – to make the user experience smoother, easier and more efficient. 

Recommendation 18 (Medium Priority) : Lao PDR should ensure full digitalization of 

the e-CO (including payments) and integration of the e-CO electronic system into the 

LNSW, or, at least, establishing interconnection between the two systems. 

Recommendation 19 (Medium Priority) : Lao PDR should continue the development of 

the e-ports (in the dry ports, SEZ, bonded warehouses, etc. ) and establish their 

interconnection with ASYCUDA and LNSW. 

Recommendation 20 (Low Priority) : For predictability, Lao PDR should unify the 

available paperless solutions for the customs clearance steps in the cases where 

several different alternatives are available (for instance, with respect to the customs 

manifest). 

 

Information and communication technology infrastructure  

Recommendation 21 (High Priority) : Lao PDR should set a strategic plan to secure 

budget for implementing ICT systems of trade-related regulatory agencies, including 

assessing the requirements of those agencies, coordinating potential source of budget 

and outreaching to international development agencies. 

Recommendation 22 (Medium Priority) : Lao PDR should clearly identify and confirm 

the strategic plan and guidelines on business continuity of ICT systems (including for 

paperless trade systems), such as a disaster recovery plan, to ensure service 

continuity and sustainability of such systems. The     strategic plan should also reflect 

future requirements such as device and technology upgrades. The planned Data 

Centers should also be constructed in line with the strategic plan and guidelines. 

Recommendation 23 (Medium Priority) : Lao PDR should enhance the users’ 

authentication mechanism and data security measures by implementing PKI measures 

and digital signatures or any other latest and enhanced security measures. This will 

strengthen the current User ID and password methodology for ASYCUDA and LNSW. 
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Recommendation 24 (Medium Priority) : Lao PDR should ensure that measures 

preventing/addressing power outages (electric generators or others) are in place at all 

the international border crossing checkpoints, not only at the busiest ones. 

 

Business process re-engineering 

Recommendation 25 (Medium Priority) : The Government agencies in Lao PDR, in 

particular, those involved in paperless trade, should continue assessing the regulations, 

procedures, processing time, cost and documentation requirements for issuing 

licenses, permits and certificates with the view of their simplification and streamlining. 

Recommendation 26 (Medium Priority) : Lao PDR should carry out business process 

re-engineering (BPR) in implementing or upgrading ICT systems of trade-related 

regulatory agencies. In this way, business and operational procedures can be 

optimized rather than simply automating existing processes. 

 

Data harmonization and standardization 

Recommendation 27 (Medium Priority) : Lao PDR should carry out data harmonization 

in implementing or upgrading ICT systems of trade-related regulatory agencies, using 

available international standards. This process should go hand in hand with an 

awareness raising/capacity building campaign for public and private sector 

stakeholders. This way, the paperless trade systems of Lao PDR would increase their 

interoperability and be able to exchange electronic data more readily with each other 

and with systems of other countries. 

Recommendation 28 (Medium Priority) : Lao PDR should upgrade the WCO data 

model currently used (at least by the customs and the LNSW) to the latest version and 

update the WCO about the scope/progress in its implementation (as of now, no such 

information was provided to the WCO / available in its public database). 

 

Capacity-building 

Recommendation 29 (High Priority) : Lao PDR should continue building awareness 

and capacity on (cross-border) paperless trade of its stakeholders. Lao PDR may seek 

support from the UN and other international development agencies in a coordinated 

manner to avoid duplicate support in planning and delivering capacity-building activities. 

This may be facilitated through the Framework Agreement (Article 14 Capacity Building) 

once it enters into force. 

Recommendation 30 (Medium Priority) : Under the auspices of the TFCS or otherwise, 

Lao PDR should set a working group tasked to establish a capacity-building programme, 

awareness campaign and a communication plan to ensure that all stakeholders are 

aware of the benefits and objectives of paperless trade and cross-border data 
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exchange. Alternatively, this task could be assigned to the TFIU (within the structure 

of the TFCS). 

Recommendation 31 (Medium Priority) : Lao PDR should raise awareness among 

public and private sector stakeholders about the existence and functioning of dry ports 

and, notably, the e-port systems integrated therein. 

 

Other matters 

Recommendation 32 (High Priority) : To enable wider use of digital signatures by the 

public and private sector, Lao PDR should complete the process of establishment of 

the system of Certifying Authorities (CAs) for security and verification of digital 

signatures. 

Recommendation 33 (Medium Priority) : Lao PDR should ensure that the border 

inspections are conducted by all the agencies concerned jointly (at the same place and 

at the same time). 

 

Facilitation of cross-border data exchange 

Recommendation 34 (High Priority) : In implementation of the inland and international 

transit disciplines with respect to the Lao-China railway, Lao PDR should avoid 

duplication of the customs clearance procedures and take other efficiency – enhancing 

measures. 

Recommendation 35 (High Priority) : In implementing or upgrading automation 

systems of relevant regulatory agencies, Lao PDR should make those systems 

enabled for both domestic and cross-border paperless trade at the same time to 

improve their readiness and competitiveness without duplication of efforts quickly. Lao 

PDR should continue to actively participate in regional, subregional and bilateral 

initiatives on cross-border paperless trade. It should be noted that ratifying the 

Framework Agreement can help Lao PDR better participate in relevant cross-border 

paperless trade initiatives (Article 13 Pilot projects and sharing of lessons learned). 

Recommendation 36 (Medium Priority) : Lao PDR should expedite the 

operationalization of the Authorized Economic Operator (AEO) programme, among 

other things, through conducting stakeholder consultations aimed at clarifying to the 

private sector stakeholders (and, if necessary, relaxing) the requirements set to the 

AEO in the law. 

Recommendation 37 (Medium Priority) : Once the AEO programme is implemented, 

Lao PDR should consider concluding mutual recognition agreements (MRAs) with 

main trading partner countries to improve level of trust in Laotian traders, which can 

help initiate cross-border paperless trade. 

Recommendation 38 (Medium Priority) : Lao PDR should continue/accelerate the 

implementation of ACTS at the six designated [pilot] checkpoints as well as continue 
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the relevant consultations with LIFFA and other relevant stakeholders with respect to 

transit facilitation. 

Recommendation 39 (Medium Priority) : Lao PDR should continue exploring bilateral 

arrangements facilitating transit with neighbouring countries and strive to render the 

existing arrangements paperless. 

Recommendation 40 (Medium Priority) : Lao PDR should continue integration of the 

LNSW into the ASW. 

 

V.B Recommendations emerging from the legal readiness assessment 

 

Cross-cutting Recommendations 

Recommendation 1 (High Priority) : In order to improve its domestic legal environment 

for paperless trade and its legal readiness to participate in cross-border paperless 

trade, it is recommended that Lao PDR proactively joins and implements relevant 

international agreements, participates in relevant regional initiatives, and incorporates 

relevant international legal standards/regulations/guidelines into its legal  frameworks. 

Lao PDR should also accede to the Framework Agreement on Facilitation of Cross-

border Paperless Trade in Asia and the Pacific as soon as possible, with the objective 

of facilitating international trade. The Framework Agreement can significantly help Lao 

PDR in narrowing legal gaps in (cross-border) paperless trade and contribute 

significantly to the implementation of the LNSW  (see Annex VI for a brief description 

on the Framework Agreement). 

 

Electronics transactions and signatures law 

Recommendation 2 (High Priority) : Lao PDR should devote utmost attention to 

implementation of its laws of relevance to electronic transactions, in particular, through 

amendments of the secondary legislation in place, in accordance with which the 

submission of paper copies of trade administration and / or supporting documents is 

still required (for instance, the MOIC Decision on the issuance of electronic certificates 

of origin (e-CO) (2016) , according to which the applicant needs to present paper-

based copies of supporting documents for authentication, while the e-CO itself is also 

issued on paper; the MOF Instruction on the Advance Ruling (2012), according to 

which such ruling is issued on paper and stamped; the MOF Instructions on Electronic 

Customs Declaration (2017), according to which the electronic customs declaration, 

after the approval in ASYCUDA, should be printed out, signed, stamped, and 

submitted to the customs together with the originals of the supporting documents, etc.) 

to ensure functional equivalence between paper and electronic documents and non-

discrimination. 

Recommendation 3 (High Priority) : [During the revision of E-transactions law or 

otherwise] Lao PDR should clarify the interplay between the solutions offered in the 

E-transactions and E-signatures laws, notably with respect to technological neutrality 
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of digital signatures; the practical role/extent of functional equivalence of simple 

electronic (i.e. not digital) signatures; the recognition of foreign electronic signatures, 

etc. 

Recommendation 4 (High Priority) : Lao PDR should develop a legal framework for 

the KYC (national ID) system, launched by the MCT / LANIC and based on the phone 

number registration system of Lao PDR which now is in active development. This 

ambitious project has modest legal embedding so far, relying on the Law on 

Telecommunications (revised). Also relevant to legal entities, such a system, if 

appropriately configured, could contribute to authentication of users in paperless trade 

and relevant B2B, for instance, financial transactions, and could also serve other 

purposes, for instance, the AML measures. 

Recommendation 5 (High Priority) : Lao PDR should expedite the conclusion of MRAs 

ensuring mutual recognition of electronic signatures with foreign countries. 

Recommendation 6 (High Priority) : [During the revision of the E-transactions Law 

(2012) or otherwise] Lao PDR should consider regulating transferrable records, which 

are now exempted from the scope of electronic transactions law. The United Nations 

Commission on International Trade Law (UNCITRAL) Model Law on Electronic 

Transferable Records (2017) could serve as a reference source for relevant rules 

pertaining to e-documents. 

Recommendation 7 (High Priority) : Lao PDR should ensure implementation of the 

newly-adopted Decree on E-commerce (2021), in conjunction with implementation of 

the other laws of Lao PDR of relevance to e-transactions. In this respect, particular 

attention might need to be paid to implementation of the specific rules applicable to 

the electronic agreements concluded via ordering function and/or via social media. 

Recommendation 8 (Medium Priority) : Lao PDR should continue aligning its legal 

framework of relevance to electronic transactions with best international and regional 

practices, inter alia, through taking into consideration the relevant UNCITRAL 

instruments and the commitments undertaken internationally. Among the concrete 

steps in this area: modernization of E-transactions law (2012), which is currently 

ongoing; clarification of compatibility between E-transactions law (2012) and E-

signatures law (2018), some of the provisions of which appear to conflict; clarification 

of the provisions of relevance to electronic signatures (ranging beyond the digital 

signatures, now regulated by the technology-specific E-signatures law (2018)) etc. 

(See the Recommendations specifically devoted to the electronic signatures for more 

details). 

Recommendation 9 (Medium Priority) : Unify and streamline customs procedures 

through modification of their legal expression. 

Recommendation 9 (Medium Priority) : During the gradual revision of its framework 

devoted to electronic transactions, Lao PDR should strive to establish paperless form 

of submission of electronic documents / electronic signatures as a preferred 

mechanism over the paper form should the circumstances so allow. So far, the 

electronic form appears to be subsidiary to the paper-based (inter alia, see Art. 24 of 

the Law on Electronic Transactions (2012). 
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Recommendation 10 (Medium Priority) : Lao PDR should clarify the requirements 

related to legal admissibility of electronic evidence, for instance, through adopting a 

by-law adding specificity to the provisions on the matter included in the E-transactions 

Law (2012) and the LNSW Agreement (2015). The procedure through which foreign 

electronic evidence could be recognized in Lao PDR would need to be further 

elaborated to avoid conflicting judicial decisions and administrative practices. Special 

rules for collecting and producing electronic evidence as well as ordering the 

disclosure of electronic evidence should be elucidated. 

Recommendation 11 (Medium Priority) : In its legal framework, Lao PDR shall 

distinguish between individual and other (commercial/business) data, with respective 

protection measures being clearly elucidated for each of the types. 

Recommendation 12 (Medium Priority) : Lao PDR should adopt a dedicated privacy 

law aimed at protecting personal data of individuals (rather than both individuals and 

legal entities). Such law shall be based on the international and regional standards 

and best practices, inter alia, with respect to the personal data protection measures, 

regulation of data flows (including their cross-border aspect) and data localization 

practices, including in financial services. The latter (data localization) aspect is of high 

importance in light of the plan of Lao PDR to construct two [additional] big data centers 

in the near future. The law should serve as a means of implementation of the 

international commitments of Lao PDR in the privacy domain, undertaken, inter alia, 

under the AANZFTA, the RCEP and the ASEAN ECA. The law needs to cover the 

processing of personal data by both the private sector and the Government. Particular 

responsibilities of data custodians (including the Government agencies) have to be 

legally defined. The law should also provide for the creation of a data regulator to 

enable and facilitate its implementation. The provisions of the national legal framework 

of Lao PDR of relevance to data flows and data localization, need to be re-assessed 

in order to ensure a due balance between trade promotion and protection of public 

interests (including data privacy, data security, etc.). 

Recommendation 13 (Medium Priority) : Lao PDR should explicitly provide electronic 

(rather than paper-based) inspections by the Government entities in its legal 

framework. Implement paperless inspections. 

Recommendation 14 (Low Priority) : Lao PDR should ensure consistency of the 

terminology used across its legal acts. Terms subject to harmonization include 

electronic signature, private data, etc. 

Recommendation 15 (Low Priority) : For the sake of ensuring predictability and future 

cross-border interoperability, Lao PDR should consider clarifying (or alleviating) the 

distinction between a digital signature and a digital seal in its Law on Electronic 

Signatures (2018). 

Recommendation 16 (Low Priority) : Lao PDR should establish paperless form of 

submission of electronic documents / electronic signatures as a preferred (rather than 

subsidiary) mechanism over the paper-based form. 
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Paperless trade and Single Window laws 

Recommendation 17 (High Priority) : To streamline the interconnection process of the 

Government entities with LNSW, Lao PDR should consider putting together a model 

or a framework MOU, which could then be customized upon each particular 

interconnection as needed. 

Recommendation 18 (Medium Priority) : Lao PDR should continue re-consideration of 

the user authentication methods used by the paperless trade systems, where login-

password-captcha combinations are now used. The use of digital signature or another 

advanced authentication method could contribute to ensuring security/integrity of such 

systems also supports the transition to paperless trade. One recent alternative 

authentication model worth further study is eIDAS (electronic Identification, 

Authentication and trust Services), established by EU Regulation 910/2014. 

Recommendation 19 (Low Priority) : Lao PDR should consider consolidation, 

systematization or even codification of its regulations pertaining to paperless trade to 

ensure easier access to / understanding of those by the stakeholders. 

 

Cross-border aspects 

Recommendation 20 (Medium Priority) : Lao PDR should proactively promote and 

participate in cross-border paperless trade cooperation and inter-operability initiatives. 

Lao PDR should fully participate in current and future ASW initiatives, including e-

Phyto (SPS) program. As part of the Greater Mekong Subregion (GMS), Lao PDR and  

its partners are well-positioned to introduce e-documents as part of transport and 

transit arrangements under the Cross-Border Transport Facilitation Agreement (CBTA) 

– which may, in turn, be processed via the LNSW. Bilateral and trilateral trade, 

transport, and transit arrangements between   Lao PDR, Thailand, Cambodia, and Viet 

Nam also provide important opportunities for cross-border paperless trade inter-

operability – which Lao PDR should actively develop and support. The ongoing 

negotiations in the WTO Joint Statement Initiative on E-commerce, in which Lao PDR has 

been engaged since 2017 (2019), could also result in the emergence of multiple rules of 

relevance to paperless trade and electronic transactions. The Framework Agreement can 

serve as a valuable mechanism in supporting mutual recognition arrangements (MRAs) 

for electronic messaging and trade data exchange in all of the above contexts. 

Recommendation 21 (Medium Priority) : Lao PDR should proactively consider how to 

incorporate relevant international legal standards/regulations/guidelines into its legal 

frameworks. In doing so, it should take the opportunity to share knowledge on the 

benefits of such standards throughout the public sector. Among the international legal 

standards/regulations/guidelines that Lao PDR has not yet expressly  incorporated but 

which could be beneficial include: 

• UN/CEFACT Recommendation 33 on the establishment of a Single 

Window 

• UN/CEFACT Recommendation 35 on the legal status of a Single 
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Window 

• UN/CEFACT Recommendation 36 on interoperability of cross-border 

systems 

• UNNExT Legal Guide for Single Windows and Paperless Trade 

 

Recommendation 22 (Low Priority) : Lao PDR shall ensure that its legal regime of 

relevance to cross-border paperless trade is fully transparent to national and foreign 

stakeholders. It shall endeavour to ensure publication of the relevant legal acts (and 

amendments introduced thereto) online (desirably in the text rather than OCR format, 

which could facilitate automatic translation) and translate them to the extent possible 

into English. 

 

Other considerations 

Recommendation 23 (High Priority) : Lao PDR should clearly establish criteria for 

liability and exemptions from liability of the LNSW operator and government agencies 

participating in paperless trade system for errors or omissions in the respective 

transactions leading to economic loss or damage of traders.  

Recommendation 24 (High Priority) : Lao PDR should ensure that its laws allow 

electronic payments for all purposes and among all participants in international trade 

transactions. Banking laws should ensure that financial institutions employ appropriate 

security and authentication systems. Further efforts should be made to further develop 

and substantiate the legal framework for e-payment systems and the liability of e-

payment services providers. International trade payments should move away from 

paper-based documents and processes and embrace e- payment solutions, including 

but not limited to EFT, as well as e-documents. Resort to e-invoicing practices in line 

with emerging international standards might also be given consideration. Such 

changes may be incorporated in revisions to the Laotian banking and financial 

regulations, IT laws, commercial laws, and the negotiable instruments law. The 

restrictions currently preventing the use of SmartTax in selected types of transactions 

(notably with respect to the LNSW payments) should be eliminated. 

Useful references include: 

• The United Nations Commission on International Trade Law (UNCITRAL) 

Model Law on Electronic Transferable Records (2017) – which is of 

relevance to fintech development (including blockchain) and the 

recognition of e-bills of exchange (e-B/Es) and e-promissory notes; and 

• eUCP V1.1 Supplement to ICC Uniform Customs and Practice (UCP) 600 

– which provides rules on e-letters of credit (e-L/Cs).  

Recommendation 25 (Medium Priority) : Lao PDR shall further develop and diversify 

the available means for resolution of the disputes arising out of paperless trade and 

electronic transactions. This could be done by ensuring full implementation of the Law 



 

 

 
37 

on Economic Dispute Settlement; through amendments of the Law on Economic 

Dispute Settlements, bringing it in line with best international practices, inter alia, 

reflected in the relevant UNCITRAL Instruments, such as the UNCITRAL Model Law 

on International Commercial Arbitration and the UNCITRAL Model Law on 

International Mediation. In addition, Lao PDR should consider the introduction of ODR, 

following the UNCITRAL Technical Notes on Online Dispute Resolution and the other 

relevant best international practices. 

Recommendation 26: (Medium Priority) : Lao PDR should ensure that the private 

sector stakeholders are fully aware of the notions of choice of law and choice of forum 

and their practical implications. The choice of Laotian law in international contracts 

should be encouraged as a viable option. 

Recommendation 27: (Medium Priority) : Lao PDR should further clarify its conflict of 

laws rules of relevance to paperless trade/e-commerce. In particular, it might need to 

be clarified if any of the provisions of its laws of relevance to electronic transactions 

are mandatory norms and so - will be applicable on the territory of Lao PDR even 

should the parties subject their agreement to a different national law. The issue of the 

law applicable to the services rendered by the Laotian companies electronically across 

borders also remains unresolved and, thus, needs to be tackled. 

Recommendation 27: (High Priority) : Lao PDR should raise awareness of the 

stakeholders, including judges, of the rules reflected therein and peculiarities of their 

practical application. 

Recommendation 28: (Medium Priority) : Lao PDR should ensure practical applicability 

of its competition law to the e-trade and paperless trade domains. Amendments to the 

law and/or dedicated by-laws might be introduced as needed.  

Recommendation 29: (Medium Priority) : Throughout its relevant legal framework, Lao 

PDR shall ensure that private paperless trade services providers (or PPP partners) are 

chosen on openly competitive basis. It might be useful to elaborate on the key criteria 

for the respective tenders.  

Recommendation 30: (Medium Priority) : Lao PDR should introduce national legal 

rules regulating/enabling dry ports and e-port components to address the area’s active, 

practical developments. 

Recommendation 31: (Medium Priority) : Lao PDR should integrate specific modules 

devoted to legal aspects of paperless trade in a system of training in law and justice 

for staff and students who have graduated from law school to become judges and/or 

prosecutors and lawyers, and/or capacity building for justice experts, judges, 

prosecutors and lawyers, in cooperation with universities and Lao Bar Association 

(both activities provided for in the 9th NSEDP). 

Recommendation 32: (Medium Priority) : To ensure transparency and predictability, 

Lao PDR should develop mechanisms for keeping its legal framework of relevance to 

paperless trade / electronic transactions up to date in the face of the modifications 

introduced in the existent laws/adoptions of new legal acts providing for diverging legal 
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solutions. While compatibility rules, such as lex specialis and lex posteriori, are 

introduced by virtue of the Law on Law Making, their applicability is not straightforward. 

For instance, the conflicts and inconsistencies with the existing legal acts could be 

identified at the drafting stage of the act's text so that the relevant amendments could 

be introduced at the adoption of the new act.  
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VI. Lao PDR Action Plan for cross-border paperless trade 

 

This section features an initial national action plan based on the “Individual Action Plan” template developed by the Working Groups 

of the Interim Intergovernmental Steering Group on Cross-border Paperless Trade Facilitation. The plan features indicative actions 

that Lao PDR could undertake to implement the technical and legal recommendations presented in the previous section (V). The 

action plan includes priority level, timeline, capacity-building needs and potential key agencies related to each indicative action, based 

on discussions held during the national consultation workshop on facilitating cross-border paperless trade held on 1 March 2022, in 

Vientiane, Lao PDR, as well as the knowledge acquired by and the experience of the international expert. Indicative actions, as well 

as other information included in this initial action plan, may be further elaborated upon – e.g., activities may be further broken down 

into sub-activities and tasks; and the type of capacity-building needs may be specified – and incorporated into other relevant national 

development plans (e.g. national trade facilitation action plan, e-commerce development strategy, or e-government plan). 
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Part 1: Technical aspects 

               Priority level: High, Medium, Low 

Indicative action Priority 
level 

Timeline 
(Start/ 
Deadline) 

Status quo 
(03.2020) 

Key Constraints / Areas 
where technical assistance 
is needed  

Potential key 
agencies 

Development 
partners / 
ROs and IOs 
concerned 

Overall 

1. Accede to the Framework 
Agreement on Facilitation of Cross-
border Paperless Trade in Asia and the 
Pacific 

High ASAP 
(subject to 
the positive 
results of the 
feasibility 
study) 

Lao PDR has not 
yet joined the 
CPTA 

Assistance with: 
Raising awareness; 
conducting feasibility 
study/ gap analysis 
 

MOF, MOIC, 
MOFA 

ESCAP 
Development 
partners 
willing/ready 
to support 
particular 
projects 
under the 
CPTA 

2. Ensure consistency and synergies 
(rather than overlaps) between various 
political commitments 

High As new 
strategies, 
visions, 
NSEDP are 
elaborated 

The political 
commitments are 
not fully aligned, 
featuring 
occasional overlaps 
and/or duplications 

Absence of coordination 
mechanism between the 
agencies having regulatory 
functions of relevance to 
paperless trade might need 
to be remedied. 

MPI, MOF, 
MOIC, other 
agencies 
having 
contributed 
to strategy 
instruments 
in the area of 
paperless 
trade 
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3. Ensure joint implementation of the 
recently undertaken international 
obligations in the areas of paperless 
trade, trade facilitation (WTO TFA), 
and e-commerce (notably, under the 
ASEAN ECA and RCEP),  

High In 
accordance 
with the 
deadlines 
notified to the 
WTO / 
established 
by the 
respective 
implementati
on action 
plans 
(Ongoing) 

The undertaken 
commitments often 
[partially] overlap, 
which might justify 
their joint 
implementation. 
Meanwhile, 
different 
work/action plans 
are developed 

Absence of coordination 
mechanism between the 
agencies having regulatory 
functions of relevance to 
paperless trade might need 
to be remedied; capacity 
building for both public and 
private sector is necessary.  

MOIC 
(DFTP, 
DIMEX), 
MOF (LCD) 

ASEAN,  
WTO,  
Development 
partners 

4. Engage in / follow the advancement 
of the WTO JSI on E-commerce, 
amendment of the AANZFTA, etc., 
notably with respect to the 
developments in the area of paperless 
trade. 

High As long as 
the 
negotiations 
advance 
(Ongoing) 

The participation in 
the negotiations is 
not sufficiently 
active 
(submissions/reacti
ons are rare, etc.) 

The technical/advanced 
nature of some of the 
proposed solutions might 
impede their full 
understanding and require 
capacity building. There 
are HR constraints in 
Geneva (small delegation) 
and Vientiane. The private 
sector is not sufficiently 
aware of the work 
undertaken. Assistance in 
the negotiations is also 
needed. 

MOIC 
(DFTP) 

ASEAN,  
WTO, 
Development 
partners 
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Institutional and governance bodies for electronic data exchange in paperless environment 

5. Introduce or enhance the 
representation of private sector 
stakeholders from the trading 
community in the NTFC. Further, 
enhance effective private sector 
representation in the TFCS and the 
PTFCs. 

High As 
appropriate 

Representation of 
the private sector in 
the NTFC,  TFCS 
and PTFCs 
appears to be 
limited and/or has 
not found legal/ 
regulatory reflection 

Capacity building 
enhancing awareness of 
the best relevant practices 
adopted elsewhere; 
Legislative amendments 
reflecting the changes in 
the compositions of the 
relevant bodies might 
become necessary. 

NTFC, 
TFCS,  
MOIC 
(DIMEX), 
LNCCI 

 

6. Reinvigorate the LNSW SC (and/or 
clarify the peculiarities of its current 
composition) and clarify the modalities 
of cooperation between the LNSW SC 
and the NTFC / TFCS 

High 2022 LNSW SC provided 
for in the law is not 
formed or is formed 
in part / differently; 
decisions related to 
LNSW are taken by 
the LCD alone or 
the LNSW board, 
which is 
comparatively less 
representative, 
coordination with 
the other 
Government 
agencies 
connected or to be 
connected to 
LNSW is not 
ensured. 

Capacity building 
enhancing awareness of 
the best relevant practices 
adopted elsewhere; 
Legislative amendments 
might become necessary. 

MOF (LCD), 
NTFC, 
TFCS, 
DIMEX 
(MOIC) 
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7. Clarify the competencies of different 
Government agencies in the area of 
paperless trade/e-commerce to ensure 
the necessary cooperation and 
synergies and prevent confusion and 
overlaps in their activities.  

High 2023 (and 
periodically 
whenever a 
new agency 
with relevant 
competence 
is put in 
place) 

The competencies 
of different 
Government 
agencies in 
paperless trade are 
not always clearly 
elucidated. Such 
agencies are not 
aware [in detail] of 
each other’s 
competencies. 
Overlaps and 
duplications arise. 

Capacity building 
enhances awareness of 
the best relevant practices 
adopted elsewhere; 
Transparency over the 
relevant activities of 
different Government 
agencies is to be 
enhanced. Absence of 
coordination mechanism 
between the agencies 
having regulatory functions 
of relevance to paperless 
trade might need to be 
remedied. Legislative 
amendments might 
become necessary.  

MOIC, MOF, 
MCT, BOL, 
other 
Government 
agencies 
with 
competencie
s in the area 
of paperless 
trade/e-
commerce 

 

8. Improve representativeness of the 
NTFC or put in place a mechanism of 
coordination through which the 
Government Agencies with 
competencies in the domain of 
paperless trade, represented in the 
TFCS but not in the NTFC, could still 
engage effectively with / offer their 
feedback to the NTFC, on the issues of 
their concern.  

Medium As 
appropriate 

Not all agencies 
engaged in 
paperless trade are 
represented in 
NTFCS 

Capacity building 
enhancing awareness of 
the best relevant practices 
adopted elsewhere; 
Legislative amendments 
might become necessary. 

NTFC, 
TFCS, 
PTFCs, 
MOIC 
(DIMEX), 
MCT, MICT, 
MOPS, 
MONRE 

 

Automation 

9. Ensure timely updates of the 
ASYCUDA risk profiles so that the 
relevant risk assessment at the border 
could consistently follow the pattern 
determined thereby. 

High 2022 
(Ongoing) 

The risk profiles are 
being updated, yet, 
as of now, are 
outdated, thus are 
not always used at 
the customs during 
clearance 

HR constraints 
(insufficient number of 
qualified staff to address 
the urgent needs/ 
demands). 
 

MOF (LCD) UNCTAD 
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10. Establish a clear plan/timeline of 
LNSW connection of a) border 
crossing points and b) Government 
agencies (where applicable – also 
departments within the agencies) and 
monitor the progress of expansion of 
coverage of the LNSW according to 
the plan(s). 

High 2022 
(Ongoing) 

While it is planned 
that all international 
border crossing 
points and a large 
number of 
Government 
agencies carrying 
out trade functions 
would ultimately be 
connected to the 
LNSW, no clear 
plan reflecting the 
timeline of such 
connection exists. 

HR constraints 
(insufficient number of 
qualified staff to address 
the urgent needs/ 
demands); capacity 
building needs (upon 
connection); budgetary 
constraints impacting the 
speed of implementation. 
 

MOF (LCD), 
BIVAC 

WB 

11. ICT – enable the Government agencies 
to allow their participation in paperless 
trade 

High 2023 
(Ongoing) 

Multiple 
Government 
Agencies in 
Vientiane and the 
provinces still 
require ICT 
enabling 

Budgetary constraints 
and capacity building 
needs.  
 

MCT, LANIC, 
MOF (LCD), 
MOIC 
(DIMEX) 

 

12. Continue expansion of ASYCUDA 
through connecting to it the other SEZ 
and/or dry port systems. 
 

Medium 2025 
(Ongoing) 

The ASYCUDA is 
available at all (28) 
International border 
crossing points, but 
only in the 3 SEZ 

Budgetary constraints 
and capacity building 
needs.  
Technological solutions 
need to be provided by the 
UNCTAD. 

MOF (LCD) UNCTAD 

13. Ensure fully paperless submission 
of customs declaration through 
ASYCUDA, without requiring print-outs 
on the specific forms purchased from 
the customs. 

Medium 2025 
(Ongoing) 

Currently, the ACD 
initially filled in 
electronically has to 
be printed out on a 
form purchased for 

Budgetary constraints 
and capacity building 
needs. Further work is to 
be done with respect to 
identification of reliable 

MOF (LCD) 
MCT 
MOF 

UNCTAD 
ASEAN 
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14. Enable introduction of supporting 
documents into ASYCUDA in data- 
format. Ensure that the information 
originating from such documents is 
saved and could be used in the future, 
for instance, for the post-clearance 
audit and other inspection purposes. 

a fee upon 
validation and 
presented to the 
customs. 
Supporting 
documents could 
be attached to the 
electronic 
submission in a 
picture (not data) 
format but still have 
to be submitted on 
paper to the 
customs. 

authentication solutions 
compatible with ASYCUDA 
(and LNSW [no 
compatibility issues were 
reported by the latter]). 
  

15. Extend SMART TAX to all 
international border crossing points / 
expand the SMART TAXs scope to 
cover all fees related to customs 
clearance and issuance of licenses, 
including through the LNSW. 

Medium 2025 
(Ongoing) 

Only a part of 
international border 
crossing points 
(about 19) is 
connected to 
SMART TAX. 
SMART TAX does 
not cover all the 
fees related to 
customs clearance, 
notably not the 
LNSW fees (due to 
a legal collision). 
This multiplies 
procedures and 
costs.  

Budgetary constraints 
and capacity building 
needs. Legislative 
amendments might also 
be necessary to enable 
implementation. 

MOF (LCD), 
BOL 
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16. Diversify the available electronic 
payment options related to paperless 
trade transactions, through the 
connection to Easy Tax or otherwise. 

Medium 2025 
(Ongoing) 

The e-payment 
options of fees and 
charges of 
relevance to 
customs clearance 
are limited, and 
only 2 banks (BCEL 
and LDB) are 
engaged so far 

Budgetary constraints 
and capacity building 
needs. Legislative 
amendments might also 
be necessary to enable 
implementation. 

MOF (LCD), 
BOL 

 

17. Continue facilitation of 
interlinkages between ASYCUDA and 
LNSW, through APIs or otherwise, 
among other things – to make the user 
experience smoother, easier and more 
efficient. 

Medium 2025 
(Ongoing) 

ASYCUDA and 
LNSW are 
interlinked to a 
limited extent. Most 
information has to 
be entered by the 
traders twice. 

Budgetary constraints 
and capacity building 
needs. Legislative 
amendments might also 
be necessary to enable 
implementation. A part of 
the technological solutions 
needs to be provided by the 
UNCTAD. 

MOF (LCD), 
BIVAC, 
UNCTAD 

UNCTAD 

18. Ensure full digitalization of the e-
CO (including payments) and 
integration of the e-CO electronic 
system into the LNSW, or, at least, 
establishing an interconnection 
between the two systems. 

Medium 2025 The e-CO issuance 
procedure is not 
fully digitized. 

Budgetary constraints 
and capacity building 
needs. Legislative 
amendments might also 
be necessary to enable 
implementation. 

MOF (LCD), 
BIVAC 

 

19. Continue development of the e-
ports (in dry ports, SEZ, bonded 
warehouses, etc.), establish their 
interconnection with ASYCUDA and 
LNSW 

Medium 2025 
(Ongoing) 

Despite the recent 
boost, e-ports are 
at the nascent 
phase of their 
development, which 
is impeded by the 
absence of 
regulation, among 
the other factors 

Budgetary constraints 
and capacity building 
needs. 

MPWT (DT), 
MOF (LCD), 
MOIC 
(DIMEX) 

UNCTAD 
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20. Unify the available paperless 
solutions for the customs clearance 
steps in the cases where several 
alternatives are available (for instance, 
with respect to the customs manifest). 

 
Low 

 
Progressively 

For certain customs 
procedures, for 
instance, with 
respect to customs 
manifest, several 
paperless and 
semi-paperless 
solutions are 
available, which 
has the potential to 
confuse 
stakeholders. 

Budgetary constraints 
and capacity building 
needs. Legislative 
amendments might also 
be necessary to enable 
implementation. 

MOF (LCD), 
BIVAC 

 

ICT Infrastructure  

21. Set a strategic plan to secure 
budget for implementing ICT systems 
of trade-related regulatory agencies, 
including assessing the requirements 
of those agencies, coordinating 
potential source of budget and 
outreaching to international 
development agencies. 

High 2023 Budgetary outlays 
for implementing 
ICT systems of 
trade-regulatory 
agencies are 
scarce or inexistent 

Budgetary constraints 
and capacity building 
needs. 
 

MOF (LCD), 
MCT, LANIC, 
LNSW SC 
(when 
established), 
BIVAC, 
Government 
agencies to 
be 
connected to 
the LNSW 

 

22. Identify and the confirm the 
strategic plan and guidelines on 
business continuity of ICT systems 
(including for paperless trade systems) 

Medium 2025 
(Ongoing) 

Business continuity 
of the ICT systems 
does not seem to 
be covered by the 
existing 
instruments. 

Budgetary constraints 
and capacity building 
needs. 

MCT, LANIC, 
BIVAC, MOF 
(LCD) 
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23. Enhance the users’ authentication 
mechanism and data security 
measures through the implementation 
of PKI measures and digital signatures 
or any other latest and enhanced 
security measures 

Medium 2025 
(Ongoing) 

User authentication 
through login-
password-captcha, 
used by both – 
ASYCUDA and 
LNSW, might be 
vulnerable from the 
perspective of the 
security concerns 

Budgetary constraints 
and capacity building 
needs. 

MCT, LANIC, 
BIVAC, MOF 
(LCD), 
UNCTAD 

 

24. Ensure that measures 
preventing/addressing power outages 
(electric generators or others) are in 
place at all the international border 
crossing checkpoints, not only at the 
busiest ones. 

Medium 2025 
(Ongoing) 

Power outages 
disrupting the 
functioning of 
electronic systems 
at the border 
crossing 
checkpoints are still 
possible 

Budgetary constraints  MOF (LCD)  

Business process re-engineering 

25. Continue assessing the 
regulations, procedures, processing 
time, cost and documentation 
requirements for issuing licenses, 
permits and certificates with the view 
to their simplification and streamlining. 

Medium 2025 
(Ongoing) 

Procedures for 
issuance licenses, 
permits and 
certificates are still 
time-consuming 
and complex. 

Budgetary constraints 
and insufficiency of HR. 

MOF (LCD), 
BIVAC, 
MOIC 
(DIMEX), all 
Government 
agencies 
involved in 
paperless 
trade 

 

26. Carry out business process re-
engineering (BPR) in implementing or 
upgrading ICT systems of trade-related 
regulatory agencies. 

Medium 2025 
(Ongoing) 

Digitalization of the 
trade-related 
procedures (for 
instance, upon the 
connection to the 
LNSW) amounts to 
the “digital” 
duplication of the 
physical steps. 

Budgetary constraints 
and capacity building 
needs. 

MOF (LCD), 
BIVAC, 
MOIC 
(DIMEX), all 
Government 
agencies 
involved in 
paperless 
trade 

ESCAP 
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Data harmonization 

27. Carry out data harmonization in 
implementing or upgrading ICT  
systems of trade-related regulatory 
agencies, using available international 
standards 

Medium 2025 
(Ongoing) 

Data harmonization 
has taken place to 
a minimal extent 
(LCD, LNSW and 
connected 
Government 
agencies), but data 
rationalization was 
not yet resorted to. 

Budgetary constraints 
and capacity building 
needs. 

MOF (LCD), 
MCT , 
LANIC, all 
Government 
agencies 
involved in 
paperless 
trade 

ESCAP 

28. Upgrade the WCO data model 
currently used by the customs and the 
LNSW to the latest version and update 
the WCO about the scope/progress in 
its implementation  

Medium 2023 The Lao customs 
and LNSW 
currently use WCO 
data Model 3.7 
version. WCO is 
not duly updated on 
the implementation 
of its data model in 
Lao PDR 

Budgetary constraints 
and capacity building 
needs. 

MOF (LCD), 
MCT, LANIC 

WCO 

Awareness and capacity building 

29. Build awareness and capacity   on 
(cross-border) paperless trade among 
the stakeholders 

High As long as 
the need 
exists 
(Ongoing) 

Public and private 
sector stakeholders 
lack awareness of 
paperless trade, 
particularly its 
cross-border 
experts. 

Capacity building needs. TFCS, MOF 
(LCD), MOIC 
(DIMEX), 
LNSW SC 
(when 
established), 
all 
Government 
agencies 
involved in 
paperless 
trade 
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30. Establish a working group tasked 
with elaboration of the capacity 
building programs, awareness 
campaign and a communication plan 
or assign this task to the TFIU (within 
the structure of the TFCS) 

Medium 2023 Capacity-building 
activities are 
carried out by the 
different 
Government 
agencies and other 
stakeholders in a 
fragmented manner 
and to the extent of 
their immediate 
needs and are not 
systemized 

Capacity building needs. TFCS, MOIC 
(DIMEX, 
DFTP), MOF 
(LCD), 
BIVAC, 
LNCCI, 
LIFFA 

 

31. Raise awareness among public 
and private sector stakeholders about 
the existence and functioning of dry 
ports and, notably, the e-port systems 
integrated therein. 

Medium 2023 
(Ongoing) 

The e-port system 
is at the nascent 
phase of its 
development and is 
not sufficiently 
known among the 
stakeholders 

Capacity building needs. MPWT, MOF 
(LCD), MOIC 
(DIMEX) 

 

Other matters 

32. Complete the process of 
establishing the Certification Authorities 
(CAs) system for security and 
verification of digital signatures. 

High 2023 
(Ongoing) 

The implementation 
of the digital 
signatures, 
including the 
establishment of 
the CAs is still 
ongoing 

Budgetary constraints 
and capacity building 
needs. 

MCT, LANIC  
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33. Ensure that the border inspections 
are conducted by all the agencies 
concerned jointly (at the same place 
and at the same time) 

Medium 2023 
(Ongoing) 

While most of the 
stakeholders agree 
that the border 
inspections are 
normally conducted 
jointly, certain 
hesitation was still 
present 

Budgetary constraints 
and capacity building 
needs. 

MOF (LCD), 
MAF, MOH, 
MOJ, other 
Government 
agencies 
involved in 
the 
inspections 
carried out at 
the border 

 

National status towards cross-border data exchange 

34. In elaboration and implementation 
of the inland and international transit 
disciplines with respect to Lao-China 
railway, avoid duplication of the 
customs clearance procedures and 
take other efficiency – enhancing 
measures. 

High 2022 
(Ongoing) 

The newly-
designed railway 
transit disciplines 
appear to feature 
duplications 

Capacity building needs. MOF (LCD), 
MPWT 

China 
 

35. Make automation systems of 
relevant regulatory agencies 
compatible with both domestic and 
cross-border paperless trade at the 
same time 

High 2025 
(Ongoing) 

Digital enabling of 
the Government 
agencies is yet in 
the nascent phase 
(even if ongoing) 

Budgetary constraints 
and capacity building 
needs. 

MOF (LCD), 
BIVAC 

ASEAN 
ESCAP 

36. Operationalize the Authorized 
Economic Operator (AEO) programme, 
among other things, through 
conducting stakeholder consultations 
aimed at clarifying to the private sector 
stakeholders (and, if necessary, 
relaxing) the requirements set to the 
AEO in the law.  

High 2022 
(Ongoing) 

The implementation 
of the AEO 
programme has 
recently started. 
Qualifying 
conditions are quite 
restrictive, seriously 
reducing the 
number of 
applicants. 

Budgetary constraints 
and capacity building 
needs and insufficiency of 
HR. 

MOF (LCD) WCO 
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37. Conclude mutual recognition 
agreements (MRAs) of the AEOs with 
main trading partner countries to 
improve trust in Laotian traders, which 
can help initiate cross-border 
paperless trade. 

Medium Once the 
AEO 
programme 
is 
operationaliz
ed 

No MRA related to 
recognition of the 
AEOs are yet 
concluded 

Budgetary constraints 
and capacity building 
needs. Assistance in the 
respective bilateral 
negotiations. 

MOF (LCD) WCO 

38. Continue/accelerate 
implementation of ACTS at the 6 
designated [pilot] checkpoints as well 
as continue the consultations with 
stakeholders with respect to transit 
facilitation. 

Medium 2025 
(Ongoing) 

The implementation 
of ACTS is about to 
start at the 6 
designated [pilot] 
border crossing 
points 

Budgetary constraints 
and capacity building 
needs. 

MOF (LCD), 
MOIC 
(DIMEX), 
MPWT, 
LIFFA, NCTF 

ASEAN 

39. Continue exploring bilateral 
arrangements facilitating transit with 
neighbouring countries, and strive to 
render the existing arrangements 
paperless. 

Medium 2025 
(Ongoing) 

While several 
bilateral transit 
arrangements exist, 
more such 
arrangements could 
be made. Neither of 
the existent 
arrangement is 
paperless. 

Budgetary constraints 
and capacity building 
needs. Assistance in the 
respective bilateral 
negotiations. 

MOF (LCD), 
MPWT, 
MOFA, 
LIFFA, NCTF 

 

40. Continue integration of the LNSW 
into the ASW. 

Medium 2025 
(Ongoing) 

The process of the 
integration of the 
LNSW into the 
ASW has not 
started yet 

Budgetary constraints 
and capacity building 
needs. 

MOF (LCD), 
BIVAC, 
MOIC, MAF, 
MOH,  

ASEAN 
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Part 2: Legal aspects 

               Priority level: High, Medium, Low 

Indicative action Priority 
level 

Timeline 
(Start/ 
Deadline) 

Status quo 
(03.2020) 

Constraints / Areas 
where technical 
assistance is needed 
(most relevant put in 
bold) 

Potential key 
agencies 

Development 
partners / 
Ros and IOs 
concerned 

Overall 

1. Accede to the Framework Agreement on 
Facilitation of Cross-border Paperless Trade in 
Asia and the Pacific 

High ASAP Lao PDR is not a 
party to the CPTA  

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis 
 

MOFA, 
MOIC 
(DIMEX), 
MOF (LCD) 

ESCAP 

Electronics transactions and signatures law 

2. Ensure implementation of the laws of 
relevance to electronic transactions, particularly 
through amendments of the secondary 
legislation in place, in accordance with which 
submission of paper copies of trade 
administration and/or supporting documents is 
still required, to ensure functional equivalence 
between paper and electronic documents. 
Notably: 
the MOIC Decision on the issuance of electronic 
certificates of origin (e-CO) (2016); 
the MOF Instruction on the Advance Ruling 
(2012); 
the MOF Instructions on Electronic Customs 
Declaration (2017), etc. 

High 2025 The laws of 
relevance to 
paperless trade, 
as well as an E-
commerce 
decree, are not 
[fully] 
implemented. By-
laws occasionally 
require 
submission of 
paper documents 
and forms, which 
particularly 
contradicts 
functional 
equivalence 
principle. 

Assistance with: 
Legal Drafting and 
Implementation 
 

MCT (DDT) USAID 
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3. Clarify the interplay between the solutions 
offered in the E-transactions (2012) and E-
signatures (2018) laws, notably with respect to: 
technological neutrality of digital signatures;  
the practical role / extent of functional 
equivalence of simple electronic (i.e. not digital) 
signatures;  
the recognition of foreign electronic signatures, 
etc.  

High 2023 
(Ongoing) 

ETL and E-
signatures laws 
seem to offer 
different solutions 
on several issues.  

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; and 
Legal Drafting 

MCT (DDT) UNCITRAL, 
USAID 

4. Develop the legal framework for the KYC 
(national ID) system, launched by the MCT / 
LANIC and based on Lao PDR's phone number 
registration system, which is now in active 
development. 

High 2023 Despite its quick 
implementation, 
the legal 
underpinning of 
the KYC is yet 
very modest. 

Assistance with: 
Raising awareness 
(exploration of the 
comparable 
frameworks used 
elsewhere); 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation 

LANIC, MCT 
(DDT), BOL 

 

5. Conclude the MRAs ensuring mutual 
recognition of electronic signatures with foreign 
countries.  

High ASAP Foreign electronic 
[digital] signatures 
are not 
recognized in Lao 
PDR. No MRAs 
are yet 
concluded. 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation. 

MCT (DDT), 
LANIC, 
MOFA 
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6. Establish rules for transferrable records, 
which are now exempted from the scope of 
electronic transactions law.  

High 2023 Transferrable 
records are 
exempted from 
the scope of the 
ETL and are not 
regulated 
otherwise 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation. 
 

MCT (DDT) UNCITRAL 
USAID 

7. Implement the E-commerce Decree (2021) High 2023 
(Ongoing) 

The E-commerce 
Decree is not 
implemented 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation. 

MOIC (DIT, 
DFTP), MCT 
(DDT), MOF, 
BOL 

 

8. Continue aligning the legal framework of 
relevance to electronic transactions with best 
international and regional practices, including 
the relevant UNCITRAL instruments and the 
commitments undertaken internationally. 
Notably through: Modernization of E-
transactions law (2012);  
Clarification of compatibility between E-
transactions law (2012) and E-signatures law 
(2018), etc. 

Medium As 
appropriat
e 
(Ongoing) 

The ETL is largely 
aligned with 
international 
principles / best 
practices, 
including those 
reflected in the 
relevant 
UNCITRAL 
instruments. The 
Law on E-
signatures 
diverges from the 
ETL in several 
respects and is 
not 
technologically 
neutral. 
The ETL needs 
modernization. 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; and 
Legal Drafting. 

 

MCT (DDT) UNCITRAL,  
USAID 
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9. Unify and streamline customs procedures 
through modification of their legal expression.  

Medium 2025 The rules 
regulating 
customs 
procedures 
appear to be 
unnecessarily 
demanding, 
impeding 
business process 
re-engineering 
and 
implementation of 
paperless trade 
solutions. 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; and 
Legal Drafting. 
 

MOF (LCD)  

10. Clarify the requirements related to legal 
enforceability of electronic evidence in 
administrative and judicial proceedings, for 
instance, through adopting a by-law adding 
specificity to the provisions on the matter 
included in the E-transactions Law (2012) and 
the LNSW Agreement (2015). 

Medium 2023 
 

No clear rules 
with respect to the 
admissibility of 
foreign electronic 
evidence exist. 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; and 
Legal Drafting. 
 

MCT (DDT), 
MOJ 

UNCITRAL 

11. Make distinction between individual and 
other (commercial / business) data, with 
respective protection measures being clearly 
elucidated for each of the types. 

Medium 2025 Individual and 
commercial data 
are not 
distinguished 
between for the 
privacy protection 
purposes 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation. 

MCT, MOIC, 
BOL 

WTO 
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12. Adopt a dedicated privacy law aimed at 
protecting personal data of individuals (rather 
than both individuals and legal entities).  
Such law shall be based on the international 
and regional standards and best practices, inter 
alia with respect to the personal data protection 
measures, regulation of data flows (including 
their cross-border aspect) and data localization 
practices. 

Medium 2025 No dedicated 
privacy law aimed 
at protecting 
personal data of 
individuals exists 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation. 

MCT, MOIC, 
BOL 

 

13. Explicitly provide for electronic (rather than 
paper-based) inspections by the Government 
entities in its legal framework. Implement 
paperless inspections. 

Medium 2025 The law provides 
only for paper-
based, and not 
paperless, 
inspections 

Assistance with: 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation 
 

MCT (DDT), 
LANIC, MOF 
(LCD) 

 

14. Ensure consistency of the terminology used 
across the legal acts. Terms subject to 
harmonization include electronic signature, 
private data, etc. 

Low Progressi
vely 

Some of the 
terminology of 
relevance to 
paperless trade is 
used in the 
Laotian legal acts 
in an inconsistent 
manner. 

Assistance with: 
feasibility study/ 
gap analysis; and 
Legal Drafting. 

MCT (DDT)  

15. Clarify (or alleviate) the distinction between 
a digital signature and digital seal in the Law on 
Electronic Signatures (2018) 

Low 2025 The Law on E-
signatures draws 
a distinction 
between a digital 
signature and 
digital seal, which 
might be difficult 
to implement in a 
cross-border 
context 

Assistance with: 
Raising awareness; 
and Legal Drafting. 

MCT (DDT) UNCITRAL 
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16. Establish a paperless form of submission of 
electronic documents / electronic signatures as 
a preferred (rather than subsidiary) mechanism 
over the paper-based form 

Low Progressi
vely 

Paperless 
submission is 
positioned as a 
subsidiary 
throughout the 
Laotian law rather 
than the main 
mean. 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation. 

MCT (DDT) UNCTAD 
USAID 

Paperless trade and Single Window laws 

17. Put together a model or a framework MOU 
on interconnection of a Government agency and 
the LNSW, which could then be customized upon 
each particular interconnection as needed. 

High  2023 Each 
interconnection of 
a Government 
agency with 
LNSW requires a 
dedicated MOU 
between the LCD 
and BIVAC. 
Drafting and 
concluding such 
MOUs causes 
delays. 

Assistance with: 
conducting 
feasibility study/ 
gap analysis; and 
Legal Drafting. 
 

MOF (LCD), 
BIVAC 

WB 

18. Establish the legal framework for the use of 
a digital signature or another advanced 
authentication method in the paperless trade 
systems. 

Medium  2025 
(Ongoing) 

There are [almost] 
no rules explicitly 
authorizing and/or 
regulating the use 
of electronic 
signatures in 
paperless trade 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation 

MCT (DDT) UNCITRAL 

19. Consolidate, systematize or even codify 
regulations pertaining to paperless trade to 
ensure easier access to/understanding of those 
by the stakeholders.  

Low  2025 or 
as 
appropriat
e 

Legal acts 
regulating 
paperless trade 
(mostly by-laws) 
are numerous and 
fragmented  

Assistance with: 
Raising awareness; 
and Legal Drafting. 
 

MOF (LCD), 
MCT (DDT), 
MOIC, BOL 
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Cross-border aspects 

20. Initiate and participate in multilateral and 
bilateral cross-border paperless trade 
interoperability initiatives 

Medium As 
need/opp
ortunity 
arises 
(Ongoing) 

Lao PDR plans to 
participate in 
several cross 
border paperless 
trade 
interoperability 
initiatives, notably 
as a Member 
state of  ASEAN, 
as well as with its 
geographical 
neighbours 
(notably, Viet 
Nam) 

Assistance with: 
Raising awareness; 
and 
Implementation; 
provision of 
negotiations 
support. 
 

MOIC 
(DFTP, 
DIMEX), 
MOF (LCD), 
BOL, MPWT, 
MOJ 

WTO, 
AANZFTA 

21. Proactively consider how to incorporate 
relevant international legal standards, 
regulations and guidelines into the country’s 
legal frameworks 

Medium As 
need/opp
ortunity 
arises 
(Ongoing) 

Lao PDR has 
recently updated 
a part of its 
framework of 
relevance to 
paperless trade. 
Modification of the 
ETL is planned for 
the near future 
and could be a 
suitable occasion 
for incorporation 
of the pertinent 
standards 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting;  
Implementation; 
and translation; 
ensuring the budget 
for maintenance of 
the database. 

MOIC 
(DFTP, 
DIMEX), 
MOF (LCD), 
BOL, LANIC, 
MPWT, MOJ 
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22. Ensure that the legal regime of relevance to 
cross-border paperless trade is fully transparent 
to national and foreign stakeholders 

Low Progressi
vely 
(Ongoing) 

The transparency 
of the paperless 
trade regulation is 
ensured through 
the Lao Trade 
Portal. However, 
the portal could 
be more 
frequently 
updated. Not all of 
the key legal acts 
(in particular – by-
laws) benefit from 
English 
translation. Their 
availability only in 
the OCR format 
limits resort to 
automatic 
translation. 

MOIC 
(DFTP, 
DIMEX), 
MOF (LCD), 
BOL, MPWT, 
MOJ 

WB 

Other considerations 
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23. Clearly establish criteria for liability and 
exemptions from liability of the LNSW operator 
and government agencies participating in 
paperless trade system for errors or omissions 
in the respective transactions leading to 
economic loss or damage of traders.  

High  2023 While some rules 
determining 
liability of the 
paperless trade 
actors could be 
found, they are 
incomplete and 
predominantly 
impose personal 
liability. Liability of 
the Government 
agencies in the 
paperless trade 
domain is not 
pronounced. 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation. 
 

MOF (LCD), 
MOJ, MCT 
(DDT) 

 

24. Ensure that laws allow electronic payments 
for all purposes and among all participants in 
international trade transactions. Further 
diversify electronic payments options. Broaden 
the scope of use of SMART TAX (inter alia, to 
cover the LNSW payments) 

High  ASAP 
(Ongoing) 

E-payments 
legislation of law 
PDR is overall 
modern and 
progressive. 
Nevertheless, e-
payments in 
paperless trade 
are not fully 
settled, and 
several issues 
(such as the use 
of SMART TAX 
for LNSW 
payments) remain 
unresolved. 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 

Implementation 
 

BOL, MOF 
(LCD), 
LNSW 
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25. Further develop and diversify the available 
means for resolution of the disputes arising out 
of paperless trade and electronic transactions, 
including mediation, arbitration, and ODR 

Medium  2025 Multiple acts of 
relevance to 
paperless trade 
provide a rather 
diversified list of  
dispute settlement 
options, however, 
not all are 
actionable. The 
ODR is not 
provided for in the 
law. 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation 
 

MOF (DDT), 
MOJ 

UNCITRAL, 
UNCTAD 

26. Further clarify conflict of laws rules of 
relevance to paperless trade/e-commerce. 

Medium  2025 The conflict of 
laws rules of 
relevance to 
paperless trade 
are scarce and 
cover only the 
actions taking 
place on the 
territory of Lao 
PDR.  

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; and 
Legal Drafting 
. 
 

MOJ, MCT 
(DDT), MOIC 

 

27. Raise awareness of the stakeholders, 
including judges, of the rules reflected therein 
and peculiarities of their practical application of 
the CISG and its key benefits 

Medium  2025 
(Ongoing) 

The CISG came 
to effect in 
October 2020; 
however, its 
practical 
application 
remains limited 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation 
 

MOJ, MCT 
(DDT), MOIC 

UNCITRAL, 
USAID 
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28. Ensure practical applicability of the omnibus 
competition law to the e-trade and paperless 
trade domains.  

Medium  2025 The omnibus 
Competition law 
of Lao PDR also 
overs the 
paperless trade 
domain; however, 
its actual 
applicability 
thereto might 
need further 
clarification 
(through by-laws 
or otherwise) 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation 
 

MOIC (DIT)  

29. Ensure that private paperless trade services 
providers (or PPP partners) are chosen on 
openly competitive basis. 

Medium  2023 The law of Lao 
PDR lacks 
specificity with 
respect to the 
competitive 
process used in 
selection of the 
paperless trade 
services 
providers. 

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation 
 

MOF (LCD)  

30. Introduce national legal rules 
regulating/enabling dry ports and e-port 
components to address the area's active, 
practical developments. 
 

Medium 2023 Legal regulation 
of dry ports (and 
e-ports therein) is 
scarce.  

Assistance with: 
Raising awareness; 
conducting 
feasibility study/ 
gap analysis; Legal 
Drafting; and 
Implementation 
 

MPWT, 
MOIC, MOF 
(LCD) 

ESCAP 

31. Integrate specific modules devoted to legal 
aspects of paperless trade in a system of 
training in law and justice for staff and students 
who have graduated from law school to become 
judges, and/or prosecutors and lawyers, and/ or 
capacity building for justice experts, judges, 

Medium Progressi
vely 

Legal 
professionals, 
including justice 
experts and 
judges, 
occasionally lack 

Assistance with: 
Awareness Raising 

MOJ, MOIC  



 

 
 

64 

prosecutors and lawyers, in cooperation with 
universities and Lao Bar Association 

awareness of the 
legal notions of 
relevance to 
paperless trade 

32. Develop a mechanism for keeping the legal 
framework of relevance to paperless trade / 
electronic transactions up to date in the face of 
the modifications introduced in the existent 
laws/adoptions of new legal acts providing for 
diverging legal solutions 

Low  2025 While the Law on 
Law Making 
contains certain 
conflict of laws 
provisions and 
compatibility 
clauses that could 
also be found in 
the legal acts, the 
actual conflicts 
appear to exist 
and are not easy 
to resolve with 
sufficient 
certainty. 

Assistance with: 
Raising awareness; 
Legal Drafting; and 

Implementation. 
 

MCT (DDT)  
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VII. Conclusion and the way forward 

 

Lao PDR has made progress in implementing trade facilitation and paperless trade. 

However, much more remains to be done to further enhance trade efficiency in Lao 

PDR, particularly by adopting digitalization of trade procedures. In this report, findings 

from technical and legal assessments of the readiness of Lao PDR for cross-border 

paperless trade were presented, along with recommendations derived from these 

findings. An initial action plan was formulated based on the expert’s recommendations 

and the input gathered during 4 national capacity building / fact-finding workshops, 

dedicated interviews with key stakeholders, and the national consultative workshop. 

This instrument provides a useful basis for the preparation by Lao PDR of an Individual 

Action Plan under the Framework Agreement on Facilitation of Cross-Border 

Paperless Trade in Asia and the Pacific. 

For technical aspects, Lao PDR’s top priorities are to: (1) reinforce the institutional 

mechanisms in the area and ensure their representativeness and coordination; (2) 

enable relevant regulatory agencies with digitalized trade systems; and (3) raise 

awareness and capacity on (cross-border) paperless trade of its stakeholders (thus – 

ensuring that sufficient personnel is in the disposal of the dedicated and line 

Government agencies fulfilling the paperless trade-related tasks). 

For legal aspects, the top priorities of Lao PDR are: (1) bringing the legal framework 

of electronics transactions in Lao PDR (including Electronic Transactions and 

Electronic Signatures laws) up to date with international standards; and ensuring 

coherence between them; (2) assuring the up to date regulation for accessing and 

sharing information, in the national and cross-border context, as well as treatment of 

personal (individual) data; and (3) achieving full implementation/operationalization of 

the national legal framework in the area of paperless trade. It was identified that a 

budget for implementing ICT systems of trade-related regulatory agencies and 

enhancing its stakeholders’ awareness and capacity would be essential to address 

these top priorities.  

The report highlighted that there were no technical or legal obstacles preventing Lao 

PDR’s accession to the Framework Agreement and that it should do so as soon as 

possible so it can start to plan and implement its trade digitalization strategy more 

effectively. The readiness assessments and the action plan featured in this report can 

serve as a foundation to elaborate more detailed activities at the national and agency 

level in this area, with identifiable timeline and budget sources. Additional meetings 

and consultations among stakeholders may be useful to further refine and specify 

actions and their sequencing in order to achieve the long-term goal of cross-border 

paperless trade – and to identify specific pilot projects and capacity building and 

technical assistance needs. 
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Annexes 

 

Annex I. List of stakeholders interviewed  

A. Inception Meeting to Launch of the ESCAP Paperless Trade Readiness Assessment 
of Lao PDR (Coordination Focus Group) 
 

Name Position / Designation Agency / Organization 

Mr. Muavixay PALY DDG Department of Import and Export, MoIC 

[National Focal Point] 

Ms. Vilayphone 

XINDAVONG 

DDG Department of Foreign Trade Policy, MoIC 

Dr. Sithong Phiphakhavong DDG Department of Agriculture, Livestock and 

Fisheries, MAF 

Mr. Miza PHOMMEE Deputy Director of 

Division 

Department of Standardization and 

Metrology, MoIC 

Mr. Chanhphasouk 

VIDAVONG 

Director of Division ICC, MOIC 

Mr. Viengkham 

THIBOUNMA 

Technical Officer Rules of Origin Division, Department of Import 

and Export, MoIC  

Mr, Anousack SISAARD Director of Division Department of Custom, MOF 

Mr. Sisouphan VITHAXAY Deputy Director of 

Division 

Department of Taxation, MOF 

Mr. Vaxeng HER Deputy Director of 

Division 

Department of Taxation, MOF 

Mr.Vannitha KIMANIVONG Officer Department of Transportation, MPWT 

Dr. Pheophan 

SOYSOUVANH 

Deputy Head of Unit Department of Forestry, MAF  

Mr. Bounkham 

PANYAVONG 

Deputy Director of 

Division 

Department of Mining Management (DMM), 

MEM 

Ms.Souphahone 

PHOUYAVONG 

Director of Division Department of Digital Technology (DDT), 

MTC 

Ms. Nilapheth 

KHAMMOUNGKHOUNE 

Director of Division Lao National Internet Center, MTC 

Ms. Latdaly 

PHANTHAVONG 

Officer Department of Monetary Policy, BOL 

Ms, Vathsana SOUNDALA Officer Department of Monetary Policy, BOL 
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Mr. Souphanthong 

PHONSAYYA 

Officer Lao National Chamber of Commerce and 

Industry 

Mr. Antony Khampha IT Project Coordinator BIVAC (LAO) CO., LTD 

Ms. Latsamee Inthavong Operation Project 

Coordinator 

BIVAC (LAO) CO., LTD 

Mr. Sonemala 

NOUANTHASING 

Deputy Director of 

Division 

Trade Facilitation Division, Department of 

Import and Export, MoIC 

Ms. Phousomphone 

SIHOMVONG 

Technical Officer Trade Facilitation Division, Department of 

Import and Export, MoIC 

Ms.Dalivone 

SENGKHAMYONG 

Officer Department of Foreign Trade Policy, MoIC 

Mr. Sinthavanh 

CHANTHAVONG 

Officer Department of Foreign Trade Policy, MoIC 

 

B. Private Sector Focus Group 
 

Name Position / Designation Agency / Organization 

Ms. Vilayphone 

XINDAVONG 

DDG Department of Foreign Trade Policy, MoIC 

Ms. Phousomphone 

SIHOMVONG 

Officer Trade Facilitation Division, Department of 

Import and Export, MoIC 

Dr. Somdeth PHOTHISAN Officer Institute for Industry and Commerce (IIC), 

MoIC 

Ms. Chantay 

THAMMAVONGSA 

Vice President Lao Furniture Association (LFA) 

Mr. Alivanh SITHALA  Vice President LICA 

Mr. Vichit SDETHTAN Consultant Lao International Freight Forwarders 

Association 

Ms. Lounglavanh 

VONGXAY 

Officer European Chamber of Commerce and 

Industry in Lao PDR 

Ms. Phonethip 

PHANTHAVONG 

Director of Financial 

Accounting Division 

Lanexang Assurance Public Company 

Mr. Vongsi LORYONGPOR IT Division Director Lanexang Assurance Public Company 

Mr. Xaypaseuth OUNDISAK Officer Lanexang Assurance Public Company 

\Ms. Dalamon 

PHAENGKHAMMAY 

Officer Lanexang Assurance Public Company 

Mr. Vithaya 

VONGKHAMSOUK 

Director EXIM SOLE CO.,LTD [Clearling Agent] 

Ms.Vilayvanh Officer EXIM SOLE CO.,LTD [Clearling Agent] 
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Mr. Vongsouliya 

KONGMANY 

Deputy Head of Unit  BCEL BANK 

\Mr. Bounkhong 

THANAVANH 

Deputy Head of Unit  BCEL BANK 

Mr Bounpon VONGXAY Deputy Director of IT 

Division 

Lao Development Bank 

Ms Phetmany Deputy Head of Finance 

Unit  

Lao Development Bank 

Mr. Chanthavonh  Officer TOYOTA LAOS CO.,LTD 

Ms. Outhone Manager TOYOTA LAOS CO.,LTD 

Mr. Souphanthong 

PHONSAYYA 

Director of Division  LNCCI 

Mr. Korlakanh 

PHETSOMPHOU 

Director of Marketing 

Division 

Lao Logistics State Enterprise 

Mr. Somchay 

DUANGCHANPHENG 

  DHL 

Mr. Bounchan Logistic Supervisor SMT Logistics Co,.LTS 

Mr. Sayphet 

CHANSAMONE 

Finance Director Unilever Laos 

Mr. Vongvilay 

SENGMANIVANH 

Supply Chain Director Unilever Laos 

Ms. Lamphaen NALA Officer  VK TRADING IMPT-EXPT SOLE CO., LTD 

Ms. KEOTA 

CHOUNLAMANY 

Head of Accounting VK TRADING IMPT-EXPT SOLE CO., LTD 

Ms. KEOTA 

CHOUNLAMANY 

Head of Accounting VK TRADING IMPT-EXPT SOLE CO., LTD 

Ms.Dalivone 

SENGKHAMYONG 

Officer Department of Foreign Trade Policy, MoIC 

Mr. Sinthavanh 

CHANTHAVONG 

Officer Department of Foreign Trade Policy, MoIC 

 

C. Customs Focus Group 
 

Name Position / Designation Agency / Organization 

Mr. Sengaloun VILAYSAK DDG Department of Foreign Trade Policy, MoIC 

Mr, Anouphab 

XAYYASENSOUK 

Director of Division  Department of Foreign Trade Policy, MoIC 

Dr. Ms. Pheophan 

SOYSOUVANH 

Deputy Head of Unit Department of Forestry, MAF  
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Dr. Ms. Phonesavanh 

PHONEPASEUTH 

Deputy director of 

Veterinary -Legislation 

Division 

Department of Livestock and Fisheries, MAF 

Mr. Vannitha KIMANIVONG Officer Department of Transportation, MPWT  

Ms. Khonvilay 

PHETSOMPHOU 

Deputy Director of 

Division  

Department of Transportation, MPWT 

Dr. Ms. Viengxay 

VANSILALOM 

DDG Department of Food and Drug, MOH 

Ms. Phosay XISOMVANG Officer Department of Food and Drug, MOH  

Mr. Vaxeng HER Deputy Director of 

Division 

Department of Taxation, MOF 

Mr. Phoutthavong XAYYASIT Director of Division  Institute for Financial Information 

Development, MOF 

Mr. Thanoumsith 

KHAOPHIBAN 

Director Custom Office, Thanaleng Dry Port, Lao 

Custom Department 

Mr. Alounxay 

KEOPHANTHAVONG 

Deputy Director Custom Office, Thanaleng Dry Port, Lao 

Custom Department 

Mr. Vilakon KETTAVONG Director Boten Border Check Point 

Mr. Kikonkham THILAVONG Deputy Head of Unit Boten Boder Check Point 

Mr. Bountham NAOVALATH Head of Unit Vattay Check Point, Lao Custom Department 

Mr. Soulivong 

PHANTHAVONG 

Officer Vattay Check Point, Lao Custom Department 

Mr. Chanphen 

PHIMMAVONG 

Deputy Head of Unit Namphao Border Checkpoint, Lao Custom 

Department 

Khansay PHETSOMPHON Deputy Head of Unit Namphao Border Checkpoint, Lao Custom 

Department 

Ms. Phousomphone 

SIHOMVONG 

Officer Department of Import-Export, MOIC 

Mr. Souliya 

SOUVANHNACHOUMKHAM 

Deputy Director of 

Division 

Department of Custom, MOF 

Mr. Sinthavanh 

CHANTHAVONG 

Officer Department of Foreign Trade Policy, MoIC 

 
D. LNSW Focus Group 

 

Name Position / Designation Agency / Organization 

Ms. Vilayphone 

XINDAVONG 

DDG Department of Foreign Trade Policy, MoIC 
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Mr. Keosungkhom 

PHOMMASENG 

Director of Division Department of Pollution Management and 

Monitoring, Ministry of Environment and 

Natural Resources 

Ms. Phonesavanh 

PHONEPASEUTH 

DDG Department of Livestock and Fisheries, MAF 

Ms. Vilinda CHINTALATH Officer Department of Standard and Metrology, 

MOIC 

Dr. Somdeth PHOTHISAN Officer Institute for Industry and Commerce (IIC), 

MoIC 

Ms.Souphahone 

PHOUYAVONG 

Director of Division Department of Digital Technology (DDT), 

MTC 

Mr. Phoutthavong XAYYASIT Director of Division  Institute for Financial Information 

Development, MOF 

Dr. Somphayvanh 

SENGSOURIYA 

Deputy Director Lao E-Government Center, MTC 

Mr. Vilayvong KHOTYOTHA Deputy Director Department of Monetary Policy 

Dr. Ms. Viengxay 

VANSILALOM 

DDG Department of Food and Drug, MOH 

Mr. Vannitha KIMANIVONG Officer Department of Transportation, MPWT  

Ms. Khonvilay 

PHETSOMPHOU 

Deputy Director of 

Division  

Department of Transportation, MPWT 

Mr. Thavisack SIHALATH Officer Deparment of Digital Technology (DDT), 

MTC 

Ms. Chaysavanh 

PHONMAKHAM 

Officer Department of Diplomatic Protocol 

Mr. Stephane GILS CEO BIVAC 

Antony Khampha Technical project BIVAC 

Mrs Latsamee Inthavong Operation  BIVAC 

Dr. Ms. Pheophan 

SOYSOUVANH 

Deputy Head of Unit Department of Forestry, MAF  

Ms. Nilapheth 

KHAMMOUNGKHOUNE 

Director of Division Lao National Internet Center, MTC 

Ms. Phousomphone 

SIHOMVONG 

Officer Department of Import-Export, MOIC 

Ms. Viengsavanh SILUEXAY   Department of Food and Drug, MOH 

Mr. Chaengsavang 

XIATHORTOU 

  Department of Food and Drug, MOH 
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Ms. Lounny  Officer Department of Industry and Handicraft 

Ms. Khampheng 

TRIABRIAJUE 

Deputy Director of 

Division 

Department of Food and Drug, MOH 

Chinsouda 

PHETCHANTHARATH 

Officer Department of Foreign Trade Policy, MoIC 

Mr. Sinthavanh 

CHANTHAVONG 

Officer Department of Foreign Trade Policy, MoIC 
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Annex II. List of participants at the national consultation workshop 

ID Name and Surname (Eng) Position Agency / Organization 

Public Sector Stakeholders 

1  Ms. Vilayphone Xindavong Deputy Director 

General (Chair) 

Department of Foreign Trade Policy, MoIC 

2 Mr. Mouavixay PALY Deputy Director 

General  

Department of Import and Export, MoIC 

[National Focal Point] 

3 Ms. Nived FONGSENGKEO Deputy Director 

General  

Department of Financial Information 

Development, MOF 

4 Ms. Chintaphon 

CHANSILILATH 

Deputy Director 

General  

E-Government Center, MTC 

5 Mr. Khamphang INTHARA  

Director 

E-Government Center, MTC 

6 Mr. Sayvandith 

SAYAVONGKHAMDY  

Director Department of Intellectual Property, MoIC 

7 Mr. Phoudthavy LUANGXAY  Director Department of Planning and Cooperation, 

MOIC 

8 Mr. Vilavong SOUTHANIXAY  

Director 

 Department of Import and Export, MoIC 

[National Focal Point] 

9 Anouphab XAYASENSOUK Director Department of Foreign Trade Policy, MoIC 

10 Ms. Nilapheth 

Khammoungkhoune  

Deputy Director Lao National Internet Center, MTC 

11 Ms. Phoudthasone 

THONGMANY 

Deputy Director Department of Import and Export, MoIC 

12 Mr. Xaypasith VILAIHONGS Deputy Director Department of Payment System Management 

13 Mr. Vuelor Yongnou Deputy Director Department of Payment System Management 

14 Mr. Maneevong 

AMPHONEPHONG  

Deputy Director Department of Financial Information 

Development, MOF 

15 Mr.Souksamone 

VONGSAVATH 

Deputy Director Department of Digital Technology, MTC 

16 Mr. Vongtavanh 

PHOUANGPHET 

Deputy Director Lao Custom Department, MOF 

17 Ms. Nopphalay  Deputy Director Department of Cybersecurity, MTC 

18 Mr. Bouasone SAYYASOUK  Deputy Director Lao Custom Department, MOF 

19 Mr. Phommasy BOUNLEUTAY  Deputy Director Deparment of Digital Technology, MTC 
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20 Dr. Somdeth PHOTHISAN Officer Institute for Industry and Commerce (IIC), 

MoIC 

21 Mr. Silitvath PHOMPHET Officer Department of Taxation, MOF 

22 Dr. Hatsada VILACCHACK  Officer Department of Transportation, MPWT 

23 Ms. Nitdavanh 

KEOVILAVONGSA  

Officer Mine Department, MOEM 

24 Mr. Thedsavanh 

KHOUTPHAYTHOUN 

Officer Department of Agriculture, Livestock and 

Fisheries, MAF 

25 Mrs. Dalivanh 

SENGKHAMYONG 

Officer Department of Foreign Trade Policy, MoIC 

26 Ms. Vilinda CHITTALATH  Officer Deparment of Standardization and Metrology, 

MoIC 

27 Dr. Silivanxay Phetsouvanh Officer E-Government Center, MTC 

28 Ms. Phousomphone Sihovong Officer Department of Import and Export, MoIC 

[National Focal Point] 

29 Sinthavanh CHANTHAVONG Officer Department of Foreign Trade Policy, MoIC 

30 Ms. Amphaphai BOUNLUETAY  Technical Intern Department of Foreign Trade Policy, MoIC 

31 Ms. Phonesavanh KEOVILAI Technical Intern Department of Foreign Trade Policy, MoIC 

Private Sector Stakeholders 

18 Mr. Narin PHOMMARAJ Deputy Director Banque Pour Le Commerce Exterieur Lao 

Public (BCEL) 

27 Mr. Soukphousone 

SANSARLEE  

Officer LNCCI 

34 Mr. Somphathai 

PHENGRATTANAVONG 

Officer LNCCI  

35 Mr. Staphane GIL CEO BIVAC (LAO) CO., LTD 

36 Mr. Antony Khampha IT Manager BIVAC (LAO) CO., LTD 

37 Mr. Inthasone Saynasy Coordinator BIVAC (LAO) CO., LTD 

38 Mr, Vichit SADETTUN Consultant /Lao International Freight Forwarders 

Association 

39 Ms. Manilitphone 

THEPPHAVANH 

Officer Banque Pour Le Commerce Exterieur Lao 

Public (BCEL) 

Academia 

40 Mr. Thanouxay VOLAVONG  Head of Unit Faculty of Economic s and Business 

Management, National University of Lao PDR 
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Annex III. Cross-border paperless trade: a technical readiness checklist: Lao PDR 

 

Introduction 

1. The checklist will help users to assess the degree to which the technical environment of their country is ready to support cross-border paperless trade, 
identify existing technical gaps and design actions to improve the technical environment. The checklist will also help to raise the awareness of its users on 
technical issues in cross-border paperless trade.  
 

2. It should be noted that the checklist is not intended to assess the readiness of a country to join the Framework Agreement on Facilitation of Cross-Border 
Paperless Trade in Asia and the Pacific, which was adopted as a United Nations treaty in 2016. This treaty enables parties to gradually adapt their trade 
procedures and related systems for the purpose of cross-border trade without paper. It is not necessary to modernize procedures and systems before 
ratifying or acceding to the Agreement.10 Paperless trade implementation is a work in progress, and the Framework Agreement is a tool meant to support 
such progress regardless of the level of readiness of a country.  

 

3. The checklist is in the form of a questionnaire on technical issues and motivation factors in implementing paperless trade systems and cross-border data 
exchange. It is necessary to assess the status of paperless trade systems implementation at the national level before looking into readiness for cross-
border data exchange. The checklist takes into consideration national issues such as the implementation of electronic and paperless transactions at the 
national level, and the importance of a single window for cross-border paperless trade data exchange. The questionnaire is structured into two sections: 
section A – paperless trade system at the national level and section B – national status towards cross-border data exchange. 

 

4. Section A focuses on technical issues related to the implementation of electronic trade systems and paperless environment at the national level. Technical 
issues are grouped into the following eight categories: (a) institutional and governance bodies for electronic data exchange in paperless environment; (b) 
level of automation; (c) information and communications technology (ICT) infrastructure (connectivity, sustainability and recovery); (d) security; (e) business 
process re-engineering; (f) data harmonization and standardization; (g) capacity-building; and (h) other matters. 

 

5. Section B is aimed at assessing the ability of a country or an organization to embark on cross-border paperless trade data exchange. The questions are 
related to various issues and challenges in the implementation of paperless trade systems and cross-border data exchange. The answers to these 
questions will help to reveal the current status and assess the level of readiness to implement paperless trade systems and cross-border data exchange.  

 
10 Detailed information on the Framework Agreement, including an explanatory note of the text and answers to frequently asked questions, is available at 

www.unescap.org/resources/framework-agreement-facilitation-cross-border-paperless-trade-asia-and-pacific. 

 

http://www.unescap.org/resources/framework-agreement-facilitation-cross-border-paperless-trade-asia-and-pacific
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6. The questions in sections A and B may be answered by the relevant government personnel involved in trade facilitation and cross-border trade activities. 
It is recommended that all relevant government personnel engaged in elements of paperless trade and key private stakeholders collaborate in completing 
the checklist. 

 
A. Paperless trade system at the national level  

No. Questions Elaboration on status/issues/future plan 

A1. Governance bodies  

One of the critical success factors for implementation of paperless trade systems is strong commitment from the Head of Government, without 

which many projects of this magnitude tend to stall. When top management is committed to spearhead a project, issues of financial support and 

access to other resources may be addressed more readily. Coordination among government agencies and between the government and the 

private sectors is not an easy task but it can be carried out more efficiently and effectively with the establishment of an institutional body equipped 

with a strong governance structure. The institutional set-up provides a venue for relevant officials to come together to discuss functionalities and 

other technical as well as legal matters. By establishing the role and responsibilities of each unit/group as well as reporting mechanisms, the 

governance structure expedites the implementation of paperless trade systems. 

A1.1 Is there a governance structure 

established for paperless trade, 

(e.g. national trade facilitation 

council)? 

 

YES 

Currently (since 2018) the following relevant governance structures exist: 

National Trade Facilitation Committee (NTFC) - policy level (see Decision of Prime Minister on Operation of 

Trade Facilitation Committee, No. 48/PM, 2018 

(https://www.laotradeportal.gov.la/index.php?r=site/display&id=1471);  

Secretariat for the National Trade Committee (TFCS) - technical level (directly responsible to NTFC) - with 

Department of Import and Export (DIMEX), serving as a focal point (see Decision of the Prime Minister on the 

Organization and Operation of the Trade Facilitation Committee Secretariat No. 001/NTFC, 2018 

(https://www.laotradeportal.gov.la/index.php?r=site/display&id=1648)  

Provincial / Capital Trade Facilitation committees (PTFC) – local operational level (see Decision No. 48/PM, 

2018) 

In addition, the LNSW Steering Committee for the development, implementation and operation of the Lao 

National Single Window system is expected to oversee the implementation of the Lao National Window 

carried out through a PPP (see Agreement on the Implementation and Activities of the Development and 

https://www.laotradeportal.gov.la/index.php?r=site/display&id=1471);
https://www.laotradeportal.gov.la/index.php?r=site/display&id=1648
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Operation of the Lao National Single Window system (LNSW), No. 2109/MoF, dated 26 June 2015 

(https://www.laonsw.net/documents/11961/17063/Decision+2109++Agreement+on+the+implementation+an

d+activities+of+the+development+and+operation+of+the+LNSW.pdf/40e60d2d-591e-45fb-97da-

76acb85b5bfa). 

The recently adopted Decree on E-Commerce (2021), which contains provisions of relevance to paperless 

trade, provides for the coordination between the 4 agencies in implementing varied measures provided for, 

albeit without establishment of a formal coordination body. These agencies are the MOIC, the BOL, the MCT, 

and the MOF.11 

A1.2 Does it include all the community 

partners/stakeholders 

(government and private sector)? 

 

PARTIALLY12 

According to Art.1 of the Decision 48/PM, 2018, National Trade Facilitation Committee (NTFC) includes: 

Deputy Prime Minister as Head of the Committee; 

Minister of Industry and Commerce, Vice Head of the Committee and Standing Member; 

Vice Minister of Planning and Investment, Vice Head of the Committee; 

Vice Minister of Industry and Commerce, Vice Head of the Committee and Head of TF Secretariat; 

Vice Minister of Finance, Member of the Committee; 

Vice Minister of Public Work and Transportation, Member of the Committee; 

Vice Minister of Agriculture and Forestry, Member of the Committee; 

Vice Minister of Public Health, Member of the Committee; 

Vice Minister of Science and Technology, Member of the Committee (currently replaced by the 

representative from the MOIC due to the liquidation of the MOST) 

Thus, no private sector representation is ensured. 

 

TFCS, according to the Decision of the Prime Minister on the Organization and Operation of the Trade 

Facilitation Committee Secretariat No. 001/NTFC, includes:  

 
11 Decree on E-commerce (2021), Arts. 50-54. 
 
12 Please note that the names of the competent agencies reflected in the legal documents are occasionally outdated following the government restructuring efforts. 

https://www.laonsw.net/documents/11961/17063/Decision+2109++Agreement+on+the+implementation+and+activities+of+the+development+and+operation+of+the+LNSW.pdf/40e60d2d-591e-45fb-97da-76acb85b5bfa
https://www.laonsw.net/documents/11961/17063/Decision+2109++Agreement+on+the+implementation+and+activities+of+the+development+and+operation+of+the+LNSW.pdf/40e60d2d-591e-45fb-97da-76acb85b5bfa
https://www.laonsw.net/documents/11961/17063/Decision+2109++Agreement+on+the+implementation+and+activities+of+the+development+and+operation+of+the+LNSW.pdf/40e60d2d-591e-45fb-97da-76acb85b5bfa
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Vice Minister of Industry and Commerce as Head of the Head of TF Secretariat; 

Director General of Import and Export Department, Ministry of Industry and Commerce, Deputy Head of the 

Secretariat as Secretariat Office; 

Director of Trade Promotion, Ministry of Planning and Investment, Deputy Head of the Secretariat 

Director General of Customs Department, Ministry of Finance, Deputy Head of the Secretariat 

Director General of Transport Department, Ministry of Public Works and Transport, Deputy Head of the 

Secretariat 

Director General of Agriculture Department, Ministry of Agriculture and Forestry, Deputy Head of the 

Secretariat 

Deputy Director General of Livestock and Fishery Department, Ministry of Agriculture and Forestry, Deputy 

Head of the Secretariat 

Deputy Director General of Food and Drug Department, Ministry of Health, Deputy Head of the Secretariat 

Deputy Director General of Standard and Methodology Department, Ministry of Science and Technology, 

Deputy Head of the Secretariat  

Deputy Director General of Foreign Trade Policy Department, Ministry of Industry and Commerce; 

Deputy Director General of Enterprise and Registration Department, Ministry of Industry and Commerce; 

Deputy Director General of Industry and Handicraft Department, Ministry of Industry and Commerce; 

Deputy Director General of Domestic Department, Ministry of Industry and Commerce; 

Deputy Director General of Mine Department, Ministry of Energy and Mine; 

Deputy Director General of Information Technology Department, Ministry of Post and Telecommunication; 

Deputy Director General of Economic Affairs Department, Ministry of Foreign Affairs 

Deputy Director General of Treaties and Law Department, Ministry of Foreign Affairs 

Deputy Director General of Home Affairs, Prime Minister Office 

Deputy Director General of Welfare and Promote Health, Ministry of Public health 

Deputy Director General of Intellectual Property, Ministry of Science and Technology (currently replaced by 

the representative from the MOIC due to the liquidation of the MOST) 
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Deputy Director General of Forestry, Ministry of Agriculture and Forestry 

Deputy Director General of Forest Inspection, Ministry of Agriculture and Forestry 

Deputy Director General of Tax, Ministry of Finance 

Deputy Director General of State Asset Management Department, Ministry of Finance 

Deputy Director General of External Finance and Debt Management Department, Ministry of Finance 

Deputy Director General of Publication Department, Ministry of Information, Culture and Tourism 

Deputy Director General of Pollution Control Department , Ministry of Natural Resources and Environment 

Deputy Director General of Police Economics, Ministry of Public Security 

Deputy Director General of Traffic Police, Ministry of Public Security 

Deputy Director General of Monetary Policy Department, Bank of Laos 

The participation of the private sector is ensured through the engagement of the secretariat, Lao National 

Chamber of Commerce and Industry. 

 

PTFCs, according to Art. 3 of the Decision 48/PM, 2018, includes:  

Vice governor, Head of PTFC; 

Director of Department of Industry and Commerce, Deputy head of PTFC; 

Director of Department of Public Works and Transport, Deputy head of PTFC 

Director of Department of Agriculture and Forestry, Deputy head of PTFC 

Director of Department of Health, deputy head of PTFC, 

Director of Department of Science and Technology, Deputy head of PTFC (currently replaced by the 

representative from the MOIC due to the liquidation of the MOST) 

Director of Department of Customs, Deputy head of PTFC 

Deputy Director of Department of Energy and Mines, Member; 

Deputy Director of Department of Post, Telecommunications and Communications, Member; 

Deputy Director of Tax Department, Member; 
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Deputy Director of Department of Planning and Investment, Member; 

Deputy Director of Department of Finance, Member; 

Deputy Director of Department of Foreign Affairs, Member; 

Deputy Director of Department of Foreign Affairs, Member; 

Deputy Director of Department of General Affairs, Governor’s Office, Member; 

Deputy Director of Department of Natural Resource and Environment, Member; 

Deputy Director of Department of Economic Police Department, Member; 

Deputy Director of Traffic Police Department, Member. 

Private sector is represented by: Vice President of Chamber of Commerce and Industry (Provincial level), 

Member. 

 

The LNSW Steering Committee shall include: 

Minister of Finance as Chairman; 

Director General of Customs Department as Vice –chairman; 

Head of office, Ministry of Science and Technology as Vice –chairman; 

As well as representatives from related sectors: 

1. Finance officer of the ministry: Customs Department, Department of National Treasury, Information and 

Technology Centre; 

2. Ministry of Industry and Commerce: Import and Export Department, Enterprise Registration and 

Management Department; 

3. Ministry of Public Works and Transportation: Transport Department; 

4. Ministry of Agriculture and Forestry: Planning Department, Agriculture and Fishery Department, Plant and 

Animal Quarantine Department; 

5. Ministry of Information, Culture and Tourism: Culture Department; 

6. Ministry of Health: Food and Drugs Department, Supplementary Food Registration Department; 
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7. Ministry of Foreign Affairs: Diplomatic Service Bureau, International Organization Department 

8. Ministry of Science and Technology: Technology Department; 

9. The Bank of Laos: Monetary Policy Department; 

10. Ministry of Energy and Mine: Mine Department, Energy Department; 

11. Ministry of National Resources and Environment: Pollution Management Department; 

12. Ministry of Planning and Investment: Investment Promotion Department; 

13. The Government’s Office: Office, Economic Department; 

14. Ministry of National Defense: Office; 

15. Ministry of Public Security: Office;  

16. Ministry of Posts and Telecommunication: Office; 

17. Ministry of Justice: Law Department; 

18. Special Economic Zone: Special Economic Zone Secretariat Office  

(see Agreement on the Implementation and Activities of the Development and Operation of the Lao National 

Single Window system (LNSW), 2015). 

On the organizational level, the LNSW is expected to be supported by  

The Secretariat; and 

The Units of Regulations, Procedures and technical works of each related agency. 

Moreover, according to the Agreement on the Implementation and Activities of the LNSW (2015), “Customs 

Department is assigned to be the secretariat and focal point of coordinating with the system developer’s 

company and all of public agencies and private sectors such as relevant ministries, departments, the 

President of Lao Chamber of Industry and Commerce, President of LIFA, warehouse operators, 

Organization of Young Entrepreneurs, Insurance companies, commercial banks and other private 

organizations in order to ensure the effectiveness of the development, implementation, opening the 

operation of and the application of the Lao National Single Window system” (emphasis added). 

However, according to the stakeholders and the LNSW Steering Committee’s secretariat (LCD/ MOF), the 

committee existed earlier, but is inactive since several years. Accordingly, the LNSW management tasks on 
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the Government level are fully assumed by the LCD only. As the result, neither line agencies nor private 

sector are represented. 

Meanwhile, alternative governance structure of the LNSW appears to be in place and was described by the 

Government during the consultations. It is based on the several decisions issued by the MOF. Decision No 

0991/MOF dated 29.03.2017 appoints the management board of the LNSW. The board is composed of Mrs. 

Thipphakon CHANTHAVONGSA, DM of the MOF (President), DG of LCD, DG of DIMEX, and management 

teams from BIVAC Lao and Bureau Veritas. The board is assigned to jointly manage LNSW. In addition, 

Decision No. 992/MOF, dated 29.03.2017, appoints the members of LNSW SC according to Decision No 

2019/MOF. Notably, the Decision mentions the 3 private sector representatives in this SC namely, LNCCI 

President, LITFA president and BCEL (Bank) President. 

In addition, according to LCD, it tends to organize Customs and private sector dialogue meetings twice in a 

year (in the 1st and 3rd quarter), during which traders, brokers, freight forwarders, shipping agents, etc. are 

able to raise their concerns and obtain feedback. They could also communicate their ideas through LNCCI 

or by mail. 

A1.3 Who chairs this governance 

structure? 

 

Deputy Prime Minister is a Head of NTFC (Decision No 48/PM, 2018) 

Vice Minister of Industry and Commerce is a head of TFCS (Decision No. 001/NTFC, 2018) 

Vice governor of a province is a Head of PTFC (Decision No 48/PM, 2018) 

Minister of Finance is the Chair of LNSW (Agreement on the Implementation and Activities of the 

Development and Operation of the Lao National Single Window system (LNSW), 2015). 

A2. Level of automation 

It is not feasible for an organization or agency to consider implementing paperless trade systems without the ability to process electronic 

documents, information or data, let alone the subsequent cross-border data exchange. 

A2.1 Electronic systems 

A2.1.1 Has your country implemented 

electronic customs (and other 

services that facilitate customs 

declarations in an electronic 

format)? 

PARTIALLY 

ASYCUDA World is implemented at 31 border crossing points (all international border crossing points (28) 

and 3 SEZ (see A2.1.1.5 below). Supporting documents could be attached to the electronic declaration in 

scanned versions, but are not stored within the system. 
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If yes, please answer A2.1.1.1–

A2.1.1.6.  

 

For some of the traders, ASYCUDA is only accessible at the customs terminals, while others are able to 

establish a direct connection through the LDC private fiber optic network (DTI), having undergone specific 

training and certification procedure. As of now, over 2000 traders were trained / certified to use ASYCUDA. 

A2.1.1.1 Does it have the capability to 

receive, process and issue 

documents electronically? 

 

PARTIALLY 

Customs declaration shall be submitted electronically through ASYCUDA.  

While Lao Customs Department has computerized its initial declaration processing, which allows filing of 

customs declarations electronically, it still requires a subsequent paper submission of the declaration (on 

the specific paper form) and the supporting documents (while advance lodging of electronic declaration is 

allowed in ASYCUDA up to 7 days before arrival of goods, the printout of the electronic declaration along 

with the physical copies of the supporting documents, including transport documents are required to be 

submitted to Customs for face-vetting or validation before allowing their processing in ASYCUDA. It means 

that in practice, even if the import declaration has been submitted electronically before the arrival of goods, 

pre-arrival processing is not allowed until after submission of hard copies of the documents).  

Supporting documents are attached to the electronic declaration in the scanned rather than data format. So 

submitted supporting documents are not stored. 

While processing is partially electronic, authorizations are still issued on paper. 

All documents of relevance to customs clearance have to be stored on paper for post-clearance audits and 

similar checks. 

According to the TRS 2019, risk management is occasionally carried out independently of ASYCUDA 

determination. As explained by the Government, this happens since the risk profiles were not yet updated. 

However, the work in this area is ongoing, and the updates are expected to be introduces in the first quarter 

of 2022. 

A2.1.1.2 Is it integrated with an electronic 

payment system? 

 

PARTIALLY 

Customs duties and charges, as well as the taxes due, are payable through SMART TAX system at some 

19-20 (out of 28) international border crossing points.  

As of the moment, SMART TAX does not cover fees related to the clearances conducted by other 

authorities / costs of licenses (including those processed through the LNSW). These other fees / service 

fees are payable via service units or electronic system of the 2 banks: BCEL and LDB, which include BCEL 
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e-Banking, BCEL One, LDB Corporate Banking, cash, money transfer and cheques. The expansion of 

SMART TAX to cover these additional charges is worked on. 

For checkpoints without Smart Tax system, the payment for declaration fees is made to customs officers, 

customs duties and other charges are paid to officers of National Treasury or through the banking system. 

After the payment, the payment evidence is submitted to Treasury officers at the checkpoint to record in 

Payment Module in ASYCUDA 

Integration with EASY TAX system (a type of a payment switch, will permit connecting to more banks, 

mobile payment operators, etc. (https://laovoices.com/lao-development-banks-easy-tax-service-launched/) 

is expected in a near future. 

Integration of data on the internal taxes due into TAXRIS 

(http://taxservice.mof.gov.la/websquare/websquare.do) system with the possibility of deferred payments or 

deductions, is also expected to be introduced in the near future, at least for certain economic operators 

(namely those having implemented good accounting / book keeping standards). 

A2.1.1.3 Does it have the ability to 

authenticate users electronically? 

 

YES 

The system utilizes ID and password issued through ASYCUDA, as well as a captcha. 

There are plans to advance user authentication / to introduce e-signatures (PKI) in the future (the feasibility 

study was conducted and Report on Implementation of Feasibility Study on Inclusion of Electronic Signature 

in ASYCUDA (and LNSW) was prepared by the MCT ICT Research Institute; technical committee in charge 

of the development is being formed; the consultations are ongoing; however, no exact deadline could yet be 

reported and there might be a need in financial support). Some of the stakeholders indicated the lack of 

readiness in the trading community to adopt the PKI. 

A2.1.1.4 Does it ensure data/document 

security? 

 

PARTIALLY 

ASYCUDA system includes user authentication and asymmetric encryption. 

Customs are connected to LCD through private fiber optic network. The same network is / will be used by 

the LNSW to the international border crossing checkpoints (for now – for the connection with FB1/ 

Thanaleng international border crossing checkpoint). 

Private fiber optic networks are also used for payments to ensure their security. 

Nevertheless, the equipment / technologies used are about a decade old and might need an upgrade. 

https://laovoices.com/lao-development-banks-easy-tax-service-launched/
http://taxservice.mof.gov.la/websquare/websquare.do
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A2.1.1.5 What is the percentage of trade 

covered under this system? 

 

99% of international trade. 

ASYCUDA is currently used at all (28) international border crossing points and in 3 SEZ (out of 12 SEZ), 

namely Savanh Logistic Park (ICD), JoBoumee (SEZ - Thakek), Phonsary (SEZ) - Saysettha Industrial 

Development Zone - Vientiane Logistic Park.  

International border crossing checkpoints named by the authorities are: 

I. Laos- China 

1. Boten – Bohan International Border Checkpoint (Luangnamtha Province) 

2. Lantui – Meungkham International Boder Checkpoint X Phongsaly Province) 

II. Laos-Thailand 

1. FB4 Checkpoint Huayxai – Xienkhong (Bokeo) 

2. FB1 Checkpoint VTE-Nongkhai 

3. Railway Checkpoint Thanaleng-Nongkhai (VTE) 

4. FB2 Checkpoint Savanhnakhet – Moukdahan 

5. FB3 Checkpoint Khammuan – Nakhonphanom 

6. Vangtao – Sokmek (Champasak) 

7. Triangle Golden – Sophuak (Bokeo) 

8. Paksan – Buengkan (Bolikhamsay) 

9. Phoudou – Phoudo (Xayaburi) 

10.  Namngen – Huaykon (Xayaburi) 

11. Namhueng – Nakazung (Xayaburi) 

III. Laos – Vietnam 

1. Daensavanh – Laobao (Savanhnakhet) 

2. Lalai – Lalai (Saravanh) 

3. Panghok – Taijang (Phongsari) 
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4. Namsoiy – Nameo (Huaphan) 

5. Namkan – Numkan (Xienhkhouang) 

6. Namphao – Kaojeo (Bolikhamxay) 

7. Phoukuea – Berer (attapeu) 

8. Naphao – Jalor (Khammuan) 

IV. Laos – Cambodia 

1. Nokkhien – Tapienkien 

V. Airport Checkpoints 

1. Luangprabang  

2. Vattay (VTE) 

3. Pakse 

4. Savanhnakhet 

There are other 2 types of border crossing points with lesser trade significance (according to Art. 3(16) of 

the Customs Law (2020), these are local customs checkpoints and traditional customs checkpoints). 

ASYCUDA is not used by them. Customs procedures of relevance to these checkpoints are regulated by 

the Instruction on Export and Import Management of Goods and Belongings via Local and Traditional 

Border Checkpoints.13 

The exact number / list of local and traditional border crossing checkpoints (where the ASYCUDA is not 

used) was not provided. Re-classification of local and traditional border crossing checkpoints into 

international ones requires the agreement of the border state (could not be done unilaterally). 

A2.1.1.6 Are community partners / 

stakeholders connected to it 

electronically? 

 

YES 

The traders (including freight forwarders and shipping agents, connect to ASYCUDA through direct 

connection using fiber optic network (Direct Trade Input (DTI)) or could fill in electronic form(s) at the border 

crossing points. They also receive updates by email provided upon registration. 

The ASYCUDA system is connected to the LNSW trough the LCD fiber-optic network.  

 
13 https://www.laotradeportal.gov.la/kcfinder/upload/files/Legal_1593397231.pdf  

https://www.laotradeportal.gov.la/kcfinder/upload/files/Legal_1593397231.pdf
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A2.1.2 Has your country implemented 

electronic port systems (including 

air, sea, road, rail, and inland 

ports)? 

 If yes, please answer A2.1.2.1–

A2.1.2.6. 

PARTIALLY 

Private Dry Port/ICD (Inland Container Depot) in Savannakhet, operated by Savan Logistics (hereinafter – 

“Savan”), is providing a wide range of cargo storage (including bonded warehouse (CFS/CY)) and customs 

clearance services (through ASYCUDA), as well as electronic data management through “Inland Container 

Data Management Systems” (ICDMS), Inland Container Data Management System for Dry Port, and risk 

management system14. LNSW connection is being established. 

Private Sokxay bonded warehouse in Vientiane has been recently established and is operated by Sokxay 

Chalern Logistics Sole CO.,LTD15 (hereinafter – “Sokxay”). Connection to LNSW has not been agreed on 

yet. 

Thanaleng dry port (TDP)16 and Vientiane Logistics Park (VLP) (jointly operated) in Dongphosy village, 

Hadxaifong district, Vientiane by Vientiane Logistics Park Company Limited under the 50-years-long BOT 

arrangement. Thanaleng Dry Port (TDP) is a class one dry port of international importance, approved by the 

UNESCAP through Resolution No. 69/7 on the Intergovernmental Agreement on Dry Ports adopted in 

Bangkok on May 1, 2013.17 TDP tops the list of development priorities in the Lao National Logistics Strategy 

from 2016 to 2025 adopted under PM decree No. 158/Government dated May 27, 2015. 

The following constraints of relevance to dry ports were reported: No legislation/regulation/standard on dry 

port as a tool for development and management by government; Unclear understanding among relevant 

government sector/stakeholders, resulting in confusion and overlapping roles and mandates; Lack of 

understanding of port / dry port operation, supply chain, logistics by the private sector.18 

The development of dry ports / promotion of their services is explicitly addressed in the 9th NSEDP. 

A2.1.2.1 Does it have the ability to receive, 

process and issue documents 

electronically? 

Savan: PARTIALLY 

Electronic customs declarations could be received through ASYCUDA. 

Establishment of connection with LNSW was not requested yet. 

 
14 http://www.savanlogistics.com/our-integrated-services/  
 
15 https://www.sokxaylogistics.la/bondedwarehouse  
 
16 http://thanalengdryport.com/  
 
17 https://eccil.org/lao-pdr/thanaleng-dry-port-vientiane-logistics-park-bolster-laos-logistics-link-land-link-transformation-effort/  
18 https://www.unescap.org/sites/default/files/3_Lao%20PDR_Dry%20Ports%20and%20the%20national%20strategy%20on%20freight%20transport.pdf  

http://www.savanlogistics.com/our-integrated-services/
https://www.sokxaylogistics.la/bondedwarehouse
http://thanalengdryport.com/
https://eccil.org/lao-pdr/thanaleng-dry-port-vientiane-logistics-park-bolster-laos-logistics-link-land-link-transformation-effort/
https://www.unescap.org/sites/default/files/3_Lao%20PDR_Dry%20Ports%20and%20the%20national%20strategy%20on%20freight%20transport.pdf
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Within the Data Management Systems at ICD DRY PORT: 

• Data of container Inspection by Gram Software Solutions 

• Mobile and tablet application by Gram Software Solutions 

• Weight is recorded in Real Times 

• Monitoring by Savan Logistics & Customs Officer 

 

Sokxsay: PARTIALLY  

Odoo Fleet software is used. There is also a dedicated mobile application. 

First phase of interfacing with LNSW has been initiated where SOKXAY can retrieve manifest data from 

LNSW. 

Thanaleng dry port (TDP) and Vientiane Logistics Park (VLP): PARTIALLY 

Connected to ASYCUDA. 

Interfacing with LNSW is requested. Relevant analysis is being conducted by the LNSW. 

Truck registration form and pre-arrival manifest forms are available on the website, could be filled in and 

transmitted by email.19 

A2.1.2.2 Is it integrated with an electronic 

payment system? 

Savan and Thanaleng dry port (TDP) and Vientiane Logistics Park (VLP): PARTIALLY 

With SMART TAX for the payments related to customs clearance through ASYCUDA 

A2.1.2.3 Does it have the ability to 

authenticate users electronically? 

Savan: YES 

Sokxay: YES, through Odoo Fleet and own electronic system 

Thanaleng dry port (TDP) and Vientiane Logistics Park (VLP): YES 

A2.1.2.4 Does it ensure data/document 

security? 

NO INFORMATION 

 
19 http://thanalengdryport.com/routes/  
 

http://thanalengdryport.com/routes/
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A2.1.2.5 What is the percentage of trade 

covered under these systems? 

NO INFORMATION 

A2.1.2.6 Are community 

partners/stakeholders connected 

to it electronically? 

Savan: YES (it is possible) 

Sokxay: YES (it is possible) 

Thanaleng dry port (TDP) and Vientiane Logistics Park (VLP): YES (it is possible) 

A2.1.3 Has your country implemented 

electronic licenses, electronic 

permits and electronic 

certificates? (Please fill out the 

appendix for this question.) 

 

PARTIALLY 

E-CO20 (Electronic certificate of origin), including ATIGA Form D (Cyberia, DIMEX / MOIC), ensuring 

interoperability with LNSW is envisaged for the future. 

Vehicle import licences (LNSW, DIMEX / MOIC) 

Vehicles technical permits, except for tractors (LNSW, DOT / MPWT) 

Petroleum and gas import license (LNSW, DIMEX / MOIC) 

The digitalization of permits and licenses issued by MAF and MOH is expected in the near future (LNSW, 

MAF and MOH), the cooperation of these agencies with BIVAC Laos is ongoing, the respective MOUs 

between LCD and MAF / MOH are awaited. In particular: 

Timber and Timber Products (LNSW, MAF, DIMEX / MOIC) – being elaborated 

Rice (LNSW, MAF) – being elaborated 

Import Permit for Plant/Plant Product and prohibited Articles (LNSW, MAF) - LNSW is waiting for feedback 

from MAF (Department of Agriculture) after making a demonstration of LNSW system 

Notification Letter for Animal/Aquatic/Animals-Fisheries commodity (LNSW, MAF) – same as above 

Food (LNSW, MOH) - import license, to be piloted in the near future, MOU between the LCD and MOH 

awaited 

Narcotic (LNSW, MOH) - envisaged, MOU between the LCD and MOH is awaited 

Psychotropic Substance (LNSW, MOH) - envisaged, MOU between the LCD and MOH is awaited 

 
20 https://www.laotradeportal.gov.la/index.php?r=site/display&id=994, Decision on the issue of Electronic Certificate of Origin No. 0369/MoIC.DIMEX, dated 26 February 2016 

https://www.laotradeportal.gov.la/index.php?r=site/display&id=994
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Controlled Drugs (LNSW, MOH) - envisaged, MOU between the LCD and MOH is awaited 

Controlled Chemical (LNSW, MOH) - envisaged, MOU between the LCD and MOH is awaited 

Cosmetic (LNSW, MOH) - envisaged, MOU between the LCD and MOH is awaited 

Traditional Medicine (LNSW, MOH) - envisaged, MOU between the LCD and MOH is awaited 

Health Supplement (LNSW, MOH) - envisaged, MOU between the LCD and MOH is awaited 

Drug (LNSW, MOH) - envisaged, MOU between the LCD and MOH is awaited 

Medical Device (LNSW, MOH) - envisaged, MOU between the LCD and MOH is awaited 

Packaging Material (LNSW, MOH) - envisaged, MOU between the LCD and MOH is awaited 

Raw Material (LNSW, MOH) - envisaged, MOU between the LCD and MOH is awaited 

See Appendix 1. 

Implementation of TDA (under the ACTS) and the ASEAN’s E-phyto are also planned for the future.  

A2.1.4 Has your country implemented 

any cross-border trade systems 

other than those specified above? 

 If yes, please answer A2.1.4.1–

A2.1.4.5. 

YES 

In April 2016, the MOIC (DIMEX) launched an electronic Certificate of Origin (e-CO) system, which was 

developed for them by a local IT company, Cyberia Co. Ltd. The e-CO system allows exporters to apply for 

Certificates of Origin online, which includes the ATIGA Form D (Director Generals within the MOIC are 

authorized to sign Certificates of Origin and the ASEAN Secretariat has the specimens of all signatories. 

Once received, ATIGA Form D can be scanned and uploaded to ASYCUDA World, but the hard copy 

document is still required)21. 

A2.1.4.1 Does it have the ability to receive, 

process and issue documents 

electronically? 

PARTIALLY 

The MOIC can approve Certificates of Origin through the system, which must then be printed (by the 

exporter), signed (by a Director General) and stamped (by MOIC officer)22. 

A2.1.4.2 Is it integrated with an electronic 

payment system? 

NO 

The payment has to be done upon collection of the CO in the MOIC physically. 

 
21 https://pdf.usaid.gov/pdf_docs/PA00TD5N.pdf  
 
22 https://pdf.usaid.gov/pdf_docs/PA00TD5N.pdf  

https://pdf.usaid.gov/pdf_docs/PA00TD5N.pdf
https://pdf.usaid.gov/pdf_docs/PA00TD5N.pdf
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A2.1.4.3 Does it have the capability to 

authenticate users electronically? 

YES 

Upon submission of online requests. 

A2.1.4.4 Does it ensure data/document 

security? 

YES 

A2.1.4.5 What is the percentage of trade 

covered under these systems? 

90% for Vientiane, about 60% nationally 

A2.1.5 What is your country’s targeted 

timeline to cover all trade 

transactions through these 

systems (i.e., e-customs, e-port, 

e-certificates, e-licenses, e-

permits and others)? 

No clear timeline or deadline is yet in the view, implementation is ongoing. 

 

A2.2 Has a single window system been 

implemented in your country to 

expedite cargo movement 

/clearance and to facilitate the 

international trade supply chain? 

If yes, please answer A2.2.1–

A2.2.4. If no, please answer 

A2.2.5. 

PARTIALLY 

Lao National Single Window (LNSW) is partially implemented, in FB1 / Thanaleng international border 

crossing checkpoint, with select permits from the MOIC and MPWT covered so far. 

Graduate expansion to the other international border crossing checkpoints points is expected but slowed 

down by the COVID Pandemic. The next 3 international border crossing points to be covered are Thakhek 

(Khammouane); Savannakhet (Savannakhet); and Pakse (Champasack) border crossing points (borders 

with Thailand and Viet Nam). 

The expansion of scope / number of the covered authorities is also expected. The work is ongoing with the 

MAF (in particular, for export of tinder goods) and the MOH. The MOUs between LDC and MAF / MOH have 

to be signed to start operation once technical details are cleared. More licenses from the MAF and MPWT 

(technical vehicles) are expected to be connectable in 2022 (see A2.1.3 for more details). 

The LNSW in Thanaleng is used by 30-35% of users only. Lately the number of users further decreased 

compared to the average numbers registered prior, because of COVID. As of now, 331 companies have 

registered to use the system, however, only 142 of those actually used it. The low usage is attributed, at 

least in part, to impossibility to pay the LNSW fees through SMART TAX (due to the issue in the fee 

structure, requiring declarant to pay Kip 20.000 extra in the case of the transfer). 
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A2.2.1 How does it receive data 

electronically, i.e., what kind of 

user interface and communication 

channel is used (Internet-based 

network or dedicated/secured 

private network)? 

LNSW is a web platform. Internet-based network (secured) is used for user access. The system is 

connected to LCD / border crossing points (for now – FB1/ Thanaleng) through private fiber optic network. 

A2.2.2 Does it support a paperless 

environment? 

YES  

A2.2.3 How many agencies are 

connected to the single window? 

Please list them. 

As of now, only 2 agencies are partially connected – the MOIC and the MPWT. 

Connection of the other 2 agencies – the MAF and the MOH, is imminent. The work with MCT is planned to 

be undertaken next. 

Other agencies with roles of relevance to issuance of varied trade-related authorizations, the connection of 

which to the LNSW is planned, are, notably, MONRE and MPI.  

A more detailed list of all the agencies potentially concerned could be found in the Agreement on the 

Implementation and Activities of the Development and Operation of the Lao National Single Window system 

(LNSW) 

A2.2.4 Who operates this system? LNSW is a Joint Venture between the Lao PDR Ministry of Finance and BIVAC (LAO) CO., LTD, in charge 

of operating the Single Window import, export and transit operations in Lao PDR. 

By Ministerial Decree of November 10, 2013, Lao PDR government, conceded to LNSW Joint Venture, the 

setting up and operation of the Single Window for all cross-border activities, as a Public-Private Partnership. 

The JV agreement is, however, not public. 

BIVAC (LAO) is part of this partnership as shareholders (75% share). 

BIVAC (LAO) is therefore the local integrator and operator in the framework of the LNSW in Lao PDR.23 

 
23 https://www.laonsw.net/web/epermitsv2/presentation-structure  

https://www.laonsw.net/web/epermitsv2/presentation-structure
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A2.2.5 What is your country’s future plan 

and the targeted timeline to 

implement a single window 

system? 

Lao PDR has implemented the NSW at the border post Friendship Bridge 1 / Thanaleng (2021)24. In future 

Lao PDR plans to extend the NSW system to all international checkpoints.25. The 2022 implementation 

deadline was set26, but does not appear to be realistic anymore. 

A3. Information and communications technology infrastructure for paperless trade 

Good information and communications technology (ICT) infrastructure is an essential element of an efficient paperless trade system. The primary 

function of the network is to serve as a secure channel for information exchange between the participating parties. The lack of Internet service 

could be one of the obstacles to full implementation of a trade facilitation system when the business process is incomplete due to missing parties 

in network connectivity.  

There are various options of network, such as multiprotocol label switching (MLPS), Internet protocol (IP), virtual private network (VPN) and 

secure hypertext transfer protocol (HTTP). Regardless of the choice of options, the network should allow connectivity and interoperability 

between heterogeneous platforms and support various protocols and exchange paradigms within a secure operating environment. It is not 

uncommon that different stakeholders have different levels of computerization and systems on different platforms. To ease integration, 

interfacing and interoperability between these systems, a single window system which connects them needs to support interface with 

heterogeneous systems. 

Putting in place a strategic plan to address ICT infrastructure issues and a disaster recovery plan should be part of a business continuity plan. It 

is essential to ensure the effects of operating disruptions are properly mitigated. 

A3.1 Is network service available at all 

border posts, including ports, 

airports and cargo clearance 

facilities, in your country? 

If not, what is your country’s 

future plan and targeted timeline 

to connect the stakeholders of the 

PARTIALLY  

The network service is available, but the connection occasionally lacks stability. An informal mechanism of 

communication between the border crossing points and the LDC headquarters, addressing the issue, has 

been put in place. There is also a risk of power outages, which is addressed through installation of the 

electrical power generators at the border crossing points (so far – limited to those with high volume of 

trade). 

 
24MoF_Announcement n0163 to all EOs & all Products must use LNSW January 27,2021. LCD Official Announcement of the use LNSW. No. 04146. May 23,2019. 

25 Notification on Re-implementation of LNSW system from DoT. No. 01643. January 23,2020.  

26 http://www.laotradeportal.gov.la/kcfinder/upload/files/Final%20TF%20Road%20Map%202017-22%20(English%20version).pdf (page 36, Sl. No. 12) 

http://www.laotradeportal.gov.la/kcfinder/upload/files/Final%20TF%20Road%20Map%202017-22%20(English%20version).pdf
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logistic and supply chain, 

including controlling agencies? 

A3.2 Are any of the systems mentioned 

in A2.1, “Electronic systems”, 

connected via a common or single 

network? 

If yes, please answer A3.2.1–

A3.2.6. 

ASYCUDA is connected through fiber-optic private network of the LCD 

LNSW is connected to ASYCUDA through fiber-optic private network of the LCD.  

LNSW is connected to other agencies and the trading community using cloud computing and subject to 

https protocol. 

LNSW is expected to get connected to the disaster recovery data center (the MCT LEED Data Center) 

through computer cloud. 

A3.2.1 Is it integrated and secure? 

 

Both ASYCUDA and LNSW take measures to ensure security of users’ data. Among those: user 

authentication (login, password, captcha), usage of https protocol, data encryption, restricting access to 

information, timely addressing the reported data breaches, regular data backups. In addition, the LNSW 

maintains a Firewall to secure is network as well as protection setup against DDOS attack. 

A3.2.2 Is it able to provide a high 

availability rate of minimum 99.9 

per cent in terms of service level 

agreement for trade data 

exchange in paperless 

environment? 

The availability of both systems is ensured (subject to the internet connectivity issues). However, no other, 

more precise, information was provided.  

No service level agreements were concluded. The scope / particularities of the services provided by the 

LNSW to the trading community and terms of its interaction with the Government agencies are reflected in 

the JV agreement between the Government and BIVAC Lao and the MOUs concluded by the LCD with the 

line ministries to be connected to the LNSW. Neither of these instruments is public.  

A3.2.3 Is it able to support various 

communication protocols? 

YES 

ASYCUDA World is fully compatible with all forms of data exchange with any external software27. 

Respective compatibility of LNSW is also ensured, through use of the SOAP protocol, among others. 

A3.2.4 Is it able to provide secure 

information exchanges that 

ensure confidentiality and data 

integrity? 

PARTIALLY 

Security breaches occurred / were reported by the users but are promptly addressed through system 

updates. 

 
27 https://asycuda.org/en/software/  

https://asycuda.org/en/software/
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A3.2.5 Is it designed to take into account 

future requirements such as 

device and technology upgrades? 

 

YES 

The modularity and low-risk development of the ASYCUDA means that new or advanced components can 

be added on at any time to suit the needs of a given country. Such add-on modules can cover a full range of 

Customs business features that are defined according to specific national and regional priorities28. 

The LNSW is using E Biscus29 and ATOS30 as the software provider. Responsiveness to the future 

requirements could be ensured. 

The development of APIs to facilitate interlinkage between ASYCUDA and LNSW is anticipated. At this 

stage, cost estimations from the UNCTAD are awaited. The progress of the project, which is very much 

awaited by the trading community, might be impeded by the budgetary constraints.  

A3.2.6 If any of the above (A3.2.1–

A3.2.5) is lacking, what is your 

country’s future plan to upgrade it 

and what is the targeted timeline? 

No targeted timeline / deadline could be provided at the moment. 

Better interconnection between ASYCUDA and LNSW (through APIs), incorporation of electronic signature 

in ASYCUDA user authentication process, and further progress in enhancing data security are planned. 

A3.3 Is the single window system, if 

implemented, interoperable with 

other systems?  

 

YES 

LNSW is interoperable with ASYCUDA (through the manifest reference number). There is a plan to 

streamline such interoperability (through APIs). It is not yet interoperable with the ASW, but establishment 

of such interoperability is planned for the future. 

A3.3.1 

 

Is it able to integrate, interface 

and/or interoperate with other 

existing heterogeneous systems 

(i.e., with systems on a different 

platform)? 

YES 

Integration, interfacing, interoperation are all possible if requested by the Government / LCD 

A 3.3.2 If it does support (i.e., is 

interoperable with) heterogeneous 

LNSW is using web service with SOAP protocol 

 
28 https://asycuda.org/en/software/ 

29 https://www.e-biscus.eu/  
 
30 https://atos.net/en/industries/central-government/tax-treasury-and-customs  

https://asycuda.org/en/software/
https://www.e-biscus.eu/
https://atos.net/en/industries/central-government/tax-treasury-and-customs
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systems, what is the method of 

integration/interfacing? 

A3.4 Strategic plan to address ICT infrastructure issues  

A3.4.1 Does your country have a 

strategic plan to address ICT 

infrastructure issues (for 

paperless trade)? 

 

YES 

ICT Strategic Plan 2016-2025 sets ambitious targets with respect to solving of the ICT issues and 

advancing e-government agenda among others.31 

The 9th NSEDP, under its Outcome 5, 1., Output 1: Infrastructures improved for national, regional and 

international connectivity to facilitate production, services, trade and investment, inter alia, provides that 

“Focus should be placed upon developing and upgrading […] telecommunication and postal services to 

enable internal connectivity, and connectivity with neighbouring countries, the region, and beyond in a 

targeted and coherent manner”. Among the relevant targets of the Plan (with the implementation deadline 

set for 2025), refers to: 

1) IPv6 technical upgrade and trial project with local and international Internet service providers 

(2) Technical and security improvement project for the national Internet service code management system 

(.LA) and Lao 

(3) Feasibility study and construction of a national internet backup centre project 

(4) Project to establish a backup registry system at the national Internet backup centres in the Northern and 

Southern regions 

(5) Project to improve the web hosting system to increase security and ability to accommodate the growth of 

users 

(6) Project to improve the colocation system to be able to accommodate consumption growth 

(7) Cloud system extension project to support modernisation 

(8) Project to establish the National Data Exchange Centre for the public sector 

(9) Government network improvement and expansion project 

(11) High-speed Internet centre infrastructure development project connecting the Sub-region (CLMV) 

(12) Project to establish connection points for the inbound and outbound telecommunication transmission 

system 

(13) Procurement and installation of the electricity system for Dongphosy information backup centre 

 
31 https://drive.google.com/file/d/0B3GQoCR_FJhldHo1M3RmT2pwOWc/view?resourcekey=0-ded0huvAZkkxHIG36R3hTw  

https://drive.google.com/file/d/0B3GQoCR_FJhldHo1M3RmT2pwOWc/view?resourcekey=0-ded0huvAZkkxHIG36R3hTw
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(14) Project to improve the Dongphosy centre to become a backup centre.  

A number of measures aimed at enhancing the ICT infrastructure of relevance to paperless trade are inscribed 

into the 5 Years Financial Sector Digitalization Development Plan (2021-2025). Among them the upgrade of 

Sever Room and Network Equipment of FB1, Computers and Printer Procurement of Custom Checkpoints; 

Procurement of Essential Equipment to Support ASYCUDA for Provincial Custom Office; Procurement of 

Essential Equipment to Support Smart Tax System, etc.  

A.3.4.2 If not, what is your country’s 

future plan and targeted timeline 

to establish a strategic plan? 

N/A 

A3.5 Disaster recovery  

A3.5.1 Is there a policy for the 

establishment of a disaster 

recovery plan at the agency level? 

PARTIALLY 

Selected stakeholders reported having taken disaster recovery measures (some of which are confidential). 

Among those – MCT and, in particular, LANIC (which has its own DRC); as well as LCD/MOF (as part of the 

disaster recovery efforts, LCD completed the establishment of the Disaster Recovery Center (DRC) at 

Thanaleng Customs Checkpoint with a fast fiber-optic link to Customs HQ).  

The LNSW developer, BIVAC, reported to have 3-prone disaster recovery strategy, including testing and 

negotiations related to establishment of a disaster recovery data center in the MCT (earlier – MOST) LEED 

data center outside of Vientiane. Other measures include local data backup (the data is replicated very 4 

hours) and Cloudfare. 

A3.5.1.1 If yes, please indicate the level of 

implementation for the disaster 

recovery plan (specify percentage 

of agencies). 

While more concrete information is not available, the key agencies already involved in the paperless trade 

appear to be taking certain disaster recovery measures. 

A3.5.2 Is there a policy for the 

establishment of a disaster 

Lao PDR is seeking to implement the Sendai Framework for Disaster Risk Reduction (2015-30)32 , which 

targets substantial reduction of “disaster damage to critical infrastructure and disruption of basic services 

[…], including through developing their resilience by 2030”. 

 
32 https://www.preventionweb.net/files/66874_reportlaosnationaldrrworkshopfinal.pdf, p. 3. The Framework could be found here: 

https://www.preventionweb.net/files/44983_sendaiframeworksimplifiedchart.pdf  

https://www.preventionweb.net/files/66874_reportlaosnationaldrrworkshopfinal.pdf
https://www.preventionweb.net/files/44983_sendaiframeworksimplifiedchart.pdf
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recovery plan at the national 

level? 

 

However, neither the National Strategic Plan for Disaster Risk Reduction (2010-2020)33 nor the Law on 

disaster management34 specifically address aspects of relevance to technology and / or paperless trade. 

The cited instruments mostly deal with humanitarian consequences of the disasters / their liquidation, not 

the ICT. 

A3.5.2.1 If yes, please indicate whether the 

disaster recovery plan is 

implemented at the national level. 

Overall, the Hyogo Framework for Action (HFA) report analyzing [natural] disaster recovery measures taken 

by Laos was last submitted for the period of 2013-2015 and shows moderate progress in implementation of 

such measures35. 

The implementation of the ICT disaster recovery measures is ongoing and / or planned. It is facing certain 

budgetary constraints. Plans/ measures appear to be still lacking on the level of line ministries. 

A3.5.3 If there is no policy for the 

establishment of a disaster 

recovery plan, what is your 

country’s future plan and targeted 

timeline to set up a disaster 

recovery plan? 

No exact timeline could be provided, but the importance to resort to such measures is recognized. 

A3.6 Does your country have a 

business continuity plan for 

paperless trade systems? 

 

No regulations, standards, or guidelines for business continuity management in time of disaster have been 

identified in Lao PDR36. 

There are backup generators for the cases of possible electricity supply failures at select border crossing 

points37, as well as at the LNSW facilities. 

The dedicated laws and regulations provide for fall back solution on manual recording of information at the 

time of customs clearance as a fallback solution.38 

 
33 https://reliefweb.int/sites/reliefweb.int/files/resources/disaster-mgmt-ref-hdbk-lao-pdr2021.pdf and https://data.opendevelopmentmekong.net/library_record/strategic-plan-on-disaster-risk-

management-in-lao-pdr-2020-2010-and-action-plan-2003-2005  

34 https://disasterlaw.ifrc.org/sites/default/files/media/disaster_law/2021-03/DM%20Law%20Unofficial%20Translation.pdf  

35 https://reliefweb.int/sites/reliefweb.int/files/resources/disaster-mgmt-ref-hdbk-lao-pdr2021.pdf , pp. 72-74 (excerpts). 
36 https://openjicareport.jica.go.jp/pdf/1000023401.pdf  

37 https://documents1.worldbank.org/curated/en/802311470315381253/pdf/107458-AM-P101750-PUBLIC.pdf . Details / statistics pertaining to the activities of LaoCERT in 2020 could be found at 

pp. 186 – 193. 

38 Instruction on Management and Inspection of Goods, belongings and transporters, No.06602/LCD. 

https://reliefweb.int/sites/reliefweb.int/files/resources/disaster-mgmt-ref-hdbk-lao-pdr2021.pdf
https://data.opendevelopmentmekong.net/library_record/strategic-plan-on-disaster-risk-management-in-lao-pdr-2020-2010-and-action-plan-2003-2005
https://data.opendevelopmentmekong.net/library_record/strategic-plan-on-disaster-risk-management-in-lao-pdr-2020-2010-and-action-plan-2003-2005
https://disasterlaw.ifrc.org/sites/default/files/media/disaster_law/2021-03/DM%20Law%20Unofficial%20Translation.pdf
https://reliefweb.int/sites/reliefweb.int/files/resources/disaster-mgmt-ref-hdbk-lao-pdr2021.pdf
https://openjicareport.jica.go.jp/pdf/1000023401.pdf
https://documents1.worldbank.org/curated/en/802311470315381253/pdf/107458-AM-P101750-PUBLIC.pdf
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A3.6.1 If yes, is it regularly tested at an 

established frequency? 

The generators are subject to occasional tests. 

A3.6.2 If not, what is your country’s 

future plan and targeted timeline 

to develop a business continuity 

plan? 

Other relevant measures might be introduced in the future. No plan exists yet. 

A4. Security 

The confidence of users to replace paper-based document with electronic information or data depends to an extent on the security of the 

information technology system that manages electronic data. 

A4.1 Is there an information technology 

security policy for your country? 

If yes, please specify. 

PARTIALLY 

The National Cybersecurity Strategy is being developed. 

LaoCERT was created in February 2012 for performing security oversight over the ICT plan, establishing 

good security governance, fostering security – conscious conduct, etc.  

LaoCERT is a member of APCERT since 2014. LaoCERT is a coordination center of cyber security within 

Laos and also a focal point for cooperation with international CERT organizations in the field of cyber 

security. LaoCERT is responsible for incident handling, cyber security protection, disseminating information 

security and awareness raising for ensuring the cyber safety to all citizens, government agency and private 

organizations include education institute, banks, internet service providers, etc in Laos PDR. 39 

Rules related to information technology (IT) security could be, inter alia, found in: 

1) The Law on Electronic Data Protection, No. 25 / NA, dated 12 May 201740; 

2) Law On Resistance and Prevention of Cybercrime No. 61/NA, dated 15 July 201541 

3) Guidelines on Computer Systems Security No. 3623, dated 11 December 201742  

 
39 https://www.apcert.org/documents/pdf/APCERT_Annual_Report_2020.pdf  
40 http://laoservicesportal.net/index.php?r=site%2Fdisplaylegal&id=289, Law on Electronic Data Protection No. 25/NA, May 12, 2017 

41 http://laoservicesportal.net/index.php?r=site%2Fdisplaylegal&id=216  

42 http://laoservicesportal.net/index.php?r=site%2Fdisplaylegal&id=293  

https://www.apcert.org/documents/pdf/APCERT_Annual_Report_2020.pdf
http://laoservicesportal.net/index.php?r=site%2Fdisplaylegal&id=289
http://laoservicesportal.net/index.php?r=site%2Fdisplaylegal&id=216
http://laoservicesportal.net/index.php?r=site%2Fdisplaylegal&id=293
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4) Guideline on the establishment, development and management on website in security approach no. 

2088/MPT, dated 16 August 201943  

The Tsubame Sensor packet traffic monitoring system44 has been installed, and the information security 

system of the National Internet Centre has been improved in accordance with ISO27001.45 

A4.2 If any of the systems mentioned in 

A2.1, “Electronic systems”, have 

been implemented, what kind of 

security measures are in place to 

protect them from unauthorized 

access? 

PARTIALLY 

The authentication mechanism (user login, password, captcha) is established for ensuring security of 

information transmitted electronically between intended parties or systems, confidentiality is protected by 

restricting access to the data to specially trained employees / public officials concerned only, private fiber 

optic network is used for the exchange of information where possible.  

In addition, LNSW is also using Cloudfare to protect its system from DDOS attacks. 

Efforts reinforcing security of network infrastructure within the MOF are inscribed in 5 Years Financial Sector 

Digitalization Development Plan (2021-2025). Among them: improvement of the network infrastructure and 

security (in the 2 phases), including Private LAN (PFLAN) Employment in essential departments and Hiring 

expert and network devices; establishment of the Fiber Optic (Leaseline) Line to all budget units; Upgrading 

LAN and WIFI Networks; and hiring PFWAN. 

A4.3 What kind of authentication 

mechanism is used to ensure 

security of information transmitted 

electronically? 

To ensure confidentiality of data exchange between any two intended parties or system, HTTPS is 

employed by the LNSW. The data in ASYCUDA is encrypted. 

According to MCT, the work on electronic [digital, PKI] signature has progressed and e-signatures are 

already used (internally) by the MCT, BOL, and MOFA. Other interested agencies might address MCT to 

obtain digital signatures for their use. Several private companies have also obtained and are using Laotian 

public digital signatures. 

A4.4 What kind of communication 

protocol is used for electronic 

data exchange currently? 

IPv4 . IPv6 is currently tested. LNSW also reported to be using SOAP 

 
43 http://laoservicesportal.net/images/download/Legal_Lao_2019090510093140.pdf, Guideline on the establishment, development and management on website in security approach no. 2088/MPT, 

dated 16 August 2019 

44 https://www.apcert.org/about/structure/tsubame-wg/index.html  
45 9th NSEDP, p. 29, available at https://laofab.org/document/download/4870 

http://laoservicesportal.net/images/download/Legal_Lao_2019090510093140.pdf
https://www.apcert.org/about/structure/tsubame-wg/index.html
https://laofab.org/document/download/4870
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A4.5 What is your country’s future plan 

and targeted timeline to enhance 

the security level in A4.1 and 

A4.2? 

ICT Strategic Plan 2016-2025 refers to a number of actions enhancing the ICT security, expected to be 

implemented before 2025. 

A5. Business process re-engineering 

Failure to review and re-engineer a manual procedure/process in the development of an electronic system will often lead to inefficiency of the 

system. It will jeopardize integration/interfacing with other systems if business processes across the board are not streamlined to ensure the 

seamless flow of information. Implementation of an electronic system often begins with parallel processing of paper documents, but the ultimate 

goal is to discontinue the usage of paper documents.  

A5.1 Have the stakeholders in your country conducted re-engineering and streamlining of business processes to support paperless trade or a national 

single window:  

A5.1.1 At the agency level? (Please list 

them.) 

NO 

Government agencies are replicating their paper-based procedures electronically upon connection to LNSW 

so far. Among other things, stakeholders named legal requirements with respect to submission / processing 

of paper documents as an impediment to a change. While the Customs Law, as revised in 2020, establishes 

clear functional equivalence between paper and electronic documents, requirements to submit paper copies 

are indeed still contained in by-laws.  

BIVAC is conducting a gap analysis when developing solutions for connecting new Government agencies to 

the LNSW. This analysis includes potential re-engineering solutions. However, so far, the agencies prefer to 

try out the system as is and postpone these modernizations to the future. 

A5.1.2  At the national level? NO 

No identifiable measures were taken in the paperless trade domain yet, however, business process 

reengineering agenda is coherent with priorities identified in the Prime Minister Order No. 02 /PM, dated 01 

February 2018, on Improvement of Regulations and Coordination Mechanism for Doing Business in Lao 

PDR, in particular – the tasks assigned therein to the MOIC: 

1.2 Assigned the Ministry of Industry and Commerce to perform as following: 

1.2.2 To take the initiative in collaboration with relevant parties involved with activities prescribed in the 8th 

indicator: Trading across borders indicator in order to reform the legislations and procedures on application 
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for import and export licensing of goods across borders ensure streamlining and shortening the import and 

export licensing processes with the aim of reducing time for import and export at least 50% by 2019, 

particularly: 

(1) Collaborate with Finance sector, Public Health sector, Public Work and Transport sector, Agriculture and 

Forestry sector, Science and Technology sector, Energy and Mine sector, Press, Culture and Tourism 

sectors, Banking sector and other concerned sectors to urgently study and consult in order to further reduce 

unnecessary procedures, time and documents of import and export licensing of goods; 

(2) Collaborate with Finance sector to reform the clearance procedures of import and export of goods at the 

border checkpoint to ensure more simplified and expeditious, which procedure that are not unnecessary 

procedure shall be removed; […] (emphases added). 

The 9th NSEDP, in the relevant part, calls the relevant agencies to “Coordinate on regulations and 

procedures for issuing licenses and permits, and certificates for the import and export of goods to be more 

simplified and agile, aiming to reduce the time required for export and import formalities by at least 50% and 

reduce the cost and documentation requirements for exports and imports by at least 30% by 2022 in 

accordance with the Trade Facilitation Roadmap of Lao PDR2017-2022. If it is found that the regulations, 

procedures, processing time, cost and documentation requirements for issuing licenses, permits and 

certificates are deemed unreasonable and duplicating, they shall be amended or eliminated”. 

To add, an example of an early-stage re-engineering could be found in the processes leading to 

establishment and maintenance of the Lao Trade Portal (https://www.laotradeportal.gov.la). As reported by 

the World Bank, this exercise “immediately disrupt[ed] the status quo. Ministries with contradicting 

regulations were forced to reconcile inconsistencies in a massive streamlining effort. This ensured that only 

final, polished versions of regulations were posted on the portal. For procedures that had previously been 

either unformalized or nonexistent, new protocols were created”.46 

A5.2 Has your country implemented 

any paperless trade transactions? 
YES 

 
46 https://documents1.worldbank.org/curated/en/130451468496680412/pdf/106942-WP-TradeStoryEnglishDraftJuly-PUBLIC.pdf , p. 11. 
 

https://www.laotradeportal.gov.la/
https://documents1.worldbank.org/curated/en/130451468496680412/pdf/106942-WP-TradeStoryEnglishDraftJuly-PUBLIC.pdf


 

 
 

102 

A5.2.1 If yes, what kind of transactions 

have been implemented, and 

what type of electronic documents 

are exchanged? 

 

▪ Customs Declaration (ACDD) –submission through ASYCUDA (LCD / MOF) 
▪ Electronic [preferential] certificate of origin (E-CO), including ATIGA Form D – submission through 

the electronic system developed by Cyberia Co47 (DIMEX / MOIC) 
▪ Imports license for vehicles and petroleum – submission through LNSW (DIMEX / MOIC) 
▪ Vehicle technical permit – submission through LNSW (DOT/ MPTC) 
▪ [LNSW] Customs manifest –submission through LNSW (LCD / MOF) 
▪ [ASYCUDA] Customs manifest – submission through ASYCUDA (Manifest module) (LCD / MOF) 
▪ T1 Customs manifest – submission through ASYCUDA (LCD / MOF) 
▪ The MOF 5 Year Financial Sector Digitalization Development Plan (2021-2025) provides for the 

implementation of the E-Manifest System for Temporary Entry and Consignments 

A5.2.2 If not, what is your country’s 

future plan and targeted timeline 

to do away with paper-based 

documents? 

The process is still largely at its launch; thus, no clear timeline could be established.  

A6. Data harmonization and standardization  

Data compatibility is one of the main issues that needs to be addressed in various connectivity projects in and around the region. Thus, if data 

harmonization and standardization can be carried out as early as possible, seamless data exchange will be achieved without compatibility issues 

especially if it is based on international standards. 

A6.1 Has data harmonization and standardization been conducted for the data elements for paperless trade: 

A6.1.1 At the agency level? 

 

PARTIALLY 

WCO data model, version 3.7, is used by the LCD and the BIVAC (LNSW). 

A6.1.2 At the national level? PARTIALLY 

WCO data model is relied on by certain agencies (see A6.1.1) 48. 

Certain data harmonization / standardization steps might be expected to be taken during the implementation 

of the recent (2021) Decision on technical standards for E-government Systems Integration No 531/MPT. 

Among other things, this legal instrument defines interconnection standard, data exchange standard, storage 

and presentation standard and security standards.  

 
47 http://ecolao.gov.la/  
48 http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/tools/data-model/global-adoption-of-the-wco-data-model_en.pdf?la=en  
 

http://ecolao.gov.la/
http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/tools/data-model/global-adoption-of-the-wco-data-model_en.pdf?la=en
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A6.1.3 If yes, has a data model been 

adopted and is it based on 

international standards/guidelines 

such as the United Nations Rules 

for Electronic Data Interchange 

for Administration, Commerce and 

Transport, United Nations Code 

for Trade and Transport 

Locations, Core Component 

Technical Specification, core 

component library and/or the 

World Customs Organization Data 

Model? 

The WCO 3.7 data model is relied on. 

According to Art. 2 of Additional Instruction 04145/CD49, “The goods transport document shall consist of data 

set out in the international trade data standard, namely World Customs Organization Data Model which has 

the following basic data: receiver, sender, transport type, date of transport and movement, product type, 

weight, quantity”. 

A7. Capacity-building 

Capacity-building is an ongoing activity in most projects but is important particularly at the outset to ensure stakeholders have a common 

understanding of the project and their respective roles and responsibilities to make it a success. 

A7.1 Has your country conducted any 

awareness programme and/or 

workshop to ensure the 

stakeholders, including 

government agencies and traders, 

have a common understanding on 

paperless trade as well as their 

respective roles to help realize 

cross-border paperless trade data 

exchange? 

 

YES 

The new users of ASYCUDA must undertake training upon their registration. Need-based training activities 

are also ensured. About 2000 users were trained so far. 

LNSW conducts regular training activities, has published videos and manuals on its website (in Lao) - 

limited to the use of the current features of the LNSW. Both government officials (customs officers and the 

staff of the Government agencies [to be] connected to the LNSW) and private sector (traders, customs 

brokers, etc.) are targeted by the trainings. Moreover, LNSW representatives are present the 

FB1/Thanaleng border crossing point and are expecting to establish permanent presence at the other 

border crossing points as soon as they will be connected to the system. 

A7.2 Do the stakeholders of cross-

border trade in your country fully 

understand the single window 

approach? 

NO 

 
49 https://www.laotradeportal.gov.la/index.php?r=site/display&id=1742  

https://www.laotradeportal.gov.la/index.php?r=site/display&id=1742
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The lack of understanding / acceptance of the approach is particularly present among public sector 

stakeholders, including customs officers. This generates a need in continuous and broad scale training 

activities, as well as in the permanent presence of the LNSW representatives at the border crossing points. 

A7.3 Has your country conducted any 

awareness programme or 

workshop on single window? 

YES 

LNSW conducts regular training activities. 737 individuals were trained since the launch of the LNSW. The 

training needs are reflected in the MOUs signed by the LCD / MOF and each connected agency. They are 

also influenced by the rotation of customs officers (every 3 months). The trainings are conducted at BIVAC’s 

Lao own training facilities and on site. Extensive training needs were new and not foreseeable for BIVAC, and 

are normally not a part of their business model. 

An awareness-building campaign of a broader scale, supported by the ASEAN and several development 

partners, was conducted upon the elaboration of the LNSW concept, in 2011-2012. 

A7.4 What is your country’s future plan 

and timeline to enhance capacity-

building for cross-border 

paperless trade data exchange? 

Training activities related to the implementation of the ASYCUDA and the LNSW are expected to continue, 

for the LNSW, in particular, with each expansion to the new border crossing checkpoint, and upon 

introduction of the new or updated features. 

The Government also expects that the Paperless Trade Readiness study could help raising consumer 

awareness upon its translation into Lao / broad dissemination among stakeholders. 

A8. Other matters  

A8.1 Computer literacy 

A8.1.1 What is the level of computer 

literacy in the trading community 

in your country as a whole to 

support electronic transactions? 

(70–100%=high, 20–

69%=medium, 0–19%=low)  

High  

A8.1.2 Are they ready to accept changes 

arising from re-engineered 

business processes in 

implementing paperless trade 

systems? 

YES  

Private sector stakeholders have demonstrated significant enthusiasm with respect to transition to paperless 

trade. Some of them have already rendered certain aspects of their operations paperless, however, still 

generate / keep paper copies of documents for the purposes of the B2G interactions, inspections, etc.  
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A8.2 Budget constraints 

A8.2.1 Does your country encounter 

budget constraints in 

implementing paperless trade 

systems? 

YES  

Significant budget constraints exist. Those mostly related to establishment / upgrade of the ICT 

infrastructure (including connectivity and hardware) and capacity building (in both - public and private 

sector). 

A8.2.2 If yes, what is your country’s 

future plan to overcome this 

financial constraint and what is 

the targeted timeline? 

YES 

So far, the Government relies on the revenue collected through fees paid by the users of paperless trade 

systems; competitive JV Arrangements (for example, the JV (PPP) with BIVAC Laos for the implementation 

of the LNSW); as well as on the support from development partners. For instance, ASYCUDA is supported 

by the World Bank technical assistance project; the MOF 5 Years Financial Sector Digitalization 

Development Plan (2021-2025) relies on the following sources of funding: Modernization Fund of MOF; 

Technical Fund of LCD; Loan and Grant from WB; Loan from Republic of Korea, and Loan and Grant from 

China.50  

 

B. National status towards cross-border data exchange 

No. Questions Elaboration on status/issues/future plan 

Ideally, all stakeholders of cross-border trade should be on board the cross-border data exchange project to bring forth full benefits. In this respect, it is 

important that their information technology systems support cross-border data exchange. A single window system is meant to connect systems of the 

stakeholders via a single point of connectivity providing more efficient integration/interfacing. Likewise, a national single window, which acts as the national 

single point of connectivity, will ease integration/interfacing for cross-border data exchange with dialogue partners. 

B1. Electronic systems 

B1.1 If any of the systems mentioned in 

A2.1, “Electronic systems” have 

been implemented, what 

PARTIALLY 

Only one of the 3 electronic systems of relevance to paperless trade implemented so far, the e-CO, partially 

supports cross-border data exchange. There is a plan to connect the LNSW to the ASW in the future. 

 
50 Ministerial Decision on Endorsement of 5 Years Financial Sector Digitalization Development Plan (2021-2025) no 4614/MoF, dated 21 September 2021. 
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percentage support cross-border 

data exchange? 

B2. Single window system 

B2.1 If a single window system 

mentioned in A2.2 has been 

implemented, does it support 

cross-border data exchange? 

NO 

Not yet. 

B2.2 If yes, does it function as the 

national single window, which acts 

as the national single point of 

connectivity for any cross-border 

data exchange with other dialogue 

partners? 

NO 

Not yet, but this is planned for the future. 

When business process re-engineering is done on domestic procedures/processes for paperless transactions at the national level, it has to take into 

consideration requirements for cross-border data exchange whereby paper documents will not be exchanged across borders. 

B3. Business process re-engineering 

B3.1 If your country has implemented 

paperless transactions at the 

national level, as mentioned in 

A5.2, has re-engineering and 

streamlining of business processes 

been conducted to support cross-

border data exchange? 

NO 

Not yet. Connection of the LNSW to ASW is planned for the future. 

The regular TRS (the latest one having taken place in 202051), are of certain relevance as they provide 

recommendations ad cation plans aimed at streamlining import and export licensing processes as well as the 

customs clearance proper. 

B3.2 If not, what is your country’s future 

plan and targeted timeline to 

develop a regional business 

These issues are expected to be addressed gradually. No exact relevant plan or timeline is available. 

 
51 https://www.laotradeportal.net/index.php?r=site/display&id=2357  

https://www.laotradeportal.net/index.php?r=site/display&id=2357
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process for cross-border data 

exchange? 

If data harmonization and standardization is done based on international standards which are adopted by most organizations or countries in the region, it will 

minimize changes in the national system process and database structure when implementing cross-border data exchange electronically. 

B4. Data harmonization and standardization 

B4.1 Has data harmonization and 

standardization been conducted 

based on international 

standards/guidelines, such as the 

United Nations Rules for Electronic 

Data Interchange for 

Administration, Commerce and 

Transport, United Nations Code for 

Trade and Transport Locations, 

single window recommendation of 

the United Nations Centre for 

Trade Facilitation and Electronic 

Business, to support cross-border 

paperless trade data exchange? 

PARTIALLY 

WCO data model, version 3.7, is used by the LCD and the BIVAC (LNSW). No other data harmonization and/ 

or standardization measures were conducted. 

 

B4.2 If not, what is your country’s future 

plan and targeted timeline to 

minimize changes in your system 

process and database structure for 

cross-border data exchange 

electronically? 

No clear timeline is yet set / could be provided. Stakeholders lack awareness / understanding of data 

harmonization issues. 

 

B5. International transit 

The issues transit traders face under the current international transit procedure in many countries in the region include the following: 

(a) Repetitive submission of a customs transit declaration at entry to every country of transit;  

(b) A security document needs to be registered at every country of transit. 
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To address the above issues, the following could be considered: 

(a) A single customs transit declaration to be valid for the whole transit route: data and information of the customs transit declaration could be 

submitted and approved at the country of departure and shared across borders with the countries of transit and the country of destination. 

(b) A single guarantee to be valid for the whole transit route: relevant data/information of the guarantee could be registered at the country of 

departure and shared across borders with countries of transit and the country of destination.  

If single stop inspection is done by all controlling agencies in the exporting country and data of the inspection results are shared with the importing 

country, it will definitely expedite cargo clearance. 

B5.1 Has the country implemented a 

paperless customs declaration for 

national transit procedures 

(inbound transit, outbound transit, 

inland transit)? 

NO 

According to LCD notification on transfer of goods, No. 0749 /CTD, dated: 24 February 200752, detailed 

customs declaration for national transit of goods is introduced. The instrument is paper-based and shall be 

submitted at the border customs checkpoint where the goods are imported with the following supporting 

documents: (1) Copy of documents of the guarantee approval, issued by the Customs Department; (2) The 

power of attorney for the transportation of goods from the representative of the transportation or the buyer 

(consignee) or seller (consignor);(3) Copy of documents issued by the Customs Authority of the origin country 

(the exporting country); (4) Invoice, packing list, and shipping documents; (5) The license from the relevant 

authorities (for those goods subject to control and prohibition); (6) In the case that there are many transit 

countries, there should be a copy of the transit documents of the last transited country.  

B5.2 Has the country implemented a 

paperless customs declaration for 

international transit? 

NO 

Guideline on the ASEAN Customs Transit System (ACTS), No, 3143/MOF, dated 26 November 202053, is in 

effect but not implemented. The instrument provides for TAD (transport accompanying document) - customs 

declaration form for declaration of goods in the ASEAN Transit System. 

According to Article 8 of the Guideline, target international customs checkpoints to implement the ASEAN 

Customs Transit System (ACTS) include: 

1. International Customs Checkpoint, Friendship Bridge I, Vientiane Capital; 

2. Nam Pao International Customs Checkpoint, Bolikhamxay Province; 

 
52 https://www.laotradeportal.gov.la/index.php?r=site/display&id=644 
 
53 https://www.laotradeportal.gov.la/index.php?r=site/display&id=2136 

https://www.laotradeportal.gov.la/index.php?r=site/display&id=644
https://www.laotradeportal.gov.la/index.php?r=site/display&id=2136
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3. International Customs Checkpoint, Friendship Bridge II, Savannakhet Province; 

4. Dansavanh International Customs Checkpoint, Savannakhet Province; 

5. Nong Nok Khien International Customs Checkpoint, Champassak Province. 

6. International Customs Checkpoint, Friendship Bridge IV, Bokeo Province. 

 

Special (paper-based) procedures appear to also be introduced through bilateral arrangements, for instance, 

between Lao PDR and Viet Nam54. 

The Law on Customs (2020) provides for an option of submission of electronic customs transit declaration 

(“The customs declarant, the transport operator or the agent shall present the customs transit documents to 

customs officers at the customs border checkpoint of arrival in the prescribed paper or electronic form”). 

On 23 November 2021, MOF issued Instruction on Management and Inspection of Goods, belongings and 

transporters, No.06602/LCD, which, inter alia, deals with transit of goods by the new Lao-Chinese Railway. 

Among the other things, the Instruction specifies the role of the Boten and other internal stations checkpoints 

in the transit and provides for equipping all the stations with ASYCUDA.  

 
54 https://www.laotradeportal.gov.la/kcfinder/upload/files/Transit%20English-Lao.pdf 

https://www.laotradeportal.gov.la/kcfinder/upload/files/Transit%20English-Lao.pdf
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B5.2.1 

 

If yes, is the customs regime in 

your country able to support the 

implementation of a single customs 

transit declaration and single 

guarantee valid for the international 

transit route taking into 

consideration the following: 

(i) To agree on a guarantee 

registered at the country of 

departure, covering the highest 

duty amount calculated based on 

the duty rate of each country in the 

transit route, to be valid and 

accepted throughout the transit 

route? 

(ii) To agree on a 

regional/subregional format and 

content of the single guarantee? 

 

NO 

 

Not yet. As according to Article 11 Exchange of information through the ACTS system, “The exchange of 

information through the ACTS system must be authenticated and recorded in the system and can be 

connected in real time between the customs authorities of the country of origin, transit country and destination 

country”. 

 

Chapter 3 of the Guideline establishes certain rules concerning the guarantee. 

B5.2.2 

 

If not, what is your country’s future 

plan and targeted timeline to 

address this issue? 

No particular plan is in place. The Government as well as the private sector (for instance, LIFFA) are engaged 

in the consultations on transit with the ASEAN partners, notably, implementation of ACTS (extension thereof 

to Mekong region). 

The 9th NSEDP, under its Outcome 5, 1., Output 1: Infrastructures improved for national, regional and 

international connectivity to facilitate production, services, trade and investment, inter alia, provides that 

“Focus should be placed upon developing and upgrading transport infrastructure, transit and transportation 

services […] to enable internal connectivity, and connectivity with neighbouring countries, the region, and 

beyond in a targeted and coherent manner. This should be done through systematic monitoring of the 

efficiency of logistics services with an aim to develop Lao PDR into an important transit point for the 

transportation of goods”.  
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Vision 2030,55 among other things, provides for the development of international transit of agricultural 

products.  

B5.3 Has your country implemented a 

one-stop inspection system by all 

controlling agencies at the borders 

at the time of exit/export? 

 

PARTIALLY 

While some stakeholders reported that the border inspections are normally conducted by the customs and other 

authorities concerned together in practice, the others have not shared the same view and have reported that 

customs, plant quarantine, food and drug inspections are not conducted jointly. Meanwhile, the joint MOU 

between LCD, FDD, DOA, & DOLF on the implementation of risk management and joint border inspection 

which was signed on 13 December 2021. Currently, the joint SOP for implementing the risk management 

framework and joint inspection is under discussion. 

As far as single stop inspection in the understanding of the joint inspection between the country pairs is 

concerned, it is only implemented at one border crossing point (Savanakhet / Lao Bao (Viet Nam)). However, 

according to some stakeholders, implementation of the joint inspection at this particular border crossing 

junction (Common Control Area (CCA)) has now been suspended. No further plans in this respect are made, 

in particular, since other neighbouring countries appear to restrict single stop inspection options in their 

legislation so far.  

The Customs Law (2020) ensures the legal underpinning for both types of one-stop / joint inspection in its Art. 

36 (4 and 5): 

“In the event that a joint inspection of goods with other related agencies is required at customs border 

checkpoints, warehouses or places designated by the Customs Administration, Customs shall collaborate 

with such agencies to conduct a joint inspection in accordance with the roles, rights and responsibilities of 

each agency; 

Where, in accordance with the terms of the arrangements between the customs administrations of Lao PDR 

and the customs administration of a neighbouring country, a joint inspection is to be conducted, the physical 

inspection of goods at the Common Control Area shall be conducted in accordance with such arrangements”. 

Art. 37 of the same law provides for an option of the physical inspection by the customs authorities in “a 

Common Control Area between the Customs Administration of the Lao PDR and the Customs Administration 

of the neighbouring countries”. 

 
55 https://rtm.org.la/wp-content/uploads/2017/08/Vision2030-and-10-Year-SocioEconomic-Dev-Strategy-2016_2025-LAO.pdf  

https://rtm.org.la/wp-content/uploads/2017/08/Vision2030-and-10-Year-SocioEconomic-Dev-Strategy-2016_2025-LAO.pdf
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B5.3.1 If yes, are the inspection results 

shared with the importing country? 

YES 

When the inspections are conducted jointly. 

B5.4 If not, is there any intention to 

implement a single-stop inspection 

and what is the timeline? 

The inquiries were made to the other neighbouring countries, for instance, Thailand. It appears that the 

legislation in effect in these countries might prevent them from engaging in a single-stop inspection jointly with 

Lao PDR.  

B6. Awareness programme 

Awareness programmes are important for stakeholders to understand how cross-border data exchange could be carried out to reduce their anxiety 

and prepare them to address any issues that may arise.  

If a country lacks the expertise to carry out business process analysis, data harmonization and simplification, system development, project 

management, etc., it may look for technical assistance from external parties. 

B6.1 Does your country have an awareness programme (for example, capacity-building, training, workshops) for stakeholders to have a better 

understanding of the following issues? 

B6.1.1 How could cross-border data 

exchange be implemented? 

 

PARTIALLY 

Only with respect to the ATIGA Form D (training material is available online).  

There are no other cross-border data exchange mechanism implemented yet. Upon their implementation, 

stakeholder training for both – public and private sector – would become necessary. 

B6.1.2 Potential business transactions and 

documents for cross-border data 

exchange? 

NO 

Not yet. 

B6.1.3 Methods of identifying inhibitors 

that need to be addressed? 

NO 

Not yet 
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B6.2 If your country has not conducted 

any awareness and capacity-

building programmes related to 

B6.1.1–B6.1.3, what is your 

country’s future plan and targeted 

timeline to conduct an awareness 

programme? 

No exact timelines were identified, however, the capacity building programmes would be necessary with the 

progress of the cross-border data exchange. Technical assistance requests related to capacity building of 

partial relevance to the issue were made (for instance, in the context of implementation of the WTO TFA56) 

B6.3 Does your country have the 

capacity to carry out the following:  

(a) business process analysis;  

(b) data harmonization and 

simplification;  

(c) system development; and  

(d) project management? 

According to the stakeholders, assistance is needed for building capacity across all the 4 areas identified. 

B7. Other matters 

Some countries which are ready for cross-border data exchange may not be willing to participate in a pilot project. One of the reasons is a lack of 

trust in the economic operators of their dialogue partners. If your economic operators are able to comply with the authorized economic operator 

scheme and are mutually recognized by their dialogue partners, it will expedite cross-border data exchange. 

B7.1 Authorized Economic Operator (AEO)  

B7.1.1 In general, what is the level of 

compliance of traders in your 

country (high, medium or low)? 

Medium 

B7.1.2 Has the authorized economic 

operator scheme been 

implemented in your country? 

PARTIALLY 

The implementation of the AEO scheme has just started. The regulation is ensured, inter alia, through the 

Customs Law 2020 (however, newly revised implementing legislation issued on its basis might be needed) 

 
56  
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 Lao Customs has already launched an Authorized Economic Operators (AEO) program with the assistance of 

WB (IFC) and has also conducted rigorous training of its staff with the WCO help recently. It however requires 

continued support in capacity building of its staff and the private sector for developing a robust system of 

AEO regime57. 

Further donor support in the implementation, notably from the WB, IMF, and WCO (which have already 

supported the programme in the past) is sought. 

B7.1.2.1 If yes, how extensive is the 

implementation in terms of the 

percentage of economic operators 

registered for the scheme? 

The implementation has just started, with only 1 economic operator registered so far. A number of operators 

have, however, reported to have registered for the participation in the programme. Consultations with 

economic operators with respect to the criteria set in the legal framework to enhance their participation are 

expected to be held in the near future.  

The work is entrusted to the new dedicated division within the LCD – Risk management and filing division. 

B7.1.3 Is your country ready to sign any 

mutual recognition agreements for 

authorized economic operators 

with dialogue partners? 

NO  

Not yet, as AEO scheme is not yet implemented. The MRAs are envisaged for the future. 

According to Art. 47 of the Law on Customs, “Lao and foreign AEOs shall benefit from the privileges under 

the Mutual Recognition Arrangements between the two countries' customs administrations”. 

In the preparatory stage, it is useful to assess the readiness of stakeholders to accept changes arising from cross-border data exchange and the availability of 

funds for any potential cross-border paperless trade project. 

B7.2 Are the stakeholders and the trade 

community ready to accept 

changes arising from the re-

engineered processes towards 

cross-border data exchange?  

● Regulatory agencies 

● Agents/customs brokers 

● Traders 

PARTIALLY 

During the consultations, majority of the stakeholders demonstrated overall support with respect to paperless 

trade and cross-border data interchange, with private sector (notably traders and financial institutions) 

showing utmost enthusiasm. 

Nevertheless, stakeholders appear to still lack understanding of paperless trade, and, even more so, cross-

border paperless data exchange processes. Some reluctance with respect to re-engineering was also 

occasionally shown. 

 
57 https://docs.wto.org/dol2fe/Pages/SS/directdoc.aspx?filename=q:/G/TFA/NLAO3.pdf&Open=True p.4 

https://docs.wto.org/dol2fe/Pages/SS/directdoc.aspx?filename=q:/G/TFA/NLAO3.pdf&Open=True
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● Port community  

● Financial institutions 

● Other (please specify) 
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B7.3 Has your country’s government 

budget provisioned for the 

transition to cross-border paperless 

trade data exchange? 

 

PARTIALLY 

No allocations explicitly devoted to transition to cross-border paperless trade data exchange were reported. 

However, select elements contributing to the area are streamlined in the policy, strategy, vision and planning 

instruments of the Government. For instance, MOF Action Plan for 2021-2027. 

Moreover, certain elements of relevance to establishment of cross-border paperless trade data interchange 

are addressed under the technical assistance projects supported by the development partners, for instance, 

World Bank (Lao PDR’s Competitiveness & Trade Project (LCTP)58) 

B7.3.1 If not, what is your targeted 

timeline? 

 

No exact timeline could had been identified during the consultations.  

Measures contributing to transition to cross-border paperless trade included in varied policy, strategy, vision 

and planning instruments of the Government, each of which features deadline for completion. 

For instance: 

the measures provided for in the Trade Facilitation Roadmap are expected to be implemented by 2022 (the 

follow up Trade Facilitation strategy is to be developed for the subsequent 5-year-long period (2022-2027) 

the JV underlaying the PPP between the Government and BIVAC Lao PDR is set to expire in 2022, but might 

be renewed and / or amended 

the MOF 5 Year Financial Sector Digitalization Development Plan (2021-2025) reflected the relevant 

measures to be implemented within the period of 2021 – 2025 

the WTO TFA commitments of Lao PDR, included in the Category C, notably under: Art. 3 Advanced ruling; 

Art. 7.2 Electronic payments; Art. 7.4 Risk Management; Art. 7.5 Post-clearance Audit; Art. 7.8. Expedited 

Shipments; 8. Border agency cooperation; Art. 10.2 Acceptance of copies; Art. 10.3 Use of international 

standards; Art. 10.4 Single window; Art. 10.7 Common Border Procedures and Uniform Documentation 

Requirements; Art. 11 Transit; Art. 12 Customs cooperation, do not yet have definite implementation dates 

notified. Moreover, for the measures under 7.2, 10.4, and 12, no donor was yet identified. 

Sharing information on a country’s preferences on the prioritized documents for cross-border data exchange can help identify potential participants having the 

same or similar preferences to work together on pilot projects. 

B7.4 
Is your country considering cross-

border data exchange for any of 
 

 
58  
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the documents and related 

processes? (Y=Yes, N=No. Please 

select the top five prioritized 

documents) 

(i) Seaway bill 

(ii) (Advance) Manifest 

(iii) Customs transit 
declaration 

(iv) Transit bond 

(v) Phytosanitary certificate 

(vi) Sanitary certificate 

(vii) Fumigation certificate 

(viii) Convention on International 
Trade in Endangered 
Species of Wild Fauna and 
Flora certificate 

(ix) Certificate of origin 
(preferential) 

(x) Certificate of origin (non-
preferential) 

(xi) Pharmaceutical certificate 

(xii) National standard and 
quality certificate 

(xiii) International Organization 
for Standardization (ISO) 
and other international 
standards and quality 
certificates 

(xiv) Certificate for medical 
devices 

 

 

 

iii. LDC / MOF and MPWT, % of trade not reported 

 

v. MAF, % of trade not reported 

vi. MOH, % of trade not reported 

 

 

 

ix. DIMEX / MOIC, % of trade not reported 
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(xv) Certificate of electrical and 
electronic components, 
equipment and products 

(xvi) Dangerous Goods List  

(xvii) Material safety data sheet 

(xviii) Letter of credit 

(xix) Bill of lading 

(xx) Invoice  

(xxi) Packing list 

(xxii) Import permit 

(xxiii) Others (please specify) 

 

 

NB: xxiii – the whole range of supporting documents, which might include instruments listed under xviii – xxi, 

LDC/ MOC, DIMEX/ MOIC and line ministries (notably MAF, MOH, MONRE, etc.), ALL trade 

B7.5 For each of the five prioritized 

documents identified in B7.4, 

please provide/specify further 

information on the following: 

document name; implementing 

agency; and percentage of the 

paperless documents and related 

processes. 

PLEASE SEE ABOVE 
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Appendix 1: Forms for implementation of paperless trade by the other government agencies   

1.1. C/O (DIMEX / MOIC) 

Name of ministry or agency   DIMEX / MOIC 

Permit type IL = import licence 

EL = export licence 

C/O = certificate of origin 

SC = sanitary / health certificates 

PS = phytosanitary certificates 

OT = other types 

 

 

1. Has business process re-engineering been 

conducted and completed? 

Completed* 

[ X ] 

Ongoing 

[ ] 

Not conducted 

[ ] 

Don’t know [ ] 

1.1. If it is on-going, when is it going to be completed? 

[ Year/Month ]  

1.2. If it is not implemented, is there a plan to conduct it? 

[ ] Yes [ ] No [ ] Don’t know 

1.3. If 1.2 is yes, when is it going to commence? 

[ Year/Month ]  

Please provide further 

information, such as website, 

date of implementation, etc. 

The COO was introduced in April 

2016 

https://ecolao.gov.la/ 

*In essence, the paper-based 

process used before was in part 

digitized. However, eCO system 

can be pure 100% if there is an 

https://ecolao.gov.la/
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agreement from FTAs partners to 

go online for Certificate of origin. 

2. Has e-application (capability to receive, 

process and issue document electronically) 

been implemented? 

Fully implemented 

[ ] 

Partially implemented 

[ X ] 

Not implemented 

[ ] 

Don’t know [ ] 

2.1. If it is not implemented, is there a plan to implement it? 

[ ] Yes [ ] No [ ] Don’t know 

2.2. If 2.1 is yes, when is it going to be implemented? 

[ Year/Month ] 

2.3 If it is implemented, how the supporting documents are being submitted? 

[ X ] MSD = Manual Supporting Documents 

[ X ] EDHC = Electronic Declaration/Application but hard copy still required 

[ ] any other methods (Please specify_____________________________)  

Please provide further 

information, such as website, 

date of implementation, etc. 

The system allows exporters to 

apply for Certificates of Origin 

online, including the ATIGA Form 

D. Exporters have to print them 

and take them to the MOIC to be 

signed and stamped. The 

originals of supporting 

documents are presented before 

signing. 

3. Has e-application been connected to the e-

customs system and/or the single window? 

e-customs system 

[ ] 

Single Window 

[ X ] (ASW) 

Not connected 

[ ] 

Don’t know [ ] 
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3.1. What is the level of integration between e-

application and a single window and/or an e-

customs system, if connected? 

[ X ] Partially connected [ ] Fully connected [ ] 

Don’t know 

Note: Partially connected means electronic 

transfer of information is one-way, while fully 

connected means electronic transfer of 

information is reciprocal between an e-

application and a single window and/or an e-

customs system.  

Please provide further information, such as website, date of implementation, etc. 

The system is connected to ASW. The ASW will be connected to LNSW in the future. The scan of the C/O 

might be attached to the ASYCUDA electronic submission as a supporting document; however, the original 

C/O would have to be provided at customs clearance phase. 

ATIGA Forms D are not received through the system. Different channel is used by the MOIC. 

4. Is e-payment available for the e-application? Yes 

[ ] 

No 

[ X ] 

Please provide further 

information, such as website, 

date of implementation, etc. 

The payment is made upon the 

receipt of the physical 

documents in the DIMEX / MOIC 

4.1. What are the available payment options for the e-Application? 

[ ] EFT = electronic funds transfer 

[ ] CD = cash deposit 

[ ] CC = credit card 

[ X ] CSH = cash  

[ ] Other options (please specify_____________________________) 
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1.2. VEHICLE AND Petroleum ILs (DIMEX/MOIC) 

Name of ministry or agency  DOT/ MPWT AND DIMEX/ MOIC 

Permit type  

IL = import licence 

EL = export licence 

C/O = certificate of origin 

SC = sanitary / health certificates 

PS = phytosanitary certificates 

OT = other types 

 

 

1. Has business process re-engineering been 

conducted and completed? 

Completed* 

[ X ] 

Ongoing 

[ X ] 

Not conducted 

[ ] 

Don’t know [. ] 

1.1. If it is on-going, when is it going to be completed? 

 [ Year/Month ]  

1.2. If it is not implemented, is there a plan to conduct it? 

[ ] Yes [ ] No [ ] Don’t know 

1.3. If 1.2 is yes, when is it going to commence? 

[ Year/Month ]  

Please provide further 

information, such as website, 

date of implementation, etc. 

*Available only at FB1/ 

Thanaleng border crossing 

point, vehicle IL piloted since 

2016, implemented since 

January 2021. 
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In essence, the paper-based 

process used before was in 

part digitized. 

2. Has e-application (capability to receive, 

process and issue document electronically) 

been implemented? 

Fully implemented 

[ ] 

Partially implemented** 

[ ] 

Not implemented 

[ X ] 

Don’t know [ ] 

2.1. If it is not implemented, is there a plan to implement it? 

[ ] Yes [ ] No [ ] Don’t know 

2.2. If 2.1 is yes, when is it going to be implemented? 

[ Year/Month ]  

2.3 If it is implemented, how the supporting documents are being submitted? 

[ ] MSD = Manual Supporting Documents 

[ ] EDHC = Electronic Declaration/Application but hard copy still required 

[ X ] any other methods (Please specify) Data forms / Scan of the importation license and other supporting 

documents, verifiable by the unique number)  

Please provide further 

information, such as website, 

date of implementation, etc. 

The submission is electronic 

(but not fully in a data form), 

the resulting permits have to 

still be printed out and validated 

(signed, stamped, etc.) 

3. Has e-application been connected to the e-

customs system and/or the single window? 

e-customs system 

[ ] 

Single Window 

[ X ] (the LNSW) 

Not connected 

[ ] 

Don’t know [ ] 
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3.1. What is the level of integration between e-application and a single window and/or an e-customs system, if connected? 

[ ] Partially connected [X] Fully connected [ ] Don’t know 

Note: Partially connected means electronic transfer of information is one-way, while fully connected means electronic transfer 

of information is reciprocal between an e-application and a single window and/or an e-customs system.  

Please provide further 

information, such as website, 

date of implementation, etc. 

NB that submission of paper 

copies upon customs clearance 

might still be required 

4. Is e-payment available for the e-application? Yes 

[X]  

No 

[ ] 

 

4.1. What are the available payment options for the e-Application? 

[X] EFT = electronic funds transfer 

[ ] CD = cash deposit 

[ ] CC = credit card 

[X] CSH = cash  

[X] Other options (please specify): once connected / available to the LNSW – SMART TAX, EASY TAX) 

Please provide further 

information, such as website, 

date of implementation, etc. 

 

1.3. EL for timber and timber products (DIMEX/ MOIC, DOA/MAF), rice (DOA / MAF); IL for Plant/Plant Product and prohibited Articles (DOA/ 
MAF), Animal/Aquatic/Animals-Fisheries commodity (DOA/MAF), Food (MOH), Narcotic (MOH), Psychotropic Substance (MOH), 
Controlled Drugs (MOH); Controlled Chemical (MOH), Cosmetic (MOH), Traditional Medicine (MOH), Health Supplement (MOH), Drugs 
(MOH), Medical Device (MOH); Packaging Material (MOH); Raw Material (MOH)  

Name of ministry or agency  DOA / MAF, DIMEX / MOIC, MOH 

Permit type IL = import licence 

EL = export licence 

C/O = certificate of origin 
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SC = sanitary / health certificates 

PS = phytosanitary certificates 

OT = other types 

1. Has business process re-engineering been 

conducted and completed? 

Completed 

[ ] 

Ongoing 

[ X ] 

Not conducted 

[ ] 

Don’t know [. ] 

1.1. If it is on-going, when is it going to be completed? 

[ In the near future – end of 2021/ beginning of 2022 (timber), in 2022 - other ]  

1.2. If it is not implemented, is there a plan to conduct it? 

[ ] Yes [ ] No [ ] Don’t know 

1.3. If 1.2 is yes, when is it going to commence? 

[ Year/Month ]  

Please provide further 

information, such as website, 

date of implementation, etc. 

According to the stakeholders 

(DOA / MAF and BIVAC Lao), 

the connection to the LNSW is 

almost ready to be launched. 

The signature of a respected 

MOU between LCD / MOF and 

MAF is awaited. 

2. Has e-application (capability to receive, 

process and issue document electronically) 

been implemented? 

Fully implemented 

[ ] 

Partially implemented 

[ ] 

Not implemented 

[ X ] 

Don’t know [ ] 
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2.1. If it is not implemented, is there a plan to implement it? 

[ X ] Yes [ ] No [ ] Don’t know 

2.2. If 2.1 is yes, when is it going to be implemented? 

[ In the near future – end of 2021/ beginning of 2022 ]  

2.3 If it is implemented, how the supporting documents are being submitted? 

[ ] MSD = Manual Supporting Documents 

[ ] EDHC = Electronic Declaration/Application but hard copy still required 

[ ] any other methods (Please specify_____________________________)  

Please provide further 

information, such as website, 

date of implementation, etc. 

3. Has e-application been connected to the e-

customs system and/or the single window? 

e-customs system 

[ ] 

Single Window 

[ X ] (will be connected 

to the LNSW) 

Not connected 

[ ] 

Don’t know [ ] 

3.1. What is the level of integration between e-application and a single window and/or an e-customs system, if connected? 

[ ] Partially connected [X] Fully connected (expected to be) [ ] Don’t know 

Note: Partially connected means electronic transfer of information is one-way, while fully connected means electronic transfer 

of information is reciprocal between an e-application and a single window and/or an e-customs system.  

Please provide further 

information, such as website, 

date of implementation, etc. 

NB that submission of paper 

copies upon customs clearance 

might still be required 

4. Is e-payment available for the e-application? Yes 

[X] (will be once connected) 

No 

[ ] 
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4.1. What are the available payment options for the e-Application? 

[X] EFT = electronic funds transfer 

[ ] CD = cash deposit 

[ ] CC = credit card 

[X] CSH = cash  

[X] Other options (please specify): once connected / available to the LNSW – SMART TAX, EASY TAX) 

Please provide further 

information, such as website, 

date of implementation, etc. 
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Annex IV. Cross-border paperless trade: a legal readiness checklist: Lao PDR 

 

Introduction 

1. The checklist serves to identify potential legal gaps and highlight what may need to be done to ensure the laws support engagement in cross-border 
paperless trade, as envisaged in the Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific, which was adopted by 
the Economic and Social Commission for Asia and the Pacific (ESCAP) in 2016.  

 

2. It should be noted that the checklist is not intended to assess the readiness of a country to join the Framework Agreement. This treaty contemplates that 
its parties ensure that their legal systems support the use of electronic communications and gradually adapt their laws for the purpose of cross-border 
paperless trade. It is not necessary for Governments to modernize their laws before ratifying or acceding to the Agreement. 59  Paperless trade 
implementation is a work in progress, and the Agreement is a tool meant to support such progress regardless of the level of readiness of a country. 

 

3. In line with the substantive provisions of the Framework Agreement, the checklist organizes legal issues into four major parts as follows: (a) electronic 
transactions and signatures law; (b) laws regarding paperless trade systems; (c) cross-border aspects; and (d) other considerations. Each part is divided 
into sections. In each part and section of the checklist, key legal issues are highlighted, and a list of focus questions is proposed. 

 

4. The checklist is intended for use by all stakeholders involved in paperless trade facilitation and not only for legal specialists. While it includes references to 
legal concepts, it does so in general terms in order to reach a broad audience. Each question should be seen as the starting point for a broader reflection 
on the state of the law in the given area.  

 

5. The term “law” should be understood to include statutes, regulations, administrative measures and any other binding rules. All questions about national 
laws can be applied to subnational laws as appropriate. In completing the checklist, it is recommended that the user indicate, where possible, the legal 
authority for the answers, for example the statute, regulation or other rule relevant to the answers. Some relevant obligations may arise through contracts 
as well. 

 

 
59 Detailed information on the Framework Agreement, including an explanatory note and answers to frequently asked questions, is available at 

www.unescap.org/resources/framework-agreement-facilitation-cross-border-paperless-trade-asia-and-pacific.  

http://www.unescap.org/resources/framework-agreement-facilitation-cross-border-paperless-trade-asia-and-pacific
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6. Additional guidance on how to use this checklist is provided in a separate online guide.60 A number of examples of country reports on readiness assessments 
for cross-border paperless trade carried out by ESCAP are also available online.61 In addition, a general introduction on legal issues related to cross-border 
paperless trade may be found in the ESCAP publication Electronic Single Window Legal Issues: A Capacity-Building Guide.62 

 

 A. Electronic transactions and signatures law  

7. Part I of the checklist is focused on laws related to electronic transactions and electronic signatures. These concerns are addressed either directly or 
indirectly in articles 5, 6 and 7 of the Framework Agreement. In particular, the first three principles included in article 5 (on general principles) represent the 
principles guiding the legislative texts on electronic commerce prepared by the United Nations Commission on International Trade Law (UNCITRAL) and, 
as such, are an expression of international consensus.63 Approximately half of the Governments in Asia and the Pacific have adopted at least one 
UNCITRAL text on electronic commerce.64  

 

8. In order to promote interoperability to the extent possible, similar rules should apply to electronic communications exchanged among commercial operators 
and between commercial operators and public authorities. In the paperless trade facilitation environment, this means that trade-related data exchanged in 
commercial documents may be reused for submission to single windows. This should ensure high data quality with respect to its origin, integrity, accuracy, 
completeness and other characteristics.  

 
 

 

 

 

 
60 https://readiness.digitalizetrade.org  

61 Available at www.unescap.org/resources/readiness-assessments-cross-border-paperless-trade  

62 ST/ESCAP/2636.  

63 The Framework Agreement contains the internationally recognized criteria for these laws, such as non-discrimination of the use of electronic communications 

(the laws apply in the same way, or with the same effect, to paper and electronic documents), technological neutrality (the laws do not specify what technology 

to use to achieve the legal effect) and functional equivalence (electronic documents have the same practical or legal effect as their paper equivalents, even if 

they have different characteristics). 

64 For a list of UNCITRAL texts on electronic commerce, see part III . 

https://readiness.digitalizetrade.org/
http://www.unescap.org/resources/readiness-assessments-cross-border-paperless-trade
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No. Focus questions Response 

Related provisions of the Framework Agreement:  

● Article 5 on general principles. 

● Article 6 on the national policy framework, enabling domestic legal environment and paperless trade committee. 

● Article 7 on the facilitation of cross-border paperless trade and development of single-window systems (more specific questions on the single 
window appear below in part II). 

I.A Electronic transactions law: general principles 

This section is aimed at identifying the general features of electronic transactions law, including whether they implement internationally 

recognized general principles. 

I.A.1 What is the legal status of 

electronic transactions? 

Electronic transactions are recognized as functionally equivalent to paper-based ones, are subject to 

non-discrimination principle.65 

I.A.2 If an electronic transactions law 

exists, is it based on uniform 

models? 

PARTIALLY 

The Electronic Transactions law (2012) is reported to be based on the UNCITRAL Model Law 66 and 

embodies the core principles reflected therein (non-discrimination, functional equivalence, technological 

neutrality). Nevertheless, the text somewhat varies from that proposed in the instrument.  

The revision of the law is planned for 2022 and is coordinated by the Department of Digital Trade (DDT) 

of the MTC in coordination with the public and private sector stakeholders. 

Lao PDR is not a party or signatory of the UNCITRAL Convention on Electronic Communications 2005.67 

I.A.3 What are the conditions, if any, for 

the legal recognition of electronic 

transactions? 

Where a legal rule requires information to be in writing, or provides for certain consequences if it is not, an 

electronic document satisfies that legal rule if the information contained in the electronic document can be 

 
65 Law on Electronic Transactions (2012), Art. 3 (18). 
66 See the status of the UNCITRAL Model Law on E-commerce here: https://uncitral.un.org/en/texts/ecommerce/modellaw/electronic_commerce/status  
67 See the status of the UNCITRAL Convention on Electronic Communications (2005) here: 
https://uncitral.un.org/en/texts/ecommerce/conventions/electronic_communications/status 

https://uncitral.un.org/en/texts/ecommerce/modellaw/electronic_commerce/status
https://uncitral.un.org/en/texts/ecommerce/conventions/electronic_communications/status
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accessed for subsequent reference.68 

 

The Law on Electronic Transactions (2012) does not apply to: 

1) The creation of a will; 

2) Certificates related to births, marriage, divorce, and death; 

3) Documents of title; 

4) The creation, enforcement or certification of the possession of other’s property or power of attorney; 

5) Contracts for the sale, transfer, or other disposition of ownership or any interest in land or immovable 

property; 

6) Petitions under the Law on Petitions; 

7) Bills of exchange, bills of lading, warehouse receipts or any document that entitles the bearer or 

beneficiary to claim the delivery of goods, unless laws and regulations define otherwise.69 

 

In the case of an electronic data interchange (EDI), an electronic contract may be formed where all parties, 

or any of them, use an electronic information system that generates automated messages and will be 

presumed to be bound thereby, whether or not they actually reviewed the terms of the agreement, provided 

that: 

a) The terms of the contract can be reviewed;  

b) The electronic information system used provides an opportunity to prevent or correct errors; 

c) The party using the electronic information system provides the other parties an opportunity to rescind 

the contract, provided that the party seeking rescission has not benefited under that contract70. 

 
68 Law on Electronic Transactions (2012), Art. 13(2). 
69 Law on Electronic Transactions (2012), Art. 6. 
70 Law on Electronic Transactions (2012), Art. 10. 
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I.A.4 Does the law establish functional 

equivalence between paper 

documents and electronic 

communications? 

YES 

Transactions, documents and signatures generated in electronic format and in paper format have equal 

validity71. 

Customs law, as revised in 2020, also has provisions to the same effect72: “The customs clearance shall 

be undertaken with cargo declaration and detailed customs declaration, which can be made electronically 

or manually at a customs border checkpoint or at a place designated by the Customs Administration”. 

Moreover, according to the same law, the examination of the customs declaration documents can be done 

electronically and/or manually. 73  Such documents include: Cargo declaration form and transport 

documents; Detailed customs declaration form; Commercial Invoice; Packing list; Certificate of origin for 

preferential tariff treatment; and/or Import-export certificates and/or permits in the case of restricted 

goods.74 

The Agreement On Implementation and Operation for the Development, Implementation and Operation of 

National Single Window on Customs Procedures (JNSW) (hereinafter – The Agreement on the LNSW) 

(2015), provides that “Information data that are recorded and maintained in the National Single Window 

on Customs Procedures will be effective and legally enforced in Lao PDR and are considered as equivalent 

to paper documents in the time of justice procedures regardless whether to be related to government 

actions or business actions”(emphasis added).75  

I.A.5 What is the legal status of 

electronic contracts? 
Number of provisions establish rules applicable to electronic contracts, including the newly adopted Decree 

on e-commerce (2021). 

According to the Law on Electronic Transactions, transactions, documents, and signatures generated in 

electronic format and in paper format have equal validity.76 Special rules apply to electronic contracts 

concluded via EDI.77 

The Law on the ICT (2016) explicitly allows parties to conclude contracts electronically78. 

 
71 Law on Electronic Transactions (2012), Art. 3(18). 
72 Law on Customs (2020), Art. 24(2). 
73 Law on Customs (2020), Art. 29(2). 
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The e-commerce decree (2021) refers to the two “main” forms of the e-commerce agreement: ‘An 

electronic commerce agreement via ordering function’; and ‘An electronic commerce agreement via online 

social media’. 79  The decree further establishes specific rules related to formation, effectiveness, 

termination, and violation of e-commerce agreement.80  

According to Art. 26 of the E-commerce decree, an electronic commerce agreement via ordering function 

means the agreement between trader and customer on buying-selling, exchanging goods or service via 

online ordering function that created by the owner of electronic channel. Art. 27 of the same instrument 

specifies the requirements to the content of such an agreement.  

According to Art. 30 of the E-commerce decree, an electronic commerce agreement via online social media 

means agreement that trader and customer have a communication and agreement for buying-selling, 

exchanging goods and service via online social media. Art. 31 of the same instrument specifies the 

requirements to the content of such an agreement.  

I.A.6 Are there special rules for the use 

of electronic communications in 

paperless trade? 

PARTIALLY (see I.A.7 and I. A. 8) 

In most general terms, applicability of the general e-communication rules to such transactions is 

recognized. 

According to the Agreement on the LNSW (2015), “The Law on Electronic Transactions is effective on all 

electronic transactions under the operation of the National Single Window on Customs Procedures”81. The 

same instrument further addresses the record and maintenance of electronic information sent to the 

system, which have passed the procedures and disseminated between line ministries or governmental 

organizations related to the National Single Window on Customs Procedures, specifying that “Information 

data that are recorded and maintained in the National Single Window on Customs Procedures will be 

 
74 Law on Customs (2020), Art. 27. 
75 Decision on Implementation and Operation for the Development, Implementation and Operation of National Single Window on Customs Procedures (2019), Art. 11. 
76 Law on Electronic Transactions (2012), Art. 3.18 
77 Law on Electronic Transactions (2012), Art. 10 
78 Law on ICT (2016), Art. 13 
79 Decree on E-commerce (2021), Art. 18 
80 Decree on E-commerce (2021), Arts. 19 - 25 
81 Decision on Implementation and Operation for the Development, Implementation and Operation of National Single Window on Customs Procedures (2019), Art. 17. 
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effective and legally enforced in Lao PDR and are considered as equivalent to paper documents in the 

time of justice procedures regardless whether to be related to government actions or business actions”.82 

I.A.7 In particular, are there special rules 

for the use of trade-related data 

and documents in electronic form, 

such as certificates of origin, 

invoices and phytosanitary 

certificates? 

YES 

Dedicated rules exist for electronic certificates of origin, advanced rulings (electronic applications), 

customs declarations, customs manifests, petroleum import licenses, vehicle import licenses and technical 

permits.  

• Lao PDR has introduced and runs the system delivering e-CO by virtue of the MOIC Decision on 
the issue of Electronic Certificate of Origin (2016), nevertheless, a part of the procedure is still 
paper-based: “After receiving an electronic confirmation letter from the system, the applicant shall 
print out the e-CO form in order to sign and stamp on the form; then submit the original form to e-
CO issuing body”.83 The authenticity of the documents submitted during the process is verified by 
their comparison with the originals presented right before the delivery of the certificate (on paper). 
The payment is not digitized. 

• According to the Instruction of the Minister of Finance on Advance Ruling (2012), “The application 
for advance ruling can be made through manual or electronic format […]”. Nevertheless, the ruling 
is issued on paper and stamped.84 

• Similarly, according to the MOF Instruction on Electronic Customs Declaration (2017), “After filling 
in information in the declaration form and registration of the form in ASYCUDA, the form must be 
printed out and signed to certify and the original copy must be submitted to Customs 
Administration at the border checkpoint for checking”. 85 According to the explanations received 
from the authorities, the measure is mainly justified by the necessity of physical authentication 
purposes. Fully digital processing of customs declarations might be introduced once electronic 
signatures would be implemented by the LCD.  

• Customs manifest could be obtained through 3 different partially paperless procedures, including 
via the ASYCUDA and the LNSW. The data to be provided and the respective procedures 
somewhat differ depending on the system chosen. 

• Petroleum import license, as well as vehicle import licenses and technical permits, are obtainable 
through the LNSW. The paper-based procedure is closely followed in the electronic version. The 
relevant steps are described in the MOUs concluded between the LCD and DIMEX/ MOIC and DT 
/ MPTC respectively. These instruments are not public. 

 
82 Decision on Implementation and Operation for the Development, Implementation and Operation of National Single Window on Customs Procedures (2019), Art. 11. 
83 Decision on the issue of Electronic Certificate of Origin (2016), Art. 7.2. 
84 Instruction of the Minister of Finance on Advance Ruling (2012), Art. 9. 
85 Instruction on Electronic Customs Declaration (2017), Art. 8. 
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I.A.8 Are there special rules for the use 

of electronic transferable records 

such as bills of lading? 

NO  

The law on Electronic Transactions does not apply to: “[…] Bills of exchange, bills of lading, warehouse 

receipts or any document that entitles the bearer or beneficiary to claim the delivery of goods, unless 

laws and regulations define otherwise”.86 

However, at least one international treaty to which Lao PDR is a party, ASEAN Framework Agreement 

on Multi-Modal Transport (2005), establishes rules of relevance to electronic transferable records. 

The issuance of a multimodal transport document is governed by art 4.1  of the Framework Agreement:  

“When the goods are taken in charge by the multimodal transport operator, he shall issue a multimodal 

transport document which, at the option of the consignor, shall be in either negotiable or non-negotiable 

form. 2. The multimodal transport document shall be signed by the multimodal transport operator or by a 

person having authority from him. 3. The signature on the multimodal transport document may be in the 

form of handwriting, print, perforated, stamped, symbols, or in any other mechanical, or electronic forms, 

not inconsistent with the laws of the country where the multimodal transport document is issued. Art 5 

provides for the particulars to be included in the document.  

Evidentiary effect is provided by art 6 as follows: 1. The multimodal transport document shall be prima 

facie evidence of the taking in charge by the multimodal transport operator of the goods as described in 

that document unless a contrary indication, such as "shipper's weight, load and count", "shipper-packed 

container" or a similar expression, has been made in the printed text or superimposed on the document. 

2. Proof to the contrary shall not be admissible when the multimodal transport document has been 

transferred, or the equivalent electronic data interchange message has been transmitted to and 

acknowledged by the consignee, who in good faith has relied and acted thereon.  

MTOs’ and consignors’ liability is addressed in arts 9 and 21, respectively. 

 

 
86 Law on Electronic Transactions (2012), Art. 6(7). 
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I.B Electronic signatures and trust services 

Electronic signatures serve to identify the originator of an electronic communication and ascertain their intention with respect to that communication. 

Certain types of electronic signatures, namely digital signatures based on public key infrastructure certificates, may provide additional information, 

for instance on the integrity of the data message and on timestamping. 

Many laws deal with the legal recognition of electronic signatures. However, legislative approaches may vary significantly, in particular with 

respect to technological neutrality and the recognition of service providers.  

Trust services are electronic services that provide assurance on the quality of data. Trust services are often used to establish confidence in the 

use of electronic communications. 

I.B.1 Does the law address 

how electronic 

signatures, including for 

identification, 

authorization, and 

authentication, are added 

in an electronic 

environment? Does it 

require the use of a 

specific technology or 

method for electronic 

signatures or is it 

technology neutral? 

YES 

The rules applicable to electronic signatures are reflected in several normative acts and appear to be not fully aligned. 

As of now the provisions of both laws - the Law on Electronic Transactions (2012) and the Law on Electronic Signatures 

(2018) - apply depending on the issue subject to the regulation. The conflicts may be explicitly cleared up during the 

revision of the Electronic Transactions Law about to start in 2022. 

While, as outlined below, compatibility rules exist in the Laotian law, it is not always easy to establish the exact scope 

of a conflict between the provisions, inter alia, due to the divergencies in their translation.  

The Law on Law Making (No. 19 /NA, dated 12 July 2012, now being revised) defines principles, regulations and 

procedures for making legislation in Lao PDR (Art.1). Establishing a framework of compatibility provisions, Art. 9 of the 

same Law, among other things, provides that: 

• If a contradiction of legislation at the same level exists, the later legislation shall be applied (lex posterior) 

• If legislations at the same level contradict each other, the provisions of specific legislation shall prevail ( lex 
specialis) 

Moreover, if the provisions of existing legislation and newly adopted legislation are inconsistent with the provisions of 
international conventions or treaties that Lao PDR is party to, the provisions of the international convention or treaty 
prevail and [the provisions of] existing legislation or newly adopted legislation shall be revised in due time. 
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  Nevertheless according to the The 2009 Presidential Ordinance on the Conclusion, Accession, and Implementation 

of International Treaties, the legal system of Lao PDR is dualist, thus, the treaties are not directly applicable and the 

respective legislative amendments have to be made first (Treaty the provisions of which are not consistent with laws 

adopted by National Assembly or not yet reflected in laws shall be transformed into domestic law to become 

nationally effective. In case of conflict between domestic law and treaty, the latter prevails, but such treaty 

prevalence over domestic law must be consistent with the national constitution and reservations made by Lao PDR. 

Treaties that are already consistent with the Lao PDR’s Constitution and laws may be directly applicable). 

Some legal instruments, including the Law on Electronic Transactions87 and the Law on Electronic signatures,88 

also contain specific compatibility clauses (“Any provision of any other law that conflicts with a provision of this Law 

shall be cancelled”). 

The more recent E-signatures Law (2018) defines an electronic signature as “a text, symbol, mark, digit, sound or 

other material generated in electronic format in association with electronic data for identification and certification of 

the identity of the signing person and authenticity of such data”. The types of electronic signature under the 

Electronic Signature Law are basic electronic signature, digital signature and digital seal. However, particular rules 

are established only with respect to the two later categories. 

• Basic electronic signature is defined as data generated electronically for the identification of a signing 
person by using a programme or electronic device without using a security encryption infrastructure, that is 
mutually accepted between initiator and recipient.  

• Digital signature is defined as data generated electronically for the identification of a signing person by using 
a programme or electronic device using a public key infrastructure that is mutually accepted between 
initiator and recipient. 

• Digital seal is defined as information generated by an entity or incorporated body (the signatory) in electronic 
format with the use of technical system to use with digital signature to certify the connection between seal 
user and documents.  

The law devotes utmost attention to elaboration of the requirements imposed with respect to the digital signature 

and the digital seal, as well as to the certificates affiliated therewith (no certificate is provided for in the case of the 

basic electronic signature). The Law further defines the institutional structure, types and competencies of the 

Electronic (digital) signature certification authorities (the MTC (notably the LANIC89) as a National Root Certificate 

Authority and Public Certificate Authority, Government Certificate Authority, Private Certificate Authority and Foreign 

Public Certificate Authority as Sub-Certificate Authorities).  
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Decision on Electronic Signatures (2020), aimed at further elaborating on the Law on Electronic Signatures 

(2018), defines the principles, regulations, and measures for the management of service providing and using 

electronic signatures. 

 
87 Law on Electronic Transactions (2012), Art. 58 
88 Law on Electronic Signatures (2018), Art. 82 
89 Decision on Business Operation of Electronic Signatures (2020), Art. 
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The implementation of digital signatures has started only recently in both public and private sectors. 

In its turn, the Law on Electronic Transactions defines electronic signature as “an electronic method used to identify 

a person who is the owner of the signature and to indicate the intention of that person regarding the information 

contained in an electronic document”. In its Arts. 19-22, the Law outlines the three types of electronic signatures: 

Basic electronic signature; Basic digital signature; and Secure digital signature.  

Since [secure] digital signatures are now regulated by the law on E-Signatures, only the basic electronic signature 

and, arguably, basic digital signature stay of relevance. 

• Basic electronic signature means data in electronic format is affixed to, or technically associated with a data 

message, which identifies the signatory and indicates the signatory’s intention in respect of the information 

contained in the data message; 

• Basic digital signature means a type of electronic signature that is uniquely linked to the signatory, capable 
of identifying the signatory, created using means that the signatory can maintain under his sole control, and 
any subsequent change of the data is detectable. 

According to Art. 23.1 of the Law on Electronic Transactions, “a mutual agreement to use any type of electronic 

signatures shall be sufficient for the purposes of establishing an agreement of the parties”. The same provision 

further allows parties to select particular rules for the signature applicable to a particular transaction between them.  

Art. 25 of the same law establishes 4 general requirements for the validity of electronic signatures: “(a) the signatory 

and the date and time of signature can be identified; (b) the electronic signature system used to generate the 

signature uses technical methods that can be specified and managed only by the signature’s owner; (c) the 

electronic signatures created by the electronic signature system can only be stored and managed by the owner; (d) 

the electronic signature system is able to access any information system that can identify whether there have been 

changes in the data message or electronic document”.90 Meanwhile, any technical method of creating an electronic 

signature that satisfies the requirements of section 1 of this Article shall not be denied legal effect. 

Art. 24.2 of the Law on Electronic Transactions (2012) allows a party to prove that the signature complies with the 

relevant requirements in case of a dispute. 

Several dedicated provisions addressing electronic signatures used by the Government agencies exist. The 

Government shall define [the type of] electronic signatures that may be used in electronic transactions where 

the Government is a party.91 The national electronic signature certificate issuer defines terms of the electronic 
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90 The above text appears to strongly resemble the provisions of Art. 6(3) of the UNCITRAL Model Law on Electronic Signatures (2001): 

An electronic signature is considered to be reliable for the purpose of satisfying the requirement referred to in paragraph 1 if: 

(a) The signature creation data are, within the context in which they are used, linked to the signatory and to no other person; 

(b) The signature creation data were, at the time of signing, under the control of the signatory and of no other person; 

(c) Any alteration to the electronic signature, made after the time of signing, is detectable; and 

(d) Where a purpose of the legal requirement for a signature is to provide assurance as to the integrity of the information to which it relates, any alteration made to that 
information after the time of signing is detectable. 

91 Law on Electronic Transactions (2012), Art. 23(3) 
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signature certificate for the governmental electronic signature certificate issuers and the general electronic signature 

certificate issuer.92 

The Law on the ICT (2016), defines the PKI and, in Art. 23, establishes the authority of the MTC over PKI, 

including certification authority. 

 

In its turn, the new Customs Law (2020), also provides its own definition of the electronic signature: “Electronic 

signature means a signature applied electronically by a declarant or owner of goods or non-commercial goods which 

is certified by Customs Administration and used for the purpose of declaring goods in an electronic declaration 

system”,93 dealing only with the signatures used by the traders or their representatives, and not by the LCD or other 

competent agencies of the Government. The stakeholders were not in a position to explain what exactly the 

“certification by Customs Administration” would mean (as compared to the solutions provided for in the other legal 

instruments regulating e-signature of general application), and would it serve as an exclusive certification solution 

in the situations involving customs matters. Nevertheless, the LCD and the MTC (LANIC) appear to coordinate on 

the matter as a part of the implementation of digital electronic signatures. [what does this expression mean?] 

Of relevance to the issue is the KYC electronic authentication scheme (national ID system) launched by the 

Government, in particular – MTC / LANIC, on the basis of the phone number registration system of Lao PDR. This 

ambitious project has modest legal embedding so far, relying on the Law on Telecommunications (revised), 

according to which “An individual, legal entity or organization wishing to use a telephone number, internet number 

and internet domain name shall register at the telecommunication customer services or the office of the Posts and 

Telecommunications” (now MCT).94 

I.B.2 Does the law adopt a 

functional equivalence 

approach for electronic 

signatures? 

YES 

According to the Law on Electronic Transactions, transactions, documents and signatures generated in electronic 

format and in paper format have equal validity.95 The same law further provides that where a rule requires a 

signature, but the signature is missing from a document, an electronic signature may be applied if it: a) Meets the 

requirements for electronic signature as defined in Article 25 of this Law (see I.B.1 above); […] OR c) Is proven in 

 
92 Law on Electronic Signatures (2018), Art. 27 
93 Law on Customs (2020), Art. 3(3) 
94 Law on Telecommunications (2011), Art. 13 
95 Law on Electronic Transactions (2012), Art. 3.18 
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fact to identify the person and to indicate that person’s intention in respect of the information contained in the 

electronic signature. If an electronic signature is challenged the party that is the owner of the electronic signature 

must demonstrate evidence that the signature fulfills the requirements of section 1 of this Article.96 

The Electronic Signature Law provides that digital signature and seal affixed in accordance with requirements of 

the Electronic Signature Law has legal effect equal to “wet-ink” signature and seal on documents.97 

I.B.3 Is the law based on 

international standards? 
YES 

According to the Decision on Electronic Signatures (2020), key pair generation shall follow the [US] Federal 

Information Processing Standard (FIPS) 140-2 Level 3; Electronic signature certificate profile shall align with at 

least standard of ITU-T X.509 version 3 and RFC 5280 Internet X. 

I.B.4 Does the law recognize 

foreign electronic 

signatures? 

PARTIALLY 

The solutions offered by the Law on Electronic Transactions and by the Law on Electronic Signatures vary.  

The Law on Electronic signatures refers to international standards when listing the principles, on which it is based 

(“Ensuring validity in accordance to technical standard and international principles”).98 However, it appears to only 

allow for the recognition of foreign signatures if issued by the certified foreign CA, i.e. a foreign CA certified in Laos 

by the LANIC . (“A foreign certificate authority is an electronic signature certificate authority that has office abroad 

and certified by the national root certificate authority for providing service in issuing electronic signature certificate 

to individuals, legal entities, and organizations in Lao PDR”).99 

Meanwhile, according to the Law on Electronic Transactions, the [MTC] is expected to recognize foreign digital 

signature certificates and signatures if the certificate offers a substantially equivalent level of genuineness and 

reliability as a certificate issued in Lao PDR and / or if the certificate and signature are consistent with [recognized] 

international standards. Moreover, according to the same Law, the [MTC] shall establish and maintain a publicly-

available list of the digital signature certificates issued by foreign certificate providers that are recognized. The 

 
96 Law on Electronic Transactions (2012), Art. 24 
97 Law on Electronic Signatures (2018), Art. 15(1) 
98 Law on Electronic Signatures, Art. 5(5). 
99 Law on Electronic Signatures, Art. 44. 
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recognition of a foreign secure digital signature certification that is included in the abovementioned list shall not 

require an application by the foreign certificate service provider.100  

During the consultations, stakeholders explained that, at this moment, foreign electronic signatures are not 

recognized and it is hoped that in the future the recognition would be possible on the basis of international treaties 

/ MRAs, the conclusion of which would add legal certainty to the situation. Currently, such MRAs with Viet Nam and 

Thailand are considered. 

I.B.5 Are there special rules for 

the use of electronic 

signatures in paperless 

trade? 

YES 

The electronic signature appears to be of limited use in the customs procedures, since, according to the Instruction 

on Electronic Customs Declaration (2017), the other, ID-based authentication system, appears to be favoured 

(“Traders who use ASYCUDA for customs declaration must receive training certificate on customs procedure and 

ASYCUDA system use, as well as receive user IDs for the system. Traders allowed to use ASYCUDA for customs 

declaration can use their user ID to login to process detailed customs declaration and everything is the same as 

processing it at border checkpoints”).101 

Electronic signature does not appear to be used in the LNSW either. Agreement on Implementation of LNSW (2015) 

provides: “On the basis of cooperating and collaboration with the relevant ministries and private parties, the steering 

Committee propose the Minister of Finance to approve the principles related to regulations of process of setting out 

a code for system users, certifying the correctness of system user’s code, the entitlement scope of system users 

including government officials, economic operators, custom brokers, and other system users [...].”102 

To recall, the new Customs Law (2020) provides its own definition of electronic signature: “Electronic signature 

means a signature applied electronically by a declarant or owner of goods or non-commercial goods which is 

certified by Customs Administration and used for the purpose of declaring goods in an electronic declaration 

system”,103 dealing only with the signatures used by the traders or their representatives, and not by the LCD or 

 
100 Law on Electronic Transactions (2012), Arts. 29 and 30. 
101 Instruction on Electronic Customs Declaration (2017), para 9. 
102 Agreement on the LNSW, Art. 9. 
103 Law on Customs (2020), Art. 3(3). 
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other competent agencies of the Government. These rules are, reportedly, being developed now in cooperation 

between the MOF (LCD), MCT (DDT), and the LANIC. 

I.B.6 Does the law deal with trust 

services? 
PARTIALLY 

The Law on Electronic Transactions briefly addresses trust services for establishment of authenticity of electronic 

documents by providing that an individual or legal entity may satisfy the [authenticity] requirement by using the 

services of a trusted third party. No further details are, however, provided.104 

The Law on Electronic signatures defines authentications as “means to acknowledge person’s validity and actuality 

by given information or documents”.105  

Trust services are predominantly dealt with in the electronic signatures’ context, notably through creation of the NRA 

and SCAs. 

The recent draft digital economy Vision (2021-2040); Strategy (2021-2030); and Plan (2021-2025) refer to 

integrated electronic authentication system, including electronic signature verification (CA), e-ID, Digital ID, and e-

KYC.106 

I.C Privacy and data protection 

Privacy and data protection are important elements of the legal landscape of electronic commerce as they may impose conditions to data 

transfer between the parties. This section is aimed at identifying laws relating to privacy and data protection, with special attention to those 

relevant to paperless trade. 

I.C.1 Is there a law on privacy 

and data protection? If so, 

what are its features? Is it 

PARTIALLY 

Lao PDR does not have a dedicated privacy law. Nevertheless, provisions of relevance to the issue could be found 

in a number of legal acts, including the Constitution (2015), according to which the state acknowledges, respects, 

protects and guarantees human rights (NB: no explicit reference to privacy is, however, present) and the recent Law 

 
104 Law on Electronic Transactions, Art. 15(5). 
105 Law on Electronic Signatures (2018), Art. 3(4). 
106 Draft digital economy Vision (2021-2040); Strategy (2021-2030); and Plan (2021-2025) of Lao PDR, para 3.11. 
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based on international 

standards? 

on Electronic data protection (2017). Measures aimed at protection of personal data are often intermingled / not 

distinguished from those aimed at the other types of data. Moreover, the definition of personal data a) is broad 

(referring also to the data pertaining to legal entities and organizations) and b) appears to lack consistency between 

different acts, where it is defined (for instance, the Lao on Cybercrime (2017) and the Decision on Penalties in Cyber 

Crime (2017), refer to “data related to or refer[ing] directly to the character or nature, activity of individuals […]” 

(emphasis added), while the Law on Electronic Data Protection (2017) and the relevant Instruction (2018) define 

the same as “electronic data of individual […]” (emphasis added). The Law on Customs provides that the Customs 

Administration shall strictly maintain the confidentiality of Governmental information and personal information of 

natural or legal persons, except as otherwise provided by law.107  

The laws on privacy and data protection are not based on international standards. 

I.C.2 Does domestic law address 

the transfer of data abroad? 

YES 

The law of Lao PDR contains few general rules regulating cross border data flows:  

The Law on Electronic Data Protection (2017), in its Art. 17, provides that sending or transferring of electronic data 

shall comply with the 5 following requirements: “Have permission from the data owner and ensure the receiver is 

able to secure those data; Input data security for the important data which mainly are financial, banking, investment 

and accounting data; Not falsify data sources that have been sent and transferred; Act consistently with the 

agreement between sender and receiver; Stop sending or transferring data when the receiver denies”. The same 

provision further specifies that “Individual, legal entities or organizations cannot send or transfer personal data and 

official data outside the Lao PDR without permission from the data owner or if contradicts the law”. Art. 15 (3) of the 

same law subjects hand over of data from the one data controller to the other to the consent of the data subject.  

These rules are further elaborated on in the Instruction on the Implementation of the Law on Electronic Data 

Protection (2018). The latter, namely, specifies that Article 17 refers to “sending data from originated point to 

designated destination via electronic device or computer such as sending via internet network, recording devices 

and others according to agreed conditions between recipient and sender for ensuring the information is secured, 

valid and align with the laws” and discusses the two examples of the same, featuring prior consent and encoding”. 

Sporadic provisions of relevance to the issue could also be found in several other instruments.  

The Law on ICT (2016), in its Art. 5 refers to “securing the secrets of state, individuals, legal entities or organizations” 

and “ensuring the defense and security […]” among the principles of technology communication of data information. 

 
107 Law on Customs (2020), Art. 122. 
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The same Law, in Art. 41(4), obligates ICT services providers to “cooperate, track, monitor and suppress all active 

technology of communication data information of individuals, entities or organizations inside and abroad that affect 

the defence, security and culture -society”. 

Decree on Internet Information Management (2014), in Art. 10, defines content not allowed for dissemination on the 

internet, including national secrets and personal data (“the names of individuals or organizations in animations, 

photos, voices, videos, signatures, codes, credit cards, or personal documents of others to earn benefits, or for any 

other purposes without permission from the owner”) without permission of the owner. The prohibition applies to all 

– internet service users, internet service providers and website managers. 

Decision on Approval of Internet Service Business Operation (2015), in its Art. 14, obligates service providers to 

“have a data screening and security system to prevent users from accessing any website and information resources 

that could have an adverse impact upon national defence, public security, society, and culture”. 

No data regulator is in place. Nevertheless, the fact that, according to Art. 7 of the Decree on the Management 

and Use of Internet, and Domain Name of the Lao PDR (2012), LaNIC is “the sole connecting point of the internet 

network within the country and abroad” might have an influence on the enforcement of the relevant rules. 

I.C.3 Do international 

agreements contain 

provisions relevant to 

privacy and data 

protection? 

YES 

Such agreements are: the AANZFTA108; the ASEAN ECA109 (effective after 02.2022); and the RCEP110 (effective 

since 01.2022) 

I.C.4 Does the law require data 

localization? If so, does it 

apply to paperless trade? 

PARTIALLY 

Lao PDR appears to have several sporadic rules mandating localization of the “substantive” and “traffic” data, 

explicitly or implicitly.  

The Law on the ICT (2016) in its Art. 41.10 obligates the ICT services provider to “Keep information services, history, 

movement and use of technology to communicate information, news and other information for at least ninety days”. 

Further, according to Art. 34 of the same law, “The service providers shall employ the backup servers to store the 

data and ensure the continuous function of the system; security system for computer network, server, software, 

database and data to ensure the data security, such as antiviruses or anti-malware, network protection systems, 

 
108 AANZFTA, Chapter 10, Art. 7. 
109 ASEAN ECA, Art. 7.5. 
110 RCEP, Chapter 12, Art. 12.8. 
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data access controls, physical exit and entrance regulations and regular security regulations”. Art. 41 (10) requires 

that service providers store data and activities of service consumers, concerning the information service usage, for 

at least 90 days. Even though the above provisions do not explicitly mention the storage on territory of Lao PDR, 

this might be presumed from the context. 

Art. 15 of the Decision on Approval to Operate Internet Data Center (2016) provides that “in order to provide good 

quality service; as well as follow the Decisions, Advises and Notifications of [MTC] […] all equipment that assembles 

the system must be located in Lao PDR”. 

According to the 9th NSEDP, construction of the two big data centers is expected in Lao PDR in the near future. 

According to Art. 6.1 of the Decision on Software and Data Center Business (2017), Software and Internet Content 

Center Technical standard must include the followings: “Having data and database located within Lao PDR”; and 

“Ensuring connection through an internet exchange of [MCT]”. 

The Law on E-signatures (2018) requires all technical systems for the service of sub-certification authorities to be 

located in the Lao PDR. Besides reiterating the above, the Decision on the Electronic Signatures (2020) also 

requires such authorities to have “Lao technical staffs responsible for managing electronic signature certificate 

issuing system and managing data, developing hardware and software of electronic signature certificate issuing 

system”. 

In its turn, Instruction on Computer Systems Security (2017) appears to require data localization implicitly – through 

requiring a data center’s computer safety unit to coordinate its emergency work with LaoCERT. Similarly, the 

Decision on Approval of Internet Service Business Operation (2015) requires an internet service center to be located 

“in a permitted area” (Art. 4.1). The same instrument also provides that “There must be a device to keep a record 

and save information regarding Internet service usage for up to three months, such as a Log file, CDR file, and so 

on, based on the instruction of the management and inspection authorities for Internet services”. 

The mentioned requirements might have potential impact on paperless trade. 

I.C.5 Are there any special rules 

on privacy and data 

protection for paperless 

trade? 

YES 

Agreement on the LNSW (2015), among other principles, also aims at protecting personal information and 

confidential trade data.111 The same instrument further entrusts the LNSW Steering Committee with assuring that 

privacy of the system users is always protected.112 It also instructs that “Personal information or any commercial 

 
111 Agreement on the Implementation and Activities of the Development and Operation of the Lao National Single Window system (LNSW) (2015), Art. 5(1)(6). 
112 Agreement on the Implementation and Activities of the Development and Operation of the Lao National Single Window system(LNSW) (2015), Art. 13. 
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information of the users shall not be revealed to any third party, unless such revealed information is needed for 

daily operation for daily operation of the Lao National Single Window system or used in the trial procedures at civil 

court and criminal court. The relevant Ministries and the officials working for such Ministries must attain suitable 

training for maintaining confidentiality, conditions for maintaining confidentiality, and techniques for maintaining 

safety of system users’ confidential and personal information”.113 

I.C.6 Does the law protect the 

confidentiality of 

commercial information in 

electronic form? 

PARTIALLY 

The recent law on the ICT (2016) in its Art. 47 prohibits access, collection, use, disclosure or publication of personal 

information without permission. In Art. 9 (4), the same law allows the use of any electronic data subject to consent 

from its source (including an individual). 

The Law on Electronic Signatures (2018), requires the sub-certification authorities to “keep information about the 

users safely, confidentially, and only use it for the issuance of the electronic signature certificate”.  

Art. 13.6 of the Decision on Software and Data Center Business (2017), obligates the Business operator of 

Software and Internet Content Center to respect rights and to protect personal data of service users and to “not 

disclose users’ data, except when requested by related government authorities”. 

I.C.7 Are there provisions on 

cybercrimes that are 

applicable to paperless 

trade? 

YES 

The Cybercrime Law of Lao PDR does not appear to be based on the Budapest Convention on Cybercrime (No. 

185), even though certain overlaps between the provisions might be traced.  

The list of cybercrimes in the Law on Cyber Crime (2015) (Arts. 9-18), including Disclosure of safeguarding 

measures for accessing computerized system; Unauthorized access to computerized system; Censoring of content, 

photos, moving pictures, sound and video without authorization; Stealing data in the computerized system without 

authorization; Causing the losses through online social media; Dissemination of pornography through computerized 

system; Interference of computerized system; Forgery of computer data; Destruction of computer data; and 

Business operation related to computerized system cybercrime tools, as well as the punishment assigned (Art. 62) 

are identical to those listed in the Penal Code (2017) (Arts. 164-171). The latter instrument also refers to offences 

on Telecommunication Systems (Art. 174), defined as “changing the reception frequencies of, or using equipment, 

 
113 Id. 
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personal telecommunication networks to intercept, interrupt, illegally access, erase, alter, delete, listen, steal or 

select the data of others”. 

Decision on Penalties in Cyber Crime (2017) determines the principles of fines set forth in article 60 of the Cyber 

Crime Law (2015). 

The Agreement on the LNSW specifies that “Civil and criminal law are effective to an action misusing the Lao 

National Single Window system, an action causing bad reputation, damage, and/or harming other persons”. 

I.D Data sharing 

Paperless trade systems are often built around the notion of a single window for customs operations, which involves collecting trade-related data 

and documents and sharing them among participants. This process raises delicate issues. Besides general rules on privacy, data protection and 

data retention, specific legal texts may address data sharing, especially among public entities. 

I.D.1 Are there agreements or 

policies for collecting, 

accessing, using and 

sharing data among 

government agencies 

participating in a paperless 

trade system? 

YES 

The MCT Circular on data standards in E-government system of Lao PDR, dated 9 February 2021, No. 531,114 

establishes the relevant rules. However, the instrument is not yet available in English.  

As far as the LNSW is concerned, according to the Agreement on the LNSW, “Based on consulting closely with all 

relevant sectors, the Steering Committee shall propose to the Minister of Finance to adopt the principles, regulations 

and procedures for sending information and analysing information within the Lao National Single Window system to 

protect private and confidential information by assuring compliance with international procedures and standards 

related to information safety. Such regulations must be compatible with the safety standards of information adopted 

within ASEAN National Single Window system”.115 This instrument has not yet been adopted. Currently, the LNSW 

Steering Committee is not functional. 

The data sharing policies would gain even more practical significance with the implementation of the 9 NSEDP, 

which sets an ambitious e-government agenda. 

 
114 The text of the instrument in Lao could be found here: https://www.laoofficialgazette.gov.la/kcfinder/upload/files/531%E0%BA%9B%E0%BA%97%E0%BA%AA2021.pdf 
115 Agreement on the LNSW, Art. 12. 
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I.E 
Data retention and electronic evidence 

The legal effect of electronic records often depends on their evidentiary value, i.e. the ability to use those records before a court to substantiate a 

legal claim. This section is aimed at clarifying which retention and evidence rules apply. 

I.E.1 Does the law establish 

general requirements for 

data retention, including a 

minimum and maximum 

retention period? Do they 

apply to electronically 

stored data?  

YES 

According to the Law on Electronic Transactions, any individual, legal entity or organization may store and retain 

any document, record or information by using an electronic document [format], unless the laws and regulations 

defined otherwise.116 

The storage or retention of a document is met by using an electronic document if the following conditions are 

satisfied: 

(a) the information contained in the electronic document is accessible so that it can be used for subsequent 

reference; 

(b) the electronic document is stored or retained in the format in which it was generated, sent or received, or in a 

format that can be demonstrated to represent accurately the information generated, sent or received; and, 

(c) such information is stored or retained to enable the identification of the originator and addressee of an electronic 

document and the date and time when it was sent or received. 

An individual or legal entity may satisfy the requirements [mentioned above] by using the services of a trusted third 

party.117 

According to the Law on Electronic Signatures, storing electronic information shall ensure the following: 

1. Possibility to completely and clearly display information such as information about the addresser, 
addressee, time and location of sending or received; 

2. Possibility access and use, conveniently; 

 
116 Law on Electronic Transactions, Art. 16. 
117 Law on Electronic Transactions, Art. 17. 
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3. Storage in the same form of electronic information that is created, sent or received. In case of storing in 
different form, it shall completely and clearly display electronic information that is created, sent or 
received.118 

According to the Law on Customs, a customs declarant shall retain the customs documents, such as the detailed 

customs declaration forms along with other relevant supporting documents and information, in paper and/or 

electronic form for a minimum of three years after the goods are released from the warehouse or the customs border 

checkpoint.  

Customs statistics shall be stored in paper or electronic form for ten years. 

I.E.2 Does the law require or 

favour the use of specific 

trust services or service 

providers for data retention? 

NO 

However, the data centers seem to be subject to data localization requirements (see I.C.4 above). 

I.E.3 Do data custodians, such 

as data centres, assume 

liability for loss or damage 

to electronically stored 

information? Is such liability 

contractual, statutory or 

both? 

According to the Law on Electronic Data Protection, data controllers are responsible for the data entrusted to them 

/ within their control.119 (statutory liability). Information on the respective contractual arrangements was not found / 

made available. 

 
118 Law on Electronic Signatures (2018), Art. 20. 
119 Law on Electronic Data Protection, Art. 30. 



 

 
 

152 

I.E.4 Is electronic evidence 

admissible in judicial and 

other proceedings? 

YES 

Electronic documents are allowed to be used as evidence by virtue of the Electronic Transactions Law (2012). In 

assessing the weight to be given to a data message or electronic document, the court shall evaluate: 

(a) [how] the data message was generated, stored or communicated; 
(b) [if] the integrity of the information was maintained; 
(c) the originator, addressee, intermediary and others as necessary; and 
(d) any other relevant factors.120 

Information saved and maintained in the LNSW system shall be applicable and meet the requirements imposed by 

any laws of Lao PDR. It shall be deemed equal to hard copy used during trial procedures at the court whether the 

case is related to the actions of the government or private sectors.121 

In August 2019, The Lao People's Democratic Republic Police Force and the United Nations Office on Drugs and 

Crime (UNODC) Global Programme on Cybercrime jointly opened Laos' first Digital Forensics Laboratory aimed 

at analysing electronic evidence. 

I.E.5 Is electronic evidence that 

is generated, stored or 

collected abroad 

admissible? If so, under 

which conditions? 

YES 

The Law on Electronic transactions does not distinguish between foreign and domestic electronic evidence.122 

Moreover, according to the stakeholders, foreign electronic signatures are admissible in court and “the degree of 

trust is deepening”. 

 

 

 

 
120 Law on Electronic Transactions (2012), Art. 14. 
121 Agreement on the LNSW (2015), Art. 11. 
122 Law on Electronic Transactions (2012), Art. 14. 
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B. Laws regarding paperless trade systems 

Part II of the checklist is focused on laws related to implementing and developing a paperless trade system (including but not limited to a single window system). 

These matters relate in particular to articles 6 and 7 of the Framework Agreement. The wide scope of article 6 can encompass several aspects of creating an 

enabling national policy framework for paperless trade. In article 7, parties are specifically encouraged to implement and develop a cross-border paperless 

trade system, in particular a single window. Accordingly, in part II, issues related to the implementation of a single window and/or other paperless trade system(s) 

are covered first. Part II also includes questions on end-user agreements, service-level agreements and memorandums of understanding on paperless trade. 

No. Focus questions Response 

Related provisions of the Framework Agreement:  

● Article 6 on the national policy framework, enabling domestic legal environment and paperless trade committee.  

● Article 7 on the facilitation of cross-border paperless trade and development of single-window systems. 

II.A Establishment of a paperless trade system 

The establishment and operation of a paperless trade system often requires a set of dedicated laws and regulations. This section is aimed at 

identifying those laws and regulations as well as the basic features of governance of the paperless trade systems. 

II.A.1 Does a dedicated paperless trade 

system, such as a single window, 

exist? If so, what legal instruments 

are used to establish and operate 

it? How do these instruments 

define the rights and obligations of 

the participants? 

YES 

According to the Instruction on the Utilization of Lao National Single Window (2018), the LNSW “is an 

electronic declaration system which grants the government agency and private sector concerning to the 

import, export and transit of goods can exchange information and document via the LNSW to proceed the 

request for a license and issuance of a license (or renew a license) as specified in law and regulation of 

each concerned government agency”. The LNSW was launched in 2019. 

The core instrument regulating the functioning of the LNSW is the Agreement on LNSW (2015). There are 

multiple implementing regulations issued by the MOF/ LCD. The MOUs concluded between the LCD and 

the connected agencies. The concession agreement between Lao PDR and BIVAC Lao. 
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Some of the single window’s functions, in particular, with respect to the submission of the customs 

declaration, supporting documents, and, in certain cases, the manifest, are performed by the ASYCUDA.123 

The implementation of the ASYCUDA has started in 2011.124 

The third system of relevance to paperless trade is the E-CO issuance system.125 

II.A.2 Which government agencies 

participate in the paperless trade 

system? On what legal basis? 

According to the Agreement on the LNSW,126 the following government agencies are concerned with the 

paperless trade system : 

1. Finance officer of the ministry: Customs Department, Department of National Treasury, Information and 

Technology Centre; 

2. Ministry of Industry and Commerce: Import and Export Department, Enterprise 

Registration and Management Department ; 

3. Ministry of Public Works and Transportation: Transport Department; 

4. Ministry of Agriculture and Forestry: Planning Department, Agriculture and Fishery Department, Plant 

and Animal Quarantine Department; 

5. Ministry of Information, Culture and Tourism: Culture Department; 

6. Ministry of Health: Food and Drugs Department, Supplementary Food Registration Department; 

7. Ministry of Foreign Affairs: Diplomatic Service Bureau, International Organization Department 

8. Ministry of Science and Technology: Technology Department; 

9. The Bank of Laos: Monetary Policy Department; 

10. Ministry of Energy and Mine: Mine Department, Energy Department; 

 
123 Instruction on Customs Declaration by Automated System for Customs Data (ASYCUDA) No. 10503/CD (2012). 
124 Notification on the implementation of electronic Customs clearance (ASYCUDA) at the Pilot Site at Lao-Thai Friendship Bridge I, Customs Regional Office V No. 1408/MOF. 
125 Decision on the issue of Electronic Certificate of Origin (2016) 
126 Agreement on the LNSW, Art. 6. 
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11. Ministry of National Resources and Environment: Pollution Management Department; 

12. Ministry of Planning and Investment: Investment Promotion Department; 

13. The Government’s Office: Office, Economic Department; 

14. Ministry of National Defense: Office; 

15. Ministry of Public Security: Office; 

16. Ministry of Posts and Telecommunications (now MCT ): Office; 

17. Ministry of Justice: Law Department; 

18. Special Economic Zone: Special Economic Zone Secretariat Office 

NB: most of the above agencies are “participants-to-be”. 

 

ASYCUDA is used by the LCD. 

The E-CO is managed by the MOIC (DIMEX).  

II.A.3 Is there a central body tasked with 

setting up and managing the 

paperless trade system? 

YES 

National Trade Facilitation Committee;  

National Trade Facilitation Committee Secretariat; 

LNSW Secretariat. 

II.B Quality of information exchanged with the paperless trade system 

The main function of the paperless trade system, including the single window, is to facilitate the exchange of trade-related data and documents in 

electronic form. The information is originally submitted on paper or electronically by commercial operators that have a duty to make complete and 

correct statements. Moreover, in an electronic environment, there could be special procedures to attribute the declarations originating from the 

various participants. Electronic signatures may play a significant role in the attribution of the declarations. 

II.B.1 Does the law on the substantive 

requirements of trade-related data 
YES 
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and documents also apply to 

paperless trade? 

The Agreement on the LNSW (2015) allows the record and maintenance of electronic information sent to 

the system, which have passed the procedures and disseminated between line ministries or governmental 

organizations related to the National Single Window on Customs Procedures. It further provides that 

“Information data that are recorded and maintained in the National Single Window on Customs Procedures 

will be effective and legally enforced in Lao PDR and are considered as equivalent to paper documents in 

the time of justice procedures regardless whether to be related to government actions or business 

actions”.127 (emphasis added). 

The Law on Electronic Transactions (2012) establishes rules for Determining the Source of and 

Responsibility for Electronic Data Messages (Attribution), as well as for determining place and time of receipt 

of such a message, which are in line with the UNCITRAL Model Law on Electronic Commerce.128 

Both ASYCUDA and E-CO still rely on paper-based authentication that follows electronic submission. 

II.B.2 Are there specific rules for the 

exchange of trade-related data and 

documents in electronic form? 

YES 

The MCT Circular on data standards in E-government system of Lao PDR, dated 9 February 2021, No. 

531,129 establishes certain relevant rules with respect to the data generated / processed by the Government 

agencies. However, the instrument is not yet available in English. 

 

 

 

 

 

 

 
127 Agreement on the LNSW (2015), Art.11. 
128 Law on Electronic Transactions (2012), Arts. 11 and 12. 
129 The text of the instrument in Lao could be found here: https://www.laoofficialgazette.gov.la/kcfinder/upload/files/531%E0%BA%9B%E0%BA%97%E0%BA%AA2021.pdf 
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II.C Service-level agreements and memorandums of understanding  

A number of legal texts, such as service-level agreements, memorandums of understanding, end-user agreements and other contractual 

agreements, are relevant to the operation of a paperless trade system. These legal texts define the obligations of the participants in the 

paperless trade system. For instance, service-level agreements define the obligations of the service provider with respect to the availability of 

the system, response time, processing time and other technical requirements that are critical to define to ensure the availability and smooth 

operation of the system.  

 

II.C.1 Are there service-level 

agreements or memorandums of 

understanding governing 

paperless trade operations? If so, 

who are the parties and what is 

the legal authority for concluding 

these agreements? 

Service-level agreements are not used. 

MOUs are concluded between the LCD and the agency being connected to the LNSW. Drafting of the 

MOUs is supported through the LCT technical assistance project.130 

Technical peculiarities of such connection are established during bilateral exchanges between the LNSW 

and the agency concerned and is reflected in the internal documents of LNSW. Neither of these 

instruments are public. 

LCD enters into the MOUs as a Secretariat of the LNSW Steering Committee (which does not appear to 

be functional at the moment) 

The core terms of functioning of the LNSW are reflected in the Agreement on the LNSW (2015).  

The Concession agreement concluded between BIVAC Laos and the Government (also not public) might 

also contain certain relevant provisions. 

 

C. Cross-border aspects 

9. Part III of the checklist is focused on the cross-border aspects of paperless trade, which directly relate to the ultimate goal of the Framework Agreement. 
Certain cross-border aspects are already raised in part I as they relate to general matters that may be relevant to paperless trade facilitation. The questions 
in part III are specific to cross-border paperless trade facilitation. They are inspired by the Agreement, in particular article 8 on cross-border mutual 
recognition of trade-related data and documents in electronic form; article 9 on international standards for exchange of trade-related data and documents 
in electronic form, and article 10 on the relation to other legal instruments enabling cross-border paperless trade. 

 
130 https://www.t4dlaos.org/lct-project/. 

https://www.t4dlaos.org/lct-project/
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10. A key issue in achieving seamless cross-border paperless trade is the legal recognition of trade-related data and documents of one country by the authorities 
of another. Recognition involves attributing a legal status to electronic messages exchanged across borders. A variety of legal mechanisms may achieve 
that goal. Some of them will apply to certain types of transactions (for instance, business-to-business or business-to-government transactions), while other 
legal mechanisms will apply only to specific types of documents or data sets, or to specific types of trust services (for example, electronic signatures). Some 
legal mechanisms will establish legal recognition in a technology-neutral manner, or without regard for the method or technology used, while others will do 
so in a technology-specific manner. With respect to legal form, some mechanisms are treaty-based and therefore may be directly legally binding. Other 
mechanisms favour the harmonization of legal systems through the adoption of uniform laws, while still others are based on bilateral or regional agreements 
or memorandums of understanding and similar technical arrangements. 

 

11. In article 8 of the Framework Agreement, the mutual legal recognition of trade-related data and documents in electronic form is promoted and the notion of 
substantially equivalent level of reliability is used to indicate that mutual legal recognition can be based on the general principle of technology neutrality. 
However, no specific legal recognition mechanism is established. Rather, the expression of this criterion is left open to various options. Accordingly, many 
of the questions in part III are aimed at identifying which laws and technical arrangements may contribute to achieving mutual legal recognition. The scope 
of the questions also extends to include the broader focus of articles 9 and 10 on laws and other relevant agreements that prohibit, restrict or facilitate 
cross-border data flows for paperless trade and any related activity. An indicative list of relevant international instruments is provided at the end of part III 
for ease of reference. 

 

 

No. Focus questions Response 

Related provisions of the Framework Agreement: 

● Article 8 on cross-border mutual recognition of trade-related data and documents in electronic form. 

● Article 9 on international standards for exchange of trade-related data and documents in electronic form. 

● Article 10 on relation to other legal instruments enabling cross-border paperless trade. 

III.A International agreements relevant for cross-border paperless trade facilitation 

III.A.1 Which international agreements 

relevant to paperless trade 

facilitation are in force in your 

country? 

See non-exhaustive list of treaties below. 
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III.A.2 Are there technical or operational 

international agreements 

providing for legal recognition of 

electronic communications or 

documents? 

YES 

ASW Agreement and Protocol (so far only exchange of the ATIGA Form D is operationalized) 

III.A.3  Are contracts used to provide for 

mutual recognition of electronic 

communications and signatures? 

NO 

III.B International standards, guidelines and recommendations  

III.B.1 Which standards, regulations or 

guidelines are in use for the cross-

border exchange of trade-related 

electronic communications? 

According to the Decision on Electronic Signatures (2020), key pair generation shall follow the [US] Federal 

Information Processing Standard (FIPS) 140-2 Level 3; Electronic signature certificate profile shall align 

with at least standard of ITU-T X.509 version 3 and RFC 5280 Internet X. 

Laws pertaining to Electronic payments in part are based on ISO 20022, 

Trade facilitation and e-commerce logistics legislative acts are based on WCO and WTO. 

Laws related to paperless trading are partly based on WTO TFA, WCO, ASEAN framework. 

A number of international standards and guidelines are invoked in the MCT Circular on data standards in 

E-government system of Lao PDR, dated 9 February 2021, No. 531,131 , related to the data generated / 

processed by the Government agencies. However, the instrument is not yet available in English. 

Meanwhile, the ASW Protocol Provides: 

1. The NSWs shall make use of the appropriate technology with open architecture based on international 

standards and technical advancements in areas of information and communication technology and data 

processing. 

2. The implementation of the NSWs shall make use of international standards of data and information, 

processing and management, such as the United Nation Electronic Data Interchange for Administration, 

 
131 The text of the instrument in Lao could be found here: https://www.laoofficialgazette.gov.la/kcfinder/upload/files/531%E0%BA%9B%E0%BA%97%E0%BA%AA2021.pdf 
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Commerce and Transport (UN/EDIFACT), Extensible Mark-up Language (XML), American National 

Standard Institution X.12 (ANSI X12), RosettaNet or others relevant to the implementation of the NSWs. 

3. The secure infrastructure for the ASW and NSWs shall follow international standards and best practices 

with features such as confidentiality, data integrity, authenticity and non-repudiation.132 

 

Treaties and model laws relevant to cross-border paperless trade facilitation 

12. A number of international treaties are relevant to cross-border paperless trade facilitation, because their adoption and implementation may provide a 
significant contribution to addressing some or several of the legal challenges arising from cross-border paperless trade facilitation. In particular, those 
treaties may be useful in achieving legal recognition, usually on a multilateral basis. Model laws may also be useful in facilitating mutual recognition as their 
enactment by jurisdictions brings national laws closer. Sharing legal concepts and provisions significantly enhances mutual understanding of how the law 
operates, which may pave the way to granting legal recognition. Additional important provisions may be found in bilateral and multilateral free trade 
agreements, namely in the chapters on electronic commerce and on customs or trade facilitation. Those agreements and any other relevant legislative texts 
should be added to the list.133  
 

Treaty/Model Law Implementation status 

Customs and trade facilitation 

Association of Southeast Asian Nations (ASEAN) Single Window Agreement (2005) and  

Legal Protocol (2015) 
Ratified, 19.10.2006134 

Ratified, 03.10.2016135 

 
132 ASEAN Protocol on ASW, Art. 8. 
133 User may add or delete from the list as necessary. 

134 See the information on the ratifications here: http://agreement.asean.org/agreement/detail/122.html  
135 See the information on of the ratifications here: http://agreement.asean.org/agreement/detail/326.html  

http://agreement.asean.org/agreement/detail/122.html
http://agreement.asean.org/agreement/detail/326.html
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Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific (2016) NO 

World Trade Organization Agreement on Trade Facilitation (2013) 
Ratified, 29.09.2015136 

Protocol of Amendment to the International Convention on the Simplification and Harmonization of Customs Procedures 

(Revised Kyoto Convention, 1999) 
Ratified, 16.07.2016137 

International (UNECE) Convention on the Harmonization of Frontier Controls (1982) 
Ratified, 29.09.2008138 

Transport 

Convention on the Contract for the International Carriage of Goods by Road (CMR Convention) (1956) NO 

Additional Protocol to the Convention on the Contract for the International Carriage of Goods by Road concerning the 

electronic consignment note (2008) NO 

Customs Convention on the International Transport of Goods under Cover of TIR Carnets (1975) NO 

Convention concerning International Carriage by Rail (1980) NO 

International Maritime Organization Amendments to the Annex to the Convention on Facilitation of International Maritime 

Traffic, 1965, as amended (2005) 
NO 

International Maritime Organization Guidelines for the Use of Electronic Certificates (2016)  
NO 

 
136 See the information on the ratification and implementation here: https://tfadatabase.org/members/lao-peoples-democratic-republic  
137 See the information on the ratifications here: http://www.wcoomd.org/Topics/Facilitation/Instrument%20and%20Tools/Conventions/pf_revised_kyoto_conv/Instruments 
and the notification submitted by Lao PDR here: http://www.wcoomd.org/-/media/wco/public/global/pdf/about-us/legal-instruments/conventions-and-agreements/contracting-
parties-and-instruments/lao-pdr/pg0257b1_notification-lao-pdr.pdf?la=en  
138 See the information on the ratifications here: https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XI-A-17&chapter=11&clang=_en  

https://tfadatabase.org/members/lao-peoples-democratic-republic
http://www.wcoomd.org/Topics/Facilitation/Instrument%20and%20Tools/Conventions/pf_revised_kyoto_conv/Instruments
http://www.wcoomd.org/-/media/wco/public/global/pdf/about-us/legal-instruments/conventions-and-agreements/contracting-parties-and-instruments/lao-pdr/pg0257b1_notification-lao-pdr.pdf?la=en
http://www.wcoomd.org/-/media/wco/public/global/pdf/about-us/legal-instruments/conventions-and-agreements/contracting-parties-and-instruments/lao-pdr/pg0257b1_notification-lao-pdr.pdf?la=en
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XI-A-17&chapter=11&clang=_en
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United Nations Convention on the Carriage of Goods by Sea (Hamburg Rules) (1978) NO 

United Nations Convention on Contracts for the International Carriage of Goods Wholly or Partly by Sea (Rotterdam 

Rules) (2008) 
NO 

Electronic transactions 

United Nations Convention on the Use of Electronic Communications in International Contracts (2005) NO 

UNCITRAL Model Law on Electronic Commerce (1996) PARTIALLY 

UNCITRAL Model Law on Electronic Signatures (2001) 
PARTIALLY 

UNCITRAL Model Law on Electronic Transferable Records (2017) 
NO 

Convention on Cybercrime of the Council of Europe (Budapest Convention) (2001) 

NO 

NB: the list of crimes in the 

Cybercrimes law appears to be 

largely aligned with those 

mentioned in the Convention 

Others (please specify):  

WTO Agreement, covered agreements, protocol of accession 
WTO Member since 2.02.2013 

Greater Mekong Subregion Cross-Border Transport Agreement - GMS CBTA (1999) 
Ratified, 1999139 

CISG (1980) 
Ratified, 2020 

 
139 For more information please see http://www.gms-cbta.org/cross-border-transport-agreement  

http://www.gms-cbta.org/cross-border-transport-agreement
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ASEAN E-commerce agreement (2019) 
Ratified, 12.05.2020140 

ASEAN Framework Agreement on Multi-Modal Transport (2005) 
Accepted, 04.11.2015141 

Regional Comprehensive Economic Partnership - RCEP (2020)  
Ratified, 2021 

 

D. Other considerations 

13. For paperless trade to be conducted in the best possible manner, the Framework Agreement requires parties to create an enabling national legal framework 
(article 6) and remove all legal barriers. It is therefore recommended that the parties aim to build a national policy framework to implement the Agreement 
that addresses all the pertinent legal issues and is consistent with international legal instruments and standards for cross-border electronic data and 
document exchange. Besides the topics specifically addressed in substantive provisions of the Agreement, parties may also wish to deal with related issues, 
such as data ownership, liability, dispute settlement, electronic payment and competition, which in some cases may have been addressed in other legal 
agreements (see article 10). These matters may affect the effective operation of single window and other paperless trade systems, particularly in the cross-
border environment. 

 

14. These legal issues may be addressed in different sets or sources of legal rules. Therefore, there is no one-size-fits-all solution or approach. The legal 
framework, action plan and capacity-building programmes may and should be customized at the national level, depending on the various levels of awareness 
and preparedness of different member States, as already envisaged in article 6, 12 and 14 of the Framework Agreement. The list of legal issues in part IV 
is not exhaustive, and other relevant issues may emerge.  

 

No. Focus questions Response 

 Related provisions of the Framework Agreement: 

● Article 6 on the national policy framework, enabling domestic legal environment and paperless trade committee. 

● Article 10 on the relation to other legal instruments enabling cross-border paperless trade.  

● Article 12 on the action plan. 

● Article 14 on capacity-building. 

 
140 See the information on the ratifications here: http://agreement.asean.org/agreement/detail/368.html  
141 For more information please see https://cil.nus.edu.sg/databasecil/2005-asean-framework-agreement-on-multimodal-transport/  

http://agreement.asean.org/agreement/detail/368.html
https://cil.nus.edu.sg/databasecil/2005-asean-framework-agreement-on-multimodal-transport/
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IV.A Ownership of information in the paperless trade system 

Paperless trade facilitation involves the collection and exchange of a large amount of information. Delicate issues arise with respect to data 

subject rights, confidentiality and other rights on that information. For instance, the paperless trade system operator may acquire the right to 

use, analyse and redistribute the information submitted to the system. In other cases, the system may be designed to avoid the storage of any 

information, so as to simplify compliance with privacy and data retention laws.  

IV.A.1  What defines rights regarding 

information exchanged in the 

paperless trade system, the law 

or contractual agreements?  

Currently mostly the law, but could be both, law, and contracts / other agreements, as, for instance, the Law 

on Electronic Transactions provides that intermediaries “must comply with any valid contractual or additional 

legal obligation that it may have in respect of a data message or electronic record”.142 

Some aspects of such rights could be defined in the MOUs, concluded between the LCD (MOF) and the 

agencies connected to LNSW. However, such instruments are not public. 

IV.B Liability issues related to cross-border paperless trade systems 

Trading parties and other concerned entities may suffer losses from the incorrect transmission of information and may seek compensation for 

those losses from those liable for them under contracts among the transacting parties or, if this is not possible, under the general law of civil 

wrongs. This form of liability is separate from any sanction that may apply under criminal and administrative law. 

IV.B.1  May the operator of the 

paperless trade system be held 

liable for providing its services? 

PARTIALLY 

According to the Agreement on the LNSW, “Regulations on protecting privacy of system users are applicable 

to those who breach privacy of the Lao National Single Window system users, which include the actions of 

the government, private sectors and so on”.143 

Moreover, according to the Penal Code of Lao PDR, disclosure of personal confidential information learned 

through professional activities is criminally punishable.144 

IV.B.2  May government agencies 

participating in the paperless 

trade system be held liable for 

PARTIALLY 

According to the Law on Customs, customs personnel who have violated the Law on Customs (which 

includes provisions of relevance to paperless trade) causing no loss to customs revenues, shall be re-

 
142 Law on Electronic Transactions, Art. 35(3). 
143 Agreement on LNSW, Art. 13. 
144 Penal Code (2017), Art. 229. 
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their interaction with the 

system? 

educated and warned; customs personnel who intentionally violate the law causing minor losses to customs 

revenue, shall be subject to disciplinary proceedings and liable to compensate for any such losses; customs 

personnel who, for personal gain, violate the law causing significant damage to the interests of the State, 

any group or individual, through the abuse of position, power or duties, or falsifying documents or receiving 

any bribes, shall be prosecuted in accordance with the law.145 

According to the Penal Code of Lao PDR, disclosure of personal confidential information learned through 

professional activities is criminally punishable.146 

Provisions establishing the relevant institutional liability of the Government agencies could not be identified. 

IV.B.3 May service providers, such as 

internet service providers and 

trust services providers, be held 

liable for interacting with the 

paperless trade system? 

PARTIALLY 

These entities would fall within the category of Intermediaries, as defined in the Law on Electronic 

Transactions (2012) – “an individual or legal entity that provides services to others for sending, receiving or 

storing data messages, or hosting temporarily, providing access to a communication system and providing 

other services for handling data messages and electronic documents”147. Accordingly, they are subject to 

limited liability.  

They are not liable: 

1. to monitor any information contained in a data message or electronic record that it handles for a user; 

2. for a data message or electronic record that it handles for a user, if an intermediary is not an originator; 

3. for a data message or electronic record for which an intermediary has no actual knowledge that [the 

information] gives rise to liability; 

4. for background on a data message for which an intermediary has no actual knowledge.148 

 
145 Law on Customs, Art. 174. 
146 Penal Code (2017), Art. 229. 
147 Law on Electronic Transactions, Art. 33. 
148 Law on Electronic Transactions, Art. 34. 
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However, an intermediary still has the following duties, failure to comply with which may lead to liability (i.e. 

a duty to compensate those harmed by the failure): 

1. Must follow regulations and procedures developed by the [MTC]; 

2. Be subject to civil or criminal liability depending on each case if it knows the facts or circumstances where 

a data message would result in damage to individuals, legal entities or other organizations; 

3. Must comply with any valid contractual or additional legal obligation that it may have in respect of a data 

message or electronic record; 

If an intermediary has actual knowledge that information in a data message or electronic record gives rise 

to civil or criminal liability, the intermediary shall: 

(a) Remove the data message or electronic record from any information processing system that the 

intermediary controls and cease to provide services in respect of that information but shall notify the 

originator if it is unaware [of such fact]; 

(b) Notify the Post, Telecommunications, and Communications Sector or the appropriate law enforcement 

agency of the relevant facts and, where it is known to the intermediary, the identity of the person for whom 

the intermediary was supplying services in respect of the data message or electronic record. 

4. Be subject to other liabilities as defined in relevant laws and regulations.149 

Moreover, intermediaries are not allowed to: 

1. Provide services to facilitate the exchange of data messages and electronic transactions without 

authorization; 

2. Engage in any prohibited act that is defined in regulations issued by the [MTC]; 

3. Provide services with regard to data messages and electronic records that give rise to damage to national 

stability, security and social order; 

 
149 Law on Electronic Transactions, Art. 35. 
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4. [Resort to] other acts that violate the laws and regulations.150 

IV.B.4  May other participants in the 

paperless trade system (e.g. 

customs brokers) be held liable 

for their interaction with the 

system or their role in the 

passage of information or data 

passing through their systems? 

YES 

According to the Agreement on the LNSW (2015), “the users of the Lao National Single Window system 

(including economic operators, customs brokers, transport companies, and so on) sending information into 

the Lao National Single Window system shall be solely responsible for correctness and reliability of such 

information. Entity or individuals sending wrong or incomplete information into the system shall bear liability 

under the criminal law and civil law of Lao PDR”(emphasis added)151 

Civil and criminal law are effective to punish an action misusing the LNSW system or an action causing bad 

reputation, damage, and/or harm to other persons”.152 

Some of these same actors could also be seen as intermediaries (see IV.B.3 above). 

IV.C Dispute settlement and conflict of laws 

The following section is aimed at examining the dispute settlement mechanisms for the operators of a single window or other paperless trade 

system. 

IV.C.1  Do national laws deal with 

choice-of-forum and choice-of-

law issues relevant to 

paperless trade facilitation? 

YES 

Laotian law applies to provision of the relevant services / activities in Lao PDR with standard clauses to this 

effect included in multiple acts.153  

The dispute resolution / choice of forum concerning electronic transactions are addressed in the Arts. 40-45 

of the Law on Electronic Transactions (2012) and, by reference, in the Law on Economic Dispute Settlement 

(2005). 

 
150 Law on Electronic Transactions, Art. 38. 
151 Agreement on the LNSW (2015), Art. 10.1. 
152 Agreement on the LNSW (2015), Art. 15. 
153 See, inter alia, Law on Electronic Transactions, Art. 6 (“This Law applies to individuals, legal entities, State organizations [and agencies], international organizations and civil 
society that use electronic transactions in Lao PDR”); Law on Customs (2020), Art. 12; Law on Electronic Data Protection (2017), Art. 6; Law on ICT (2016), Art. 6; Law on 
Electronic Signatures (2018), Art. 6; etc. 
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In the case of litigation, Laotian courts appear to be designated competent.154 

IV.C.2  Does the law contemplate 

alternative means of resolving 

disputes in international trade, 

such as arbitration and 

mediation? Are the results of 

any such means clearly 

enforceable across borders? 

YES  

National laws stipulate alternative means of resolving disputes in international trade as follows:  

The Law on Electronic Transactions stipulates that the disputes of relevance to electronic transactions might 

be resolved through negotiations and the means prescribed in the Law on Economic Dispute Settlement 

(2015).155 Moreover, international disputes might be resolved in accordance with international treaties, to 

which Lao PDR is a party156 (which might provide for the ADR options). 

Moreover, Agreement on LNSW (2015) also makes reference to negotiations and resolution of possible 

disputes in the order prescribed by the Law on Economic Dispute Settlement.157 

According to the Law on Economic Dispute Settlement, “Any individual […] engaged in the business of 

international trade or foreign investment in the Lao PDR has the right to choose the institute for economic 

dispute resolution from a foreign country or international institute including the right to choose arbitrators or 

an arbitration panel, the governing law, the rules of procedures, the location and the language of 

arbitration”.158 

Lao PDR is a party to the New York Convention on the Recognition and Enforcement of Foreign Arbitral 

Awards (1958).159 

IV.C.3  Are online dispute resolution 

mechanisms used in paperless 

trade facilitation? 

NO 

 
154 Law on Electronic Transactions, Art. 44. 
155 Law on Electronic Transactions, Arts. 40.1, 40.3, 41 and 43. 
156 Law on Electronic Transactions, Arts.40.5 and 45. 
157 Agreement on the LNSW (2015), Art. 18 
158 Law on Economic Dispute Resolution, Art. 5. 
159 See the status of the New York Convention here: https://uncitral.un.org/en/texts/arbitration/conventions/foreign_arbitral_awards/status2  

https://uncitral.un.org/en/texts/arbitration/conventions/foreign_arbitral_awards/status2
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IV.D Electronic payments and electronic transferable records 

Electronic payments are the backbone of the digital economy. To the extent that electronic payments are available, they could be incorporated 

in the paperless trade system. Usually, this is done by using electronic funds transfers, i.e. by ordering a bank to transfer money (wire transfer) 

or by using credit or debit cards. In other cases, certain commercial documents may be used to perform payment or give guarantee of payment.  

IV.D.1  Does the paperless trade 

system accept or initiate 

electronic payments? 

PARTIALLY 

In ASYCUDA, at certain border crossing points, customs duties and charges are payable electronically 

through SMART TAX (see Technical Readiness Checklist for more details). Other fees and charges, as well 

as customs fees at the checkpoints not equipped with SMART TAX, are payable through BCEL e-Banking, 

BCEL One, LDB Corporate Banking, cash, money transfer and cheques. 

The e-CO fees are payable in cash at the MOIC. 

According to the Agreement on the LNSW (2015), “Importers and exporters for all goods are assigned to 

pay customs and duties and other obligation fees as well as fees and service fees of other relevant agencies 

in one single point via service units or electronic system of BCEL and LDB, which include BCEL i-Banking, 

BCEL One, LDB Corporate Banking, cash, money transfer and cheque based on the relevant regulations”160 

According to the stakeholders, there is a regulatory gap not allowing LNSW to incorporate some types of e-

payments (notably, the SMART-TAX System). Notably, the payments made to the LNSW are subject to an 

extra charge. 

The MOF 5 Year Financial Sector Digitalization Development Plan (2021-2025) sets a number of measures 

related to the e-payments development, of relevance to paperless trade – among others. In particular, it 

provides for the implementation of the Integrated Financial Management System (IFMIS), further 

development and the nation-wide application of TaxRis, establishing Leased Line for the custom revenue 

payments; establishment of Online – Centralized Revenue and Statistic Platform for Custom Sector; full 

implementation of Charge and Fee Collection System at Border Checkpoints; further digitalization of the 

warehouse system; E-signature (CA) Development and Employment in Financial Sector; integration of 

customs financial management system, as well as  EasyTax, into LAPASS, etc.161 

 
160 Notification in using the Lao National Single Window to manage the import goods and all items at the International Customs Border, Friendship Bridge 1, No.0163/CO.MOF, 

dated 27 January 2021 https://www.laotradeportal.gov.la/index.php?r=site/display&id=2204  

161 Ministerial Decision on Endorsement of 5 Years Financial Sector Digitalization Development Plan (2021-2025) no 4614/MoF, dated 21 September 2021 
 

https://www.laotradeportal.gov.la/index.php?r=site/display&id=2204
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IV.D.2  Does the paperless trade 

system accept electronic 

transferable records? 

NO 

In addition, Lao PDR has not adopted legislation based on the MLETR, while transferrable records are 

excluded from the scope of the Law on Electronic Transactions (2012). 

IV.E Competition laws 

The following section is aimed at examining the competition law issues involved in a single window or other paperless trade system. 

IV.E.1  Does a competition law exist? If 

so, is it applicable to single 

window operators or other 

paperless trade services 

providers? 

YES 

Omnibus competition law is also applicable to single window operators, nevertheless, does not contain 

particular dedicated provisions. 162 

The 9th NESDP refers to improvement of the necessary legislation related to […] fair competition and 

services in line with international standards, in particular the various regional and international trade 

cooperation frameworks and conventions that Lao PDR has ratified or acceded to.  

 

IV.E.2  Does the law give authorized 

economic operators preferential 

access to the paperless trade 

system? 

PARTIALLY 

Deferred tax payments (up to 30 days) are made available to the qualified taxpayers (which might be AEO 

or not).163 

Meanwhile, according to the Law on Customs, “the AEOs granted the benefit of deferred payment of 

customs duties shall pay customs duties within thirty days of the release of the goods from the warehouse 

or customs border checkpoint. In the event of a failure to pay by the due date, a fine of zero point ten percent 

(0.10%) of the payable customs duties shall be applied per day to the outstanding amount”.164 

 
162 Law on Business Competition No. 60/NA, dated July 14, 2015 , Art. 1. Other relevant instruments: Decision on the Appointment of the Business Competition Commission 

No. 67/PM, dated 4 October 2018. 

163 Instruction of the Ministry of Finance on Managing, Promoting and Facilitating Custom-Taxation [Procedure] for Goods Importers and Exporters No. 4490/MOF, dated 14 
Sept. 2021. 
164 Law on Customs (2020), Art. 104. 
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IV.E.3  Are paperless trade service 

providers selected on a 

competitive basis? Are foreign 

providers admitted? 

PARTIALLY 

According to the Agreement on LNSW (2015), the LNSW Developer is selected by the LNSW Secretariat 

(LCD), “which can be a private company or a government organization with the capacity and experience in 

the development of IT system”.165 It is a foreign (French) provider. 

The provider of the E-Co, was selected following successful implementation of Lao Trade Portal. 

 

 

  

 
165 Agreement on the LNSW (2015), Art. 6.3. 
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Annex V. Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific 

The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific (“Framework Agreement”) was adopted by the United 

Nations Economic and Social Commission for Asia and the Pacific on 19 May 2016 and entered into force on 20 February 2021. It is a multilateral treaty 

deposited with the Secretary General of the United Nations.166 It is designed as an inclusive and enabling platform that will benefit all participating economies 

regardless of where they stand in terms of trade facilitation or single window/paperless trade implementation. 

Paperless trade makes international trade more efficient and transparent while improving regulatory compliance, particularly if trade-related data and documents 

in electronic form are exchanged across borders. Paperless trade may therefore be the solution of choice to address Lao PDR’s trade facilitation needs, in 

particular in the context of a rapidly digitalizing global economy. Benefits of acceding to the Framework Agreement include the following: 

• Accelerated progress towards a digital and paperless trade environment at the national level, with the opportunity to integrate emerging cross-border 

paperless trade considerations and best practices early in the development of national Single Windows and other paperless trade systems; 

• A reduction in overall investment costs and maximization of returns from investments in paperless trade systems, through concurrent development of 

national paperless trade systems and environment for cross-border trade data exchange; 

• Increased opportunities for capacity- building through training, workshops and knowledge-sharing platforms as well as easier access to information, 

knowledge and resources to achieve full digital implementation of the WTO Trade Facilitation Agreement; 

• Direct participation in the development of pragmatic solutions for the cross-border exchange of trade documents. For more advanced countries with 

relevant experience and existing practices, this will enable them to ensure that new regional systems and solutions will be harmonized and interoperable 

with what they have already achieved on a bilateral and/or subregional basis; 

• Compliance with commitments the Party may have made through in its bilateral and plurilateral trade agreements, such as regional trade agreements 

(RTAs) to collaborate on exchanging electronic of data and documents (typically featured in “Paperless Trading” Articles in RTAs, or related provisions 

or agreements). 

Potential benefits from achieving cross-border paperless trade in Asia and the Pacific have been quantified in terms of trade costs reductions and trade gains. 

A recent study finds that, if the Lao PDR implements WTO Trade Facilitation Agreement (TFA) together with cross-border paperless trade measures, it could 

achieve trade cost reductions of 15%, instead of only about 4% if it aims at basic compliance with the TFA.167  

 
166 Text of the Framework Agreement and related documents can be found at: https://www.unescap.org/kp/cpta  

167 ESCAP (2021). Digital and Sustainable Trade Facilitation in Asia and the Pacific 2021. Available from https://www.unescap.org/kp/2021/untf-survey-2021-
regional?ref=untfsurvey.org. See also ADB and ESCAP (2021). Asia-Pacific Trade Facilitation Report 2021: Supply Chains of Critical Goods Amid the COVID-19 Pandemic—
Disruptions, Recovery, and Resilience, available from https://www.unescap.org/kp/2021/APTF  

https://www.unescap.org/kp/cpta
https://www.unescap.org/kp/2021/untf-survey-2021-regional?ref=untfsurvey.org
https://www.unescap.org/kp/2021/untf-survey-2021-regional?ref=untfsurvey.org
https://www.unescap.org/kp/2021/APTF

