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Executive Summary 
 

This report provides an assessment of Cambodia’s readiness for cross-border paperless trade, i.e., the 

conduct of international trade on the basis of electronic data and documents. Following a brief overview 

of trade facilitation implementation in Cambodia, findings from the technical and legal readiness 

assessments for cross-border paperless trade are presented. Recommendations on both technical and 

legal aspects of cross-border paperless trade are then provided, followed by an initial action plan for 

Cambodia to move forward.  

Cambodia has made significant progress in implementing trade facilitation measures in the past two 

years. While overall implementation of measures is higher than the Asia-Pacific regional average, 

implementation in the areas of paperless trade and cross-border paperless trade remain challenging, 

despite substantial progress made in the past two years. Significant opportunities exist for Cambodia 

to reduce trade costs and improve its competitiveness by accelerating its efforts to facilitate and 

digitalize trade procedures. Achieving cross-border paperless trade could help Cambodia save over 

USD 200 million in trade transaction costs annually. 

Moving towards cross-border paperless trade: Cumulative implementation score 

of core groups of trade facilitation measures in Cambodia, 2019 

 
Note: Maximum possible implementation score is 100. For each group of measures, a slope less steep than 
the frontier or the benchmark implies lower levels of implementation. 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019; Untfsurvey.org 
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Technical readiness in Cambodia for cross-border paperless trade is at a fair level. Cambodia is 

committed to implement paperless trade systems, especially with its implementation of the National 

Single Window (NSW) and ultimately integrating to the ASEAN Single Window (ASW). Cambodia has 

implemented several paperless trade systems at agency level, most importantly the ASYCUDA e-

Customs systems and the “E-Customs” declaration system. Also, since July 2019, Cambodia has 

moved into the NSW Phase 2 with 6 government agencies other than Customs (OGAs) while 4 OGAs 

remain in NSW Phase 1. These applications, once fully connected to the NSW, will be able to support 

electronic cross-border data exchange. Cambodia has high-speed fiber optic cables throughout the 

country and an integrated data centre is being established, which could adequately support cross-

border data exchange electronically. 

From a legal point of view, Cambodia has very few legal rules specifically pertaining to cross-border 

paperless trade. Cambodia also has a paucity of domestic legal rules and regulations concerning 

electronic transactions. The most important enactment currently in force is the Sub-decree on Digital 

Signatures (2017). In addition, the Customs Law (2007), several Prakas and other rules have been 

issued. Nonetheless, Cambodia has been active for over a decade in drafting its national e-commerce 

legislation, which culminated in the recent adoption of the e-Commerce Law of Cambodia. The e-

Commerce Law of Cambodia is an advanced, thoroughly modern law which is hoped to create a new 

comprehensive legal environment for electronic transactions and paperless trade in Cambodia.  

Aside from the need for continuously strengthening the coordinating mechanism on paperless trade, 

three technical areas require further improvements for cross-border paperless trade. Firstly, all 

government agencies involved in regulating significant amounts of trade transactions should be enabled 

with information and communication technologies (ICT) to make their internal processes paperless. 

This would include expanding the electronic funds transfer (EFT) services for payments of customs 

duties and of other trade-related services and fees. Secondly, Cambodia should confirm the strategic 

plan for business continuity of ICT systems for paperless trade and associated e-government services. 

Enhancement of users' authentication mechanism and data security measures; business process re-

engineering; data harmonization and standardization for regulatory agencies should be elements of 

such a plan. Thirdly, Cambodia should further build awareness and capacity on paperless trade of public 

and private stakeholders. This should involve continued proactive engagement in regional, subregional 

and bilateral initiatives on cross-border paperless trade, including but not limited to the ASW, to ensure 

the NSW and other national paperless trade initiatives under implementation will be easily interoperable 

with those of neighbouring countries and trade partners. 

Legal environments for paperless trade, both domestic and cross-border, also require some reforms 

and improvements. Four areas of reforms are found to be critical for Cambodia. First, Cambodia should 

continue its efforts, evidenced by the adoption of the e-Commerce Law, to modernize its statutes and 

regulations governing or related to electronic transactions. For the modernization, attention should be 

given to the areas of functional equivalence; electronic contracts; data retention and electronic 

archiving; and admissibility of electronic evidence. Second, Cambodia should establish laws or 

regulations supporting paperless trade and single window. In this regard, one or more national laws 

should clearly establish the nature, functions, and features of the NSW. Also, Cambodia should give 

serious consideration to the drafting and adoption of a Data Protection Law and a Privacy Law. Third, 

for cross-border aspects, Cambodia should take an even more proactive role in promoting and 

participating in cross-border paperless trade cooperation and interoperability initiatives. Cambodia 

should also proactively consider how to incorporate relevant international legal standards, regulations 

and guidelines into its legal frameworks. Fourth, Cambodia should clearly establish: criteria for liability 

of parties involved in cross-border paperless trade and for the liability of intermediaries in relation to 

information and data passing through their systems; and choice of law and choice of forum rules as well 

as conflict of laws applicable to international commercial contracts in its civil law and also specifically 

for cross-border e-commerce and paperless trade. 



 

v 

 

To facilitate reforms, it is recommended that Cambodia ratifies the Framework Agreement on 

Facilitation of Cross-border Paperless Trade in Asia and the Pacific – which it already signed in 2017 – 

as soon as possible. By doing so, Cambodia can more effectively plan and implement its trade 

digitalization strategy and ensure the activities prioritized under the Framework are fully aligned with its 

needs. The Framework Agreement will assist Cambodia to develop its national capacity, design a long-

term plan, engage in pilot exchange of selected data and documents and keep abreast of emerging 

legal standards and solutions in the area of cross-border paperless trade.  

The readiness assessments, together with the action plan featured in this report, provide a foundation 

to elaborate more detailed activities at national and agency level in this area, with identifiable timelines 

and budget sources. It is hoped that the report will contribute to the Government of Cambodia’s quest 

to accelerate progress towards cross-border paperless trade, including through its ratification of the 

Framework Agreement. 
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I. Introduction 
 

This report provides an assessment of 

Cambodia’s readiness for cross-border 

paperless trade, i.e., the conduct of international 

trade transactions on the basis of electronic data 

and documents – as opposed to paper-based 

data and documents. Benefits from the 

successful implementation of cross-border 

paperless trade are large, with the potential to cut 

transaction costs by 25% across the Asia and the 

Pacific region, as well as to increase regulatory 

compliance, reduce illicit financial flows and 

facilitate engagement in the increasingly digital 

global economy.1 

The assessment was conducted by a team of 

experts following readiness checklists developed 

by the ESCAP Interim Intergovernmental 

Steering Group on Cross-Border Paperless 

Trade Facilitation, of which Cambodia is a 

member.2 The team visited Cambodia in June 

2019 to conduct interviews with relevant 

government agencies and private sector 

stakeholders. 3  A national consultation on 

facilitating cross-border paperless trade was co-

organized by the Ministry of Commerce (MoC), 

Cambodia on 5 September 2019, where 

preliminary findings from the visits were further 

reviewed, consolidated and validated. 4  Final 

findings and recommendations incorporating 

inputs and suggestions received during and 

following the consultation are presented in this 

report. 5  Based on these findings and 

recommendations, an initial action plan towards 

cross-border paperless trade for Cambodia has 

been prepared and is also presented in this 

report. 

It is hoped that the report will contribute to the 

Government of Cambodia’s quest to accelerate 

progress towards cross-border paperless trade, 

including through its ratification of the related 

regional Framework Agreement (See Box 1). 

Box 1. The Framework Agreement on Facilitation of Cross-Border Paperless 
Trade in Asia and the Pacific  

 

The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific 

(“Framework Agreement”) was adopted as a UN treaty, deposited with the Secretary General of the 

United Nations in New York in 2016. Over 30 countries, including Cambodia, actively participated in 

the development and negotiation of the Agreement. It is designed as an inclusive and enabling 

platform that will benefit all participating economies regardless of where they stand in terms of trade 

facilitation or Single Window/paperless trade implementation. The Framework Agreement supports 

the full digital implementation of the WTO Trade Facilitation Framework Agreement. It also supports 

the more effective implementation of the growing number of bilateral and subregional initiatives and 

pilot projects on the electronic exchange of trade-related documents across borders. 

 

For more information, please see: http://bit.ly/ESCAP_FA  

 

Preparation of the report was supported by 

ESCAP, through a project entitled “Facilitating 

Cross-Border Paperless Trade in Least 

Developed Countries for Regional Integration 

 
1 ADB-ESCAP (2019). Asia-Pacific Trade Facilitation Report 2019. Available from 
https://www.unescap.org/resources/asia-pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps-
through-technology  
2 Cross-border paperless trade: a technical readiness checklist. Available from 
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf 
Cross-border paperless trade: a legal readiness checklist. Available from 
https://www.unescap.org/sites/default/files/IISG_2019_3_English.pdf 
3 The lists of stakeholders interviewed are in Annex I. 
4 The list of participants in the consultation is in Annex II. 
5 Consolidated responses to questions in the technical and legal checklists are in Annex III and V. 

and Sustainable Development (Phase I)”. The 

project intends to assist member States in the 

Asia and Pacific region, specifically least 

developed countries, to become more integrated 

http://bit.ly/ESCAP_FA
https://www.unescap.org/resources/asia-pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps-through-technology
https://www.unescap.org/resources/asia-pacific-trade-facilitation-report-2019-bridging-trade-finance-gaps-through-technology
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf
https://www.unescap.org/sites/default/files/IISG_2019_3_English.pdf
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and better utilize trade as an engine of 

sustainable development. The project seeks to 

develop voluntary trade facilitation and paperless 

trade action plans to remove bottlenecks and 

promote cross-border electronic commerce. 

This report is structured as follows: The next 

section (II) provides brief state of play of trade 

facilitation and paperless trade implementation in 

Cambodia, based on Cambodia’s notifications 

under the World Trade Organization (WTO) 

Trade Facilitation Agreement (TFA) and the UN 

Global Survey on Digital and Sustainable Trade 

Facilitation 2019. In section III and IV, findings 

from the technical and legal readiness 

assessment for cross-border paperless trade are 

presented, respectively. Recommendations on 

both technical and legal aspects of cross-border 

paperless trade that have emerged from the 

assessment are discussed in section V, followed 

by the introduction of an initial action plan based 

on the recommendations in section VI. The report 

ends with a brief discussion of a way forward in 

section VII.
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II. Trade facilitation and paperless trade implementation in 

Cambodia 
 
This section briefly reviews the state of play of 

trade facilitation and paperless trade 

implementation based on secondary data 

sources, namely the WTO Trade Facilitation 

Agreement Database6 and the UN Global Survey 

on Digital and Sustainable Trade Facilitation7. 

 

Cambodia and WTO TFA implementation: a 

brief review of notifications 

Cambodia has notified 60.9% of all measures 

included in the WTO Trade Facilitation 

Agreement under Category A. Based on 

notifications, some measures under Category B 

have also been implemented in 2019, such that 

TFA implementation in Cambodia has now 

reached 71.4%. 8  The following measures are 

implemented: Sub-article 1.1 “Publication”; Sub-

article 1.2 “Information available through 

internet”; Sub-article 1.4 “Notifications”; Sub-

article 2.1 “Comments and information before 

entry into force”; and Sub-article 7.4 “Risk 

management”. Sub-article 7.4 is the third most 

notified sub-article in category C among ESCAP 

members, highlighting the urgent need and 

demand for improvement for countries in the 

region. The fact that Cambodia has implemented 

this sub-article suggests that serious efforts have 

been made for improving the efficiency of risk 

management by concentrating customs control 

on high-risk consignments.  

Most remaining measures notified in category B 

and C are set to be implemented by 31st 

December 2020, with the following exceptions:  

Sub-article 7.9 “Perishable goods”; Sub-article 

8.2 relative to the border agency cooperation 

between members”; Sub-article 11.5 relative to 

the establishment of physically separate 

infrastructure for traffic in transit; and Sub-article 

10.4 “Single window”, which are to be 

implemented by 31st December 2022. The dates 

provided by Cambodia are not definitive and the 

type of technical assistance required for category 

C notifications have not been communicated yet 

to the Committee. 

 

Cambodia in the 2019 UN Global Survey on 

Digital and Sustainable Trade Facilitation 

The most recent data from the UN Global Survey 

on Digital and Sustainable Trade Facilitation 

(June 2019) reveals that Cambodia has made 

significant progress in implementing trade 

facilitation measures in the past two years. 

According to the 2019 Survey, most progress has 

been made in implementing measures for “cross-

border paperless trade” and “paperless trade” 

(Figure 1). With an overall implementation rate of 

core measures included in the Survey of 70.97%, 

Cambodia has exceeded the Asia-Pacific 

regional average (Figure 2). However, 

opportunities still exist for Cambodia to improve 

trade facilitation mechanisms. 

  

 
6 WTO Trade Facilitation Agreement Database, available from: https://www.tfadatabase.org/ 
7. UN Global Survey on Digital and Sustainable Trade Facilitation. Data available at: https://untfsurvey.org 
8 For a region-wide analysis of WTO TFA notifications, please see Levelu, A. and Y. Duval (2019). 
Implementation of the WTO TFA in Asia and the Pacific: 2 Years on. ESCAP Trade Insights No. 26. Available at: 
https://www.unescap.org/resources/implementation-wto-trade-facilitation-agreement-asia-and-pacific-2-years-
escap-trade 

 

https://www.tfadatabase.org/
https://untfsurvey.org/
https://www.unescap.org/resources/implementation-wto-trade-facilitation-agreement-asia-and-pacific-2-years-escap-trade
https://www.unescap.org/resources/implementation-wto-trade-facilitation-agreement-asia-and-pacific-2-years-escap-trade
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Figure 1. Cambodia implementation of trade facilitation measures 2017 and 2019 

 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.  

 

Among the five core groups of trade facilitation 

measures, Cambodia’s implementation of 

“institutional arrangement and cooperation”, 

“transparency” and “formalities” are slightly over 

the Asia-Pacific regional average. Despite 

significant progress, “paperless trade” and 

“cross-border paperless trade” still remain the 

two main challenging areas for Cambodia. The 

implementation of these two groups stands 

slightly below the regional average (Figure 1).  
 

Figure 2. Overall implementation of trade facilitation measures in 46 Asia-Pacific 

countries, 2019  

 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.  
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In “paperless trade”, Cambodia has fully 

introduced measures for automated customs 

system, internet connection available to customs 

and other trade control agencies, electronic 

submission of customs declarations and 

application and issuance of preferential 

certificate of origin (Figure 3). Further progress 

needs to be made on the electronic single 

window, a measure explicitly stipulated in the 

WTO Trade Facilitation Agreement (TFA), 9  in 

order to achieve full implementation. However, 

electronic application and issuance of import and 

export permit and e-payment of customs duties 

and fees are still only partially implemented. 

Other measures such as electronic submission of 

air cargo manifests, and electronic application for 

customs refunds, have also not been 

implemented in Cambodia. 

 

 

Figure 3. Cambodia implementation of “paperless trade” measures, 2019 

 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.  

 

Cambodia’s implementation of “cross-border 

paperless trade” measures remains very limited. 

Establishment of relevant regulations and 

recognized certification authority will provide 

legal and institutional foundation for invigorating 

cross-border paperless trade and ensure future 

actual exchange of specific trade-related data 

and documents across borders in order to 

 
9 Article 10.4 of the WTO TFA calls for Member States “to endeavor to establish or maintain a single window, 
which enables traders to submit documentation and/or data requirements for importation, exportation, or transit of 
goods through a single-entry point to the participating authorities or agencies”. 

achieve a fully integrated paperless 

transformation. Cambodia has implemented 

measures for electronic exchange of customs 

declarations, electronic exchange of certificate of 

origin and the electronic exchange of sanitary 
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The survey results suggest that some efforts 

have been made on paperless collection of 
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payment from a documentary letter of credit. 

Other measures, such as for laws and regulation 

for electronic transactions and recognised 

certification authority had yet to be implemented 

as of June 2019 (figure 4). 

 

Figure 4. Cambodia implementation of cross-border paperless trade, 2019 

 
Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2019.  

 

Digital trade facilitation offers great opportunities 

to reduce trade costs and increase trade 

volumes. If Cambodia implements trade 

facilitation measures featured in the WTO Trade 

Facilitation Agreement together with cross-

border paperless trade measures, it could 

achieve trade cost reductions of 24%, instead of 

only about 5% if it aims at basic compliance with 

the TFA.10 This would amount to additional trade 

transaction cost savings in excess of USD 200 

million per year. Through paperless trade and 

seamless electronic exchange of trade data and 

documents, Cambodia can enhance its 

competitiveness in the regional and global 

markets and improve the effectiveness of its 

participation in global value chains. In this 

respect, continuous and quality improvements 

should be taken step by step by Cambodia. 

 

 
10 ESCAP (2017). Digital Trade facilitation in Asia and the Pacific. Studies in Trade, Investment and Innovation, 
No. 87. Available from https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-
trade-investment-and-innovation-87. See also ADB(2017) “Trade Facilitation and Better Connectivity for an 
Inclusive Asia and Pacific”, available from https://www.adb.org/publications/trade-facilitation-connectivity-
inclusive-asia-pacific 
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III. Technical readiness for cross-border paperless trade: 

key findings 
 

Key findings on Cambodia’s technical readiness 

for cross-border paperless trade are summarized 

below. The findings are presented following the 

structure of the Technical Readiness Checklist 

adopted by the Interim Intergovernmental 

Steering Group on Cross-border Paperless 

Trade Facilitation, at its 5th Meeting in March 

2019.11 The completed checklist, which contains 

further details and elaborations, is available in 

Annex III. Information on the readiness of other 

government agencies (OGAs) is available in 

Annex IV. 

Cambodia is at a fair level of technical readiness 

for cross-border paperless trade, especially with 

its implementation of the National Single Window 

and ultimately integrating to the ASEAN Single 

Window (ASW). Political commitment for 

implementing paperless trade systems is shown 

through its Cambodia Trade Integration Strategy 

(CTIS) 2019-2023; a Sub-decree and Prakas 

supporting the NSW; and the e-Commerce Law, 

which was adopted in 2019 and to be entering 

into force in mid-2020. Moreover, the National 

Trade Facilitation Committee (NTFC) is being 

established and chaired by the Deputy Prime 

Minister and supported the respective working 

groups for the NSW in areas of both technical 

and legal aspects. 

Cambodia has implemented several paperless 

trade systems at agency level, those ultimately 

will support cross-border data exchange. 

Foremost, General Department of Customs 

Excise (GDCE) has implemented the ASYCUDA 

e-Customs systems. GDCE has also internally 

developed an additional e-Customs declaration 

system, “E-Customs”, that supports and 

supplements the challenges faced by the 

ASYCUDA system.  

Also, since July 2019, Cambodia has moved into 

the NSW Phase 2 with 6 OGAs whereas 4 OGAs 

are still in NSW Phase 1. The list of stakeholders 

included in the NSW phases is available in the 

 
11 Cross-border paperless trade: a technical readiness checklist. Available from 

https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf 

Annex IV. These applications, once fully 

connected to the NSW, will be able to support 

cross-border data exchange. Also, ASEAN 

Trade in Goods Agreement (ATIGA) Form D has 

been operational since July 2019. 

For the information and communication 

technology (ICT) infrastructure, Telecom 

Cambodia provides the backbone network 

infrastructure of the country, with two private 

companies to provide backbone of the network 

infrastructure. Cambodia has high-speed fiber 

optic cables of throughout the country. 

For data security, there is no Public Key 

Infrastructure (PKI) being implemented but there 

is a plan to do so once the infrastructure is ready. 

On disaster recovery initiatives, the GDCE has its 

own data centre with a backup site but no other 

agencies. However, a Tier III integrated data 

centre for all government related applications is 

being established.  

Cambodia signed the Framework Agreement on 

Facilitation of Cross-border Paperless Trade in 

Asia and the Pacific in 2017 and is in the process 

of ratification. Active participation and leadership 

in the Framework Agreement and related 

activities could facilitate Cambodia to further 

improve overall paperless trade environment. 

 

A. Paperless trade system at the national 

level 

 

Institutional and governance bodies  

Cambodia is actively pursuing implementation of 

paperless trade systems, with it being part of the 

CTIS 2019-2023. Also, a Sub-decree (signed by 

the Prime Minister) on the Establishment of the 

Cambodia National Single Window Steering 

Committee (NSWSC) has been implemented 

along with certain Prakas to support paperless 

trade, especially in the implementation of the 

NSW. Out of this, the Legal and Policy 

https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf
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Consultative Group of the National Single 

Window Project (i.e. legal working group) and the 

Project Implementation Team of the National 

Single Window (i.e. technical working group) has 

been created. Importantly, Cambodia adopted 

the e-Commerce Law in 2019 and it will be 

entering into force in mid-2020. In addition, the 

NTFC is to be established and chaired by the 

Deputy Prime Minister and the Minister of 

Economy and Finance.   

 

Level of automation 

GDCE has implemented the ASYCUDA e-

Customs Declaration system. GDCE has also 

internally developed an additional e-Customs 

declaration system that supports and 

supplements the challenges faced by the 

ASYCUDA system. This additional system, 

commonly known as “E-Customs” is primarily for 

low volume/border trade/domestic trade/informal 

trade. Both E-Customs Declaration systems is 

partially integrated with e-Payment, with traders 

with accounts in certain banks can utilized the 

electronic funds transfer (EFT) option for duty 

payments, while for other banks only bank 

deposits are accepted.  

In addition to e-Customs declaration systems, 

there are some paperless trade systems in 

operation: e-CO by the MoC as part of the NSW 

Phase 1 and now in NSW Phase 2; and the 

ATIGA Form D of the ASW. 

Forthcoming, Cambodia has also implemented 

E-License and e-Permit from a number of 

agencies are operational since July 2019 as part 

of the implementation of the NSW phases. MoC 

has implemented e-CO as part of NSW Phase 1 

and has now moved into NSW Phase 2. Five 

other Ministries are operational on e-

License/permits since July 2019 as part of the 

NSW Phase 2. These are: (1) Department of 

Mining Business , Ministry of Mines and Energy 

(Export License); (2) Department of Mines and 

Construction Materials, Ministry of Mines and 

Energy (Business License); (3) Department of 

Regulatory of the Institute of Standards of 

Cambodia, Ministry of Industry and Handicraft 

(Export and Import License); (4) Department of 

Essential Drug and Food, Ministry of Health 

(Drug and Food Permits) and (5) Department of 

Hospital/Health Services, Ministry of Health 

(Hospital Services Permits and Licenses).  

Other OGAs still at NSW Phase 1 which means 

that they are connected to NSW for the purpose 

of approval information upload only. Their 

respective e-applications is still being designed 

and developed. These OGAs include: (1) 

General Directorate of Agriculture, Ministry of 

Agriculture, Forestry and Fisheries 

(Phytosanitary Certificates); (2) Forestry 

Administration, Ministry of Agriculture, Forestry 

and Fisheries (Licenses); (3) Fisheries 

Administration, Ministry of Agriculture, Forestry 

and Fisheries (Export License) and (4) 

Department of Animal Health and Production, 

Ministry of Agriculture, Forestry and Fisheries 

(Sanitary/Health Certificates. Further details can 

be found in the Annex IV.  

 

Information and communication technology 

(ICT) infrastructure and Security 

Network service is available at all border points 

in Cambodia. Telecom Cambodia provides the 

backbone network infrastructure of the country, 

with two private companies, Cambodia Fiber 

Optic Network (CFOCN) and Viettel (MetFone-

Cambodia). With these, Cambodia has high-

speed fiber optic cables’ coverage for almost 

100% of population (or about 90% of 

geographical land area).  

Going forward, Cambodia, based on the ICT 

Master Plan 2020, is enhancing the connectivity 

and readiness of ICT infrastructure issues. 

Cambodia also is establishing an integrated data 

centre for all government related applications 

(Tier III). Currently, GDCE system is hosted in 

GDCE’s own data centre located in the own 

office with aback up site. Cambodia does not 

have a business continuity plan for paperless 

trade systems, although there are plans to 

confirm it once the upgrade for e-Customs 

systems and the full NSW platform is completed.   

Access to the NSW, e-Customs Declaration 

Systems (ASYCUDA) and e-Customs uses an 

internal system authentication mechanism using 

ID and passwords. Single Sign-on (SSO) has 

also been developed (in house) and used for 

ASYCUDA and e-Customs. PKI will be 

considered once the infrastructure is ready.  
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Business process re-engineering, data 

harmonization and standardization 

Business Process re-engineering (BPR), data 

harmonization and standardization has been 

conducted for paperless trade only for limited 

numbers of agencies. Namely, GDCE and 

Department of Imports-Exports, Ministry of 

Commerce (MoC) have undergone the process 

as part of the NSW implementation. Data 

harmonization is based on World Customs 

Organization (WCO) Data Model 2 and is being 

upgraded to Data Model 3.7. 

Other government stakeholders have not gone 

through any BPR, data harmonization and 

standardization. 

 

Capacity building 

Awareness programmes, capacity building 

workshops on paperless trade were conducted, 

primarily in relation to the implementation of 

electronic customs declarations. However, it is 

noted that these activities were insufficient in 

terms of raising awareness and capacity on the 

overall objectives and benefits of paperless 

trade. 

 

B. National status towards cross-border data 

exchange 

 

Electronic application & single window 

system 

e-Customs Declarations Systems (both 

ASYCUDA and e-Customs) and e-CO (MoC 

supports cross-border data exchange. Also, 

ASW’s ATIGA Form D has been operational 

since July 2019. There are other electronic 

applications that are connected to the NSW, as 

mentioned in the previous section “Level of 

Automation”. These applications, once fully 

connected to the NSW, will be able to support 

cross-border data exchange.  

 

Business process re-engineering, data 

harmonization and standardization 

The BPR process, data harmonization and 

standardization, as mentioned before, is in 

progress based on the original plans for 

integration to ASEAN Single Window. The 

current OGAs connected to ASYCUDA is purely 

for update of approval information only. 2 OGAs 

(inclusive of GDCE) have partially completed 

their BPR whereas the other OGAs are in the 

midst of preparing for their BPR.  

 

Awareness programme and capacity 

building 

As mentioned earlier, there were some capacity 

building on paperless trade but considered as 

insufficient by stakeholders, and same holds true 

for cross-border aspects. Technical capacity 

exists within GDCE but inadequate capacity in all 

OGAs. This would require some resources, 

possibly outsourcing to third party. From the 

private sector stakeholders, they are requesting 

for more awareness programs. 

Other matters 

Cambodia has two transits; one is domestic 

transit (in-land container depot or dry-port) and 

another one is international transit where it is the 

transhipment e.g. from Thailand to Viet Nam. 

Guarantee is required for the former (for 

domestic transit) whereas no guarantee is 

required for the latter (for international transit). 

None of these procedures are paperless. 

As Cambodia is prioritizing to resolve existing 

Risk Management System challenges, 

Authorized Economic Operator (AEO) is not 

considered to be implemented yet. 
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IV. Legal readiness for cross-border paperless trade: key 

findings 
 

Key findings on Cambodia’s legal readiness for 

cross-border paperless trade are summarized 

below. The findings are presented following the 

structure of the Legal Readiness Checklist 

adopted by the Interim Intergovernmental 

Steering Group on Cross-border Paperless 

Trade Facilitation, at its 5th Meeting. The 

completed checklist, which contains further 

details and elaborations, is available in Annex V.  

It may be noted that Cambodia has very few legal 

rules specifically pertaining to cross-border 

paperless trade. Exceptions include selected 

articles of certain international conventions to 

which Cambodia is a party, notably through the 

WTO and WCO, and via ASW initiatives. 

Cambodia also has a paucity of domestic legal 

rules and regulations concerning electronic 

transactions. The most important enactment 

currently in force is the Sub-decree on Digital 

Signatures (2017). In addition to this Sub-decree, 

the Customs Law (2007), several Prakas and 

other rules have been issued which address 

aspects of domestic e-commerce and e-customs 

operations.  

Nonetheless, Cambodia has been active for over 

a decade in drafting its national e-commerce 

legislation. Such activities culminated in the 

recent adoption of the e-Commerce Law of 

Cambodia. The e-Commerce Law of Cambodia 

was adopted by the National Assembly on 8 

October 2019, approved by the Cambodia 

Senate on 18 October 2019, and signed into law 

by the King of Cambodia on 2 November 2019. It 

will effectively enter into force in six months after 

a period of “awareness dissemination”. In this 

report, we e examine the draft e-Commerce Law 

(hereinafter draft e-Commerce Law (2019)), the 

penultimate draft of the e-Commerce Law of 

Cambodia which was provided to ESCAP by the 

MoC, along with other related domestic 

enactments.      

The e-Commerce Law of Cambodia is an 

advanced, thoroughly modern law which will 

 
12 Sub-decree on Digital Signatures (No.246, 29 December 2017) 
13 Article 3, Sub-decree on Digital Signatures (2017)   
14 Article 10, Sub-decree on Digital Signatures (2017)   

create a new comprehensive legal environment 

for electronic transactions and paperless trade in 

Cambodia. Cambodia is also making significant 

progress in the nascent implementation of its 

NSW and the construction of a national electronic 

payment gateway. These major developments, 

among others, will in turn create favourable 

conditions for international trade and the 

transition to paperless trade transactions and 

procedures in Cambodia.  

 

A. Electronic transactions and signatures 

law 

Electronic transactions 

The legal system for electronic transactions and 

signatures in Cambodia is currently under 

construction. This fledgling legal regime will be 

substantially augmented with the effective entry 

into force of the e-Commerce Law of Cambodia, 

6 months after its adoption on 2 November 2019.  

At present, the Ministry of Posts and 

Telecommunications (MPTC) Sub-decree on 

Digital Signatures (2017)12 is the most important 

enactment concerning electronic 

communications in Cambodia. However, this law 

is of limited scope. Nonetheless, the Sub-decree, 

which currently applies to all operations relating 

to digital signatures in Cambodia,13 recognizes 

the functional equivalence of electronic 

communications with a certified digital signature 

to paper-based documents.14   

The draft e-Commerce Law (3 April 2019 

version) (hereinafter draft e-Commerce Law 

(2019)) is the basis for the pending e-Commerce 

Law of Cambodia and provides much greater 

detail concerning electronic transactions and 

signatures law. In this draft law, functional 

equivalence of both electronic 

records/documents and digital signatures to 

paper-based records/documents and written 
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signatures.is clearly and unequivocally 

recognized.15 

However, some inconsistencies concerning 

functional equivalence are apparent in other 

enactments. In particular, the functional 

equivalence of electronic records (e.g. in the form 

of e-customs declarations) is not unequivocally 

recognized by the Customs Act (2007) and 

related customs regulations. 16  Moreover, 

Cambodian customs regulations de-emphasize 

digital or electronic signatures and instead use a 

different authentication and identity management 

system: the registered user (i.e. 

username/password) system. As a result, current 

GDCE regulations and practices appear to 

diminish the functional equivalence of digital or 

electronic signatures. It is unclear at this stage to 

what extent digital (or plain electronic) signatures 

will operate in Cambodia’s NSW environment.17  

The Sub-decree on Digital Signatures (2017) 

envisages a system of digital certificates and 

digital signatures used to authenticate and 

ensure trust in the use of electronic records. The 

Sub-decree alludes to the establishment of a PKI 

system for this purpose.18 Under the Sub-decree, 

certifying authorities (CAs) will be authorized to 

issue digital signature certificates to subscribers 

which are used for digital signatures in 

Cambodia.19 In the event that Cambodia relies 

solely on a government-controlled PKI system for 

the issuance of digital certificates and signatures, 

this could compromise technological neutrality.  

Data retention and electronic archiving  

Data retention is addressed in the Customs Law 

(2007) which provides that traders and 

government agencies must keep accurate 

documents, records and other information, 

including information in electronic format, 

 
15 Articles 5 and 6, draft e-Commerce Law (2019) recognize the functional equivalence of electronic 
communications and electronic records, respectively; Article 7 recognizes the same for electronic signatures. 
These provisions closely track Articles 5, 6 and 7 of the UNCITRAL Model Law on E-Commerce (1996).    
16 See Article 51, Customs Law (2007); See also Prakas No.1447 MEF (26 December 2007), Ministry of 
Economy and Finance, on Provisions and Procedures on Customs Declaration; and  
Instruction No.1308 GDCE (24 November 2009) on Detailed Procedures and Responsibilities in Functioning 
Customs Declaration (Single Administrative Documents-SAD) through electronic means. 
17  GDCE has emphasized that it recognizes the importance of digital/electronic signatures and it is only with 
respect to e-customs declarations submitted via ASYCUDA (i.e. SADs) that such signatures are not being used.     
18 Article 5, Sub-decree on Digital Signatures (2017) 
19 Id. However, at present, there are no Certifying Authorities (CAs) in Cambodia.   
20 Article 51, Customs Law (2007) 
21 Article 10, draft e-Commerce Law (2019)  
22 According to the Ministry of Commerce (MoC) and Ministry of Posts and Telecommunications (MPTC)  

pertaining to import and export.20  The draft e-

Commerce Law (2019) also sets forth certain 

requirements regarding data retention – 

particularly that information contained in 

electronic communications should be accessible 

for future reference 21  It is noteworthy that 

Cambodia is currently drafting a Data 

Governance Law which will regulate, inter alia, 

data centres in Cambodia as well as the 

conditions and time periods for data retention.22   

   

Electronic evidence 

At present, there are no domestic laws in 

Cambodia that expressly permit the admissibility 

of electronic evidence in the Cambodia courts or 

administrative/regulatory proceedings. However, 

judicial practice is to admit electronic evidence in 

the same way and according to same rules as 

are applied to other types of documentary 

evidence - by reference to the Civil Procedure 

Law or Criminal Procedure Law. In criminal 

proceedings, electronic evidence is admissible 

“by analogy” to Article 317 of the Criminal 

Procedure Law.  

The Criminal Code recognizes certain offenses 

involving interference with telecommunications, 

such as cyber-hacking, which cannot be proved 

without the introduction of electronic evidence. 

Cambodia is also drafting a Cybercrime Law 

which will further supplement provisions on the 

admissibility on electronic evidence.  

The draft e-Commerce Law (2019) has an entire 

chapter dedicated to electronic evidence in which 

the principle of non-discrimination is applied to 

electronic records in terms of evidentiary 
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admissibility. 23  Methods of authentication of 

electronic records are also delineated. Notably, 

the 2019 draft law permits judicially-authorized 

discovery of electronic evidence. 24  There are 

also progressive provisions in the chapter 

concerning the recognition of foreign electronic 

evidence.25  

 

B. Paperless trade and Single Window 

systems 

Single Window system/paperless trade 

system 

In 2015, Cambodia issued a Sub-decree (signed 

by the Prime Minister) on the Establishment of 

the Cambodia National Single Window Steering 

Committee (NSWSC). This Sub-decree was 

followed by certain implementing Prakas, 

including on creation of the Legal and Policy 

Consultative Group of the National Single 

Window Project (i.e. legal working group) and the 

Project Implementation Team of the National 

Single Window (i.e. technical working group).26. 

 

Information security 

At present, Cambodia does not have a fully 

operationalized information security system in 

place – although such a system is planned and 

is being implemented. The Sub-decree on Digital 

Signatures (2017) contemplates the 

establishment of a digital certificate and 

signature system supported by PKI (Public Key 

Infrastructure) to provide information security to 

paperless trade users. This architecture is and 

will be further reinforced by certain cybercrime 

offenses. However, information security 

standards are a current major gap in Cambodia’s 

national ICT legal framework. 

By reference to the draft e-Commerce Law 

(2019), it is anticipated that the e-Commerce Law 

of Cambodia will substantially strengthen levels 

 
23 Chapter 8, draft e-Commerce Law (2019). Article 31, in particular, establishes the general admissibility of 
electronic evidence. Article 31 tracks Article 9(1)(a) of the UNCITRAL Model Law on E-Commerce.  
24 Article 38, draft e-Commerce Law (2019) 
25 Articles 39 and 40, draft e-Commerce Law (2019). Article 40, in particular, is based on UNCITRAL models. 
26 On 17 August 2015, the Ministry of Economy and Finance issued Prakas No. 958 setting up the “Legal and 
Policy Consultative Group of the National Single Window Project” and Prakas No. 959 setting up a “Project 
Implementation Team of National Single Window”. 
27 Chapter 10, draft e-Commerce Law (2019) sets forth additional offenses, such as system hacking, identity 
theft, electronic fraud and forgery, violation (misuse) of encryption, and violation of privacy, among others.   

of information security in the country. So will the 

draft Cybercrime Law once it is enacted. 

Article 28 of the draft e-Commerce Law (2019) 

provides a degree of data protection, including 

reference to information security measures and a 

prohibition on the use of private information 

without consent.  

The draft Cybercrime Law is in progress which is 

reputed to be based on the Budapest 

Convention. The draft law sets forth numerous 

offenses including data espionage; illegal 

interception; data interference; unauthorized 

data transfer; system interference; and misuse of 

device, including computer programs or access 

codes, for criminal purposes. Chapter 10 of the 

draft e-Commerce Law (2019), drafted by the 

MoJ, sets forth further cybercrimes and related 

punishments.27   

 

Service level agreements (SLA) and 

memoranda of understanding (MOUs) 

At present, there are no service level agreements 

(SLAs) among the relevant NSW line 

ministries/agencies for data sharing or data 

exchange. MPTC has maintained that such data 

sharing arrangements will be covered in the 

forthcoming Data Governance Law. 

MPTC has SLAs with three network service 

providers. The three network service providers 

as well as any other like service providers in 

Cambodia are bound to comply contractually with 

the terms, conditions, and standards of the SLA 

and therefore may incur liability for breach of 

such contract terms. It is to be noted that network 

services providers as well as paperless trade 

service operators may incur, not only contractual, 

but also statutory liability as “intermediaries” or 

“e-commerce service providers” under Chapter 

5, draft e-Commerce Law (2019) (for further 

discussion, please see Liability of the Parties 

infra).   
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C. Cross-border aspects 

Existing bilateral or regional agreements 

Cambodia, as an ASEAN and GMS (Greater 

Mekong Subregion) Member, is actively 

participating in certain cross-border paperless 

trade initiatives:  

• Cambodia is participating in the ASW 

and various ASW cross-border 

paperless trade and trade data 

exchange initiatives by reference to the 

ASW Roadmap and otherwise.  

• Cambodia currently enjoys LDC 

preferential access to European Union 

markets under EBA. Cambodian traders 

make use of the EU online GSP 

registration REX system for their 

exports. 

• Cambodia has signed the ASEAN e-

Commerce Agreement and collaborative 

capacity-building projects for Cambodia, 

Lao People's Democratic Republic and 

Myanmar are planned. 

• Cambodia, via ASEAN, is also engaged 

in the Regional Comprehensive 

Economic Partnership (RCEP) 

negotiations, wherein parts of the RCEP 

e-Commerce Chapter have been 

agreed.    

• As a GMS Member, Cambodia signed in 

2001 the Cross-Border Transport 

Facilitation Agreement (CBTA). 

Pursuant to CBTA, GMS countries have 

agreed on use of a sub-regional road 

transport permit, and pilot operations of 

the Customs Transit and Temporary 

Admission System and GMS road permit 

system, including CBTA “Fast Tracks” at 

border checkpoints, along the GMS 

East-West Economic Corridor. In June 

2018, an MOU on “early harvest” 

implementation of CBTA was signed 

allowing the effective launch of GMS 

 
28 Available from: http://tfig.unece.org/contents/Harmonized-frontier-controls-convention.htm and the text here: 

http://www.unece.org/fileadmin/DAM/trans/conventn/ECE-TRANS-55r2e.pdf 
29 Available from: https://uncitral.un.org/en/texts/transportgoods/conventions/rotterdam_rules and the text is here: 

https://uncitral.un.org/sites/uncitral.un.org/files/media-documents/uncitral/en/rotterdam-rules-e.pdf 

road transport permits and temporary 

admission documents for commercial 

vehicles.  

 

International standards/guidelines 

Cambodia is a party or signatory to certain 

international treaties which include or authorize 

the use of electronic documents and 

communications. Principal relevant international 

treaties that Cambodia is a party or a signatory 

to include: 

 

• WTO and its TFA 

• Revised Kyoto Convention on the 

Harmonization and Simplification of 

Customs Practices (RKC) 

• WTO Sanitary and Phytosanitary 

Agreement 

• WTO Customs Valuation Agreement 

Cambodia has referenced international models 

in drafting its national e-commerce law.  Draft e-

commerce laws bear the imprimatur of the 

UNCITRAL Model Law on E-Commerce (1996) 

and UN Convention on the Use of Electronic 

Communications in International Contracts 

(2005). 

 

Cambodia is in the process of compliance with 

RKC. GDCE is using the WCO Data Model and 

United Nations Layout Key (UNLK) in connection 

with the ASYCUDA World system and NSW 

development. 

 

 

Given its role in ASEAN and GMS cross-border 

regional transport and transit initiatives, 

Cambodia should also give serious consideration 

to acceding to the following conventions: 

 

• WCO Harmonized Frontier Controls 

Convention28 

• United Nations Convention on Contracts for 

the International Carriage of Goods Wholly 

or Partly by Sea – Rotterdam Rules29 

http://tfig.unece.org/contents/Harmonized-frontier-controls-convention.htm
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• Convention on the International Shipping of 

Goods under Cover of TIR Carnets (bearing 

in mind that an e-TIR program has been 

recently inaugurated)30  

• Convention on the Contract for the Shipping 

of Goods by Road (CMR Convention)31 and 

an additional protocol to the Convention, 

adopted in 2008, which provides for the use 

of CMR electronic consignment notes32 

• Convention on the International Carriage by 

Rail (COTIF) which has introduced CIM 

electronic consignment notes33  

 

D. Other considerations  

Liability issues 

Chapter 5 of draft e-Commerce Law (2019) 

introduces new provisions concerning the 

statutory liability of “intermediaries” and “e-

commerce service providers” – which include 

network service providers and paperless trade 

operators.34 Chapter 5 sets forth the bases for 

establishing the liability of such parties, although 

there are also broad exclusions from liability.35 

Such new provisions could lead to situations 

where Cambodian government agencies are 

held liable for data loss or damage, delay, or 

misuse of the relevant computer system or 

network service – including in relation to future 

NSW operations. A further basis for liability of 

such parties is the violation of information 

security standards, codes of conduct or 

regulations which entail a range of penalties.36 In 

addition, Chapter 9 of the draft e-Commerce Law 

(2019) provides new rules on the liability of e-

 
30 Available from: http://tfig.unece.org/contents/TIR-convention.htm and the text is in the second section of the 

TIR Handbook: http://www.unece.org/fileadmin/DAM/tir/handbook/english/newtirhand/TIR-6Rev11e.pdf 
31 The CMR Convention is available from: https://treaties.un.org/doc/Treaties/1961/07/19610702%2001-

56%20AM/Ch_XI_B_11.pdf. 
32 The Protocol is available from: https://treaties.un.org/doc/Treaties/2008/03/20080303%2006-53%20PM/CTC-

xi-B-11b.pdf and a description of the  “e-CMR” project is here:  http://www.eu-

gate.eu/system/files/ppmo_attachments/UNCEFACT%20eCMR%20project_DTLF_30AUG2017_v3.pdf 
33  Information on COTIF is available from: https://www.cit-rail.org/en/rail-transport-law/cotif/and here: 

http://otif.org/en/; ESCAP has provided an excellent 2015 explanation of COTIF and consignment notes:  

https://www.unescap.org/sites/default/files/CIT%20-%20Common%20consignment%20note.pdf 
34 See the Appendix (incorporated in Article 4) of the draft e-Commerce Law (2019) which defines such parties.  
35 Article 23(3), draft e-Commerce Law (2019) for bases of liability; Article 23(1) and (2), draft e-Commerce Law 
(2019) set forth exclusions from liability.   
36 Article 25 provides a further base of liability: violation of information security standards, codes of conduct codes 
or regulations – which may lead to penalties under Article 54. 
37 Chapter 9: Electronic Payments and/or Electronic Fund Transfer, draft e-Commerce Law (2019); see, in 
particular, Article 42.  

payment service providers in several 

transactional contexts.37     

The Sub-decree on Digital Signatures (2017) 

contemplates the establishment of a PKI security 

and authentication system in connection with the 

use of digital signatures. However, there is a 

need for further government regulations 

delineating the functions, powers, and duties of 

MPTC as government “Controller”/Root 

Certifying Authority (CA) as well as of future 

licensed CAs. When such regulations are 

forthcoming, such parties will likely become 

subject to potential liability.   

 

Dispute settlement considerations 

The Commercial Arbitration Law of Cambodia 

was adopted in 2006. Domestic arbitral awards 

are enforced by reference to the Commercial 

Arbitration Law – which was formulated in 

accordance with the UNCITRAL Model Law on 

International Commercial Arbitration. Foreign 

arbitral awards are recognized and enforced 

pursuant to the New York Convention to which 

Cambodia is a party – although cases of foreign 

arbitral award enforcement in Cambodia are not 

known. Nonetheless, such well-known features 

of international commercial arbitration should 

satisfy international trading partners facing future 

paperless trade disputes in Cambodia. 

However, there appear to be certain legal gaps 

concerning choice of forum and choice of law for 

international commercial contracts in Cambodia. 

In particular, specific conflict of laws rules 

governing international contracts appear to be 

absent from the Civil Code (2011) and Civil 

https://treaties.un.org/doc/Treaties/2008/03/20080303%2006-53%20PM/CTC-xi-B-11b.pdf
https://treaties.un.org/doc/Treaties/2008/03/20080303%2006-53%20PM/CTC-xi-B-11b.pdf
http://otif.org/en/
https://www.unescap.org/sites/default/files/CIT%20-%20Common%20consignment%20note.pdf
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Procedure Code (2006). It is noted that there is a 

draft Law on Commercial Contracts which is 

apparently under review by the National 

Assembly. However, it is unknown at this time 

whether this pending law includes conflict of laws 

rules.    

 

Intellectual property rights and database 

ownership 

Cambodia has been proactively developing its 

intellectual property law regime for the past 

seventeen years. Cambodia has adopted several 

major IP laws, including Trademarks and Unfair 

Competition Law (2002), Copyright Law (2003), 

Patent Law (2003), and Standards Law (2007). 

Cambodia is considering the enactment of the 

Trade Secrets Law and the Law on the Protection 

of IC Layout Design. Cambodia is a WIPO 

Member and WTO Member, and is currently in 

the process of ensuring compliance with the 

WTO TRIPS Agreement. Until Cambodia 

achieves full compliance with TRIPS obligations 

(by 1 July 2021), there will continue to be 

uncertainties surrounding the protection of 

foreign copyright works, including foreign 

software.38 Ownership of data and information is 

also unsettled at this time. However, MPTC has 

provided assurances that issues of data 

ownership, including over databases, will be 

covered in the Data Governance Law, at present 

in draft form.   

 

Electronic payments 

Cambodia is currently in the midst of the roll-out 

of its national e-payment gateway – dimensions 

of which will inter-connect with the Cambodia 

NSW and its paperless trade e-payment 

systems. The main features of this national e-

payment gateway are: the Central Shared Switch 

(CSS System), the KOIKA (RTGS) project, and 

the Bakong project of the National Bank of 

Cambodia (NBC).  

Legal elements of the national e-payment 

gateway are also emerging. In this regard, NBC 

has issued two important Prakas: i) making the 

provision of payment services through payment 

transaction accounts (e.g. debit transfers and 

electronic payment systems) a licensed activity 

requiring NBC prior approval;39 and ii) permitting 

third-party processors to act on behalf of banks 

in providing e-payment intermediary services.40 

The Sub-Decree on Digital Signatures (2017) is 

also of relevance as it mandates the use of digital 

signatures for all online financial transactions, 

unless there are measures to the contrary.41 

Of particular importance is the draft e-Commerce 

Law (2019). It will be recalled that, pursuant to 

Chapter 5, “intermediaries” may incur statutory 

liability in certain circumstances. Such 

“intermediaries” include “online payment service 

providers”. More specifically, Chapter 9 of the 

draft e-Commerce Law (2019) stipulates new 

rules on the liability of e-payment service 

providers in Cambodia.42 

 

Competition law 

At this point in time, Cambodia does not have a 

Competition Law. A draft Competition Law is 

reportedly under review by the Council of 

Ministers and Council of Jurists. The draft 

Competition Law (, when adopted, should apply 

to paperless trade service providers, whether 

they are private or state-owned. Paperless trade 

service providers are likely to include inter alia: 

banks, network service providers (including 

ISPs), telecommunication companies, Certifying 

Authorities, and ICT companies.  

  

 
38 Cambodia should also give serious consideration to accession to the Berne Convention for the Protection of 
Literary and Artistic Works. 
39 Prakas on the Management of Payment Service Providers (2017) 
40 Prakas on Third Party Processors (2010) 
41 Article 11, Sub-decree on Digital Signatures (2017)  
42 Chapter 9: Electronic Payments and/or Electronic Fund Transfer, draft e-Commerce Law (2019) 



 

16 
 

V. Recommendations for moving towards cross-border 

paperless trade 
 

Based on the findings from the technical and legal readiness of Cambodia for cross-border paperless 

trade in the sections III and IV of the report, a series of technical and legal recommendations for 

Cambodia to accelerate progress towards cross-border paperless trade are presented in this section. 

 

A. Recommendations emerging from the technical readiness assessment 

 

Recommendation 0 (High Priority): In order to improve its domestic paperless trade environment and its 

readiness to participate in cross-border paperless trade, Cambodia should gradually develop 

national single window and other paperless trade systems that are interoperable within and across 

borders, including by developing its national technical capacity in this area, developing a long-term 

plan and engaging in pilot exchange of selected data and documents. To support this process, 

Cambodia is recommended to ratify the Framework Agreement on Facilitation of Cross-border 

Paperless Trade in Asia and the Pacific. The Framework Agreement can significantly help Cambodia 

in narrowing technical gaps in (cross-border) paperless trade and support its journey to move into a 

knowledge-based economy. (see Annex VI for a brief description on the Framework Agreement). 

 

Institutional and governance bodies  

Recommendation 1: (Medium Priority) Cambodia should continuously strengthen the institutional 

mechanisms coordinating stakeholders of (cross-border) paperless trade, building upon the NTFC. 

The NTFC should also further enhance representation of private sector stakeholders from trading 

community, to ensure they are well-informed, and their activities are aligned with the overall 

directions and policies. 

 

Recommendation 2: (Medium Priority) Cambodia should establish a working group that establishes 

capacity building programme, awareness campaign and a communication plan to ensure that all 

stakeholders are aware of the benefits and objectives of paperless trade and cross-border data 

exchange. 

 

Level of automation 

Recommendation 3: (High Priority) Cambodia should expedite to make relevant regulatory agencies 

ICT-enabled as soon as possible to empower them to participate in paperless trade. While 

acknowledging current endeavours for implementing digital trade systems through various NSW 

phases, it is also noted that there are still many agencies that are still paper based. Though 

automation of customs procedures greatly facilitate trade, businesses cannot optimize their 

operations, if they have to go through manual processes in completing other trade-related regulatory 

requirements.  

 

Recommendation 4: (High Priority) Cambodia should expand the EFT services for customs duty 

payments and also payments for other paperless trade related services.  
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Recommendation 5: (Medium Priority) Cambodia should participate in the ASEAN Single Window 

data exchange for cross border paperless trade especially in the ATIGA-Form D. Cambodia is also 

encouraged to establish bilateral and/or multi-lateral cross-border data exchange under the 

Framework Agreement, with ESCAP member countries on e.g. export information, SPS information 

etc. 

 

Information and communication technology (ICT) infrastructure  

Recommendation 6: (Medium Priority) Cambodia should clearly identify and confirm the strategic 

plan and guidelines on business continuity of ICT systems (including for paperless trade systems), 

such as disaster recovery plan, to ensure service continuity and sustainability of such systems. The 

strategic plan should also reflect future requirements such as device and technology upgrades. The 

planned Data Center should also be constructed in line with the strategic plan and guidelines. 

 

Recommendation 7: (Medium Priority) Cambodia should quickly enhance the users’ authentication 

mechanism and data security measure through the implementation of PKI measures and digital 

signatures or any other latest and enhanced security measures. This will strengthen the current User 

ID and password methodology currently used for e-Customs.  

 

Recommendation 8: (Medium Priority) Cambodia should revisit and the ICT Master Plan 2020 and 

assess the readiness and compliance towards the objectives of the plan. 

 

Business process re-engineering 

Recommendation 9: (Medium Priority) Cambodia should carry out business process re-engineering 

(BPR) in implementing or upgrading ICT systems of trade-related regulatory agencies. By this way, 

business and operational procedures can be optimized, rather than simple automation of existing 

processes. Experience of GDCE could be referred for BRP of other agencies and at the national 

level.  

 

Data harmonization and standardization 

Recommendation 10: (Medium Priority) Cambodia should carry out data harmonization in 

implementing or upgrading ICT systems of trade-related regulatory agencies, using available 

international standards. Cambodia’s paperless trade systems increase their interoperability and 

would be able to exchange electronic data more readily each other and with systems of other 

countries. It is recommended that GDCE, which has conducted data harmonization already, together 

with assistance from third parties, initiates an exercise to ensure compliance to the international 

standards for data harmonization.  

 

Awareness and Capacity building 

Recommendation 11: (High Priority) Cambodia should build awareness and capacity on (cross-

border) paperless trade of its stakeholders. Cambodia may seek support from UN and other 

international development agencies, in a coordinated manner to avoid duplicate support in planning 

and delivering capacity building activities. This may be facilitated through the Framework Agreement 

(Article 14 Capacity Building) once it enters into force. 

 

Other matters 

Recommendation 12: (High Priority) Cambodia should set a strategic plan to secure budget for 

implementing ICT systems of trade-related regulatory agencies, including assessing requirements 
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of those agencies, coordinating potential source of budget and outreaching to international 

development agencies.  

 

Facilitation of cross-border data exchange 

Recommendation 13: (High Priority) In implementing or upgrading automation systems of relevant 

regulatory agencies in connection with Recommendation 5, Cambodia should make those systems 

enabled for both domestic and cross-border paperless trade at the same time, to quickly improve 

their readiness and competitiveness without duplication of efforts. Cambodia should continue to 

actively participate in regional, subregional and bilateral initiatives on cross-border paperless trade 

such as the transit/transhipment project from Thailand to Viet Nam. It should be noted that ratifying 

the Framework Agreement can help Cambodia to better participating in relevant cross-border 

paperless trade initiatives (Article 13 Pilot projects and sharing of lessons learned). 

 

Recommendation 14: (High Priority) Cambodia should proactively participate in joint inspection and 

sharing (recognition) of results electronically among relevant regulatory agencies and also with 

trading partner countries. For sharing and mutual recognition of conformance results with trading 

partner countries, ratifying the Framework Agreement (Article 8 Cross-border mutual recognition of 

trade-related data and documents in electronic form) would help Cambodia to initiate and 

operationalize solutions with its trading partners in the region. 

 

Recommendation 15: (Medium Priority) Cambodia should expedite the piloting process to introduce 

Authorized Economic Operator (AEO) programme and conclude mutual recognition agreement with 

main trading partner countries to improve level of trust on Cambodia traders, which can help initiating 

cross-border paperless trade.   

 

 

B. Recommendations emerging from the legal readiness assessment 

 

Recommendation 0: (High Priority) In order to improve its domestic legal environment for paperless 

trade and its legal readiness to participate in cross-border paperless trade, it is recommended that 

Cambodia proactively join relevant international agreements, participate in relevant regional 

initiatives, and incorporate relevant international legal standards/regulations/guidelines into its legal 

frameworks. Cambodia should also ratify to the Framework Agreement on Facilitation of Cross-

border Paperless Trade in Asia and the Pacific as soon as possible, with the objective of facilitating 

international trade. The Framework Agreement can significantly help Cambodia in narrowing legal 

gaps in (cross-border) paperless trade and contribute significantly to the implementation of its NSW. 

(see Annex VI for a brief description on the Framework Agreement). 

 

Electronics transactions and signatures law 

Recommendation 1: (High Priority) Cambodia should continue its efforts to modernize and develop 

its statutes and regulations governing or related to electronic transactions. 

Going forward, functional equivalence of electronic records/documents and digital signatures should 

be clearly and unequivocally established. Related legislation, such as the Customs Law (2007), 

should be consistent with and supportive of functional equivalence. Technological neutrality should 

be upheld without favoring one specific technology over another, especially as regards government-

operated systems. Consideration of alternatives to digital signatures may be appropriate in certain 

circumstances, consistent with the principles of technological neutrality.  
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The choice of the optimal authentication system for electronic transactions is critically important for 

the seamless and secure operation of the NSW and other paperless trade systems. Digital 

signatures and other authentication systems may be preferable to the registered user system, 

currently employed by the GDCE, for data security and integrity reasons. One recent alternative 

model worthy of further study is eIDAS (electronic Identification, Authentication and trust Services) 

established by EU Regulation 910/2014.  

 

Recommendation 2: (Medium Priority) Cambodia electronic transactions law and regulations, in 

conjunction with relevant customs laws and regulations, should endeavor to recognize a range of 

specific types of e-document as part of the overall development of the cross-border paperless trade 

environment in Cambodia. Their legal functions and characteristics, as well as their functional 

equivalence to paper-based documents, should be set forth appropriately in such legal measures.  

The United Nations Commission on International Trade Law (UNCITRAL) Model Law on Electronic 

Transferable Records (2017) and the United Nations Convention on Contracts for the International 

Carriage of Goods Wholly or Partly by Sea (Rotterdam Rules) (2008) are excellent reference sources 

for relevant rules pertaining to e-documents.  

 

Recommendation 3: (Medium Priority) Consideration should be given to the development of a 

complete legal regime for electronic contracts and the inclusion of appropriate rules concerning not 

only formation and validity, but also performance and e-payment obligations, of electronic contracts. 

The connections between e-contracts and trade e-documents/records (e.g. e-documentary sales 

contracts) should be taken into account.  

Useful relevant international resources include:   

• The United Nations Convention on the Use of Electronic Communications in International 

Contracts  

• The United Nations Convention on Contracts for the International Sale of Goods (and 

Opinions of the CISG Advisory Council)    

• International Chamber of Commerce (ICC Incoterms) (2010) – regarding the accepted use 

of e-documents in combination with international trade terms 

 

Recommendation 4: (High Priority) Cambodia should endeavor to adopt the proposed Data 

Governance Law as soon as possible. The proposed law should have detailed provisions on data 

retention and electronic archiving, especially in relation to the NSW, and should set forth the 

responsibilities of government custodians of paperless trade electronic records and other information, 

such as government data centers. Data-sharing arrangements amongst government agencies, such 

as OGAs, are co-related to data collection, retention and ownership issues. All such matters should 

be appropriately addressed in the proposed Data Governance Law. 

 

Recommendation 5: (High Priority) The e-Commerce Law of Cambodia (and its future implementing 

rules and regulations) should include comprehensive provisions on the admissibility of electronic 

evidence in judicial and administrative/regulatory proceedings. Special rules for collecting and 

producing electronic evidence as well as ordering the disclosure of electronic evidence should be 

elucidated. Subject to evidentiary rules and authentication requirements, foreign electronic evidence 

should also be readily admissible.  

Also, the Civil Procedure Code and Criminal Procedure Code should be amended to clearly permit 

the admissibility of electronic evidence.  
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Paperless trade and single window laws 

Recommendation 6: (High Priority) One or more national laws and/or sub-decrees should clearly 

establish the nature, functions, and features of the NSW. The structure, functions, and powers of an 

“umbrella organization” charged with overall NSW planning and implementation should be set forth 

in one such enactment. The government department (i.e. GDCE) which will act as the authorized 

NSW operator should be identified and the powers and responsibilities of the NSW operator, as well 

as those of the participating government agencies (OGAs), should be spelt out. Consideration may 

be given to drafting a National Single Window Law. 

 

Recommendation 7: (High Priority) Notwithstanding other laws or regulations, Cambodia should give 

serious consideration to the drafting and adoption of a Data Protection Law and a Privacy Law. The 

Data Protection Law should include detailed provisions on information security and cybersecurity. 

Data confidentiality, including commercial confidentiality, should be comprehensively protected. 

Personal data, in particular, should not be collected or retained without express consent. Distinctions 

should be drawn between trade and personal data in the Single Window context. Liabilities of data 

controllers should be clearly elucidated. The EU General Data Protection Regulation (GDPR) (2016) 

provides an excellent model for both data protection and privacy in the cyber context. 

 

Cross-border aspects 

Recommendation 8: (Medium Priority) Cambodia should take an even more proactive role in 

promoting and participating in cross-border paperless trade cooperation and inter-operability 

initiatives. Cambodia should fully participate in current and future ASW initiatives, including those 

relating to the ATIGA-D e-certificates of origin (e-C/Os) and e-Phyto (SPS) programs. Cambodia 

should continue to engage proactively in the substantive negotiation of the RCEP, which includes 

relevant chapters on trade facilitation and e-commerce, and should accede to RCEP when 

negotiations are concluded. As part of the Greater Mekong Subregion (GMS), Cambodia, along with 

its partners, is well-positioned to introduce e-documents as part of transport and transit 

arrangements under the Cross-Border Transport Facilitation Agreement (CBTA) – which may in turn 

be processed via the NSW. Bilateral and trilateral trade, transport and transit arrangements between 

Cambodia and Thailand, Lao People's Democratic Republic, and Viet Nam also provide important 

opportunities for cross-border paperless trade inter-operability – which Cambodia should actively 

develop and support. The Framework Agreement can serve as a valuable mechanism in supporting 

mutual recognition arrangements (MRAs) for electronic messaging and trade data exchange in all 

of the above contexts. 

 

Recommendation 9: (Medium Priority) Cambodia should proactively consider how to incorporate 

relevant international legal standards/regulations/guidelines into its legal frameworks. In doing so, it 

should take the opportunity to share knowledge on the benefits of such standards throughout the 

public sector.  

Among the international legal standards/regulations/guidelines that Cambodia has not yet expressly 

incorporated, but which could be beneficial, include: 

• UN/CEFACT Recommendation 33 on the establishment of a Single Window 

• UN/CEFACT Recommendation 35 on the legal status of a Single Window 

• UN/CEFACT Recommendation 36 on interoperability of cross-border systems 

• UNNExT Legal Guide for Single Windows and Paperless Trade 
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Other considerations 

Recommendation 10: (High Priority) Cambodia should clearly establish criteria for liability of parties 

involved in cross-border paperless trade and for the liability of intermediaries in relation to 

information and data passing through their systems. The e-Commerce Law of Cambodia and/or 

supporting regulations should provide clear, specific recognition of and provisions on SLAs. The 

liabilities of network service providers and paperless trade service providers should be further 

developed – particularly, civil liability. The Customs Law, and/or a National Single Window Law, 

should address the liability, and exemptions from liability, of the Single Window operator (i.e. GDCE) 

as well as OGAs, as public authorities, for errors or omissions in Single Window transactions leading 

to economic loss or damage of traders. Contractual and statutory exemptions from liability should 

be studied – which should be balanced against public policy and public interest factors.   

 

Recommendation 11: (High Priority) In line with the AEC Blueprint, the draft Competition Law should 

be adopted by the National Assembly without delay in order to provide a level-playing field for both 

domestic and foreign business, including SMEs and MSMEs. As part of the overall healthy 

development of the national economy, and in light of close relationships that exist between the 

government and certain private or state-owned enterprises, it is incumbent for Cambodia to foster 

and provide conditions of fair and transparent competition for all businesses operating in and 

contributing to the country, including through vigorous enforcement actions once the Competition 

Law enters into force.      

 

Recommendation 12: (High Priority) Cambodia should clearly establish choice of law and choice of 

forum rules as well as conflicts of law rules applicable to international commercial contracts in its 

civil law and also specifically for cross-border e-commerce and paperless trade. Reference should 

be made to current international models and best practices in the drafting of such legal provisions, 

including, but not limited to, the Hague Principles on Choice of Law in International Commercial 

Contracts (2015).  

 

Recommendation 13: (Medium Priority) Cambodia should ensure that its laws allow electronic 

payments for all purposes and among all participants in international trade transactions. Banking 

laws should ensure that financial institutions employ appropriate security and authentication systems.  

Cambodian banks, led by the National Bank of Cambodia, should extend aspects of the Bakong 

national e-payment gateway to encompass international trade transactions, in particular, the KOIKA 

RTGS system, as well as permit the participation of foreign bank branches in the national e-payment 

ecosystem. Further efforts should be made to develop and substantiate the emerging legal 

framework for e-payment systems and the liability of e-payment services providers. International 

trade payments should move away from paper-based documents and processes, such as paper 

letters of credit (L/Cs), bills of exchange (B/Es), and documentary collections – and embrace e-

payment solutions, including but not limited to EFT, as well as e-documents. Such changes may be 

incorporated in revisions to Cambodian banking and financial regulations, IT laws, commercial laws, 

and the negotiable instruments law.  

Useful references include:  

• The United Nations Commission on International Trade Law (UNCITRAL) Model Law on 

Electronic Transferable Records (2017) – which is of relevance to fintech development 

(including blockchain) and the recognition of e-bills of exchange (e-B/Es), and e-promissory 

notes; and 

• eUCP V1.1 Supplement to ICC Uniform Customs and Practice (UCP) 600 – which provides 

rules on e-letters of credit (e-L/Cs).  
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Recommendation 14: (High Priority) Given the continued reliance on paper-based trade, particularly 

by the private sector, the Cambodian Government should build awareness and capacity on legal 

issues of (cross-border) paperless trade among its various stakeholders. In particular, the Cambodia 

Chamber of Commerce and the Cambodia Bar Association have an important pivotal role to play in 

such capacity-building initiatives. Cambodia may seek support from the UN and other international 

development agencies, in a coordinated manner, for the planning and delivery of such capacity 

building activities. 
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VI. Cambodia action plan for cross-border paperless trade 
 

This section features an initial national action 

plan, based on the “Individual Action Plan” 

template developed by the Working Groups of 

the Interim Intergovernmental Steering Group on 

Cross-border Paperless Trade Facilitation. The 

plan features indicative actions that could be 

undertaken by Cambodia to implement the 

technical and legal recommendations presented 

in the previous section (V). The action plan 

includes priority level, timeline, capacity-building 

needs and potential key agencies related to each 

indicative action, based on discussions held 

during the national consultation workshop on 

facilitating cross-border paperless trade held on 

5th September 2019, in Phnom Penh, 

Cambodia43, as well as the knowledge acquired 

by and the experience of the expert team. 

Indicative actions as well as other information 

included in this initial action plan may be further 

elaborated upon – e.g., activities may be further 

broken down into sub-activities and tasks; and 

type of capacity-building needs may be specified 

– and incorporated into other relevant national 

development plans (e.g. national trade facilitation 

action plan, e-commerce development strategy, 

or e-government plan).  

 

Part 1: Technical Aspect 

Priority level: High, Medium, Low 

Overall 

Indicative action 
Priority 
level 

Timeline 
Capacity building 

needs 
Potential key agencies 

0. Ratify the Framework 
Agreement on Facilitation of 
Cross-border Paperless Trade in 
Asia and the Pacific 

High As soon as 
possible 

 Ministry of Commerce 
(MoC) 
Ministry of Economy and 
Finance (MEF) 
Ministry of Foreign Affairs 
and International 
Cooperation (MoFAIC) 
 

Institutional and governance bodies for electronic data exchange in paperless environment 

Indicative action 
Priority 
level 

Timeline 
Capacity building 

needs 
Potential key agencies 

1. Strengthen the institutional 
mechanisms coordinating 
stakeholders of (cross-border) 
paperless trade 

Med. Ongoing Yes.  
Optimizing 
effective 
organization and 
operations of the 
NTFC and sub-
committees and 
working groups  

National Trade Facilitation 
Committee (NTFC) 
MoC 
General Department of 
Customs Excise (GDCE) 

1.1. Further enhance 
representation of private sector 
stakeholders from trading 
community 

Med. Ongoing  NTFC  
MoC 
GDCE 

2. Establish a working group that 
establishes capacity building 

Med. Ongoing Yes.  
Building effective 
collaboration 

NTFC 
MoC  
GDCE  

 
43 National Consultation on Facilitating Cross-border Paperless Trade: Cambodia, event website is available 

from: https://www.unescap.org/events/national-consultation-facilitating-cross-border-paperless-trade-cambodia 
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programs, awareness campaign 
and a communication plan 

between NTFC 
and OGAs and 
other 
stakeholders; 
inclusive of 
private sector 
stakeholders. 

Cambodia Chamber of 
Commerce (CCC) 
Cambodia Freight 
Forwarders Association 
(CAMFFA) 

Automation 

Indicative action 
Priority 
level 

Timeline 
Capacity building 

needs 
Potential Key agencies 

3. Make relevant regulatory 
agencies ICT-enabled 

High Ongoing – 
via NSW 
Phases 

Yes.  
 

MoC 
GDCE 

4. Expand the EFT services for 
customs duty payments for also 
payments for other paperless 
trade related services.  

High As soon as 
possible 

 MoC 
GDCE 
National Bank of Cambodia 

5. Participate in the ASEAN 
Single Window data exchange for 
cross border paperless trade 
especially in the ATIGA-Form D.  

Med. Ongoing 
arrangement
s with 
ASEAN 
 

 MoC 
GDCE 
Ministry of Agriculture and 
Fisheries and Forestry 

5.1. Encouraged to establish 
bilateral and/or multi-lateral cross-
border data exchange under the 
Framework Agreement 

ICT Infrastructure for Paperless Trade 

Indicative action 
Priority 
level 

Timeline 
Capacity building 

needs 
Potential Key agencies 

6. Identify and the confirm the 
strategic plan and guidelines on 
business continuity of ICT 
systems (including for paperless 
trade systems) 

Med. Ongoing. In 
discussion 
with relevant 
stakeholders 

 NTFC 
Ministry of Posts and 
Telecommunications 
(MPTC)   
 

7. Enhance the users’ 
authentication mechanism and 
data security measure through the 
implementation of PKI measures 
and digital signatures or any other 
latest and enhanced security 
measures 

Med. Ongoing. In 
progress of 
completing 
the PKI 
infrastructure 

 NTFC 
MoC  
GDCE 
Ministry of Interior 
Ministry of Justice (MoJ) 
 

8. Revisit and the ICT Master 
Plan 2020 and assess the 
readiness and compliance 
towards the objectives of the plan. 

Med. Ongoing. 
Was 
previously 
waiting for 
the approval 
of the e-
Commerce 
Law, which is 
now 
approved, 
before revisit 
and 
assessment 

 
 

NTFC 
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Business Process Re-engineering 

Indicative action 
Priority 
level 

Timeline 
Capacity-building 

needs 
Potential Key agencies 

9. Carry out business process re-
engineering (BPR) in 
implementing or upgrading ICT 
systems of trade-related 
regulatory agencies 

Med. Ongoing Yes.  
Seek technical 
assistance from 
ESCAP and other 
international 
development 
agencies 

NTFC 
MoC 
GDCE 

Data Harmonization 

Indicative action 
Priority 
level 

Timeline 
Capacity building 

needs 
Potential Key agencies 

10. Carry out data harmonization 
in implementing or upgrading ICT 
systems of trade-related 
regulatory agencies, using 
available international standards 

Med. Ongoing Yes.  
WCO Data Model 
guidelines and 
UN/CEFACT 
Recommendation
s.   
Seek technical 
assistance from 
ESCAP and other 
international 
development 
agencies 

NTFC 
GDCE 

Awareness and Capacity-Building 

Indicative action 
Priority 
level 

Timeline 
Capacity building 

needs 
Potential Key agencies 

11. Build awareness and capacity 
on (cross-border) paperless trade 
of its stakeholders 

High Continuous Yes.  
Seek technical 
assistance from 
ESCAP and other 
international 
development 
agencies 

NTFC  

Other Issues 

Indicative action 
Priority 
level 

Timeline 
Capacity building 

needs 
Potential Key agencies 

12. Set a strategic plan to secure 
budget for implementing ICT 
systems of trade-related 
regulatory agencies  

High As soon as 
possible 

 NTFC 
MoC 
MEF 

12.1 Assessing requirements of 
those agencies  

High As soon as 
possible 

 NTFC 

12.2 Coordinating potential 
source of budget and outreaching 
to international development 
agencies 

High As soon as 
possible 

 MEF 
 

Facilitation of Cross-border Electronic Data Exchange 

Indicative action 
Priority 
level 

Timeline 
Capacity building 

needs 
Potential Key agencies 

13. Make automation systems of 
relevant regulatory agencies for 
both domestic and cross-border 
paperless trade at the same time 

High As soon as 
possible 

 NTFC 
MoC 
GDCE 
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14. Participate in joint inspection 
and sharing (recognition) of 
results electronically among 
relevant regulatory agencies and 
also with trading partner countries 

High As soon as 
possible 

 NTFC 
MoC 
GDCE 

15. Expedite the piloting process 
to introduce Authorized Economic 
Operator (AEO) programme and 
conclude mutual recognition 
agreement with main trading 
partner countries 

Med. Ongoing. 
Awaiting 
completion of 
Risk 
Management 
System 

 MoC 
GDCE 

 

 

Part 2: Legal Aspect 

Priority level: High, Medium, Low 

Overall 

Indicative action 
Priority 
level 

Timeline Capacity building needs Potential key agencies 

0. Ratify the Framework 
Agreement on Facilitation of 
Cross-border Paperless Trade 
in Asia and the Pacific 

High As soon 
as 
possible  

Yes.  
Increase awareness of 
the Framework 
Agreement text and 
undertakings; increase 
awareness of the 
Framework Agreement 
relationship to WTO 
Trade Facilitation 
Agreement (TFA), NSW 
implementation, and 
creation of cross-border 
paperless trade 
environment  

MEF 
MoC 
GDCE 
MoFAIC 
    

Electronics transactions and signatures law 

Indicative action 
Priority 
level 

Timeline Capacity building needs Potential key agencies 

1. Enact statutes and 
regulations governing, or 
related to, electronic 
transactions 

High Pending 
and 
Ongoing 
 

Yes.  
Development of a 
knowledge base 
concerning UNCITRAL 
Model Laws and UN 
Convention on the Use of 
Electronic 
Communications in 
International Contracts; 
Rotterdam Rules; UN 
Convention on Contracts 
for the International Sale 
of Goods; eIDAS; EU 
General Data Protection 
Regulation (GDPR); 
UN/CEFACT 
Recommendations and 
other national e-
commerce law models  

MEF 
MoC 
GDCE 
MPTC  
MoFAIC 
MoJ 
Ministry of Public Works 
and Transport 
Ministry of Interior  
 

1.1 Adoption of e-Commerce 
Law  

1.2 Adoption of Data 
Governance Law  

1.3 Drafting of National Single 
Window Law 

1.4 Amendments of Civil Code  

1.5 Amendments of Civil 
Procedure Code   

1.6 Amendments of Criminal 
Procedure Code  

1.7 Strengthening IPR laws 

1.8 Adoption of Data 
Protection Law 

1.9 Adoption of Privacy Law  



 

27 
 

1.10 Adoption of Cybercrime 
Law 

1.11. Adoption of Competition 
Law 

1.12 Drafting of Electronic 
Contracts Law 

2. Recognize a range of 
specific types of e-documents 
as part of the overall 
development of the cross-
border paperless trade 
environment in Cambodia 

Med. Ongoing Yes.  
Knowledge of legal 
regimes recognizing e-
documents, including 
UNCITRAL Model Law on 
Electronic Transferable 
Records (MLETR) (2017) 
and UN Convention on 
Contracts for the 
International Carriage of 
Goods Wholly or Partly by 
Sea (Rotterdam Rules) 
(2008)  

MEF 
GDCE 
MoC 
MPTC  
Ministry of Industry and 
Handicrafts 
Ministry of Public Works 
and Transport 

3. Recognize electronic 
contracts and consider the 
inclusion of appropriate rules 
concerning not only formation 
and validity, but also 
performance and e-payment 
obligations, of electronic 
contracts (Ref 1.9)  

Med. Ongoing  Yes.  
Knowledge of UN 
Convention on the Use of 
Electronic 
Communications in 
International Contracts; 
UN Convention on 
Contracts for the 
International Sale of 
Goods; International 
Chamber of Commerce 
(ICC) publications  

MoC 
MoJ 
GDCE 
National Bank of 
Cambodia 
  

4. Data Governance Law to 
have detailed provisions on 
data collection, data retention 
and electronic archiving, data 
ownership, data sharing 
arrangements, and liabilities of 
data controllers (Ref 1.2)  

High Ongoing  Yes.  
Facilitate understanding 
among relevant 
government agencies 
about their legal 
responsibilities under 
Data Governance Law  

MPTC  
MEF   
GDCE 
 
 

5. e-Commerce Law to include 
comprehensive provisions on 
the admissibility of electronic 
evidence in judicial and 
administrative/regulatory 
proceedings; supported by 
Civil Procedure and Criminal 
Procedure Codes (Ref 1.1, 1.4 
and 1.5) 

High Pending 
and 
Ongoing  

Yes.  
Coordination on 
interrelationships between 
e-Commerce Law and 
Civil Procedure and 
Criminal Procedure 
Codes; implications of 
reforms for litigation and 
arbitration in Cambodia  

MoJ 
MoC 
MEF 
  

Paperless trade and Single Window laws 

Indicative action 
Priority 
level 

Timeline Capacity building needs Potential Key agencies 

6. Provide a legal basis for 
establishing the nature, 
functions and features of a 
Single Window (Ref 1.3) 

High As soon 
as 
possible  

Yes.  
Knowledge of provisions 
in a National Single 
Window law by reference 
to other national models 

Cambodia National Single 
Window Steering 
Committee   
Legal and Policy 
Consultative Group of the 
National Single Window 
Project 
MEF 
MoC 
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GDCE 

7. Enact laws on data 
protection, cybersecurity, and 
privacy (Ref 1.7, 1.8, and 1.9)  

High As soon 
as 
possible 
and  
Ongoing  

Yes.  
Build knowledge among 
government agencies by 
reference to international 
models: OECD Guidelines 
on the Protection of 
Privacy and Trans-border 
Flows of Personal Data 
(1980) and EU General 
Data Protection 
Regulation 2016 (GDPR); 
and by reference to other 
national models   

MEF 
MoJ 
MPTC  
MoC 
GDCE 
 
 

7.1 Adoption of Data 
Protection Law 

7.2 Adoption of Privacy Law 

7. 3 Adoption of Cybercrime 
Law 

Cross-border aspects 

Indicative action 
Priority 
level 

Timeline Capacity building needs Potential Key agencies 

8. Initiate and participate in 
multilateral and bilateral cross-
border paperless trade 
interoperability initiatives 

Mediu
m 

Continuo
us  

Yes.  
Strengthen capabilities to 
participate proactively in 
regional frameworks of 
RCEP, ASEAN, GMS 
(CBTA); and trade, 
transport and transit 
initiatives with Thailand, 
Lao People's Democratic 
Republic, and Viet Nam  

MoFAIC 
MoC 
GDCE 
MPTC  
National Bank of 
Cambodia 
Ministry of Public Works 
and Transport 

9. Proactively consider how to 
incorporate relevant 
international legal standards, 
regulations and guidelines into 
the country’s legal frameworks 

Med. Continuo
us 

Yes.  
(In relation to the legal 
frameworks mentioned in 
Legal Recommendation 
1.)  
Build knowledge of 
international standards, 
regulations, and 
guidelines relevant to 
NSWs and paperless 
trade, including WCO 
instruments, UN/CEFACT 
Recommendations and 
UNNExT Legal Guide for 
Single Windows and 
Paperless Trade  

MoC 
GDCE 
MoFAIC 
MEF 
MoJ 
MPTC 

Other considerations 

Indicative action 
Priority 
level 

Timeline Capacity building needs Potential Key agencies 

10. Fully establish the system 
of Certifying Authorities (CAs) 
for security and verification of 
digital signatures, including the 
functions, duties, and powers 
of the government 
“Controller”/Root CA and 
authorized CAs as well as the 
grounds for liability and 
exemptions from liability of 
such parties.   

High As soon 
as 
possible  

Yes.  
Best examples from 
leading countries; 
promotion of the use of 
digital signatures in the 
public and private sectors 
in Cambodia   

MEF 
MPTC  
MoC  
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11. Enact the draft 
Competition Law without delay 
in order to provide and enforce 
conditions of fair and open 
competition for all businesses 
operating in Cambodia, 
including those involved in 
paperless trade. (Ref 1.11)  
 

High As soon 
as 
possible  

Yes.  
 
Build knowledge within 
government of 
Competition laws and 
best practices of other 
countries, including 
ASEAN, especially as 
regards the conduct of the 
Competition Commission 
and Directorate; 
promotion of the 
Competition Law in all 
economic sectors and 
what constitutes “anti-
competitive” practices; 
consideration of mutual 
cooperation by Cambodia 
with other national 
competition authorities      

MEF 
MoC 
MoJ 
MPTC  
National Bank of 
Cambodia 
MoFAIC 
 

12. Clearly establish rules 
related to choice of law and 
choice of forum as well as 
conflict of laws rules, 
especially as regards 
international commercial 
contracts, in the Civil Code of 
Cambodia, and also 
specifically for cross-border e-
commerce and paperless 
trade.  
(Ref 1.4)   

High As soon 
as 
possible  

Yes. 
 
Reference to international 
models and current 
international best 
practices in drafting such 
rules 
 

MEF 
MoJ 
MoC 
 

13. Ensure that laws allow 
electronic payments for all 
purposes and among all 
participants in international 
trade transactions 

Med. Ongoing  Yes.  
Development and 
integration of national e-
payment system (Bakong 
Project) with CNSW; 
Internationalisation of 
national e-payment 
gateway; Introduction of 
e-documents for payment 
and settlement purposes 

National Bank of 
Cambodia 
MEF 
GDCE 
MPTC  
MoC  
  
 

14. Build awareness and 
capacity on legal issues of 
(cross-border) paperless trade 
for its stakeholders 

High As soon 
as 
possible  

Yes.  
Design and delivery of 
educational programmes 
and professional seminars 
for the private sector 
promoting the transition 
from paper-based to 
paperless trade and 
arrival of the electronic 
trading environment 

MEF 
MoC 
GDCE 
Cambodia Bar 
Association  
Private sector 
stakeholders (CCC; 
freight forwarding and 
customs brokers 
associations; 
representatives of 
MSMEs) 
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VII. Conclusion and way forward 
 

Cambodia has made some progress in 

implementing trade facilitation and paperless 

trade. However, much more remains to be done 

to further enhance trade efficiency in Cambodia, 

in particular, by adopting digitalization of trade 

procedures. In this report, findings from 

technical and legal assessments of the 

readiness of Cambodia for cross-border 

paperless trade were presented, along with 

recommendations derived from these findings. 

An initial action plan was formulated based on 

the experts’ recommendations and input 

gathered during the national consultations, 

which provides a useful basis for the 

preparation by Cambodia of an Individual 

Action Plan under the Framework Agreement 

on Facilitation of Cross-Border Paperless Trade 

in Asia and the Pacific.  

A regional workshop was organized where 

countries shared their main issues and 

challenges in facilitating cross-border paperless 

trade and priority actions to address these 

issues and challenges. 44  At this workshop, 

Cambodia identified these top priorities. For 

technical aspect, Cambodia’s top priorities are 

to: (1) establish strong institutional mechanisms 

coordinating stakeholders; (2) enable relevant 

regulatory agencies with digitalized trade 

systems; and (3) raise awareness and capacity 

on (cross-border) paperless trade of its 

stakeholders. For legal aspect, Cambodia’s top 

priorities are to establish: (1) Electronics 

transactions and signatures law; (2) laws and 

regulations for accessing and sharing 

information and data; and (3) other legal 

framework to support the implementation of 

facilitation of cross-border paperless trade. It 

was identified that budget for implementing ICT 

systems of trade-related regulatory agencies 

and also enhancing awareness and capacity of 

its stakeholders would be essential to address 

these top priorities. Cambodia has made 

significant progress by adopting an e-

Commerce Law, which was signed on 2 

November 2019, and will effectively enter into 

force on 2 May 2020 after 6 months for 

“awareness dissemination”. 

The report highlighted that there were no 

technical or legal obstacles in Cambodia to 

accede to the Framework Agreement and that 

it should do so as soon as possible so it can 

start to more effectively plan and implement its 

trade digitalization strategy. The readiness 

assessments together with the action plan 

featured in this report can serve as a foundation 

to elaborate more detailed activities at national 

and agency level in this area, with identifiable 

timeline and budget sources. Additional 

meetings and consultations among 

stakeholders may be useful to further refine and 

specify actions and their sequencing in order to 

achieve the long-term goal of cross-border 

paperless trade – and to identify specific pilot 

projects and capacity building and technical 

assistance needs. 

Pending its ratification and the entry into force 

of the Framework Agreement, Cambodia may 

also continue to participate in the Interim 

Intergovernmental Steering Group on Cross-

border Paperless Trade Facilitation to gather 

and exchange information on good practices 

that can help Cambodia further enhance its 

readiness for cross-border paperless trade. 

 

 
44 Capacity Building Workshop on Cross-border Paperless Trade Facilitation, 19 September 2019, New Delhi, 

India. For more information, see: https://www.unescap.org/events/aptff-capacity-building-workshop-cross-border-

paperless-trade-facilitation 

https://www.unescap.org/events/aptff-capacity-building-workshop-cross-border-paperless-trade-facilitation
https://www.unescap.org/events/aptff-capacity-building-workshop-cross-border-paperless-trade-facilitation
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Annexes 
 

Annex I. List of stakeholders interviewed 
 

Organization Name Job Position 

ACLEDA Bank 

Dr. So Phonnary 
Executive Vice President and Group Chief 
Operations Officer 

Mr. Char Sopheap 
Senior Vice President and Head of Product 
Development 

Bar Association of 
Cambodia 

Mr. Suon Visal President  

Mr. Bun Navina Lawyer 

Cambodia Chamber 
of Commerce 

Ouknha Lim Heng Vice President 

Ms. Nuon Pichsophal Senior Deputy Director General 

Mr. Keo Veasna 
Manager of Department of International 
Cooperation 

Ms. Chhith Silorina Coordinator 

Cambodia Customs 
Brokers Association 

Mr. Im Phal Director 

Freight Forwarders 
Association 

Mr. Meas Virak Member 

Mr. Kep Kompheak Member 

Mr. Pang Chhaya Member 

General Department 
of Customs and 
Excise 

Mr. Pha Eng Veng Deputy Director 

Mr. Bun Chiv 
Director of Department of Customs 
Procedures 

Mr. Chorn Voeun Director of the ICT Department 

Mr. Chuon Chansophea Deputy Director of the ICT Department 

Mr. Mauk Pheakkdey 
Chief of Bureau in the Department of 
International Customs Cooperation 

Mr. Mak Visal 
Deputy Chief of Bureau in the Department 
of Planning and Technical Affairs, 

Ministry of 
Commerce 

H.E. Ms. Tekreth Kamrang Secretary of State (EIF focal point) 

H.E. Sok Sopheak Secretary of State (FA-PT focal point) 

Mr. Phan Oun  
Deputy Director of the CamControl, 
Directorate-General  

Mr. Phoeng Virak 
Official of the CamControl, Directorate-
General  

Mr. Long Kemvichet 
Deputy Director-General of International 
Trade 

Mr. Un Chantha 
Official of the Import-Export Department 
(CO issuance-related) 

Mr. Sameng Mony 
Director of Dept., of Consumer Protection 
and Fraudulence Suppression 

Mr. Kim Lydet  
Acting Director, Department of International 
Cooperation  

Mr. Sven Callebaut  
Team Leader, Formulation 
of Cambodia Trade Integration Strategy  

Mr. Puth Hemonna 
Deputy Director General of the General 
Department of Trade Support Services 

 
Ministry of Economy 
and Finance 

Mr. Koeurn Bunthoeurn 
Legal Affairs Department (the General 
Secretariat) of the Legal Council 

Mr. Chhorn Channa 
Legal Affairs Department (the General 
Secretariat) of the Legal Council 

Ministry of Industry 
and Handicraft 

Mr. Chea Tharak Deputy Director of Department 

Mr. Khiev Vichet Deputy Director of Department 

Mr. Neak Sombathratanak Official, Department of DCA 
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Ministry of Justice 
(Judge) 

H.E. So Chanthy Under Secretary of State  

H.E. Khiev Sophany Under Secretary of State  

Ms. Sem Sengvethay 
Director of Legal and Statistics of Civil 
Affairs  

Ministry of Mines 
and Energy 

Mr. Nouv Borey 
Deputy Director, Department of 
Administration and Information Technology 

Mr. Mak Sochettra  Deputy Director of Department  

Mr. Sok Sokha Chief of Bureau  

Mr. Vang Vibol  Official  

Ministry of Posts 
and 
Telecommunications 

H.E. Chun Vath Under Secretary of State 

Ms. Tan Sodany Director of the ICT Policy Department 

 
National Bank of 
Cambodia 

Mr. Khou Vuthy 
Deputy Director of Technical Affairs of NBC 
and Director of the Department of Economic 
Research and International Cooperation. 

Ms. Roth Nimol Department of Payment System 

Ms. Ponn Dalyn Deputy Director of Department 
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Annex II. List of participants at the national consultation workshop 
 

Organization Name Job Position 

ACLEDA Bank Mr. Char Sopheap Sr. Vice President 

Mr. Seng Sokmean Vice President 

Ministry of Commerce  Mr. Leang Heng  Media Consultant of Project, 
“Accelerating Inclusive Markets for 
Smallholders (AIMS)” 

Bar Association of Cambodia Ms. Tan Charonay Lawyer 

Mr. Var Samrit Chief of Bureau 

Mr. Prum Vichetakhara Secretary General 

Cambodia Chamber of 
Commerce 

Ms. Keo Veasna Manager of Department 

Mr. Chhom Ratanak Coordination Officer 

Oknha Lim Heng Vice President 

Ms. Nuon Pichsophal Sr. Dep.-Direct. General 

Cambodia Customs Brokers 
Association 

Mr. Im Phal President 

Freight Forwarders Association Mr. Meas Virak Director 

Ms. Nhim Chanviya Operation 

General Department of Customs 
and Excise 
 

Mr. Pha Eng Veng Deputy Director General 

Mr. Mok Huot Deputy Director of Dept. 

Mr. Tan Samnieng Official 

Mr. Chuon Chansophea Deputy Director of Dept., 

Ministry of Commerce H.E. LCT. Tekreth 
Kamrang 

Secretary of State 

H.E So Sreymech Under Secretary of State 

Mr. Suon Prasith Deputy Director General 

Me. Long Kemvichet Deputy Director General 

H.E. Phan Oun DDG of CamControl 

Ms. Ek Sereyroath Bureau Chief/DICO 

Mr. Kong Sokheng Deputy Director of Dept. 

Mr. Kong Keomuny Deputy Director of Dept. 

Ms. Yang Maria Official 

Mr. Nhem Sareth National Program Mngr. 

Mr. Chhean Potry Deputy Director 

Mr. Kim Lydet Acting Director of DICO 

Mr. Heap Vanda Official 

Mr. Hang Sotheara Chief of Bureau 

Mr. Khloeung Doura Chief of Bureau 

Mr. Som Seyha Official 

Mr. To Rith Deputy Director of Dept. 

Ms. Khroeun Thunkeahy Contracted Official 

Ministry of Economy and Finance Mr. Koeun Bunthoeun Official 

Ministry of Industry and 
Handicraft 

Mr. Chea Tharak Deputy Director of Dept. 

Mr. Ra Ratha Deputy Chief of Bureau 

Ministry of Mines and Energy Mr. Nouv Borey Deputy Director General 

Mr. Vang Vibol Official 

Ministry of Justice Ms. Sem Sengvethay Director of Department 

Ministry of Posts and 
Telecommunications 

Mr. Phalla Chanpiseth Deputy Director of Dept. 

National Bank of Cambodia Ms. Ponn Dalyn Deputy Director of Dept.,  
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Annex III. Cross-border paperless trade: a technical readiness checklist: 

Cambodia 
 

Scope and structure of the checklist 

The Checklist is to assess technical gaps in implementing cross-border paperless trade systems. The 

Checklist takes into considerations of national issues such as implementation of electronic and 

paperless transactions at national level and Single Window system, pre-requisites for cross-border 

paperless trade data exchange.  

The Checklist is structured in two sections as below: 

 

Section A - Paperless Trade System at the National Level 

This section focuses on technical issues related to implementation of electronic trade systems in 

paperless environment at the national level. Technical issues are grouped into the following categories. 

1. Institutional and governance bodies for electronic data exchange in paperless environment 

a. Strong political commitment 

b. Coordination 

c. Inter-agencies governance structure 

2. Level of automation 

a. Electronic Systems 

b. Single Window System 

3. Information and Communication Technology (ICT) Infrastructure for Paperless Trade 

a. Network service availability 

b. Common/single network (E-Systems)  

c. Single Window System – integrate/interoperate with other systems  

d. Strategic plan for ICT infrastructure issues  

e. Disaster Recovery 

f. Business Continuity Plan 

4. Security 

a. IT security policy 

b. Security measures (E-Systems)  

c. Authentication mechanism 

d. Communication protocol 

5. Business process re-engineering 

a. BPR for paperless trade 

b. Implementation of paperless trade transactions 

6. Data harmonization and standardization 

7. Capacity building 

8. Other matters 

a. Computer literacy 

b. Budget constraints 

 

Section B – National Status Towards Cross-border Data Exchange 

This section is aimed at assessing the status of a country or an organization to embark on cross-border 

paperless trade data exchange projects. 

1. Electronic systems  

2. Single Window System  
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3. Business process re-engineering  

4. Data Harmonization and standardization  

5. International Transit 

6. Awareness Program  

7. Other matters 

a. Authorized Economic Operator  

b. Stakeholders and trade community 

c. Government budget  

d. Documents being considered for cross-border data exchange & Prioritization 

e. Further information 

 

CONSOLIDATED RESPONSE TO TECHNICAL READINESS CHECKLIST 

Section A: Paperless Trade System at the National Level  

No. Questions  Response 

1. Institutional and governance bodies for electronic data exchange in paperless 

environment: 

One of the critical success factors for implementation of paperless trade system is strong 
commitment from the Head of Government without which many projects of this magnitude 
tend to stall. When top management is committed to spearhead a project, issues of financial 
support and other resources could be addressed more readily. Coordination among 
participating parties (among Government agencies, between government and private sectors) 
is not an easy task but could be carried out more efficiently and effectively with the 
establishment of an institutional body equipped with a strong governance structure. The 
institutional set-up will provide a venue for relevant officials to come together to discuss on 
functionalities and other technical as well as legal matters. The governance structure which 
depicts the role and responsibilities of each unit/group as well as reporting mechanism will 
expedite the implementation of the paperless trade systems. 

1.1 Is there strong political 

commitment in your country to 

implement paperless trade 

systems to expedite 

international trade supply 

chain? 

YES. Paperless trade is part of the Cambodia Trade 

Integration Strategy (CTIS) 2019-2023. 

Is there an official government 

instruction or decree? Has a 

Ministerial level official been 

appointed for this initiative? 

YES. a Sub-decree (signed by the Prime Minister) on the 

Establishment of the Cambodia National Single Window 

Steering Committee (NSWSC) has been implemented 

along with certain Prakas to support paperless trade, 

especially in the implementation of the NSW. Out of this, 
the Legal and Policy Consultative Group of the National 

Single Window Project (i.e. legal working group) and the 

Project Implementation Team of the National Single 

Window (i.e. technical working group) has been created. 

Also, the National Trade Facilitation Committee (NTFC) is 

being established and is chaired by the Deputy Prime 

Minister and the Minister of Economy and Finance. 

Plus, the e-Commerce Law was adopted on 2 November 

2019.  

1.2 Does the paperless trade 

initiative encompass all the 

community partners and is it 

YES. NSW Phase 2 involves government agencies 

connected to the NSW and has implemented their own 

respective e-application. (1) General Department of 

Customs Excise’ e-Customs Declarations is at NSW Phase 
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driven by the government at the 

top level? 

2 but is still facing some challenges from the ASYCUDA 

system. (2) The issuance of Certificate of Origin by Ministry 

of Commerce is also at NSW Phase 2. Other OGAs in 

NSW Phase 2 which commenced in July 2019 include (3) 

Department of Mining Business , Ministry of Mines and 

Energy (Export License); (4) Department of Mines and 

Construction Materials, Ministry of Mines and Energy 

(Business License); (5) Department of Regulatory of the 

Institute of Standards of Cambodia, Ministry of Industry and 

Handicraft (Export and Import License); (6) Department of 

Essential Drug and Food, Ministry of Health (Drug and 

Food Permits) and (7) Department of Hospital/ 

Health Services, Ministry of Health (Hospital Services 

Permits and Licenses). Other OGAs still at NSW Phase 1 

which means that they are connected to NSW for the 

purpose of approval information upload only. Their 

respective e-applications is still being designed / 

developed. These OGAs include (1) General Directorate of 

Agriculture, Ministry of Agriculture, Forestry and Fisheries 

(Phytosanitary Certificates); (2) Forestry Administration, 

Ministry of Agriculture, Forestry and Fisheries (Licenses); 

(3) Fisheries Administration, Ministry of Agriculture, 

Forestry and Fisheries (Export License) and (4) 

Department of Animal Health and Production, Ministry of 

Agriculture, Forestry and Fisheries (Sanitary/Health 

Certificates. 

Which government agency is in 

charge? 

GDCE is in charge of the implementation. In 2015, 

Cambodia issued a Sub-decree (signed by the Prime 

Minister) on the Establishment of the Cambodia National 

Single Window Steering Committee (NSWSC). This Sub-

decree was followed by certain implementing Prakas, 

including on creation of the Legal and Policy Consultative 

Group of the National Single Window Project (i.e. legal 

working group) and the Project Implementation Team of the 

National Single Window (i.e. technical working group).  

1.3 Is there an inter-agencies 

governance structure 

established to oversee 

paperless trade systems 

facilitated by the government?  

YES. There is the NTFC which is chaired by the Deputy 

Prime Minister and Minister of Economy and Finance. On 

the implementation aspects, NSW TWG and LWG 

comprises of representatives of all stakeholders. 

If yes, please provide a 

diagrammatic representation of 

the structure and indicate the 

Lead Agency?  

This structure may include the 

private sector stakeholders or 

community players. 

 

2. Level of Automation 

It is not feasible for an organization/agency to consider implementing paperless trade system 

without the capability of processing electronic document/information/data, let alone cross-

border data exchange subsequently. 

2.1 Paperless trade system 
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2.1. 

(a) 

Has your country implemented Electronic Customs (e-Customs)? (And other services that 

facilitates Customs declarations in an electronic format) 

Does it have the capability to 

receive, process and issue 

document electronically? 

YES. GDCE has implemented the ASYCUDA e-Customs 

Declaration system. GDCE has also developed an 

additional “e-Customs” Declaration system that supports 

and supplements the challenges faced by the ASYCUDA 

system. E-Customs is primarily for low volume/border 

trade/domestic trade/informal trade. 

Is it integrated with Electronic 

Payment (e-Payment)?  

PARTIALLY. Only traders with bank accounts with 

Canadia Bank and ACLEDA Bank can utilize the electronic 

funds transfer (EFT) option for duty payments. Others 

practice bank deposits into the GDCE account once the 

SAD is approved. 

Does it have the capability to 

authenticate users 

electronically? 

YES. The system utilizes ID and password issued through 

ASYCUDA. PKI applications is not utilized as the 

infrastructure is not ready. GDCE may consider using PKI 

once it is ready. SSO is also implemented for 

authentication. 

Does it ensure data/document 

security? 

YES. 

What is the percentage of trade 

covered under this system? 

This system is implemented nationwide. 

Are community partners 

connected to it electronically? 

Declarants are connected to it electronically.  

2.1. 

(b) 

Has your country implemented Electronic Port (e-Port)? (Including air, sea, road rail and 

inland ports) 

Does it have the capability to 

receive, process and issue 

document electronically? 

NO. Port EDI is expected to be implemented at all main 

ports in April 2021. The estimated cost of implementation is 

at USD14 million. 

Is it integrated with Electronic 

Payment (e-Payment)?  

N/A 

Does it have the capability to 

authenticate users 

electronically? 

N/A 

Does it ensure data/document 

security? 

N/A 

What is the percentage of trade 

covered under these systems? 

N/A 

Are community partners 

connected to it electronically? 

N/A 

2.1. 

(c) 

 

 

Has your country implemented 

Electronic License (e-License), 

Electronic Permit (e-Permit), 

Electronic Certificate (e-

Certificate), etc.? 

PARTIAL. NSW Phase 2 which commenced July 2019 

includes 6 Government Agencies which have implemented 

e-CO/e-Licenses/e-Permits (e.g SPS Certificates). The 

systems for 4 other OGAs are being designed and 

developed. These 4 OGAs are deemed still in Phase 1. 

Does it have the capability to 

receive, process and issue 

document electronically? 

YES. 

Is it integrated with Electronic 

Payment (e-Payment)?  

NO. Current payments are expected to be cash/credit 

cards/bank deposits. 
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Does it have the capability to 

authenticate users 

electronically? 

YES. Internal system authentication mechanism using ID 

and passwords. SSO has also been developed (in house) 

and used for ASYCUDA and e-Customs. 

Does it ensure data/document 

security? 

YES. Through internal security policies and mechanism. 

PKI will be considered once the infrastructure is ready. 

What is the percentage of trade 

covered under these systems? 

Currently 100% of trade requiring COs. 

2.1. 

(d) 

Has your country implemented 

Systems of cross-border trade 

other than above specified? 

YES. ASW’s ATIGA Form D has been operational since 

July 2019.  

Does it have the capability to 

receive, process and issue 

document electronically? 

N/A 

Is it integrated with Electronic 

Payment (e-Payment)?  

Does it have the capability to 

authenticate users 

electronically? 

N/A 

Does it ensure data/document 

security? 

N/A. 

What is the percentage of trade 

covered under these systems? 

When operational, expected to cover 100% of all ATIGA 

Form D related exports. 

2.1. 

(e) 

What is your country’s targeted 

timeline to cover all trade 

transactions through these 

systems towards paperless 

environment? 

Based on the CTIS, expected to be 2023.  

2.2 Has a Single Window System 

been implemented in your 

country to expedite cargo 

movement/clearance and to 

facilitate international trade 

supply chain? 

If yes, please answer following 

questions (2.2. (a) to 2.2. (d). If 

No, please answer 2.2. (e).) 

YES. NSW Phase 1 is in operations, and NSW Phase 2 

was operational in July 2019, plus remaining 

agencies/areas (inclusive of e-Port/Port EDI in 2021) to be 

fully operational by 2023. 

 

2.2. 

(a) 

How does it receive data 

electronically i.e. what kind of 

user interface and 

communication channel 

(internet-based network or 

dedicated/secured private 

network) is used? 

ASYCUDA is on client server environment, the e-Customs 

and e-CO is on web-based network.  

2.2. 

(b) 

Does it support paperless 

environment? 

YES. 

2.2. 

(c) 

How many agencies are 

connected to the single 

window? Please list them. 

NSW Phase 2 involves government agencies connected to 

the NSW and has implemented their own respective e-

application. (1) GDCE’s e-Customs Declarations is at NSW 

Phase 2 but is still facing some challenges from the 

ASYCUDA system. (2) The issuance of Certificate of Origin 

by MoC is also at NSW Phase 2. Other OGAs in NSW 

Phase 2 which commenced in July 2019 include (3) 
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Department of Mining Business , Ministry of Mines and 

Energy (Export License); (4) Department of Mines and 

Construction Materials, Ministry of Mines and Energy 

(Business License); (5) Department of Regulatory of the 

Institute of Standards of Cambodia, Ministry of Industry and 

Handicraft (Export and Import License); (6) Department of 

Essential Drug and Food, Ministry of Health (Drug and 

Food Permits) and (7) Department of Hospital/ 

Health Services, Ministry of Health (Hospital Services 

Permits and Licenses). Other OGAs still at NSW Phase 1 

which means that they are connected to NSW for the 

purpose of approval information upload only. Their 

respective e-applications is still being designed / 

developed. These OGAs include (1) General Directorate of 

Agriculture, Ministry of Agriculture, Forestry and Fisheries 

(Phytosanitary Certificates); (2) Forestry Administration, 

Ministry of Agriculture, Forestry and Fisheries (Licenses); 

(3) Fisheries Administration, Ministry of Agriculture, 

Forestry and Fisheries (Export License) and (4) 

Department of Animal Health and Production, Ministry of 

Agriculture, Forestry and Fisheries (Sanitary/Health 

Certificates. 

2.2. 

(d) 

Who operates this system? GDCE 

2.2. 

(e) 

If No, does your country have a 

future plan and when is the 

targeted timeline to implement 

electronic transactions towards 

paperless environment? 

 

3. Information and Communication Technology (ICT) Infrastructure for Paperless Trade 

A good information and communication technology (ICT) infrastructure is one of the essential 
elements for an efficient paperless trade system. The primary function of the network is to 
serve as a secure channel for information exchange between the participating parties. 
Unavailability of internet service could be one of the obstacles in full implementation of a trade 
facilitation system when the business process is incomplete due to missing parties in the 
network connectivity.   
There are various options of network such as Multi-Protocol Label Switching - Internet 
Protocol Virtual Private Network (MPLS-IPVPN), HTTPS (HyperText Transfer Protocol over 
Secure Socket Layer). Regardless of choice of options, the network should allow connectivity 
and interoperability between heterogeneous platforms and support various protocols and 
exchange paradigms within a secure operating environment. It is not uncommon that different 
stakeholders have different level of computerization and system on different platforms. To 
ease integration/interfacing/interoperability between these systems, a single window system 
which connects them needs to support interface with heterogeneous systems. 
Putting in place a strategic plan to address information and communication technology (ICT) 
infrastructure issues and a disaster recovery centre should be part of a business continuity 
plan. It is essential to ensure the effects of operating disruptions are properly mitigated. 
 

3.1 Is Network service available at 

all border posts, including 

ports/airports/cargo clearing 

house, in your country? 

 

YES. Telecom Cambodia provides the backbone network 

infrastructure of the country, with  two private companies: 

(i) Cambodia Fiber Optic Network (CFOCN), to provide 

backbone of the network infrastructure of 13,031km; and 

(ii) Viettel (MetFone-Cambodia) to provide backbone of the 

network infrastructure of 22,000km and the Telecom 
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Cambodia provides 1,600km of network infrastructure. 

Therefore, Cambodia has high-speed fiber optic cables of 

36,631km throughout the country, coverage for almost 

100% of population (or about 90% of geographical land 

area).  

If not, what is your country’s 

future plan and targeted 

timeline to connect the 

stakeholders of the logistic and 

supply chain including 

controlling agencies? 

N/A 

3.2 Are the systems mentioned in 

2.1 connected via a 

common/single network? If yes, 

answer 3.2. (a) to 3.2. (e).) 

NO. Depending on location, it may utilize any one of the 3 

network providers. 

3.2. 

(a) 

Does it have an integrated 

secure network? 

N/A 

3.2. 

(b) 

Is it able to provide a high 

availability rate of minimum 

99.9% in terms of service level 

agreement for trade data 

exchange in paperless 

environment? 

YES. SLA is signed between Ministry of Post and 

Telecommunications and these network providers. 

3.2. 

(c) 

Is it able to support various 

communication protocols? 

YES. ASYCUDA uses Java Webstar whereas the e-

Customs is web-based. 

3.2. 

(d) 

Is it designed to take into 

account future requirements 

such as device and technology 

upgrades? 

No information provided. 

3.2. 

(e) 

If any of the above is lacking 

(a~ e), what is your country’s 

future plan to upgrade it and 

what is the targeted timeline? 

Cambodia has the ICT Master Plan 2020 to focus on 

connectivity and readiness. 

3.3.  If a Single Window System is 

implemented, is it able to 

integrate/interface/interoperate 

with other existing 

heterogeneous systems (i.e 

with systems on different 

platform)? 

 

If it does support (is able to 

interoperate with) 

heterogeneous systems, what 

is the method of 

integration/interfacing? 

YES. The integration platform was being developed and 11 

Government Agencies (GDCE and 10 OGAs are 

exchanging data, particularly approval information, using 

the NSW platform since July 2019.  

3.4 Does your country have a 

strategic plan to address 

information and communication 

technology (ICT) infrastructure 

issues (for paperless trade)? 

YES. Cambodia does have the ICT Master Plan 2020 to 

focus on connectivity and readiness. 
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If not, what is your country’s 

future plan and targeted 

timeline to establish the 

strategic plan? 

N/A 

3.5 Is there any policy for the 

establishment of a Disaster 

Recovery (DR) at agency level? 

national level? 

YES. Ministry of Posts and Telecommunications (MPTC) is 

establishing an integrated data center for all government 

related applications. (Tier III). 

Please state the Disaster 

Recovery (DR) implementation 

at agency level (specify the %) 

national level. 

GDCE system is hosted in GDCE’s own data center 

located in the own office near the airport. Back up site in 

Sihanoukville. 

If not, what is your country’s 

future plan and targeted 

timeline to set up a Disaster 

Recovery (DR)? 

N/A 

3.6 Does your country have a 

business continuity plan for 

paperless trade systems? 

If yes, is it regularly tested? 

No. However, there are plans to confirm it once the revamp 
/ upgrade for e-Customs Declarations systems, i.e. 
ASYCUDA, and e-Customs is completed. The confirmation 
of plan will also include the NSW system.  
 

 If not, what is your country’s 

future plan and targeted 

timeline to develop a business 

continuity plan? 

No timelines provided. 

4.  Security 

The confidence of users to replace paper-based document with electronic information or data 

is to an extent dependent on how the IT system manages the electronic data in a secured 

manner. 

4.1 Is there any information 

technology (IT) security policy 

for your country? 

If yes, please specify. 

YES. It is managed by the Ministry of Interior. PKI, Cyber 

security Law, Cybercrime Law, Data Protection Law 

(Ministry of Justice). 

4.2 What kind of security measures 

undertaken to protect system(s) 

mentioned in 2.1 (if any of them 

is implemented) from 

unauthorized access? 

ASYCUDA and e-Customs – ID, Password and SSO. 

4.3 What kind of authentication 

mechanism used to ensure 

security of information 

transmitted electronically? 

Currently, through internal security systems. PKI and digital 

signatures may be considered once the infrastructure is 

ready. 

4.4 What kind of communication 

protocol is used for electronic 

data exchange currently? 

Java WebStar for ASYCUDA and web-based (HTTPS) for 

e-Customs. 

4.5 What is your country’s future 

plan to enhance the security 

level mentioned in 4.1 and 4.2 

and what is the targeted 

timeline? 

Part of the ICT Master Plan 2020 

5.  Business Process Re-engineering 
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Failure to review and re-engineer a manual procedure/process in the development of an 

electronic system will often lead to inefficiency of the system. It will further jeopardize 

integration/interfacing with other systems if business processes across the board are not 

streamlined to ensure seamless flow of information. Implementation of an electronic system 

often begins with parallel processing of paper document, but the ultimate goal is to 

discontinue the usage of paper document.  

5.1 Have the stakeholders in your 

country conducted re-

engineering and streamlining of 

business processes to support 

paperless trade/national single 

window: 

  (a) agency level (Please list 

them)? 

  (b) national level? 

PARTIALLY. 2 OGAs (inclusive of GDCE) have partially 

completed with BPR with the other OGAs in the midst of 

preparing for BPR. 

 

5.2 Has your country implemented 

any paperless trade 

transactions? 

YES.  

If yes, what kind of transactions 

are implemented, and type of 

electronic documents are 

exchanged? 

Customs Declarations (dual mode) – electronic and paper 

due to challenges in ASYCUDA system. E-CO. 

If not, what is your country’s 

future plan and targeted 

timeline to do away with paper-

based documents? 

2021 

6.  Data Harmonization and Standardization 

Data compatibility is one of the main issues that need to be addressed in various connectivity 
projects in and around the region. Thus, if data harmonization and standardization can be 
carried out as early as possible, seamless data exchange will be achieved without 
compatibility issues especially if it is based on international standards. 

6.1 Has data harmonization and 

standardization been conducted 

on the data elements for 

paperless trade. 

--(a) at agency level (Please list 

them)? 

--(b) at national level? 

PARTIALLY. This has done conducted with the Ministries 

who are also undergoing BPR, namely GDCE and 

Cambodia Investment Board (CIB) the Council for the 

Development of Cambodia (CDC).  

If yes, has a data model been 

adopted and is it based on 

international 

standards/guidelines, such as 

United Nations rules for 

Electronic Data Interchange for 

Administration, Commerce and 

Transport (UN/EDIFACT), 

United Nations Code for Trade 

and Transport Locations 

(UN/LOCODE), Core 

Component Technical 

Specification (CCTS), Core 

Component Library (CCL), 

Currently on WCO Data Model 2, which is being upgraded 

to Data Model 3.7 
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World Customs Organization 

Data Model (WCO DM), etc.? 

7. Capacity Building 

Capacity building is an ongoing activity in most projects but is important particularly at the 

onset of a project to ensure stakeholders have a common understanding on the project and 

their respective role and responsibilities to make it a success. 

7.1 Has your country conducted 

any awareness program and/or 

workshop to ensure the 

stakeholders (government 

agencies and traders) having a 

common understanding on 

‘paperless trade’ and to have 

better insight in the 

requirements of ‘paperless 

trade’ as well as their 

respective role to help realize 

cross-border paperless trade 

data exchange? 

PARTIALLY. There were some programmes and 

workshops, but stakeholders commented that it is 

insufficient in terms of focus on paperless trade. 

7.2 Do the stakeholders of cross-

border trade in your country 

fully understand the single 

window approach? 

PARTIALLY. More information is required by stakeholders. 

7.3 Has your country conducted 

any awareness program or 

workshop on single window? 

YES. Some were conducted but they were irregular. 

7.4 What is your country’s future 

plan and timeline to enhance 

capacity building for cross-

border paperless trade data 

exchange? 

No timeline provided. 

8. Others 

8.1. 

(a) 

What is the level of computer 

literacy in the trading 

community in your country as a 

whole to support electronic 

transactions? (>75%=High, 

50%=Medium, 25%=Low) 

High. 

8.1. 

(b) 

Are they ready to accept 

changes arising from re-

engineered business processes 

in implementing paperless trade 

systems? 

They are supportive but request for more capacity building 

and awareness activities. 

8.2 

 

Does your country encounter 

budget constraint in 

implementing paperless trade 

system? 

No information provided 

If yes, what is your country’s 

future plan to overcome this 

financial constraint and what is 

the targeted timeline? 

No information provided 
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Section B: National Status Towards Cross-Border Data Exchange 

No. Questions  Response 

Ideally, all stakeholders of cross-border trade should be on board the cross-border data exchange 

project to bring forth full benefits. In this respect, it is important that their IT systems support cross-

border data exchange. A single window system is meant to connect systems of the stakeholders via 

a single point of connectivity providing more efficient integration/interfacing. Likewise, a National 

Single Window which acts as the national single point of connectivity will tend to ease 

integration/interfacing for cross-border data exchange with dialog partners. 

1. What is the percentage of systems 

mentioned in Section A 2.1 (if any of 

them is implemented) support cross-

border data exchange? 

100%. The e-Customs Declaration Systems i.e 

ASYCUDA and e-Customs supports cross border 

data exchange through the NSW platform which 

includes the ASW ATIGA Form D exchange 

module. The e-CO is also exchanged using the 

NSW Platform.  

2. If a single window mentioned in 

Section A 2.2 is implemented, does it 

support cross-border data exchange?  

YES.  

If ‘Yes’, does it function as the National 

Single Window which acts as the 

national single point of connectivity for 

any cross-border data exchange with 

other dialog partners? 

Currently testing on ASW data exchange and 

ACTS. 

When business process re-engineering is done on domestic procedures/processes for paperless 
transaction at the national level, it has to take into consideration requirements for cross-border data 
exchange whereby paper document will not be exchanged across border. 

3. If your country has implemented 

paperless transactions at the national 

level as mentioned in Section A 5.2, 

has re-engineering and streamlining of 

business processes been conducted to 

support cross-border data exchange? 

NO, but in progress. The BPR process is in 

progress based on the original plans, to be 

integrated to the ASEAN Single Window via the 

ASW exchange module which will be integrated 

to the NSW. The current OGAs connected to 

ASYCUDA is purely for update of approval 

information only. OGAs are still in progress of 

making their processes  

e-enabled. 

If not, what is your country’s future plan 

and targeted timeline to develop a 

regional business process for cross-

border data exchange? 

 

If data harmonization and standardization is done based on international standards which are 

adopted by most organizations or countries in the region, it will minimize changes in the national 

system process and database structure when implementing cross-border data exchange 

electronically. 

4. Has data harmonization and 

standardization been conducted based 

on international standards/guidelines 

such as United Nations rules for 

Electronic Data Interchange for 

Administration, Commerce and 

Transport (UN/EDIFACT), United 

Nations Code for Trade and Transport 

Locations (UN/LOCODE), United 

Nations Centre for Trade Facilitation 

YES. Based on WCO Data Model 2 (which is 

being upgraded to Data Model 3.7) 
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No. Questions  Response 

and Electronic Business (UN/CEFACT) 

Single Window Recommendation, etc. 

to support cross-border paperless 

trade data exchange? 

If not, what is your country’s future plan 

to minimize changes in your system 

process and database structure for 

cross-border data exchange 

electronically? 

N/A 

5 International Transit 

Among the issues faced by transit traders under the current international transit procedure in many 
countries in the region are: 
(i) Repetitive submission of a customs transit declaration at entry to every country of transit; 
and 
(ii) A security document needs to be registered at every country of transit. 
To address the above issues, the following could be considered: 
(a) A single Customs Transit Declaration to be valid for the whole transit route: Data and 
information of the Customs Transit Declaration submitted and approved at the country of departure 
to be shared across border with the countries of transit and country of destination. 
(b) A single guarantee to be valid for the whole transit route: Relevant data/information of the 
guarantee registered at the country of departure to be shared across border with countries of transit 
and country of destination.  
If single stop inspection is done by all controlling agencies at the exporting country and data of the 
inspection results is shared with the importing country, it will definitely expedite cargo clearance. 

5.1 Is paperless Customs declaration 

implemented in your country for: 

  (a) national transit procedures 

(inbound transit, outbound transit, 

inland transit); and  

NO. They are currently paper based. 

  (b) international transit? NO. They are currently paper based. 

If yes, is the Customs regime in your 

country able to support implementation 

of a single Customs Transit 

Declaration and single guarantee valid 

for the international transit route taking 

into consideration the following?  

(a) to agree on a guarantee registered 

at the country of departure, covering 

the highest duty amount calculated 

based on duty rate of each country in 

the transit route, to be valid and 

accepted throughout the transit route; 

and  

Cambodia has two transits; one is domestic 

transit (in-land container depot or dry-port) and 

another one is international transit where it is the 

transhipment e.g. from Thailand to Viet Nam. 

Guarantee is required for the former whereas no 

guarantee is required for the latter.  

(b) to agree on a regional/sub-regional 

format and content of the single 

guarantee? 

N/A 

If not, what is your country’s future plan 

and targeted timeline to address this 

issue? 

No plans indicated. 
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No. Questions  Response 

5.2 Has your country implemented a one 

stop inspection system by all 

controlling agencies at the borders at 

the time of exit/export? 

YES. SPS/Food Safety / Physical Examination 

conducted at BCPs by respective agencies 

utilizing mobile RAPID Assessment Laboratories. 

If yes, is the inspection results shared 

with the importing country? 

NO. 

If not, is there any intention to 

implement a single stop inspection and 

what is the timeline? 

No plans indicated 

6. Awareness Program 

Awareness program is important for stakeholders to understand how cross-border data 
exchange could be carried out so as to reduce their anxiety and that they will be prepared 
to address any issues that may arise.  
If a country lacks the expertise to carry out business process analysis, data harmonization 
& simplification, system development, project management, etc, it may look for technical 
assistance from external party. 

6.1 Does your country have an awareness 

program (capacity building / training / 

workshop etc) for stakeholders to have 

a better understanding on  

(a) how cross-border data exchange 

could be implemented? 

YES. However, stakeholders have commented 

that such activities are irregular. They are 

requesting for more capacity building and 

awareness activities on regular basis. 

(b) potential business transactions and 

documents for cross-border data 

exchange? 

 

(c) method of identifying inhibitors that 

need to be addressed? 

 

If not, what is your future plan and 

targeted timeline to conduct the 

awareness program? 

 

6.2 Does your country have the capacity to 

carry out: (a) business process 

analysis? 

NO.  

(b) data harmonization and 

simplification? 

NO. 

(c) system development? NO. Technical capacity exists within GDCE 

Customs but inadequate capacity in all OGAs. 

This would require some resources, possibly 

outsourcing to third party. 

(d) Project management? NO. Technical capacity exists within GDCE 

Customs but inadequate for all OGAs. This would 

require some resources, possibly outsourcing to 

third party. 

7. Other matters 

Some countries which are ready for cross-border data exchange may not be willing to participate in 
a pilot project. One of the reasons is the lack of trust on economic operators of their dialog partners. 
If your economic operators are able to comply with AEO (Authorized Economic Operator) scheme 
and mutually recognized by your dialog partners, it will expedite cross-border data exchange. 

7.1 Authorized Economic Operator (AEO) 

7.1. 

(a) 

Is the Authorized Economic Operator 

scheme implemented in your country? 

NO. Priority is to resolve existing Risk 

Management System challenges before moving 

into implementation of AEO. 
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No. Questions  Response 

If yes, how extensive is it implemented 

in terms of percentage of economic 

operators registered for the scheme? 

N/A 

7.1. 

(b) 

In general, what is the level of 

compliance of traders in your country 

(high, medium or low)?  

N/A 

7.1. 

(c) 

Is your country ready to sign any 

Mutual Recognition Agreement for 

Authorized Economic Operator (AEO) 

with dialog partners? 

NO. 

In the preparatory stage, it is useful to assess the readiness of stakeholders in accepting changes 

arising from cross-border data exchange, and availability of fund for any potential cross-border 

paperless trade project. 

7.2 Are the stakeholders and trade 

community ready to accept changes 

arising from the re-engineered 

processes towards cross-border data 

exchange? 

• Regulatory agencies 

• Agents/Customs brokers 

• Traders 

• Port Community 

• Financial institutions 

• Others (Please specify) 

YES. They are supportive in general. They are 

requesting for more capacity building and 

awareness activities. 

7.3 Does your country’s government 

budget provisioned for transition to 

cross border paperless trade data 

exchange? 

No information provided 

If no, what is your targeted timeline? N/A 

Sharing of information on countries’ preference on the prioritized documents for cross-border data 

exchange can help identify potential participants having same or similar preferences to work 

together on pilot projects that meet their common preferences. 

7.4 Is your country considering cross-

border data exchange for any of the 

following documents and related 

processes? (Y=Yes, N=No) 

(Please select top 5 prioritized 

documents) 

(i) Sea Way Bill 

(ii) (Advance) Manifest 

(iii) Customs Transit Declaration 

(iv) Transit Bond 

(v) Phyto-Sanitary Certificate 

(vi) Sanitary Certificate 

(vii) Fumigation Certificate 

(viii) CITES Certificate 

(ix) Certificate of Origin 

(Preferential) 

(x) Certification of Origin (non-

preferential) 

(xi) Pharmaceutical Certificate 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

(v) Y 
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No. Questions  Response 

(xii) National Standard and Quality 

Certificates 

(xiii) International 

Organization for 

Standardization (ISO) and 

other international standards 

and quality certificates 

(xiv) Certificate for medical 

devices 

(xv) Certification of Electrical and 

Electronic Components, 

Equipment and Product 

(xvi) Dangerous Goods List 

(xvii) Material Safety Data 

Sheet (MSDS) 

(xviii) Letter of Credit 

(xix) Bill of Lading 

(xx) Invoice  

(xxi) Packing List 

(xxii) Import Permit 

(xxiii) Others (Please 

specify) ………… 

 

 

 

(ix) Y 

 

7.5 For each of the five (5) prioritized 

documents identified in 7.4, please 

provide further information on the 

following: 

(a)  implementing agency/party: 

Documents                   Implementing 

agency/party  

 

1. Phytosanitar

y 

 

 

2. Preferential 

CO 

 

GDCE and 

CAMCONTROL 

 

GDCE and MoC. 

 (b) how many % of the document and 

related processes is paperless?  

Documents (%) 

99.9% is paperless 

for Customs 

declarations only. 
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Annex IV. Readiness of agencies for (cross-border) paperless trade   
 

Below is a list of relevant agencies (OGAs/CLPIAs) and permits that are relevant to (cross-border) paperless trade in Cambodia, as available as of November 

2019. The information on relevant agencies and their current status in digitalization of their systems and/or connections to electronic national systems were 

collected, to supplement findings in the technical checklist (Annex III). Specifically, the list identifies: 

• Name of agencies 

• Permit type: permit types, names and/or explanations 

• NSW phase: Phase Numbers when agencies are going to participate in NSW 

• E-application: Whether agencies have electronic system in place for traders to apply for permits  

o Y – Yes: if the agency has e-applications for traders to apply for permits/licenses. The answer “Yes” would mean that the entire process for 

traders to apply for such permits or licenses is completely paperless 

o P – Partial: if the process of application is partially paperless 

o What: If it is partially paperless, what type of documents is still paper-based? Paper-based supporting documents? Or the process of application 

is paperless but hard copy of the application is still required? (MSD = Manual Supporting Documents) 

o N – No: if the application process is still paper based 

o When: If application process is still paper based, then what is the estimated timeline for it go e-application? 

• Payment: How do the traders pay for the customs duty/permit application fee (if any) (EFT = Electronic Funds Transfer; CD = Cash Deposit; CSH = 

Cash) 

• BPR – Business Process Re-engineering 

o Y – Yes: if the agency has conducted their internal business process re-engineering 

o P – Partial: if the BPR is ongoing 

o When: If BPR is ongoing, indicate estimated completion target 

o N – No: if BPR is not done 

o When: If BPR not done, indicate estimated commencement and completion date 

• NSW: Whether agencies are connected to the NSW/Customs system and the level of connection 

o C - Connected: Whether agencies are connected to the NSW/Customs system  

o A - Approval: Whether approval information of agencies is merely uploaded to NSW/Customs system via upload module  

o F – Full: Whether agencies are fully connected to the NSW/Customs system with their internal e-applications 
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Yes: Y, Partial: P, No: N 

No 
Name of 
agencies 

Permit 
Type 

NSW 
phase 

E-Application 
Payment 

BPR NSW 

Y P What N When Y P When N When C A F 

1 

General 
Department of 
Customs and 
Excise (GDCE), the 
Ministry of Economy 
and Finance (MEF) 

CD 2   X MSD   

Impl. NSW  
Phase-2. 
From Jul 

2019 
onwards 

EFT    X 

E-
Commerce 

Law, IT 
Supports 

from ASEAN 

  

Leading NSW 
Implement. 

Phase-2, from 
July 2019 
onwards 

X X   

2 

Cambodia 
Investment Board 
(CIB), the Council 
for the Development 
of Cambodia 
(CDC)45 

Approval 
of  
Investme
nt 
Projects 

1 & 2   X MSD   

Impl. NSW  
Phase-2. 
From Jul 

2019 
onwards 

CD       X 

Follow the 
leading  

process by the 
GDCE 

X X  

3 

Department of 
Imports–Exports, 
Ministry of 
Commerce (MoC) 

CO 2 X   

CO 
Certific
ate is  
still 

signed 
by 

hand 

  

Impl. NSW  
Phase-2. 
From Jul 

2019 
onwards 

EFT  
(with 

ACLEDA 
Bank A/C 

only) 

 

X 

E-
Commerce 
Law to be 

promulgated 
soon 

  

Follow the 
leading  

process by the 
GDCE 

X X   

4 

Department of 
Business 
Registration, 
Ministry of 
Commerce (MoC) 

Certificat
e of 
Business  
Registrati
on 

Separate 
from  
NSW 

System 

X       
Implementin

g 

EFT  
(with 

ACLEDA 
Bank A/C 

only) 

     X 
No clear timeline  

set 
      

5 

Department of 
Intellectual Property 
Rights, Ministry of 
Commerce (MoC) 

Certificat
e of 
Trade-
mark and 
Trade-
name 

Separate 
from  
NSW 

System 

  X MSD   
Implementin

g 
CD       X 

No clear timeline  
set 

      

 
45 The Cambodian Investment Board (CIB) and the Cambodian Special Economic Zone Board (CSEZB) are the CDC’s operational arms for private sector investment. CIB 

deals with investment projects out of special economic zones (SEZs) and CSEZB takes charge of investment projects in SEZs. They review investment applications and grants 

incentives to investment projects meeting the requirements laid out in the 1994 Investment Law. 
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6 

Department of 
Mines and 
Construction 
Materials, Ministry 
of Mines and 
Energy 

Business 
License  
(in 
Cambodi
a) 

1 & 2       X Nov-2019 CD       X 

Follow the 
leading  

process by the 
GDCE 

46     

7 

Department of 
Mining Business, 
Ministry of Mines 
and Energy 

EL  
(Export 
Permit) 

1 & 2       X Nov-2019 CD       X 

Follow the 
leading  

process by the 
GDCE 

47     

8 

Department of 
Regulatory of the 
Institute of 
Standards of 
Cambodia, Ministry 
of Industry and 
Handicraft (MIH)48 

EL and IL 
of 
Chemical 
Substanc
e plus 
Products  

1 & 2 X  

EL and 
IL is  
still 

signed 
by 

hand 

  Nov-2019 CSH       

 
 
X  
 
 
  

Follow the 
leading  

process by the 
GDCE 

X X   

9 

General Directorate 
of Agriculture, 
Ministry of 
Agriculture, Forestry 
and Fisheries49 

PS 1 

      

X Nov-2019 CD 

      

X 

Follow the 
leading  

process by the 
GDCE 

50 

    

10 

Forestry 
Administration, 
Ministry of 
Agriculture, Forestry 
and Fisheries51 

License 
(handicra
ft/ 
business 
on wood 
products 
& other 
article 

1 

      

X Nov-2019 CD 

      

X 

Follow the 
leading  

process by the 
GDCE 

52 

    

 
46 Likely be connected in Nov. 2019 
47 Likely be connected in Nov. 2019 
48 Option of manual application is also available for the Department of Regulatory of the Institute of Standards of Cambodia, Ministry of Industry and Handicraft (MIH). It is in 
the process of disseminating information and awareness to users (awareness workshop has been done)  
49 According to the General Department of Customs and Excise (who is the NSW leading agency of Cambodia), connecting to the Ministry of Agriculture, Forestry and 
Fisheries remains at a very early stage, November 2019 is its targeted plan. GDCE is currently providing training/awareness to this ministry. 
50 Likely be connected in Nov. 2019 
51 According to the General Department of Customs and Excise (who is the NSW leading agency of Cambodia), connecting to the Ministry of Agriculture, Forestry and 
Fisheries remains at a very early stage, November 2019 is its targeted plan. GDCE is currently providing training/awareness to this ministry. 
52 Likely be connected in Nov. 2020 
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from 
woods) 

11 

Fisheries 
Administration, 
Ministry of 
Agriculture, Forestry 
and Fisheries53 

EL and 
License 
(on 
fishery 
product 
exports & 
aquacult
ure 
business) 

1 

      

X Nov-2019 CD 

      

X 

Follow the 
leading  

process by the 
GDCE 

54 

    

12 

Department of 
Animal Health and 
Production, Ministry 
of Agriculture, 
Forestry and 
Fisheries55 

SC 1 

      

X Nov-2019 CD 

      

X 

Follow the 
leading  

process by the 
GDCE 

56 

    

13 

Department of 
Essential Drug and 
Food, Ministry of 
Health 

Drug and 
Food 
Permit/Li
cense 

2 

  
X 
  

MSD   

Impl. NSW  
Phase-2. 
From Jul 

2019 
onwards 

CD 

      

X 

Follow the 
leading  

process by the 
GDCE 

X X   

14 

Department of 
Hospital/ 
Health Services, 
Ministry of Health 

Hospital 
Services  
Permit/L
icense 

1 & 2 

  

X 
 
  

MSD   

Impl. NSW  
Phase-2. 
From Jul 

2019 
onwards 

CD 

      

X 

Follow the 
leading  

process by the 
GDCE 

X     

 
 

 
53 According to the General Department of Customs and Excise (who is the NSW leading agency of Cambodia), connecting to the Ministry of Agriculture, Forestry and 
Fisheries remains at a very early stage, November 2019 is its targeted plan. GDCE is currently providing training/awareness to this ministry. 
54 Likely be connected in Nov. 2021 
55 According to the General Department of Customs and Excise (who is the NSW leading agency of Cambodia), connecting to the Ministry of Agriculture, Forestry and 
Fisheries remains at a very early stage, November 2019 is its targeted plan. GDCE is currently providing training/awareness to this ministry. 
56 Likely be connected in Nov. 2022 
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Annex V. Cross-border paperless trade: a legal readiness checklist: 

Cambodia 
 
 
Scope and structure of the checklist 

 

This checklist will help evaluate the degree to which current laws accommodate electronic documents 

and communications, notably whose with cross-border elements, and what could be done to bring the 

laws into conformity with the Framework Agreement on Facilitation of Cross-Border Paperless Trade in 

Asia and the Pacific, which aims to help member states to accommodate these changes for the purpose 

of cross-border trade without paper.  

 

The Checklist is structured in four sections as below: 

 

 

Section A. Electronics transactions and signatures law 

1. Electronic transactions  

a. Electronic communications 

b. Identity management and trust services 

2. Data retention and electronic archiving 

3. Electronic evidence 

 

Section B. Paperless trade and Single Window laws 

1. Single Window system/paperless trade system 

2. Information security: 

a. Information security and data confidentiality 

b. Data accuracy and integrity  

c. Sharing information and data between and among government agencies 

3. Service level agreements (SLA) and Memoranda of Understanding (MOUs) 

 

Section C. Cross-border aspects 

1. Existing bilateral or regional agreements  

2. International standards/guidelines   

3. Existing bilateral or multilateral technical /operational agreements 

4. Other international legal instruments, regulations and standards  

 

Section D. Other considerations 

1. Liability issues  

2. Dispute settlement considerations  

3. Intellectual property rights and database ownership 

4. Electronic payments 

5. Competition law 

 

Introductory Note: At this stage, the E-Commerce Law of Cambodia (hereinafter e-Commerce Law 

of Cambodia) has been adopted by the National Assembly on 8 October 2019, approved by the 

Cambodia Senate on 18 October 2019, and signed into law by the King of Cambodia on 2 November 

2019. It will effectively enter into force six months later after a period of “awareness dissemination”. 

ESCAP obtained the penultimate draft of the E-Commerce Law of Cambodia (i.e. draft version of 3 

April 2019) (hereinafter draft e-Commerce Law (2019)) from the Ministry of Commerce which consists 

of 11 Chapters.  
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The Chapters are as follows:  

• Chap. 1: General Provisions  

• Chap. 2: Validity of electronic communications 

• Chap. 3: Electronic communication process 

• Chap. 4: Electronic signatures and records 

• Chap. 5: Intermediaries and e-commerce service providers 

• Chap. 6: Consumer protection 

• Chap. 7: Government acts and transactions via electronic systems 

• Chap. 8: Electronic evidence  

• Chap. 9: Payments and/or transfers of money via electronic means 

• Chap. 10: Penalties  

• Chap. 11: Final Provisions 

The draft e-Commerce Law (2019) is only available in Khmer. Answers below to pertinent questions 

of the Legal Checklist are based on translated provisions of the draft e-Commerce Law (2019) (3 April 

2019 version unofficially translated into English by the ESCAP national consultant, to the extent 

currently available)– as well as on the basis of information provided by Cambodian government 

agencies and other stakeholders during ESCAP visits to Cambodia. Answers to pertinent questions of 

the Legal Checklist based on the draft e-Commerce Law (2019) are treated as “future/pending 

developments” as the 2019 draft is, for the most part, the same as the e-Commerce Law of Cambodia 

adopted by the National Assembly and approved by the Senate, but which is not yet in force.   

.  

CONSOLIDATED RESPONSES TO LEGAL READINESS CHECKLIST  

A. Electronic transactions and signatures law  

This first section of the checklist deals with basic laws supporting electronic transactions and electronic 

signatures. The Framework Agreement addresses these concerns, directly or indirectly, in articles 5, 6 

and 7. In particular, the first three principles included in Article 5 (General principles) represent the 

international consensus on e-transactions law.57 Key electronic transactions legal issues in this section 

include legal recognition of electronic communications and legal issues related to identity management 

and trust services, including electronic signatures. Other important related issues covered are the 

regulatory/legal requirements for data retention and electronic archiving; and the admissibility of 

electronic evidence, for example, in judicial and enforcement proceedings. 

Focus Questions Response 

Related provisions of the Framework Agreement:  

o Article 5: General principles; 

o Article 6: National policy framework, enabling domestic legal environment and 

paperless trade committee; 

o Article 7: Facilitation of cross-border paperless trade and development of single-

window systems: More specific questions on the Single Window appear below in part II. 

 
57 The Framework Agreement sets out the internationally recognized criteria for such laws, such as media 

neutrality (the laws apply in the same way, or with the same effect, to paper and electronic documents), 

technology neutrality (the laws do not specify what technology to use to achieve the legal effect), and functional 

equivalence (electronic documents have the same practical or legal effect as their paper equivalents even if they 

have different characteristics). 



 

55 
 

The first block of questions aims to explore the laws generally, with special attention to 

those that affect single window and/or cross-border trade documentation practices. 

1. Electronic transactions legal issues: 

     a. Legal recognition of electronic communications. 

What are the conditions 
for the recognition of the 
legal validity of 
electronic 
communications? 

The Ministry of Posts and Telecommunications (MPTC) Sub-decree on 
Digital Signatures (No.246, 29 December 2017) is currently the most 
important enactment concerning electronic communications in 
Cambodia. However, this enactment has very limited scope: it only 
applies to electronic communications associated with digital signatures. 
The Sub-decree contains the following relevant provisions:  
 
Article 3: this Sub-decree has coverage applicable to all operations relating to 
digital signatures in Cambodia. 
 
Article 4: Digital signature refers to data being attached with an electronic 
message, for certifying authentication of the digital signatory and verifying the 
origin of the electronic message of the digital signatory. 
 
Article 10: An electronic message with a digital signature certified by the 
Certifying Authority (CA) is deemed legally valid, and as valid as a written-paper 
document. 

 
However, it is to be noted that, pursuant to Article 58, draft e-
Commerce Law , all regulatory provisions contrary to this Law are 
deemed null and void (assuming this article of the draft e-Commerce 
Law (2019) has been included in the e-Commerce Law of Cambodia) 
and whether the Sub-decree is considered to be a “regulatory 
provision”.   
 
 
Future/Pending Developments  
 
Article 4, draft e-Commerce Law, recognizes and defines (by reference 
to the Appendix to the draft law) “electronic”, “electronic form”, 
“electronic communication”, and “electronic record” in the following 
terms:  
 
“Electronic” includes electrical, digital, magnetic, wireless, optical, electro-
magnetic, biometric, photonic and similar capabilities; 
 
“Electronic form” refers to the form of information, data or document generated, 
sent, received or stored in an electronic system; 
 
“Electronic communication” means information which is communicated, 
processed, recorded, displayed, created, stored, generated, received or 
transmitted by electronic means; 
 
"Electronic record" means a record generated, communicated, received or 
stored by electronic means in an information system or for transmission from 
one information system to another; 

The conditions for the recognition of the legal validity of electronic 
communications are set forth in Chapter 2, draft e-Commerce Law 
(2019). 
 
Chapter 2 – Validity of Electronic Communications 
Article 5: Legal recognition of electronic communications 



 

56 
 

An electronic communication shall not be denied legal effect, validity, 
admissibility or enforceability solely on the ground that it is rendered or made 
available in electronic form. 

 
Article 6: Required conditions of electronic records/writings 
1) Where any information or other matter is required by law to be given or 
rendered in writing or recorded in written form, such requirement or description 
shall be deemed to have been satisfied as an electronic record if such 
information or matter is rendered or recorded or made available in electronic 
form; and is accessible by the intended recipient to be usable or retrievable for 
subsequent reference. 
 

(Article 4 (Appendix to the draft 2019 law) provides a definition of 
“access”:  
 1. “Access” means in relation to accessibility of a computer program, computer 
system, electronic network or system, for the purpose of communicating, 
sending, retaining or retrieving data information or other relevant documents by 
all means of electronic system.) 

Do laws establish 
requirements for 
functional equivalence 
between paper-based 
documents and 
electronic 
communications? Do 
they recognize 
electronic 
communications as 
directly meeting 
requirements for 
documents, writing, 
signature, etc.? 

NO – not entirely.  
 
As mentioned above, according to Article 10 of the MPTC Sub-decree 
on Digital Signatures, an electronic communication with a digital 
signature certified by the Certifying Authority (CA) is deemed legally 
valid, and as valid as a written paper document.   
 
However, it should be noted that functional equivalence does not 
appear to be fully operationalized in the case of Customs laws, 
regulations, and current practices. The Definition section (defining 
“Documents”) and Article 51 of the Customs Law 2007 do not clearly 
and definitively establish the functional equivalence of e-documents 
(e.g. e-customs declarations) with their paper counterparts. Two 
subsequent regulatory enactments are also of relevance in this regard:  
 
a) Prakas No.1447 MEF dated 26 December 2007, Ministry of 
Economy and Finance, on Provisions and Procedures on Customs 
Declaration; and  
 
b) Instruction No.1308 GDCE dated 24 November 2009 on Detailed 
Procedures and Responsibilities in Functioning Customs Declaration 
(Single Administrative Documents-SAD) through electronic means.  
 
Prakas No. 1447 MEF (dated 26 December 2007) is available in 
English, but the Instruction No. 1308 GDCE (dated 24 November 2009) 
is currently only available in Khmer. However, an English summary is 
provided on the Cambodia’s General Department of Customs Excise 
(GDCE) website. This GDCE website summary and statements made 
by GDCE in the ESCAP meeting with them on 10th June 2019 make it 
clear that functional equivalence has not been fully achieved as SADs 
generated using ASYCUDA World must be also be submitted as hard 
copies in paper form for clearance of goods through Cambodia 
Customs. 
 
Such procedures do not appear to be in conformity with the provisions 
of the draft Cambodia e-Commerce Law (2019).This is legally 
significant as such Customs provisions and procedures risk becoming 
“null and void” upon the entry into force of the e-Commerce Law of 
Cambodia – pursuant to Article 58 of the draft e-Commerce Law 
(2019).   
 
Future/pending developments  
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By contrast, functional equivalence is clearly stipulated when Articles 5 
and 6 of the draft e-Commerce Law (2019) are read together. Article 6 
recognizes “electronic records” as meeting the requirements of a 
“writing” if they are in electronic form and accessibility is satisfied.  
 
Article 7, draft e-Commerce Law (2019) recognizes the legal validity of 
digital signatures and treats such signatures as functionally equivalent 
to written signatures, subject to a reliability requirement.  
 
Article 7: Signature requirements 
1) Where the law requires a signature of a person, that requirement is met in 
relation to an electronic communication if an electronic signature is used that is 
as reliable as was appropriate for the purpose for which the electronic 
communication was generated or communicated.  

 
3) An electronic signature is presumed to be reliable for the purpose of 
satisfying the requirement referred to in sub-section (1) if: 
a) It is uniquely linked to the signatory; 
b) It is capable of identifying the signatory; 
c) It is created using means that the signatory can maintain under his sole 
control; and 
d) It is linked to the data to which it relates in such a manner that any 
subsequent change of the data is detectable. 

 
The 2019 draft law also provides a definition of an “electronic 
signature”:  
 
19. “Electronic signature” means data generated by electronic means, in 
associated with an electronic communication, which may be used to identify the 
signatory including electronic signature, digital signature, and other signature. 
 

Chapter 11: Final Provisions 
Article 58: Regulations that are different (i.e. contrary to the Law):  
All regulatory provisions contrary to this Law are deemed null and void. 

1. Electronic transactions legal issues: 

    b. Legal issues related to identity management and trust services, including 

electronic signatures 

Are there laws that 
inhibit technological 
neutrality by mandating 
or favouring the use of 
specific technologies or 
business solutions for e-
communications to be 
given legal effect? 

YES.  
 
As explained at the GDCE meeting on 10th June 2019, GDCE currently 
exclusively relies on a registered user (i.e. username/password) system 
for purposes of identification and authentication in order to access and 
use ASYCUDA World and, presumably, other new GDCE e-customs 
procedures. It was further stated at the GDCE meeting of 10th June 
2019 that GDCE does not currently plan to provide for digital signatures 
(with or without associated architecture) in lieu of its current registered 
user system. There appears to be some incongruity between current 
GDCE ASYCUDA World practices and the emphasis placed on the role 
of digital signatures in cross-border e-commerce in the draft e-
Commerce Law (2019).  
However, during the meeting with the Cambodia Chamber of 
Commerce on 12 June 2019, it was maintained that “with respect to the 
electronic signature (e-signature), it is now recognized by the GDCE, 
but the customs declaration form of ASYCUDA (SAD) does not need 
the e-signature on the form”.  
 
Concerns over technological neutrality also surface as a result of the 
proposed reliance on PKI in connection with planned Cambodian 
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government-controlled certification services for digital certificates and 
digital signatures. Please see below.  

Do laws address how 
identification, 
authorization and 
authentication are 
carried out in an 
electronic environment? 

NO - only PARTIALLY. 
 
In discussions with the MPTC on 11 June 2019, it was maintained that 
Cambodia has in place a regulatory regime in which Certifying 
Authorities (CAs) will be authorized by the MPTC to provide certification 
services regarding the issuance of digital certificates and digital 
signatures.  
Moreover, MPTC is authorized to determine the terms, conditions, as 
well as standards to be followed by such CAs.    
 
The legal basis for this certification system was stated by MPTC to be 
the MPTC Sub-decree on Digital Signatures (29 December 2017). 
This has been confirmed, Relevant provisions of the Sub-decree are as 
follows:  
 
Article 3: this Sub-decree has coverage applicable to all operations relating to 

digital signatures in Cambodia. 
 

Article 5: MPTC is an institution having the authority in management of digital 

signatures, and providing the certifying authority of digital signature to all 
ministries, agencies and to national and sub-national authorities. 
 

Article 9: To be deemed to be a digital signature, the digital signature must 

satisfy the following conditions: 
a.  Proper and correct authentication of the digital signature. 
b.  Authentication of the origin of the digital signature 
c.  Authentication of time and date of the digital signature  
d.  Other points as established by the MPTC. 

 
In the meeting of 11 June 2019, MPTC indicated in positive terms that 
PKI would be employed in Cambodia for the purpose of authentication 
of digital signatures.  Under this system, MPTC will act as the Root CA 
and authorize Certifying Authorities (CAs) to issue digital certificates 
and monitor the use of digital signatures in Cambodia. MPTC further 
maintained that future rules would detail the functions, powers, and 
responsibilities of the Root CA and CAs, including issues of liability. 
CAs would include private companies. However, currently, there is no 
CA in Cambodia.  
 
In connection with electronic payments in Cambodia, Article 11 of the 
MPTC Sub-decree on Digital Signatures (2017) further provides: “all 

online financial transactions must use digital signatures in order to be in 
compliance with this Sub-decree, except if there is some other joint Prakas of 
the  Ministry of Economy and Finance (MEF) and the MPTC.” 
 
Future/Pending Developments  
 
The draft e-Commerce Law (2019) emphasizes the importance of 
electronic signatures (e.g. Article 7: signature requirements; and Article 
20: secure electronic signatures) as one of the primary means by which 
identification and authentication of electronic communications is 
achieved in Cambodia. Please see above.  
 
It is unclear at this time whether more detail on such matters is 
stipulated in the 2019 draft e-Commerce Law, although Certifying 
Authorities would appear to be treated in Chapter 4, draft e-Commerce 
Law (2019).    
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For all the questions 
above, are those laws 
applicable to all 
electronic 
communications or 
transactions or only to 
some business sectors 
or categories of 
documents or users? 

Article 3, Sub-decree on Digital Signatures (2017) stipulates that its 
coverage extends and is applicable to all operations relating to digital 
signatures in Cambodia. 
 
The Sub-decree on Digital Signatures could be a carve-out, 
specifically for digital signatures, from the draft e-Commerce Law 
(2019) – although Article 58 of the 2019 draft law could potentially 
nullify at least some of the provisions of the Sub-Decree.    
 
Future/Pending Developments  
 
The draft e-Commerce Law (2019) applies to all “electronic 
communications” and all “electronic records”. There are no express 
carve-outs, but there could be limited application of the pending e-
Commerce Law of the Cambodia in practice given the unfamiliarity of 
certain business sectors with the principles and rules of this new 
national law. It seems clear that, pursuant to Sub-decree on Digital 
Signatures, special attention will be given to use of digital and/or 
electronic signatures in financial services sectors.    

In particular, are there 
special rules for specific 
types of electronic 
documents such as bills 
of lading, manifests, 
certificates of origin, 
invoices, phytosanitary 
certificates, etc.? 

YES.  
 

The Customs Law 2007 does refer to the use and submission of 
unspecified import-export e-documents and records and provides 
certain legal rules for their safekeeping and retention (Article 51). In 
particular, as mentioned above, there are also special GDCE rules (e.g. 
Prakas) for the submission of e-customs declarations via the 
ASYCUDA World online system.   

 
There are also MoC rules regarding the online application and issuance 
of certificates of origin (C/Os): Prakas No. 112 MOC/SM 2013 on 
Revision of Certificate of Origin Issuance Procedures. The issuance of 
C/Os in Cambodia is the sole responsibility of Export-Import 
Department of the MoC, not the Cambodia Chamber of Commerce. The 
MoC’s C/O automation process has already been linked to the GDCE. 
Given its involvement in the ASEAN Single Window (ASW), Cambodia 
started to participate in the cross-border exchange of preferential e-
C/Os with other ASEAN Member states pursuant to the ATIGA-D 
Programme as of July 2019. There are also plans to participate in the 
issuance of e-SPS certificates (e-Phyto) as part of the ASW in the near 
future.  

 
In addition, the Ministry of Industry and Handicraft, as one of the five 
ministries (OGAs) involved in the initial stages of Cambodia NSW 
implementation, has just begun (as of mid-June 2019) the issuance of 
e-import licenses for certain chemicals (authorization provided by Sub-
decree No. 110 dated 21 July 2017 on Permission for ICT Operations). 

The second block of questions explores laws relating to data retention and archiving, 

actions that take a different form in the electronic world from on paper. 

2. Regulatory/legal requirements for data retention and electronic archiving 

Are there laws requiring 
preservation of stored 
information? 

YES. Data retention is addressed in   Article 51 of the Customs Law 
2007.  
 
Article 51, Customs Law 2007 
The documents, books, records and other information referred to in the first 
paragraph of this Article shall be kept for a period of ten (10) years at business 
premises in Cambodia. 
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Future/Pending Developments  
 
Data retention provisions are also found in Article 10 of the draft e-
Commerce Law (2019).  
 
Article 10, draft e-Commerce Law (2019), Record Retention 
Requirements: 
 
1) Where the law requires that certain documents, records or information be 
retained, that requirement is met by retaining electronic communications, 
provided that the following conditions are satisfied: 
   a) The information contained in the electronic communication therein is 
accessible so as to be usable for subsequent reference; and  
   b) The electronic communication is retained in the format in which it was 
generated, sent or received, or in a format which can be demonstrated to 
represent accuracy of the information;  
   c) Such information, if any, is retained as enables the identification of the 
origin and destination of an electronic communication and the date and time 
when it was sent or received.  

 

According to MoC and MPTC, a Data Governance Law is in progress 
which will regulate, inter alia, data centers in Cambodia as well as the 
conditions and time periods for data retention.  

Do they prescribe a 
minimum data retention 
period or a maximum 
retention period? 

PARTIALLY. Only with respect to Customs-related documents and 
records: 10 years. 

Do they clearly apply to 
electronically-stored 
data? If so, are there 
rules to ensure its 
integrity while stored 
and its accessibility to 
anyone with sufficient 
cause to inspect it? 

YES. As mentioned, Article 51 of the Customs Law 2007 clearly 
applies to electronically-stored data.  

 
Future/Pending Developments  
 
Article 10, draft e-Commerce Law (2019) likewise concerns data 
storage and retention.   
 
As recognized by the Cambodian government, there is a need for more 
detailed data storage/security regulations – hence the current drafting 
of the Data Governance Law. 

The final block of questions in this first set looks to the law of evidence, i.e. whether 

businesses or even government will have a hard time proving their cases in a court or 

before a regulatory body because the records involved are in electronic form. 

3. The admissibility of electronic evidence, for example, in judicial and enforcement 

proceedings 

Is electronic evidence 
admissible in judicial 
and 
administrative/regulatory 
proceedings? 

PARTIALLY. At present, there are no domestic laws in Cambodia that 
explicitly permit the admissibility of electronic evidence in the Cambodia 
courts or administrative/regulatory proceedings. However, according to 
the Cambodia Bar Association, judicial practice is to admit electronic 
evidence in the same way and according to same rules as are applied 
to other types of documentary evidence - by reference to the Civil 
Procedure Law or Criminal Procedure Law. According to the 
Cambodia Ministry of Justice (MoJ), in criminal proceedings, electronic 
evidence is admissible “by analogy” to Article 317 of the Criminal 
Procedure Law.  

 
In addition, the Criminal Code recognizes certain offenses involving 
interference with telecommunications, including cyber-hacking, which 
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cannot be proved without the introduction of electronic evidence. 
According to the MoJ, Cambodia is developing a draft Cybercrime 
Law, led by the Ministry of the Interior, which will further augment 
provisions on the admissibility on electronic evidence.  

 
 
Future/Pending Developments  
 
It is further noted that the draft e-Commerce Law (2019) has an entire 
chapter dedicated to electronic evidence (Chapter 8).  

  
Article 31, draft e-Commerce Law (2019): General Admissibility of 
Electronic Evidence:  
Nothing in the rules of evidence shall apply to deny the admissibility of an 

electronic record in evidence on the sole ground that it is an electronic record.  
 

Article 32, draft e-Commerce Law (2019): Authentication of Electronic 
Evidence:  
The validity of electronic evidence in legal proceedings may be established 
through authentication of the electronic system in which the evidence has been 
recorded or by means of a written document.  

 
Article 36, draft e-Commerce Law (2019) adds a further gloss or 
qualification on electronic evidence admissibility:   
Standards of recording or storing of electronic records   
For the purpose of determining under any other law whether an electronic 
record is admissible, evidence must be presented in respect of the standard, 
procedure, usage or practice on how that electronic record is to be recorded or 
preserved. Also by consideration of regard to the type of business, nature and 
purpose of those electronic records. 

If so, are there special 
rules for collecting or 
producing electronic 
evidence, or for ordering 
the disclosure of 
electronic evidence? 

NO.   
 
 
Future/Pending Developments  

 
Article 38, draft e-Commerce Law (2019), sets forth certain procedures 
for producing electronic evidence and notably recognizes judicially-
authorized discovery of electronic evidence.   

 
Article 38: Alternative procedures in the production of electronic 
evidence:  
…electronic evidence may be produced with regard to certain electronic records 
by means of alternative techniques and procedures, such as attestation by 
notaries public or by other such authorities, recording on non-rewritable or non-
alternation means, and as the result of electronic system forensics found by the 
court’s judicial discovery.  

Is a distinction made 
between evidence for 
criminal proceedings 
and for civil 
proceedings? 

YES.  
 
There does appear to be a greater willingness in Cambodia to admit 
electronic evidence in criminal proceedings – by reference to Article 
317 of the Criminal Procedure Law and under the draft Cybercrime 
legislation.   

Is electronic evidence 
generated, stored or 
collected abroad 
admissible in judicial 
and 
administrative/regulatory 
proceedings? Are the 
rules about such 
‘foreign’ evidence 

NO.  
 
There are no current rules regarding the admissibility of “foreign” 
electronic evidence in Cambodia. However, in light of the lenient judicial 
view taken towards electronic evidence, it is likely that foreign evidence 
may be admitted in the Cambodian courts by virtue of the application of 
ordinary rules of evidence.   

 
Future/Pending Developments 
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different from those 
applicable to other kinds 
of ‘foreign’ evidence? 

  
The draft e-Commerce Law (2019) specifically addresses such issues 
in Articles 39 and 40.  

 
Article 39, draft e-Commerce Law (2019): Acceptance of Electronic 
Records from Abroad:  
Electronic evidence that has been authenticated by an authorized institution of 
a foreign state/country is admissible as evidence if such electronic evidence (in 
recorded or written form) conforms to the requirements of Chapter 8 of this 
Law.). 

 
Article 40, draft e-Commerce Law (2019): Recognition of electronic 
information from a foreign country 
 
In determining whether or not, or to what extent, information in an electronic 
form is admissible, no regard shall be had to the location where the information 
was created or used or to the place of business of its creation abroad, provided 
the electronic record is able to be accessed in the domestic jurisdiction of 
Cambodia. 

 

 

B. Paperless trade and Single Window laws 

This section deals with the laws relating to implementing and developing a paperless trade system 

(including but not limited to a Single Window system). These matters relate in particular to Article 6 and 

7 of the Framework Agreement. Article 6, due to its wide scope, can cover many legal aspects relating 

to creating an enabling national policy framework for paperless trade. Article 7 specifically encourages 

parties to implement and develop a cross-border paperless trade system, in particular a Single 

Window. 58  Accordingly, this section of the checklist first covers basic legal issues related to 

implementation of a Single Window and/or other paperless trade system(s). Given the importance of 

information security and data confidentiality to enhance users’ trust and confidence to adopt a paperless 

trade system, it then explores legal issues related to information security, including (1) Laws and 

regulations on information security and data confidentiality; (2) Laws and regulations on data accuracy 

and integrity; and (3) Laws and regulation on accessing and sharing information. It also includes 

questions on service-level agreements and memoranda of understanding (MOUs) for paperless trade. 

 

Focus Questions Response 

Related provisions of the Framework Agreement:  

o Article 6: National policy framework, enabling domestic legal environment and paperless 

trade committee:  

o Article 7: Facilitation of cross-border paperless trade and development of single-window 
systems. 

The first block of questions aims to assess a country’s readiness to implement a paperless 

trade system/Single Window system. 

1. Laws relating to the establishment of a Single Window system/paperless trade system 

 
58 No specific provision in the Framework Agreement deal with the legal requirements on information security and 

data confidentiality. 
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What legal instruments 
are used or need to be 
enacted to authorize or to 
establish the Single 
Window and a paperless 
trading environment? 

On 11 March 2015, the Royal Government of Cambodia issued a Sub-
decree (signed by the Prime Minister) on the Establishment of the 
Cambodia National Single Window Steering Committee (NSWSC).   
 
On 17 August 2015, the MEF issued Prakas No. 958 (signed by the 
Minister of Economy and Finance) setting up “Legal and Policy 
Consultative Group of the National Single Window Project”. The Legal 
and Policy Consultative Group is intended to function as Secretariat of 
the Steering Committee of the National Single Window with the 
mission to prepare relevant rules and regulations and provide legal 
and policy consultations concerning the NSW.  
 
On 17 August 2015, the MEF issued Prakas No. 957 (signed by the 
Minister of Economy and Finance) setting up the “Secretariat of the 
Steering Committee of the National Single Window” to perform 
functions as a secretariat of the Steering Committee of the National 
Single Window and with the mission to provide operational and 
administrative services of the project and to coordinate working 
activities between the Steering Committee of the National Single 
Window and other relevant  ministries/agencies.  
 
On 17 August 2015, the MEF issued Prakas No. 959 (signed by the 
Minister of Economy and Finance) setting up a “Project 
Implementation Team of National Single Window” to perform function 
as the secretariat of the Steering Committee of the National Single 
Window and with mission to prepare and develop the technical work 
agenda for the implementation of NSW.  

Is there a national or 
coordinating agency to 
promote the domestic 
paperless trading 
environment (e.g. a 
Single Window 
committee)? If so, does it 
have government and 
private representatives 
on it? 

YES.   
 
As described above there are various NSW committees, including the 
National Single Window Steering Committee (NSWSC), Legal and 
Policy Consultative Group of the National Single Window Project (legal 
working group), and Project Implementation Team of National Single 
Window (technical working group).  
 
The key leadership of NSWSC consists of the Minister of the Ministry 
of Economy and Finance (Chief); Secretary of State of the Ministry of 
Economy and Finance (Deputy Chief); Secretary of State of the 
Ministry of Commerce (Deputy Chief); and Director General of the 
General Department of Customs and Excise (Permanent Deputy 
Chief). Representatives of the principal OGAs of the NSW are also 
members of the NSWSC. There is also private stakeholder 
representation, including from the Cambodia Chamber of Commerce, 
Freight Forwarders Association of Cambodia, and the Customs 
Brokers Association of Cambodia.  
 
GDCE and the MoC (in that order) provide the actual leadership of 
Cambodia’s NSW initiatives. GDCE is a government agency under the 
MEF. GDCE has a dedicated unit responsible for the roll-out of the 
NSW – which is currently in Phase II.  GDCE and MoC have 
suggested that a streamlined National Trade Facilitation Committee 
(NTFC) will be established as a more effective vehicle to accelerate 
the implementation of the NSW. The Deputy Prime Minister is likely to 
chair the NTFC as he currently heads up the NSWSC. 
 

Is there a dedicated 
budget to establish the 
Single Window (or 
paperless trading 
platform)? 

YES.  
 
The operational expenses of the NSWSC and the implementation of 
the NSW are supported/funded by the national budget (under budget 
package of the MEF) and by other legal budgetary sources. NSWSC is 
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eligible to receive, allocate and use, in accordance with existing laws 
and regulations, funds received from other sources for its work and the 
operations of the NSW, including from external donors.  It has been 
identified by USAID among others that Cambodia is short of funding 
for its NSW and is in need of substantial funding from donor sources, 
to fully operationalize its NSW.   

The second block of questions aims to explore laws relating to information security and 

data confidentiality, with special attention to those that affect single window and/or cross-

border trade documentation practices. 

2. Legal aspects relating to information security: 

     a. Laws and regulations on information security and data confidentiality; 

Do the national laws 
mandate information 
security standards?  

NO.  
 
The MPTC has indicated that information security standards are a 
major lacuna in Cambodia’s national ICT and e-commerce legal 
frameworks. Currently, according to MPTC, Cambodia has no data 
security or cybersecurity legislation or regulations. In particular, there 
is a need for a Data Protection Law.  
 
As a result, MPTC has been reluctant to issue CA licenses until such 
time as proper technical standards and regulations are in place.  
 
Future/Pending Developments  
Chapter 5 of the draft e-Commerce Law (2019) stipulates the 
application of information security codes of conduct and standards for 
intermediaries and electronic-commerce service providers, 
 
Moreover, Article 54 provides punishments for violation/non-
compliance with information security standards, codes of conduct, and 
related regulations.   

Do the national laws 
protect the confidentiality 
of electronic 
transactions/information? 

Minimal protection at present.  
 
There is a need for a Privacy Law which sufficiently protects 
electronic transactions/information as well as online activities.  
According to the Ministry of Justice (MoJ), some modicum of 
protection of privacy and confidentiality of electronic communications, 
such as email, is afforded by the Criminal Code which outlaws 
interception of telecommunications, including by means of cyber-
hacking. 
 
Future/Pending Developments: 
 
According to the MoJ, the draft Cybercrime Law promises to provide 
significantly increased protection of privacy and confidentiality.  
 
The draft e-Commerce Law (2019) has only one extremely narrow 
provision on the violation of privacy (Article 52) which is related to 
personal privacy and unauthorized transmission of images.  
 
 
More significantly, Article 28 of the draft e-Commerce Law (2019) 
provides stipulations concerning data protection, including security 
measures for the protection of information and a prohibition on the use 
of information without consent. 
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Article 28 states: Anyone who keeps private information in electronic form 

must ensure that: 
1 – such information must be protected and its security ensured in all 
circumstances, in order to avoid: 
a) Loss 
b) Hacking, use, modification or leaking, unless there is permission from 
the owner of such information or other parties as permissible by law. 
2 – the person who keeps such information must ensure, by all means, the 
secure protection of the information that has been provided …and to avoid 
usage or releasing of such information without permission or exceeding the 
scope of what is permitted. 

Are there laws about 
cyber-crimes, i.e. crimes 
using a computer (or 
other information and 
communication 
technology) or targeting a 
computer or a network, 
such as unauthorized 
access to computers, 
introducing malware, 
interfering with proper 
operations, etc.? 

NO.   
 
Future/Pending Developments: 
The draft Cybercrime Law (version 1), led by the Ministry of Interior, 
has been issued publicly. According to MPTC, the draft is based on 
the Budapest Convention. The draft law sets forth numerous offenses , 
including data espionage; illegal interception; data interference; 
unauthorized data transfer; system interference; online activities, 
publications, and websites that are considered injurious to Cambodia 
or its government or undermine national stability and security; and 
misuse of device, including computer programs or access codes, for 
criminal purposes. 
 
In addition, it should be noted that Chapter 10 of the draft e-
Commerce Law (2019) concerns Penalties (and criminal 
punishments). Chapter 10 was drafted by the Ministry of Justice. 

2. Legal aspects relating to information security: 

     b. Laws and regulations relating to data accuracy and integrity when such data is shared 

for cross-border paperless trade systems 

Are there national 
laws/regulations 
establishing 
requirements of accuracy 
and integrity of data 
submitted and processed 
for paperless trade? Are 
these laws of general 
application or specifically 
directed at paperless 
trade? 

PARTIALLY.  
 
The Customs Law 2007 currently requires data accuracy and integrity 
for documents used for purposes of cross-border trade and customs 
clearance – whether it is paper-based or paperless.  
 
Article 51, Customs Law 2007:  
All persons engaged or involved in the commercial or institutional import or 
export of goods must keep accurate documents, books, records and other 
information, including information in electronic format, pertaining to import and 
export. 

 
Such electronic or paper-based import-export documents must be safely kept 
for a period of 10 years.  
 

Article 30, Customs Law 2007:  
The Minister of Economy and Finance shall issue Prakas concerning: 
-- the form, contents and validity of the Customs Declaration and customs 
documentation; 
Under Article 74 of the Penalty Provisions Chapter of the Customs 
Law 2007, a range of administrative and criminal punishments for the 
violation of provisions of the Customs Law are set forth, including:  
Article 74 f., Customs Law 2007: Failure to comply with the provisions 
of Article 30 of this Law. 
 
Future/Pending Developments  
 
Article 33 of the draft e-Commerce Law (2019) also addresses 
integrity of information. and is specifically directed at paperless trade.  
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Chap. 8: Electronic Evidence, draft e-Commerce Law (2019):  
Article 33: Integrity of information 
1) Except evidence being contrary to this, the integrity of the electronic record 
in recorded or stored in an electronic system is presumed in any legal 
proceeding if the electronic record:    
   a) Has remained complete and unaltered or in any immaterial change; which 
arises in the normal course of communication, storage or display; 
   b) Has been digitally certified or has been digitally signed, by a method 
provided by a licensed security procedure (authentication) provider;  
   c) Has integrity and content that has been certified by authorized ministry or 
agency;  
   d) Has been recorded in a non-rewritable storage device, or any other 
electronic means that does not allow the alteration of the electronic records;  
   e) Has been examined and confirmed of its integrity by an expert appointed 
by the Court;   
   f) With evidence being supported or adduced that, at all material times the 
electronic system or other similar device was operating properly, or if not, that 
in any respect in which it was not operating properly or out of operation, the 
integrity of the record was not affected by such circumstances, and there are 
no other reasonable grounds to doubt the integrity of the record; or 
   g) where evidence is established that the electronic record was recorded or 
stored by a party to the proceedings who is adverse in interest to the party 
seeking to introduce it. 

Do these laws impose 
obligations on persons 
submitting such 
information and require 
processes to ensure 
correct attribution? Do 
they apply equally to 
paper and electronic 
communications? Are 
they consistent with the 
authentication and 
identity management 
rules mentioned earlier? 

YES.  
 
The Customs Law 2007 and related Prakas impose obligations on the 
importer, exporter or customs broker, as the case may be, to provide 
accurate information to Cambodia Customs when submitting customs 
declarations and other trade-related documents – whether such 
documents are submitted electronically or by means of paper. Failure 
to do so will result in penalties as set forth in Chapter XI: Penalty 
Provisions of the Customs Law.  
However, these laws do not appear to address issues of correct 
attribution, nor do they consider issues of authentication and identity 
management (for example, there are no provisions on the use of 
digital or electronic signatures by the importer, exporter, customs 
agent, or originators of other trade documents).  
 
Nonetheless, the draft e-Commerce Law (2019) would appear to be 
relevant and potentially applicable as regards attribution, 
authentication, and identity management in such contexts. If digital 
signatures were currently used in the Customs context (which they are 
not), the Sub-decree on Digital Signatures (2017) would also be 
applicable.  
 
The above Customs provisions are likely to be consistent with current 
Customs regulations regarding authentication and identity 
management in connection with the registered user system.   
 
       

2. Legal aspects relating to information security: 

     c. Laws and regulations for accessing and sharing information and data between and 

among government agencies; 

Are there agreements or 
policies for the sharing of 
data between 
government agencies 
within the country?  Are 

NO.  
 
NSW initiatives envisage cooperation, including daily data sharing, 
between and among government agencies or OGAs, with the GDCE 
as the single-entry point and hub for the NSW. However, in 
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there limits on such 
sharing based on 
personal privacy or 
commercial 
confidentiality? 

discussions with the MoC on 10 June 2019, it was made clear that 
currently there are no “service level agreements” (SLAs) yet among 
the relevant line ministries/agencies for data sharing or data 
exchange. MPTC further maintained that data sharing arrangements 
will be covered in the forthcoming Data Governance Law. 

The third block of questions aims to explore legal mechanisms to regulate the relationship 

between paperless trade service providers and service users to facilitate electronic trade-

related transactions. 

3. Service level agreements (SLA) and Memoranda of Understanding (MOUs) on paperless 

trade operations, e.g. operation of a Single Window. (Service levels may be applicable for 

matters like availability, reaction time, processing time, etc.) 

Are there service level 
agreements or 
memoranda of 
understanding governing 
paperless trade 
operations? Who are the 
parties and what is their 
legal authority for making 
these agreements or 
MOUs? 

YES. 
  
According to the MPTC, the Cambodia National Data Center operates 
under the office of the Council of Ministers providing basic services to 
other ministries, such as websites and online application processes. 
The Data Center buys internet bandwidth from three network service 
providers, two private companies: (i) Cambodia Fiber Optic Network 
(CFOCN) and (ii) Viettel (MetFone-Cambodia) as well as Telecom 
Cambodia. MPTC has service level agreements (SLAs) with each of 
these providers to ensure that they maintain a certain level of 
standards/requirements. Such SLAs are essential as MPTC is 
responsible for providing internet/telecom services to Cambodia’s 
government ministries. The MPTC, as Cambodia’s government 
regulator of telecommunications, has statutory authority to enter into 
such SLAs. 

If yes, what level of 
service is expected from 
paperless trade service 
providers? 

The three network service providers as well as any other service 
providers in Cambodia are bound to comply contractually with the 
terms, conditions, and standards of the SLA and therefore may incur 
liability on the basis of breach of such contract terms.  
 
  
Future/Pending Developments  
 
Chapter 5, draft e-Commerce Law (2019):  Intermediaries and 
electronic commerce service providers – addresses the potential 
liability of such parties (please see below and infra).)   
 
In particular, the Appendix to the draft e-Commerce Law (2019) (as 
incorporated in Article 4) provides important definitions of such parties:  
 
18.“Electronic-commerce service provider” means a person who uses 
electronic means in providing goods or services or both; 
 
22.“Intermediary”, referring to an electronic communication, means a person 
including a host who on behalf of another person, sends, receives, transmits 
or stores either temporarily or permanently that electronic communication or 
provides other related services with respect to that electronic communication, 
and includes: 
1) Person who representing the sender, receiver, transmitter, or storing. 
2) Telecommunication service provider,  
3) Network service provider,  
4) Internet service provider,  
5) search engine service provider,  
6) Online payment service provider,  
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7) Online auction service provider 
8) Online market service provider and online commerce via internet. 

 
Accordingly, under the above definitions, the three network services 
providers in Cambodia would be covered by the provisions of Chapter 
5, draft e-Commerce Law (2019) – and this would also be the case 
for paperless trade service operators, including the future Cambodia 
National Single Window (CNSW) operator, GDCE, and OGAs.(Please 
see further discussion of Liability of the Parties infra).  

What level of service is 
expected from Single 
Window operators? 

As the Cambodia NSW is still under development (currently in Phase 
II), there is no de jure designated Single Window operator in the 
country, although the Cambodia NSW operator will be GDCE.  
Accordingly, provisions on intermediaries and electronic service 
providers and the liability, or exclusion from liability, of such parties 
(which are covered extensively in the draft e-Commerce Law (2019)) 
will likely be applicable to GDCE.   

 

 

C. Cross-border aspects 

This section deals with the cross-border aspect of paperless trade, which is the ultimate focus of the 

Framework Agreement. The questions are inspired by articles 8, 9 and 10 of the Framework Agreement, 

which focus on: cross-border mutual recognition of trade-related data and documents in electronic form; 

international standards for exchange of trade-related data and documents in electronic form; and 

relation to other legal instruments enabling cross-border paperless trade, respectively. 

A key issue in achieving seamless cross-border paperless trade is the legal recognition of trade-related 

data and documents in one country by another. Recognition involves attributing legal status of some 

kind to electronic messages exchanged across borders. Different legal mechanisms may achieve that 

goal. Some of those legal mechanisms will apply to certain types of transactions (for instance, business 

to business (B2B) or business to government (B2G)), while other legal mechanisms will apply only to 

specific types of documents or data sets, or to specific types of trust services (e.g. electronic 

signatures). Some legal mechanisms will establish legal recognition regardless of the method or 

technology used, while others are technology-specific. With respect to legal form, some mechanisms 

are treaty-based and therefore may be directly legally binding. Other mechanisms favour harmonization 

of legal systems through the adoption of uniform laws. Yet other mechanisms are based on Memoranda 

of Understanding and similar technical arrangements. 

Article 8 of the Framework Agreement promotes mutual legal recognition of trade related data and 

documents in electronic form. It refers to the notion of “substantially equivalent level of reliability” to 

indicate that mutual legal recognition should be based on the general principle of technology neutrality. 

However, it does not establish any specific legal recognition mechanisms but is open to various options. 

Accordingly, many of the questions in this section aim in particular at identifying which laws and 

technical arrangements may have an impact on achieving such mutual legal recognition. Questions 

also extend to the broader focus of Articles 9 and 10: laws and other relevant agreements that prohibit, 

restrict or facilitate cross-border data flows for paperless trade, and any related activity. A non-

exhaustive list of possibly relevant international instruments is also provided at the end of the section 

for ease of reference. 
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Focus Questions Response 

Related provisions of the Framework Agreement: 

○ Article 8: Cross-border mutual recognition of trade-related data and documents in electronic 

form 

○ Article 9: International standards for exchange of trade-related data and documents in 

electronic form 

○ Article 10: Relation to other legal instruments enabling cross-border paperless trade 

1. Existing bilateral or regional agreements for cross-border paperless trade data exchange, 

including e-commerce and paperless trade facilitation provisions in regional trade agreements 

Is the country party to an international 
agreement, such as a regional trade 
agreement or a bilateral trade 
facilitation agreement that requires or 
favours the legal recognition of 
electronic messages exchanged across 
border? 

YES. 
 
Cambodia is an ASEAN Member state. As such, Cambodia 
is participating in the ASEAN Single Window (ASW) and 
various ASW cross-border paperless trade and trade data 
exchange initiatives, by reference to the ASW Roadmap and 
otherwise, for example, the ATIGA-D e-C/O Programme, 
since in July 2019. It also plans to participate in future SPS 
(E-Phyto) and ASAD initiatives of ASEAN.   
 
Cambodia currently enjoys LDC preferential access to 
European Union markets under EBA. Cambodian traders 
make use of the EU online GSP registration REX system for 
their exports, which consist of primarily clothing and textiles. 
 
According to MoC, Cambodia has signed the ASEAN e-
Commerce Agreement and collaborative capacity-building 
projects for Cambodia, Lao People's Democratic Republic 
and Myanmar have been planned. 
 
Cambodia, via ASEAN, is also engaged in the Regional 
Comprehensive Economic Partnership (RCEP) negotiations, 
wherein parts of the RCEP e-Commerce Chapter have been 
agreed. Discussions on other cross-border trade 
arrangements are ongoing with non-ASEAN participants in 
the RCEP negotiations.     
Pursuant to the ASEAN Customs Transit System (ACTS), 
under the ASEAN Protocol, Thailand, Malaysia, and 
Singapore are currently implementing a pilot and plan to 
extend this pilot to the East-West Corridor which will involve 
Cambodia, Lao People's Democratic Republic, and Viet 
Nam. In this regard, for Cambodia, international transit 
(entailing transshipment) occurs along the East-West 
Corridor e.g. from Thailand to Vietnam. 
 
As part of the Greater Mekong Subregion (GMS), Cambodia 
signed in 2001 the Cross-Border Transport Facilitation 
Agreement (CBTA). The CBTA is a single comprehensive 
legal instrument that includes all non-physical measures for 
cross-border land transport. Pursuant to CBTA, all six GMS 
countries have concurred on the use of a sub-regional road 
transport permit, and the pilot operations of the Customs 
Transit and Temporary Admission System and GMS road 
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permit system, including CBTA “Fast Tracks” at border 
checkpoints, along the GMS East-West Economic Corridor. 
Effective 1 June 2018, a Memorandum of Understanding 
(MOU) on “early harvest” implementation of CBTA was 
signed by ministers of the six GMS countries, allowing the 
effective launch of GMS road transport permits and 
temporary admission documents for commercial vehicles.  
 
In 2013, Cambodia signed an MOU with Viet Nam, Lao 
People's Democratic Republic on cross-border road 
transport cooperation. Cambodia has also entered into 
cross-border trade and transit arrangements with Viet Nam 
and Thailand. However, at present, there are no cross-
border electronic documents or processes associated with 
such bilateral or trilateral arrangements.   

Is the country party to an international 
agreement providing legal recognition 
of electronic messages exchanged 
across the border?  

YES.  
 
Cambodia, as an ASEAN Member, is participating in the 
implementation of the ASW.     

Are there arrangements that provide for 
mutual recognition of electronic 
messages and transmitted information? 
If yes, is mutual recognition granted on 
a bilateral or multilateral basis?  

YES. 
 
In connection with the ASW, mutual recognition of 
preferential e-C/Os among ASEAN Member states pursuant 
to the ATIGA-D Programme is already underway. Cambodia 
joined the ATIGA-D Programme in July 2019.  
 
Future/Pending Developments: 
 
Pursuant to the ASW Roadmap, mutual recognition of e-
SPS certificates (e-Phyto) is planned in the near future and 
Cambodia intends to participate. These are multilateral 
recognition initiatives of ASEAN. 

Does the country recognize foreign 
electronic signatures and certificates? If 
so, on what basis?  

Potentially YES.  
 
According to the Ministry of Justice, the Cambodia courts 
may possibly recognize foreign digital signatures and 
certificates if properly authenticated under ordinary rules of 
evidence pursuant to the Civil Procedure Law.  
Future/Pending Developments  
 
The draft e-Commerce Law (2019) also covers such 
issues. Article 39 concerns Acceptance of Electronic 
Records from Abroad.   
Article 39 provides electronic evidence that has been 
authenticated by an authorized institution of a foreign 
state/country is admissible as evidence if such electronic 
evidence (in recorded or written form) conforms to Chapter 
8 of this Law. 

Are national laws relevant to paperless 
trade facilitation based on international 
models? (e.g. United Nations 
Commission on International Trade Law 
(UNCITRAL), Council of Europe, 
Organization for Economic Co-
operation and Development (OECD), 
etc.) (Note also the questions below 
about international standards and 
agreements that may apply to some or 
all of your communications.) 

YES.  
 
The Cambodia government has referenced international 
models in the drafting of its e-Commerce laws. The earlier 
draft e-Commerce Law (2012) clearly shows the influence of 
the UNCITRAL Model Law on E-Commerce (1996) and, 
particularly, the UN Convention on the Use of Electronic 
Communications in International Contracts (2005). 
 
 
The draft e-Commerce Law (2019), while maintaining a 
degree of continuity with the draft e-Commerce Law (2012), 



 

71 
 

does diverge in certain significant respects from its 2012 
predecessor. 

2. International standards/guidelines   

Do participants in cross-border trade 
use or rely on 
standards/regulations/guidelines for the 
exchange of electronic messages? 
United Nations Centre for Trade 
Facilitation and Electronic Business 
(UN/CEFACT) Recommendations 
35and 36 on legal issues raised by 
cross-border interoperability are 
examples of such guidelines.59 

YES.  
 
There is an awareness of standards/regulations/guidelines 
of the WCO, in particular. It is unclear to what extent the 
MoC and GDCE are aware of, and are implementing, 
UN/CEFACT Recommendations (including 
Recommendations 35 and 36). GDCE is using the WCO 
Data Model and UNLK, in conjunction with the ASYCUDA 
World system, to operationalize Cambodia’s NSW. 
Cambodia is also a party to the Revised Kyoto Convention 
(RKC), and GDCE is responsible for achieving full RKC 
compliance. 

Have international legal 
standards/regulations/guidelines been 
incorporated into a country’s legal 
framework for its cross-border 
paperless trade? If so, how? Does the 
incorporation of such rules at the 
domestic level also affect cross-border 
activity? 

YES.  
 
To some extent – please see above. 

3. Existing bilateral or multilateral technical /operational agreements 

Are there technical or operational 
agreements which provide for the 
unilateral or mutual recognition of 
electronic messages? Examples are the 
(Sanitary and Phytosanitary) SPS 
exchange agreement between China 
and Netherlands and Association of 
Southeast Asian Nations (ASEAN) 
Electronic-Association of Southeast 
Asian Nations Trade in Goods 
Agreement (e-ATIGA) programme.  

Please see above. 

4. Other international legal instruments, regulations and standards relevant to enable cross-

border paperless trade data 

Which other laws may be relevant to 
cross-border paperless trade 
facilitation? E.g., bilateral or multilateral 
agreements on cybercrime and taking 
of electronic evidence abroad. 

Unknown at this time.  
 
Cambodia’s Cybercrime Law is under preparation. 
Therefore, it is unlikely that Cambodia has any bilateral or 
multilateral agreements on cybercrime and the taking of 
electronic evidence abroad.  

 
Non-exhaustive list of legislative texts relevant for cross-border recognition of electronic 
messages* 
 
 
 
 
 

 
59 UNECE Recommendations, available from: https://www.unece.org/tradewelcome/un-centre-for-trade-
facilitation-and-e-business-uncefact/outputs/cefactrecommendationsrec-index/trade-facilitation-
recommendations.htm 

https://www.unece.org/tradewelcome/un-centre-for-trade-facilitation-and-e-business-uncefact/outputs/cefactrecommendationsrec-index/trade-facilitation-recommendations.htm
https://www.unece.org/tradewelcome/un-centre-for-trade-facilitation-and-e-business-uncefact/outputs/cefactrecommendationsrec-index/trade-facilitation-recommendations.htm
https://www.unece.org/tradewelcome/un-centre-for-trade-facilitation-and-e-business-uncefact/outputs/cefactrecommendationsrec-index/trade-facilitation-recommendations.htm
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Treaty / Model Law 
Implementation 
Status 

Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia 
and the Pacific (2016) 

Cambodia has 
signed, but not 
ratified.   

Association of Southeast Asian Nations (ASEAN) Single Window Agreement 
(2005) and Legal Protocol (2017) 

Cambodia is a 
party to ASW 
Agreement.  

International Maritime Organization Amendments to the Annex to the 
Convention on Facilitation of International Maritime Traffic, 1965, As Amended 
(2005)  

No.  

International Maritime Organization Guidelines for the Use of Electronic 
Certificates (2016)  No.  

United Nations Centre for Trade Facilitation and Electronic Business 
(UN/CEFACT) Recommendation on Establishing a Legal Framework for 
International Trade Single Window (Recommendation 35) Yes.  

United Nations Commission on International Trade Law (UNCITRAL) Model Law 
on Electronic Signatures (2001) 

This Model Law 
has influenced the 
drafting of 
Cambodia’s            
e-commerce 
legislation. 

United Nations Commission on International Trade Law (UNCITRAL) Model Law 
on Electronic Transferable Records (2017) 

Cambodia has 

been studying 

MLETR. 

United Nations Commission on International Trade Law (UNCITRAL) Model Law 
on Electronic Commerce (1996) 

This Model Law 
has influenced the 
drafting of 
Cambodia’s            
e-commerce 
legislation. 

United Nations Convention on the Use of Electronic Communications in 
International Contracts (2005) 

This UN 
Convention has 
influenced the 
drafting of 
Cambodia’s                       
e-commerce 
legislation. 

World Customs Organization International Convention on the Simplification and 
Harmonization of Customs Procedures (Revised Kyoto Convention, 2006) 

Cambodia has 
acceded to the 
RKC. 

World Trade Organization Trade Facilitation Agreement (2013) 
Cambodia has 

ratified the TFA.  

Others (please specify):   

*Note: User may add or delete from the list depending on the economy considered.  
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D. Other considerations 

For paperless trade to be conducted in the best possible manner, the Framework Agreement requires 

parties to create an enabling national legal framework (Article 6) and remove all the relevant legal 

barriers. It is therefore recommended that the parties aim at building a national policy framework for 

implementation of the Framework Agreement that is both sophisticated enough to address all the 

pertinent legal issues and consistent with the relevant international legal instruments and standards for 

harmonious cross-border electronic data and document exchange. Therefore, besides the topics 

specifically addressed in substantive provisions of the Framework Agreement, parties may also wish to 

deal with related issues such as liability, dispute settlement, intellectual property, electronic payment 

and competition – which in some cases may have been addressed in other legal agreements (cf. Article 

10). These matters may affect the effective operation of single window and other paperless trade 

systems, particularly in the cross-border environment.  

These legal issues may be handled by different sets or sources of legal rules. Therefore, there is no 

one-size-fits-all solution or approach. The legal framework, action plan and capacity-building 

programmes may and should be customised at the national levels, depending on the various levels of 

awareness and preparedness of different member States, as already envisaged in Articles 6, 12 and 

14 of the Framework Agreement. 

Accordingly, the questions included in this section of the checklist attempt to learn what approaches 

and priorities are in a particular country’s legal regime on (1) liability, (2) dispute settlement, (3) 

intellectual property, (4) electronic payment and (5) competition issues that may arise in relation to 

cross-border paperless trade implementation. These are not exhaustive, and other legal issues may 

emerge.  

 

Focus Questions Response 

Related provisions of the Framework Agreement: 

○ Article 6: National policy framework, enabling domestic legal environment and paperless 

trade committee 

○ Article 10: Relation to other legal instruments enabling cross-border paperless trade  

○ Article 12: Action plan  

○ Article 14: Capacity-building 

The first block of questions aims to ascertain the legal liability of the parties operating in a 

single window or other paperless trade system. 

1. Liability issues related to operations of cross-border paperless trade systems, including 

cross-border paperless trade transactions (Liability includes liability for inaccurate data, 

loss of data, delay, programming error and machine learning errors.) 

Can public authorities 
(e.g. government 
agencies) accept liability 
in relation to their role in 
cross-border paperless 
transactions? If so, is 
there a limitation on their 

NO – not clearly addressed under current law.  
 
Issues of liability of public authorities were raised with GDCE and 
MPTC officials. GDCE officials, in particular, did not seem to have 
deeply considered such liability issues, especially in relation to the 
GDCE role as the current operator of the ASYCUDA World system and 
future operator of the Cambodia NSW. MPTC, on the other hand, was 
considering such liability issues in at least a couple of contexts: i) as 
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liability? Is the limitation 
statutory or contractual? 

the Root CA for a PKI-based system of digital signatures and ii) in 
relation to intermediate liability and the liability of network service 
providers.   
  
The question was posed to GDCE: what if there was a breakdown or 
glitch in the ASYCUDA World system of the NSW operated by GDCE 
occasioning, inter alia, data loss or damage? There were no ready 
answers given by GDCE to this and other related liability questions. 
GDCE maintained that such government agency liability issues were 
not covered in Customs laws and regulations, and perhaps were not 
addressed in the draft e-Commerce Law (2019).   
 
Future/Pending Developments  
Chapter 5, draft e-Commerce Law (2019) establishes bases of liability 
for intermediaries, including network service providers, as well as 
electronic commerce service providers.  Such bases of liability could 
lead to situations where government agencies are held liable for, 
among others, data loss or damage, delay, or misuse of the relevant 
computer system or network service. 
 
In particular, the Appendix to the draft e-Commerce Law (2019) (as 
incorporated in Article 4) provides important definitions of 
“intermediaries” and “electronic commerce service providers”. Please 
see above for a detailed breakdown of the types of “intermediaries” 
recognized by the draft e-Commerce Law (2019).   
 
Article 23(3) of the draft e-Commerce Law (2019) establishes the 
bases of liability of intermediary liability. These bases include:  

a) Any obligation set out in the law or other legal procedures;  
b) Any obligation to comply with an order or direction of a court or 

other competent authority; or 

c) Any contractual obligation. 
 
Article 23(1) and (2), draft e-Commerce Law (2019) set forth exclusions 
from liability for such intermediaries. In particular,  
Article 23(2) provides:   
An intermediary (or electronic-commerce service provider) shall not be required 
to monitor any electronic record processed by means of his system in order to 
ascertain whether its processing would constitute or give rise to an offence or 
civil liability, except where there are regulations to the contrary.  

 
Article 25, draft e-Commerce Law (2019), likewise makes such parties 
potentially liable for breach of an approved code of conduct, standard, 
or other regulations. Penalties for such breaches are stipulated in 
Article 54: Violation (non-compliance) of code of conduct and related 
regulations, draft e-Commerce Law (2019).  

May single window 
operators be liable with 
respect to their services? 
To whom? If so, is there 
a limitation on their 
liability? Is the limitation 
statutory or contractual? 

NO – not at present. 
 
Future/Pending Developments:  
 
Under Chapter 5 of the draft e-Commerce Law (2019), the Cambodia 
Single Window operator (and presumably OGAs) could potentially be 
held liable as a network service provider or other intermediary. Liability 
could theoretically extend to any person or organization that suffers 
consequential economic loss or damage, for example, importers or 
exporters.    
 
As mentioned above, there are certain exemptions from liability for 
network service providers, electronic commerce service providers, and 



 

75 
 

intermediaries as set forth in Article 23(1) and (2), draft e-Commerce 
Law (2019)). 

Do paperless trade 
service providers accept 
liability arising from their 
role in cross-border 
paperless transactions? 
If so, is there a limitation 
on their liability? Is the 
limitation statutory or 
contractual? 

YES – to a limited extent.  
 
Currently, paperless trade service providers in Cambodia would only 
expect liability to arise pursuant to a SLA. Hence, practically speaking, 
liability would be primarily contractual.  
 
Future/Pending Developments:  
 
  
Article 23(3), Chapter 5, draft e-Commerce Law (2019) raise the 
prospect of future statutory liability for paperless trade service providers  
As mentioned above, Article 54, draft e-Commerce Law (2019), also 
addresses violation (non-compliance) of codes of conduct, standards, 
and related regulations (please see below): 
 
Article 54: Violation (non-compliance) of codes of conduct and related 
regulations 
Any intermediary or person, who provides commercial services via electronic 
system, who does not comply with point 1 of article 24 of this law shall be 
subject to a written warning letter, suspension or revocation of permit or license 
of their commercial services via electronic system. 

Is the potential liability of 
other parties involved in 
cross-border paperless 
trade facilitation clearly 
established? 

NO. Not at present.  
 
Future/Pending Developments:  
 
However, Chapter 5, draft e-Commerce Law (2019) extends liability to 
intermediaries as well. 

Are there clear laws on 
intermediary liability in 
relation to their 
responsibility for 
information and data 
passing through their 
systems? 

NO. Not at present.  
 
However, Chapter 5, draft e-Commerce Law (2019) has extensive 
provisions on intermediary liability as well as provisions on breach of 
standards, codes of conduct, and related regulations.  

The second block of questions aims to examine the dispute settlement mechanisms for the 

operators of a single window or other paperless trade system. 

2. Dispute settlement considerations for cross-border paperless trade transactions; Legal 

issues related to conflict of laws in cross border transactions 

Do national laws clearly 
set out how choice of 
forum and choice of law 
issues relevant for 
paperless trade 
facilitation are 
determined? Are these 
laws specifically 
applicable to paperless 
trade or cross-border 
trade, or of general 
application? Have they 
been applied in practice 
to paperless trade? Are 
they based on 
international models? 

YES – but only to some extent. 
 
Cambodia is a civil law jurisdiction, although the Civil Procedure Law 
only came into force in 2007 and the current Civil Code in 2011. These 
civil laws borrow heavily from Japan.  
 
In discussions with the Ministry of Justice (MoJ), it was stated that 
Cambodian law recognizes and enforces choice of forum and choice of 
law clauses in international contracts – that is party autonomy is 
respected.  
In other words, individuals and legal entities may choose to have the 
law of a foreign country govern their contractual relationships in 
Cambodia even in the case of purely domestic transactions, subject to 
certain exceptions. Transacting parties generally retain a high degree 
of flexibility to formulate their contractual relationships as they deem 
appropriate, with minimal interference from the State. Exceptionally, the 
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law provides that in the case of any acts or agreements repugnant to 
Cambodia’s public policy (ordre public), the choice of foreign law may 
be vitiated if the dispute is heard in Cambodia. Similarly, “mandatory 
provisions” (jus cogens) as specified in the Civil Code of Cambodia 
(2011) also preclude and supersede choice of law provisions applying 
foreign law in favor of Cambodian law. However, such exceptions are 
rarely invoked or applicable to international commercial transactions.  
 
In particular, Article 3, Civil Code of Cambodia (2011), enshrines the 
principle of “private autonomy” – respecting the free intentions of 
transacting parties, including legal persons.  
 
However, it is noted that specific conflict of laws rules, governing, for 
example, the proper law of a contract, appear to be absent from both 
the Civil Code (2011) and the Civil Procedure Code (2006). It is 
submitted that jurisdictional rules, as set forth in the Civil Procedure 
Code (2006), are not the same as conflicts rules. The absence of 
specific conflict of laws rules in the Civil Code, in particular, appears to 
be a major lacuna in Cambodian law which should be immediately 
rectified. In this regard, there was a draft Law of Commercial 
Contracts (2001) which included conflicts rules related to international 
commercial contracts, but it was never adopted.  
 
As a matter of prevailing practice within the Cambodian judiciary, local 
courts generally do not apply foreign law for adjudicating disputes. 
Nonetheless, Cambodian law does provide for the recognition of legal 
instruments issued by foreign governments (Article 155, Civil 
Procedure Code), and, where necessary, treats foreign law as a “fact” 
requiring evidence to establish proof (Article 199, Civil Procedure 
Code).  
 
As regards choice of forum, Article 13, Civil Procedure Code (2006), 
recognizes “jurisdiction by agreement,” subject to certain qualifications. 
It is unclear whether such jurisdiction agreements comprehend 
“foreign” jurisdiction/choice of forum clauses. Article 13 provides:  
 
1. An agreement that determines the court having jurisdiction shall be valid only 
where it is made between merchant(s) and/or juristic person(s) with regard to 
the court of first instance.  
2. The agreement referred to in Paragraph 1 shall not be valid unless it pertains 
to an action based on a specific legal relationship and is made in writing. 
 

According to the MoJ, choice of law or choice of forum rules (to the 
extent that they exist) should apply regardless of whether the 
transaction is paper-based or paperless – that these are rules of 
general application.  
 
There were no known cases of such rules being applied to paperless 
transactions in Cambodia, although reference was made to at least one 
Cambodian e-contract case which was submitted to Singapore 
arbitration – apparently the preferred forum state for the resolution of e-
contract disputes having a connection with Cambodia.     
 
Given the current state of the law, international commercial arbitration 
(e.g. SIAC arbitration in Singapore) should be used as the primary 
dispute resolution mechanism. Even if a foreign jurisdiction clause 
selecting a foreign court as the forum is enforceable under Cambodian 
law (which is unclear), Cambodia is not a party to any mutual judicial 
assistance agreements and, as a result, any foreign court judgment 
would not be enforceable in the Cambodian courts.    
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Future /Pending Developments:  
 
There is a draft Law on Commercial Contracts which is apparently 
under review by the National Assembly. However, it is unknown at this 
time whether this pending law includes conflict of laws rules.    

Is arbitration possible? 
Are domestic and foreign 
arbitral awards 
enforceable? 

YES.  
 
Arbitration is possible. The Commercial Arbitration Law of Cambodia 
was adopted in 2006. There is also a Cambodia Arbitration Center in 
Phnom Penh – which is experiencing increasing, but still modest, case 
volumes. Third-country arbitration is preferred by most foreign parties, 
with a primary emphasis on Singapore, followed by Hong Kong. 
Domestic arbitral awards are enforced by reference to the Commercial 
Arbitration Law – which is an enactment of the UNCITRAL Model Law 
on International Commercial Arbitration. Foreign arbitral awards are 
recognized and enforced (at least in theory) pursuant to the New York 
Convention to which Cambodia is a party. 
 

The third block of questions aims to examine intellectual property issues involved in a 

single window or other paperless trade system. 

3. Intellectual property rights and data base ownership issues, including the ownership of 

data and information stored or archived in the cross-border paperless trade system 

Do the law or contractual 
agreements define who 
owns the data in a cross 
border paperless trade 
system and how the IP 
and the database can be 
used? 

Over the past 17 years, Cambodia has adopted several major IP laws, 
including Trademarks and Unfair Competition Law (2002), Copyright 
Law (2003), Patent Law (2003), and Standards Law (2007). Cambodia 
is currently considering the following pertinent IP laws for enactment: 
Trade Secrets Law and the Law on the Protection of IC Layout Design. 
Cambodia is a WIPO Member and WTO Member, and in the latter case 
is currently in the process of ensuring compliance with the WTO TRIPS 
Agreement, which must be completed by 1 July 2021. Cambodia is not 
currently a party to the Berne Convention for the Protection of Literary 
and Artistic Works.  
 
Under the Copyright Law (2003), copyright protection is extended to 
computer programs (i.e. software). However, there is no set of specific 
set of regulations, or specific provisions in the Copyright Law, 
addressing software protection issues.    
 
Until TRIPS obligations are met, foreign rights holders should 
understand that certain rights are not protected in Cambodia unless 
they satisfy certain restrictive conditions in Article 3, Copyright Law. In 
this regard, foreign works do not enjoy automatic protection in 
Cambodia unlike Cambodian works. Many foreign  works, including 
software,  are  not  protected  unless:  (i)  they  were produced by a 
foreigner who has a habitual residence in Cambodia (including a legal 
entity that was established under Cambodia  Law  and  has  its  
headquarters  in  Cambodia);  or  (ii) the work was first published in 
Cambodia, or if it was first published  abroad,  was published  in  
Cambodia  within  30  days after the first communication to the public. 
 
Moreover, as Cambodia’s IP legal frameworks are still in the early 
stages of development, enforcement of IP rights, including software, 
remains a challenge in Cambodia. Given the current state of the law in 
Cambodia, contractual arrangements are essential to define data 
ownership issues and IP and database usage (e.g. via licensing 
agreements).    



 

78 
 

 
Future/Pending Developments  
 
In light of the limited legal attention and protection given to software, 
the enforceability of the IP rights of software owners is open to 
question. Ownership of data and information, as a matter of law, is also 
uncertain and unsettled. However, assurances have been provided by 
MPTC, that issues of data ownership, including over databases, will be 
covered in the Data Governance Law, currently in draft form.  

The fourth block of questions aims to examine the use of electronic payments in a single 

window or other paperless trade system. 

4. Examination of banking/payments law for electronic payments in the cross-border 

paperless trade system 

Does the national single 
window or paperless 
trade system accept 
electronic payments? 
Does the government or 
state agencies accept 
them? If yes, are 
electronic payments 
restricted to a specific 
method or provider (e.g., 
credit cards or an 
exclusive bank)? 

YES.  
 
Cambodia is currently in the midst of the roll-out of its national e-
payment gateway – dimensions of which will inter-connect with the 
Cambodia NSW and its emerging paperless trade e-payment systems.  
 
The main features of this national e-payment gateway are: the Central 
Shared Switch (CSS System), the KOIKA (RTGS) project, and the 
Bakong project of the National Bank of Cambodia. ACLEDA Bank, the 
largest private commercial bank in Cambodia, plays a pivotal role in all 
of these projects.   
 
The CSS system allows the six participating banks to issue ATM cards. 
ATM cardholders can access and withdraw funds from any of the six 
participating banks’ ATMs. CSS thus allows a range of banking 
transactions to be consummated across any of the six participating 
banks. Debit/credit card, ATM, and POS transactions can be 
undertaken via the CSS system.   
 
ACLEDA Bank has also been at the forefront in implementing the 
KOIKA project or Real Time Gross Settlement (RTGS) system which 
permits special, typically large, inter-bank fund transfers in “real time” 
with no waiting period on a 24/7 basis.  
 
The Bakong project is an initiative of the National Bank of Cambodia. 
The Bakong project envisages a single window in which all Cambodian 
banks, payment service providers, and micro-finance institutions (MFI) 
can do any banking transaction via this platform. It will involve the 
incorporation or merger of the trusted gateway system (TGS) and CSS 
system. The Bakong project is expected to be officially launched in 
September 2019 and should lead to the establishment of the Cambodia 
national e-payment gateway. During its first phase, only five banks will 
participate in the Bakong project: ACLEDA Bank, Foreign Trade Bank, 
Cambodian Commercial Bank, Cambodia Post Bank, and the ABA 
Bank. Many other banks are expected to join at a later stage. ACLEDA 
Bank’s mobile app services (including QR code payments, mobile 
payment services) are inter-connected to the four other banks involved 
in the first phase of the Bakong project. 
 
The National Bank of Cambodia has responded to such fintech 
developments by issuing the Prakas on the Management of Payment 
Service Providers (2017). This regulation makes the provision of 
payment services through payment transaction accounts (e.g. debit 
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transfers and electronic payment systems) a licensed activity. Such e-
payment service providers must seek approval from the National Bank 
prior to providing these services. Firms providing online e-payment 
services must have at least USD 2 million (8 billion riel) in registered 
capital.  These financial regulations aim at better governance of so-
called third-party processors (TPPs) that act as intermediaries to 
complete e-payment transactions. This is the second regulation on e-
payment systems issued by the National Bank: the first regulation was 
the Prakas on Third Party Processors (2010), which allows third-party 
processors to act on behalf of banks in providing certain e-payment 
intermediary services, including acting as: i) a communication facility; ii) 
an inter-bank clearing facility; iii) a sending and receiving point for 
payment orders sent or received by the bank; iv) a service provider for 
money remittance by mobile phone or other means; and v) a service 
provider for clearing and settlement of debit and credit card payments. 
 
It should be further noted that the Sub-Decree on Digital Signatures 
(2017) mandates the use of digital signatures for all online financial 
transactions, unless there are specific measures to the contrary.  
Article 11, Sub-decree on Digital Signatures:  
All online financial transactions must use digital signatures in order to be in 
compliance with this Sub-decree, except if there is some other joint Prakas of 
the MEF and the MPTC.  
 

As regards trade transactions, payment of customs duties can be 
deposited to Customs (GDCE) accounts in ACLEDA bank branches 
throughout Cambodia. ACLEDA bank branches will transfer such duty 
payments to the National Bank of Cambodia on the same day. By 
providing e-payment services for GDCE customs duty payments, 
ACLEDA Bank will in effect become part of Cambodia’s NSW. Actually, 
this is a likely scenario for all of the five banks that are part of the first 
phase of the Bakong project.  
 
With respect to customs e-payments, according to GDCE, since May 
2018, traders can use two options: i) deposit their customs duties/tax to 
the Customs account after their SAD has cleared; and ii) GDCE has 
signed an agreement with Canadia Bank and ACLEDA Bank where 
traders can log in to the bank portal and transfer their money to the 
Customs account (as the system is connected with these two banks but 
the traders need to have an account at one of these two banks). 
Currently, there is no e-payment system that connects to all banks yet. 
 
ACLEDA Bank aims to be the private banking sector hub for Cambodia 
e-payment services. This is realizable because approximately 10 major 
Cambodia payment service providers are now connected with the 
ACLEDA mobile app. Therefore, such payment service providers are 
already in a position to conduct all of their e-payment transactions 
through ACLEDA Bank.  
 
Cross-border payment arrangements with Thailand are being 
negotiated, although the system is apparently already in place but 
needs to be connected and bank partners in Cambodia and Thailand 
need to be assigned. The National Bank of Cambodia has already 
selected three banks as partners with Thailand: ACLEDA Bank, 
Foreign Trade Bank, and Cambodian Commercial Bank (with the Thai 
partner banks still to be determined). Payments will be made via a QR 
code payment system.    
 
According to ACLEDA Bank, inter-country transfers are typically 
conducted using the CSS and API (Application Programming Interface) 
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systems. With respect to the API system, ACLEDA Bank has 
cooperated with many international payment service institutions (e.g. 
Visa/Master Card and Western Union).  
 
Cross-border international electronic trade payments (i.e. EFT) are 
frequently made by banks in Cambodia using SWIFT.  
In the draft e-Commerce Law (2019) there is an e-payment section: 
Chapter 9: Payments and/or Transfers of Money via Electronic Means 
(please see below).  
 
There are also definitions of “Electronic funds transfer” and “Electronic 
payment instrument” in the Appendix of the draft e-Commerce Law 
(2019):  
16.“Electronic fund transfer” means any transaction made or initiated through a 
terminal of electronic fund transfer or through mobile electronic device with 
similar function in ordering, instructing, or authorizing a financial and banking 
institution to debit or credit an account;  
11.“Electronic payment instrument” referring card/payable card or other 
payment instrument in electronic form with payable function; 

    
Chapter 9, draft e-Commerce Law (2019): Electronic Payment and/or 
Fund Transfer via Electronic Means (Payments and/or transfers of 
money via electronic means):  
 
Article 42: Responsibility (obligation) of payment service providers:  
1) The payment service provider shall not provide the customer with an 
unsolicited payment instrument except in the case of card extension or 
renewal. 
2) Before executing an electronic fund transfer, the payment service provider 
shall clearly identify the consumer and authenticate the electronic fund transfer.  
The service provider shall be held liable in the following cases:  
   (a) Execution of a transaction without the consumer’s authorization;  
   (b) Execution of a fund transfer while having knowledge of forgery, loss, or 
theft of the electronic fund transfer instrument;  
   (c) Execution of a transaction still took place despite consumer’s notification 
as defined in Article 43 in this Law; 
   (d) Failure to execute in accordance with the customer’s instruction or an 
execution which is not in compliance with the consumer’s instruction; and  
   (e) Technical malfunction, an error in operating the system, or a flaw in the 
electronic fund transfer instrument. 
3) The payment service provider shall not be held liable if it shows by evidence 
that its actions or failure to act, resulted from an act of god or other force 
majeure or a direct consumer’s mistake. 
4) In the case where the payment service provider is to be held liable, the 
service provider shall reimburse to the consumer the disputed transaction fee, 
charges and/or late interest payment, within 30 days from the date of receiving 
consumer’s notification as defined in Article 43 of this Law, without including 
any other possible reimbursements/damages that the service provider might be 
liable to the consumer. 

 
In addition, there are regulatory limitations imposed on e-commerce 
transactions or online shopping (e.g. via Alibaba or Amazon) by the 
National Bank of Cambodia. The primary limitation is: US$2,500 per 
transaction per day, subject to certain discretionary exceptions wherein 
this threshold may be exceeded. 

The fifth block of questions aims to examine the competition law issues involved in a single 

window or other paperless trade system. 
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5. Competition law issues, including treaties and conventions, and General Agreement on 

Tariffs and Trade (GATT)/World Trade Organization (WTO) requirements applicable to the 

cross-border paperless trade system 

Is competition law 
applicable to single 
window operators or 
other paperless trade 
services providers? 

NO.  
 
At this point in time, Cambodia does not have a Competition Law. 
 
Future/Pending Developments: 
 
In 2018, Cambodia issued an English version of its latest draft 
Competition Law (2018) (version 5.7).60  According to the AEC 
Blueprint, Cambodia was supposed to have a Competition Law by 
2015. At present, it is the only ASEAN Member which still lacks such 
legislation.  
 
The draft Competition Law (2018) contemplates two regulatory 
entities: the Competition Commission and the Directorate. The 
Commission is to be composed of up to fifteen members with 
representatives from: six listed ministries; the National Bank of 
Cambodia; a former judge; two individuals with legal knowledge; and 
two individuals with economic knowledge. The latter three categories of 
Commissioners are to be selected by the MoC and the Chairman will 
be the Minister of Commerce. 
 
Like similar legislation elsewhere, the draft Competition Law (2018) 
sets forth certain prohibited anti-competitive activities: i) horizontal 
agreements (including price fixing, price maintenance, market division, 
and bid rigging); ii) vertical agreements (including resale price 
maintenance, resale restrictions or prohibitions, and tying 
arrangements); iii) abuse of dominant position (including refusals to 
deal, tying, selling goods/services below cost of production, refusal of 
access to an essential facility; and exemptions); and iv) mergers and 
acquisitions.  
 
Given the scope of the draft Competition Law (2018), the law will 
apply to paperless trade service providers, whether private or state-
owned (but not to the putative Cambodia NSW operator, GDCE, as it is 
a government agency). Paperless trade service providers would inter 
alia include: banks, network service providers (including ISPs), 
telecommunication companies, Certifying Authorities, and ICT 
companies.  
 
In these and other contexts, given the close relations between the 
Cambodia government and certain private sector or state-owned 
actors, there are opportunities for potential collusion, exclusion of 
foreign and domestic competitors, and outright refusals to deal or to 
license.61  
 

 
60 The draft law has been submitted to the Council of Ministers and Council of Jurists, before going to the National 

Assembly for adoption, and reportedly may be further revised. Accordingly, the actual legislation when ultimately adopted 

may possibly differ materially from the draft law discussed herein.   
61 According to the World Bank Enterprise Survey (2018), unfair competition in Cambodia is ranked as the no. 1 
concern of foreign business. Although they have diminished, state-owned enterprises (SOEs), in whole or in part, 
continue to operate in the finance, telecoms, and logistics sectors of the Cambodian economy. It has also been 
reported that a range of economic activities are either performed within the general government sector or by 
companies that, while not classified as SOEs, are closely related to the government. 
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Currently, the Cambodian government purchases bandwidth for its 
online government services (related to the proposed CNSW) from only 
three network service providers, including one SOE: Telecom 
Cambodia. Moreover, the backbone of the Cambodia national e-
payment gateway, the Bakong project, only involves five banks at 
present: ACLEDA Bank, Foreign Trade Bank, Cambodian Commercial 
Bank, Cambodia Post Bank, and the ABA Bank. Other banks are 
expected to join at a later stage. It is unclear whether foreign bank 
branches will generally be permitted to participate in the national e-
payment ecosystem in the future and on what terms.    
 
ACLEDA Bank, although private, has been selected to spearhead all of 
the major initiatives associated with the national e-payment gateway, 
and currently enjoys a monopoly in the provision of mobile app services 
which inter-connect with the other four banks. ACLEDA Bank and 
Canadia Bank are the only banks which currently offer traders customs 
duty/tax e-payments to GDCE. Foreign Trade Bank previously was a 
wholly state-owned bank and the MEF still holds a 10% equity stake. 
Cambodia Post Bank, established in 2013, is a strategic partnership 
involving three parties, including Canadia Investment Holding Plc and 
the MPTC.                

 
Such government/market relationships could give rise to actionable 
anti-competitive practices in the future, particularly as and when the 
draft Competition Act (2018) is adopted by the National Assembly.           
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Annex VI. Framework Agreement on Facilitation of Cross-border 

Paperless Trade in Asia and the Pacific 
 

The Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific 

(“Framework Agreement”) was adopted as a UN treaty on 19 May 2016, deposited with the Secretary 

General of the United Nations in New York.62 More than 25 countries participated in the development 

and negotiation of the Agreement.63 It is designed as an inclusive and enabling platform that will benefit 

all participating economies regardless of where they stand in terms of trade facilitation or single 

window/paperless trade implementation. 

Paperless trade makes international trade more efficient and transparent while improving regulatory 

compliance, particularly if trade-related data and documents in electronic form are exchanged across 

borders. The Framework Agreement, by supporting the region’s progress towards cross-border 

paperless trade, could bring benefit to parties such as: 

• Accelerated progress towards a digital and paperless trade environment. 

• Opportunity to integrate emerging cross-border paperless trade considerations and best 

practices early in the development of national single window and other paperless trade 

systems. 

• Easier access to information, knowledge and resources to achieve full digital implementation 

of the WTO Trade Facilitation Agreement. 

• Reduction in overall investment costs and maximization of return from investments in paperless 

trade systems.  

• Increased opportunities for capacity building through trainings, workshops and knowledge-

sharing platforms. 

• Compliance with commitments the party may have made through in its bilateral and plurilateral 

trade agreements to collaborate on exchanging electronic of data and documents, including in 

relation to the ASEAN Single Window Agreement (ASW).  

• Ready access to potential counterpart countries interested to negotiate and achieve cross 

border data exchange.  

• Direct participation in the development of pragmatic solutions for the cross-border exchange of 

trade documents.  

• Opportunity to promote and leverage the cross-border paperless trade solutions adopted as 

part of ASW implementation with non-ASEAN trade partners. 

Potential benefits from achieving cross-border paperless trade in Asia and the Pacific have been 

quantified in terms of trade costs reductions and trade gains. A study by Shepherd et al. estimated that 

the regional-wide implementation of cross-border paperless trade would allow Cambodia to increase 

exports by over USD 0.7 billion per year.64 A more recent study finds that, if Cambodia implements 

WTO TFA together with cross-border paperless trade measures, it could achieve trade cost reductions 

of 24%, instead of only about 5% if it aims at basic compliance with the TFA.65 This amount to potential 

trade transaction cost savings of more than USD 200 million per year. 

 
62 Text of the FA-PT and other relevant documents can be found here: 
https://www.unescap.org/resources/framework-agreement-facilitation-cross-border-paperless-trade-asia-and-
pacific 
63 For the list of countries that have officially nominated focal points see: http://communities.unescap.org/cross-
border-paperless-trade-facilitation/national-focal-points-resolutions-683-and-706  
64 ESCAP (2014). Estimating the Benefits of Cross-Border Paperless Trade. Available from: 
https://www.unescap.org/sites/default/files/Benefits%20of%20Cross-Border%20Paperless%20Trade.pdf 
65 ESCAP (2017). Digital Trade facilitation in Asia and the Pacific. Studies in Trade, Investment and Innovation, 
No. 87. Available from https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-

trade-investment-and-innovation-87. See also ADB(2017) “Trade Facilitation and Better Connectivity for an 

Inclusive Asia and Pacific”, https://www.adb.org/publications/trade-facilitation-connectivity-inclusive-asia-pacific  
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Trade, investment and innovation are powerful engines for growth and sustainable 

development. The expansion of trade across the Asia-Pacific in recent years has been a key 

driver of economic dynamism and rising prosperity. Trade and investment, for example through 

participation in global networks of production, have created employment, raised incomes and 

helped spread knowledge and technology throughout the region. But not all individuals and 

communities have been able to benefit from the growth that comes from engagement in 

international markets, and too many barriers to inclusion remain. 

ESCAP’s objective is to promote trade, investment and technology and innovation for inclusive 

and sustainable development in the Asia-Pacific region. We work with Member States to ensure 

that the benefits of trade, investment, technology and innovation are extended to all. 

For more information on TIID work: 

http://unescap.org/tii 

 

 

 


