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Executive Summary 

 

This report provides an assessment of the Republic of Azerbaijan’s readiness for 

cross-border paperless trade, i.e., the conduct of international trade on the basis of 

electronic data and documents. Following a brief review of the state of play in trade 

facilitation implementation in the Republic of Azerbaijan, findings from the technical 

and legal readiness assessments for cross-border paperless trade are presented. 

Recommendations on both technical and legal aspects of cross-border paperless 

trade are then provided, followed by an initial action plan for the Republic of 

Azerbaijan to move forward. 

The Republic of Azerbaijan has made significant progress in implementing trade 

facilitation measures in recent years. Although implementation in the area of 

paperless trade and cross-border paperless trade remains above the regional 

average (figure), it is still below full implementation. Therefore, opportunities exist 

for the Republic of Azerbaijan to continue reforms in the digitalization of its trade 

environment, further reduction of trade costs and improvement of competitiveness. 

Figure. Cumulative implementation score of core groups of trade facilitation measures, 

2021 

                                    
Note: Maximum possible implementation score is 100.  

Source: United Nations Global Survey on Digital and Sustainable Trade Facilitation, untfsurvey.org, 2021 

 

It has been found that technical readiness on cross-border paperless trade in the 

Republic of Azerbaijan varies across agencies. The Republic of Azerbaijan’s overall 
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readiness level in ICT infrastructure is quite high. However, in some agencies, ICT 

tools are not fully utilized due to the lack of expertise and awareness on the 

deployment of paperless solutions and budgetary constraints that are often the result 

of incorrect needs presentation to state funding bodies.   

Despite the existing general aspirations for the automation and digitalization of 

business processes, some state agencies have not yet conducted business process 

re-engineering nor adequate research and capacity-building exercises to support 

paperless trade. Many agencies have introduced advanced electronic management 

systems that are capable of operating and supporting a paperless trade environment, 

including the Ministry of Digital Development and Transport of the Republic of 

Azerbaijan, the State Custom Committee (SCC), the Ministry of Economy, the State 

Agency for Public Service and Social Innovations, the Center for Analysis of 

Economic Reforms and Communication etc. For example, as the result of 

continuous efforts, both at the legislative and technical levels aimed at supporting 

and facilitating cross-border trade, SCC has established an advanced system of 

customs-related data exchange domestically and has initiated a number of cross-

border data exchange mechanisms with key trading partners. Nevertheless, despite 

significant regulatory and technical efforts, the transition towards electronic 

document exchange and data processing in some of the state agencies responsible 

for issuing licenses, permits or certificates is still lagging. To overcome such 

challenges, a more systematic and centralized approach could support the state 

bodies with an appropriate level of ICT development and carry out awareness-

raising activities with the involvement of domestic and international expertise. 

In recent years, the Republic of Azerbaijan has made impressive progress in 

improving and facilitating supply chain logistics and customs operations through 

technology. The Republic of Azerbaijan was one of the first countries to sign the 

Framework Agreement on Facilitation of Cross-Border Paperless Trade in the Asia-

Pacific (CPTA), which entered into force on 20 February 2021. The CPTA could 

support the Republic of Azerbaijan to effectively plan and implement its trade 

digitalization strategy in cross-border trade. Implementation of the CPTA could 

support the development of national capacity, design a long-term plan and engage 

in pilot exchanges of selected data and documents, and help keep abreast of 

emerging legal standards and solutions in cross-border paperless trade. 

Further, in 2012, the Government of Azerbaijani adopted a new Customs Code (CC), 

which was elaborated based on the European Community (EC) Customs Code 

(Modernized Customs Code), provisions of the Revised Kyoto Convention and other 

world best practices. The Code is part of the modernization of customs and serves as 

the new framework regulation on the rules and procedures for Azerbaijani customs 

service. The CC includes rules aimed at rationalizing and simplifying customs 

legislation and procedures as well as facilitating more efficient customs transactions 

in line with modern needs, with a view of completing the shift by customs to a 

paperless and fully electronic environment. To this end, it envisages exchanges of 

information between customs authorities and between foreign trade participants and 

customs authorities, and the retention of such information, as required under the 

customs legislation, will be performed based on electronic data. Around 60 
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implementing Acts, guidelines and technical instructions were adopted following the 

CC to underpin the new procedures and development of electronic systems. 

Moreover, the Government of Azerbaijan approved the “Azerbaijan 2020: Look into 

The Future” development concept.1 According to the Concept, among the targets to 

be achieved by 2020 were the development of information and communication 

technologies and ensuring transition to an information society.  

Subsequently, in December 2016, a strategic ICT Roadmap was approved by the 

President that outlined key strategies and priorities in ICT development. Together with 

short and medium perspectives, the Strategic Roadmap determined a long-term 

strategic vision in ICT development for 2025 and a target vision for post-2025 periods. 

The strategic targets emanating from the ICT roadmap envisage improvement of 

governance structures and strengthening of ICT, increasing productivity and 

operational efficiency of the business environment, and digitalization of government 

and social environment. 

Based on the findings of technical and legal readiness, it is necessary for the Republic 

of Azerbaijan to elaborate and adopt a National Road Map on the development of the 

paperless trade systems that will cover all relevant sectors, with clearly indicated 

commitments and time frames of the involved governmental agencies and other 

parties. Such a strategic document will ensure the continuity of the activities and keep 

the right course in reaching out to the targets. 

The readiness assessments, together with the action plan featured in this report, 

can serve as a foundation for elaborating the Road Map. It is hoped that this report 

will contribute to the Government of Azerbaijan’s quest to accelerate progress in 

cross-border paperless trade.  

 

 

 

 

 

 

 

 

 

 

 

 
1 “Azerbaijan 2020: Look into The Future” development concept. Approved by Presidential Decree 29 
November 2011, No.1862. Available at https://president.az/files/future_en.pdf  

https://president.az/files/future_en.pdf
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I. Introduction 

 

This report provides an assessment of the Republic of Azerbaijan’s readiness for 

cross-border paperless trade, i.e., the conduct of international trade transactions on 

the basis of electronic data and documents – as opposed to paper-based data and 

documents. Benefits from the successful implementation of cross-border paperless 

trade are large, with the potential to cut transaction costs by 25% across Asia and 

the Pacific region, as well as to increase regulatory compliance, reduce illicit 

financial flows and facilitate engagement in the increasingly digital global economy.2 

The assessment was conducted by a team of independent experts following 

readiness checklists developed by the ESCAP Interim Intergovernmental Steering 

Group on Cross- Border Paperless Trade Facilitation, of which the Republic of 

Azerbaijan is a member.3 The team started the execution of the works according to 

project plan in June 2021 with preparation of the legal and technical readiness 

checklists and their distribution to relevant agencies. Based on the assessment of the 

collected checklists data and the research conducted on the technical and legal 

environments,4 the experts drafted a readiness assessment report. The draft report, 

including the final findings, recommendations and the draft action plan were presented 

and discussed at the national consultation workshop that was held on 10 February 

2022.5  All inputs from these interviews and consultations are incorporated in this 

report. It is hoped that the report will contribute to the Government of Azerbaijan’s 

accelerated progress towards cross-border paperless trade (See box 1 for further 

details). 

 

 

 

 

 

 

 

 

 

  

 
2 ESCAP, 2017. Digital Trade facilitation in Asia and the Pacific. Studies in Trade, Investment and Innovation, No. 

87. Available from https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies- trade-
investment-and-innovation-87 
3 Cross-border paperless trade: A technical readiness checklist. Available from 
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf 

 
4 The list of stakeholders interviewed are given in Annex I. 
5 Cross-border paperless trade: A technical readiness checklist. Available from 
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf 

 

https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-trade-investment-and-innovation-87
https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-trade-investment-and-innovation-87
https://www.unescap.org/publications/digital-trade-facilitation-asia-and-pacific-studies-trade-investment-and-innovation-87
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf
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Box 1. The Framework Agreement on Facilitation of Cross -Border 

Paperless Trade in Asia and the Pacific  

The Framework Agreement on Facilitation of Cross-border Paperless Trade in 

Asia and the Pacific (CPTA), a United Nations treaty, aims to promote cross-

border paperless trade by enabling the exchange and mutual recognition of 

trade-related data and documents in electronic form and facilitating 

interoperability among national and subregional Single Windows and/or other 

paperless trade systems. It is designed as an inclusive and enabling platform 

that will benefit all participating economies, regardless of where they stand in 

terms of trade facilitation or single window/paperless trade implementation. The 

treaty was adopted by the ESCAP members in 2016. On 20 February 2021, it 

entered into force, which indicates ESCAP members’ continued efforts on 

acceleration of trade digitalization in the region. 

The Republic of Azerbaijan, being one of the first countries to sign the CPTA, 

could benefit from it to effectively plan and implement its trade digitalization 

strategy in cross-border trade. Implementation of the CPTA could support the 

development of national capacity, design a long-term plan and engage in pilot 

exchanges of selected data and documents, and help keep abreast of emerging 

legal standards and solutions in cross-border paperless trade. The CPTA also 

gives the Republic of Azerbaijan the opportunity to promote and leverage cross-

border paperless trade solutions that it has adopted with trade partners. 

For more information, please see http://bit.ly/ESCAP_FA 

 

Preparation of the report was supported by the United Nations Economic and Social 

Commission for Asia and the Pacific (ESCAP) through a UN Development account 

project titled “Transport and trade connectivity in the age of pandemics: contactless, 

seamless and collaborative UN solutions”.  

This report is structured as follows. Section II provides an overview of the state of 

play of trade facilitation and paperless trade implementation in the Republic of 

Azerbaijan, based on t h e  United Nations Global Survey on Digital and Sustainable 

Trade Facilitation 2021, and an analysis of the transit process and customs 

operations in the Republic of Azerbaijan conducted in parallel with the cross-border 

paperless trade readiness assessments. Sections III and IV present the findings from 

the technical and legal readiness assessments for cross-border paperless trade, 

respectively. Recommendations on both technical and legal aspects of cross-border 

paperless trade that have emerged from the assessments are discussed in section 

V, followed by the introduction of an initial action plan based on the 

recommendations in section VI. The report ends with a brief discussion in section VII 

of the way forward. 

 

 

 

 

http://bit.ly/ESCAP_FA
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II. Trade facilitation and paperless trade implementation in 

the Republic of Azerbaijan 

 

This section briefly reviews the state of play of trade facilitation and paperless trade 

implementation, based on secondary data sources, the UN Global Survey on Digital 

and Sustainable Trade Facilitation.
7
 This section also features a summary of an 

analysis of transit processes and customs operations in the Republic of Azerbaijan, 

highlighting the need for the country to accelerate implementation of paperless trade. 

 

II.A. Azerbaijan in the 2021 UN Global Survey on Digital and 

Sustainable Trade Facilitation

According to the results of the survey, the Republic of Azerbaijan has made significant 

progress during the past six years, as the overall score of the country increased from 

48.39% to an impressive overall trade facilitation score of 86.02% (figures 2 and 3). 

As such, the country has gained the leading position among the Commonwealth of 

Independent State (CIS) countries (Russian Federation – 84.95%, Georgia – 82.8%, 

the Islamic Republic of Iran – 77.42%, Armenia – 62.37%) and Central Asian countries 

(SPECA) on digital and sustainable trade facilitation (Kazakhstan – 724%, Uzbekistan 

– 62.37%, Kyrgyzstan – 69.89%) (figure 3). Importantly, over the years, the Republic 

of Azerbaijan has achieved 100% implementation in measures related to transparency 

and agricultural trade facilitation. Meanwhile, the most progress has been made in 

measures falling under the categories of “transparency” and “formalities”, where 

country’s score has increased from 46.67% to 100% and from 50% to 91.67%, 

respectively.  
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Figure 1. Azerbaijan implementation of trade facilitation measures (2015, 2017, 

2019 and 2021) 

 

Source: Author’s estimation based on UNTF survey data. Data labels over the clustered columns reports the results for the last 

year of available data in 2021

Figure 2. Regional position of the Republic of Azerbaijan in the implementation of 

trade facilitation measures, 2021 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2021; Untfusurvey.org 
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The COVID-19 crisis has substantially accelerated and given impetus to the trade 

facilitation initiatives in the world economies based on the digital transformation of the 

processes. Figure 4 illustrates the overall implementation of trade facilitation measures 

in 46 Asia-Pacific countries in 2021. According to the data, the Republic of Azerbaijan 

closely follows the regional leaders, namely Australia, New Zealand, Singapore, the 

Republic of Korea, Japan, China, India and Thailand. Notably, the Republic of 

Azerbaijan’s overall implementation of the trade facilitation measures is higher or 

significantly higher than all the members of the CIS6 which have a strong historical, 

geographical and cultural connection with the Republic of Azerbaijan.  

 

Figure 3. Overall implementation of trade facilitation measures in 46 Asia-Pacific 

countries, 2021 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2021; Untfusurvey.org 

Given the Republic of Azerbaijan’s location as an important connectivity crossroads, 

it plays an essential role as a transport hub for improving regional inter-connectivity 

and the movement of goods and services. Based on this factor, the Government of 

Azerbaijan has continued the implementation of a number of improvements 

concerning cross-border trade facilitation. They cover the digitalization and 

simplification of the customs operations and procedures, such as introduction of 

electronic declarations, advance ruling, establishment of the Trusted Trader 

programme, creation of favourable opportunities for the SMEs in terms of easy access 

to the foreign trade processes and related governmental services, as well as investing 

in the development of the trade finance services. Among the 58 measures listed in the 

 
6 The overall score of every ESCAP member country covered in the study is available at 
https://www.untfsurvey.org/region?id=ESCAP  

https://www.untfsurvey.org/region?id=ESCAP
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UNTF survey,7 the Republic of Azerbaijan has fully implemented 39 measures, 15 

have been implemented partially, two are at the planning stage and two have not been 

implemented. The measures indicated in the survey with an upwards arrow (↑) 

emphasize the implementation level that has changed from 2019 and, therefore, 

resulting in an increase in the score. 10 measures have contributed to the increase in 

the score of the Republic of Azerbaijan. These measures are: 

(a) Advance ruling on tariff classification and origin of imported goods (measure 5) 

which was partially implemented and is now fully implemented; 

 

(b) Electronic exchange of Sanitary and Phytosanitary Certificates (measure 29), 

is now at the planning stage; 

 

(c) Paperless collection of payment from a documentary letter of credit (measure 

30), which is partially implemented; 

 

(d) Transit facilitation agreement(s) (measure 35), which is now fully implemented; 

 

(e) SMEs access Single Window, which is now fully implemented (measure 41); 

 

(f) SMEs in National Trade Facilitation Committee (measure 42), which is now 

partially implemented; 

 

(g) Other special measures for SMEs, which have changed from not implemented 

to partially implemented (measure 43);  

 

(h) Electronic application and issuance of SPS certificates (measure 46), which is 

now fully implemented; 

 

(i) Trade facilitation measures to benefit women involved in trade (measure 49), 

which has changed from partially implemented to fully implemented; and  

 

(j) Availability of a variety of trade finance services (measure 53), which changed 

from not implemented to fully implemented. 

The measures that contributed to the Republic of Azerbaijan’s scores in Paperless 

Trade Facilitation category (figure 5) include the Automated Customs System, 

Electronic Single Window System, electronic submission of Customs declarations, 

electronic application and issuance of Preferential Certificates of Origin, and e-

payment of customs duties and fees – all of which the Republic of Azerbaijan has now 

changed to “fully implemented” status. According to the results, the Republic of 

Azerbaijan has fully implemented six out of 10 measures under this category. 

Electronic Application and Issuance of Import and Export Permits, and Electronic 

Application for Customs Refunds are partially implemented, while implementation of 

 
7 Measures listed in UN Global Survey on Digital and Sustainable Trade Facilitation survey. Available at 
https://www.untfsurvey.org/economy?id=AZE  

https://www.untfsurvey.org/economy?id=AZE
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the Electronic Submission of Air Cargo Manifests is at the planning stage and 

Electronic Submission of Sea Cargo Manifests is unavailable. 

 

Figure 4. Azerbaijan implementation of paperless trade measures, 2021 

 

 

 

 

 

 

 

 

 

  

 

 

Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2021; Untfusurvey.org 

The elaboration of a comprehensive regulatory legislative framework and 

establishment of the electronic exchange of trade-related documents and certificates 

is crucial in international trade transactions and should be conducted in a structured 

format, based on open and agreed standards. In the context of cross-border paperless 

trade, (figure 6) the Republic of Azerbaijan shows a high level of willingness to 

implement paperless solutions. Thus, in comparison with the results of 2019, when the 

Republic of Azerbaijan’s score in the global survey was 50%, the Republic of 

Azerbaijan has progressed to 66.7%. Azerbaijan has fully implemented measure 26, 

the establishment of “Recognized Certification Authority”. There are three accredited 

certification authorities 8  in the Republic of Azerbaijan that issue and manage 

certificates for authentication and digital signatures and providing related services 

such as software development and operation, certificate validation and digital time-

stamping. The National Certification Services Centre, which is coordinated by the 

Ministry of Digital Development and Transport of the Republic of Azerbaijan,9 the Asan 

Certification Services Centre operated by the State Tax Service under the Ministry of 

Economy of the Republic of Azerbaijan, and the Bank Certificate Services Center 

 
8 The State Tax Service under the Ministry of Economy of the Republic of Azerbaijan, Asan Certification 
Services Centre Source. Available at https://asxm.gov.az/ and the Central Bank of the Republic of Azerbaijan, 
Bank Certificate Services Center, see https://bsxm.e-cbar.az/ 
9 The Ministry of Digital Development and Transport of the Republic of Azerbaijan, National Certification 
Services Center see http://www.e-imza.az/en 
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under the Central Bank of the Republic of Azerbaijan. Progress was also observed in 

the area of electronic exchange of Sanitary and Phytosanitary Certificates. In order to 

speed up import-export operations between the Republic of Azerbaijan and the 

Russian Federation, protect the security and integrity of the issued SPS certificates 

and enhance the electronic information exchange, the State Food Safety Agency has 

initiated work on integration between the relevant information systems of the two 

countries. Even though the trade-related payments for the governmental services are 

mostly conducted electronically, and the communications between the banks are 

paperless, there is a need for improvements to communications between banks and 

their beneficiaries. The result of the survey shows that the Republic of Azerbaijan has 

already started working on those areas.   

 

Figure 5. Azerbaijan implementation of cross-border paperless trade measures, 

2021 

 

      

Source: UN Global Survey on Digital and Sustainable Trade Facilitation, 2021; Untfusurvey.org 

Transformation to a digital economy and the introduction of paperless solutions aimed 

at facilitating the trade operations are among the priority issues for the Republic of 

Azerbaijan. In recent years the Government has taken significant steps towards 

developing the national digital policy that facilitates trade, simplifies non-tariff barriers 

and increases the competitiveness of local SMEs. Such improvements and their 

effectiveness were highly evaluated by European business community.10 Among the 

strongest effects of the reforms, the companies operating in the Republic of Azerbaijan 

 
10 The EU Business Climate Report, Azerbaijan 2020. Available at https://euneighbourseast.eu/news-and-
stories/publications/eu-business-climate-report-azerbaijan-2020/  
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cited improvement in transparency, reduction of bureaucracy and elimination of other 

obstacles to trade. In achieving this improvement, one of the important measures was 

the Order, issued by the President of the Republic of Azerbaijan on additional 

measures to continue reforms in the customs system11 approved in 2016. According 

to the Order, the State Customs Committee has initiated a number of reforms that are 

aligned with TFA requirements, related to: (a) the expansion of electronic customs 

services; (b) the introduction of targeted controls based on the risk analysis of pre-

arrival data; (c) minimizing and elimination of a number of paper documents and 

duplicative procedures in border crossings; (d) the process of release of the goods; 

and (e) the introduction of the national Trusted Trader programme, Green Corridor 

Gating System.  

On 13 July 2016, by the Decree of the President of the Republic of Azerbaijan, the 

Commission on Business Environment and International Rankings of the Republic of 

Azerbaijan was established. The Commission pursues several objectives 

encompassing (a) the activities that ensure overall optimal business performance in 

the Republic of Azerbaijan; (b) creation of a business environment that is based on 

competitive principles and export opportunities; (c) improvement of the Republic of 

Azerbaijan's position in international rankings; and (d) provision of electronic 

government services following the highest international standards. The Commission 

coordinates the activity of 19 working groups consisting of members with diverse 

backgrounds, and with a broad range of expertise. 

The working group on Trading Across Borders12 undertakes the continuous study of 

customs procedures and the business processes of the other agencies involved in 

foreign trade, with the purpose of (a) identifying the bottlenecks; (b) elaborating the 

proposals on the modernization of the legislative framework related to cross-border 

processes; and (c) exploring the capacity-building needs of the stakeholders involved 

in cross-border trade. Based on the studies and gap analysis, the working group 

annually adopts an Action Plan with indication of the concrete tasks and executors.  

 

  

 
11 Order No. 1853, dated 4 March 2016 of the President of the Republic of Azerbaijan, “On Additional 
Measures to Continue the Reforms in the Customs System”. Available at http://www.e-
qanun.az/framework/32249  
12 Working groups of the Business Environment and International Rankings Commission of the Republic of 
Azerbaijan. Available at https://azranking.az/en/working-groups  

http://www.e-qanun.az/framework/32249
http://www.e-qanun.az/framework/32249
https://azranking.az/en/working-groups
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III. Technical readiness for cross-border paperless trade: 

Key findings 

 

A The key findings on the Republic of Azerbaijan’s technical readiness for cross-

border paperless trade are summarized below. The findings are presented following 

the structure of the Technical Readiness Checklist adopted by the Interim 

Intergovernmental Steering Group on Cross-border Paperless Trade Facilitation, at its 

fifth Meeting in March 2019.13 The completed checklist, which contains further details 

and elaborations, is available in Annex III. 

As mentioned above, the Republic of Azerbaijan continues to promote diversification 

of its economy away from hydrocarbons, paying particular attention to the promotion 

of exports, heavily investing in development of agriculture, logistics, tourism, and 

information/communication technology (ICT) sectors, and development of transit 

potential, due to its favourable geographical position at the crossroads of the East and 

West.  As in any transit country, an effective and efficient mechanism of customs 

operations, and procedures in line with the steady investments in the growth of 

automation reduce time for cross-border documentary clearance, thus increasing the 

attractiveness of the country transit corridors.  

Concerning technical readiness, the Republic of Azerbaijan has made important major 

improvements in this area. There are a number of ongoing initiatives and operational 

tools, such as e-Government, e-Customs that includes: a new portal 

(www.e.customs.gov.az); UAMS developed by SCC that integrates in a single network 

Customs and other trade control agencies – i.e., the Single Window principle in the 

inspection of goods and vehicles passing through the checkpoints; e-Declaration; e-

Payment of customs duties, taxes and fees; licenses and permissions; a Web Portal; 

Certificate of a Free Sale provided by Digital Trade Hub Portal, exchange of pre-arrival 

information with the trade partner countries; and risk assessment for the targeted 

control – have changed the face of cross-border trade in the Republic of Azerbaijan. 

 

III.A. Paperless trade system at the national level 

 

III.A.1. Governance bodies  

In the Republic of Azerbaijan, the State Customs Committee (SCC), a governmental 

agency within the Cabinet of Azerbaijan, is in charge of customs control and clearance 

for imports and exports, and realization of a state policy and regulation in customs 

matters. 

Currently, SCC is assigned by the Government to perform necessary measures to 

implement the cross-border paperless trade. In this context, it coordinates the 

 
13 Cross-border paperless trade: A technical readiness checklist. Available at 
https://www.unescap.org/sites/default/files/IISG_2019_4_English.pdf   
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Electronic Customs Project (e-Customs), which is one of the components of the 

"Electronic Azerbaijan" (e-Azerbaijan) initiative. The e-Customs project takes its origin 

from the State Programme on development of the customs system (2007-2011) and 

based on the legal and regulatory documents created within the framework of "e-

Azerbaijan". Therefore, the completion of the e-Customs project is closely related to 

the implementation of "e-Azerbaijan". SCC activities mainly comprise the following 

areas: 

• Development of UAMS on the basis of modern technologies and ensuring 

security of the system; 

 

• Enhancement of the corporate Web Portal by increasing the number of customs 

e-services; 

 

• The further development of the customs Single Window via a new e-Window 

project by increasing the inter-linkages with other government agencies (OGA), 

permit issuing agencies (PIA) and the private sector; 

 

• Developing Smart Customs solutions for providing customs services via a 

single mobile platform; 

 

• Further development and digitalization of the national transit system by further 

development of the existing systems (TIR), and integration to the New 

Computerized Transit System of EU (NCTS) and other initiatives such as CATS.   

Implementation, deployment and effective management of the e-services as well as 

awareness-raising activities are among the necessary steps that need to be taken in 

order to ensure a paperless trade environment.  The E-GOV Development Center14 is 

a public legal entity that was established under the State Agency for Public Service 

and Social Innovations according to Presidential Decree No.1885 on “E-government 

development and measures related to transition to digital government”.15 By using 

advanced modern information technologies, the Center ensures provision of 

information and e-services by the related state bodies for all citizens residing in the 

territory of the Republic of Azerbaijan as well as businesses and individuals. The main 

trade-related areas of the Center include electronic government services, such as 

customs and tax, and services related to permit issuance and digital payment systems. 

The E-GOV Development Center manages information exchange between the 

information systems and resources of state bodies, and delivery of e-Services through 

the “e-Gov” portal.16  

In order to support trade facilitation and related data exchange, the Ministry of 

Economy and SCC have initiated the establishment of the National Committee on 

Trade Facilitation (NCFT). The NCTF is expected to coordinate the facilitation of trade 

 
14 E-GOV Development Center, https://www.digital.gov.az/digitalazerbaijan/en/page/about  
15 Presidential Decree on “About e-government development and measures related to transition to digital 
government”, 14 March,  No.1885. Available at http://www.e-qanun.az/framework/38229  
16 “e-Gov” WebPortal. Available at https://www.e-gov.az/en  

http://www.e-qanun.az/framework/38229
https://www.e-gov.az/en
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procedures during the import, export and transit of goods and expansion of integrated 

border management. It will also contribute to the effective management of the e-

Window system, the further development of inter-agency integration and cooperation, 

the organization of regular dialogue between the public and private sectors and will 

address other issues related to cross-border trade.  

It is also necessary to emphasize the work of the Center Analysis of Economic 

Reforms and Communication (CAERC), which operates two important Portals: 

• The Digital Trade Hub of Azerbaijan – an electronic public-private partnership 

platform created to further develop the database and strengthen the position of 

the Republic of Azerbaijan as a digital trading hub in the region; 

 

• The portal Azexport.az17 – a single database of goods produced in the Republic 

of Azerbaijan, which has helped to expand Azerbaijani products on global 

online trading platforms by 500 times and receive export orders worth US$2.6 

billion for various products from 141 countries (January 2017-December 2021). 

In addition, it should be mentioned that the "One Stop Shop" Export Support Centre18  

of CAERC, which helps businesses to obtain all the required certificates faster and 

more efficiently, without spending additional resources and time. This, in turn, 

simplifies the export procedures for businesses (seven government agencies provide 

their services in the "One Stop Shop" Export Support Centre). 

 

III.A.2. Level of automation 

Currently, SCC is introducing a number of e-services that are available via customs 

and government e-services web portals. The electronic systems of 13 agencies 

involved in cross-border trade operations, which, are responsible for the issuance of 

permits and licenses are electronically integrated with the customs Single Window. 

E-declaration has been fully operational in the Republic of Azerbaijan since 2016, and 

the system of management of the declaration process is one of the subsystems of 

UAMS available through customs. The UAMS enables a real-time electronic 

declaration process online, interaction with (a) the electronic  systems of the Ministry 

of Finance and Chamber of Accounts (aimed at the exchange of financial information), 

(b)  the Ministry of Economy (certificates of origin and other licenses and permissions), 

(c) the State Tax Service (information on the released consignments and declarations), 

(d) the Central Bank (e-payments and), (e) Ministry of Internal Affairs (permission), (f) 

Food Safety Agency (phytosanitary and veterinary certificates) and (g) Ministry of 

Health (permission) among others. The system also covers electronic payments 

related to trade operations. After the conclusion of filling in the declaration and making 

the mandatory payments, the declaration is submitted to UAMS by applying the e-

 
17 The portal Azexport.az. Available at https://ereforms.gov.az/en/page/azexport-8?fbclid=IwAR0UATCq8oqkd-
LyBw5TubrQ9J70mQG6QLZ7xGJWgN6XtZ8LdIrLXo8H7Ig  
18 "One Stop Shop" Export Support Centre. Available at https://ereforms.gov.az/en/page/bir-pencere-ixraca-
destek-merkezi-12  

https://ereforms.gov.az/en/page/azexport-8?fbclid=IwAR0UATCq8oqkd-LyBw5TubrQ9J70mQG6QLZ7xGJWgN6XtZ8LdIrLXo8H7Ig
https://ereforms.gov.az/en/page/azexport-8?fbclid=IwAR0UATCq8oqkd-LyBw5TubrQ9J70mQG6QLZ7xGJWgN6XtZ8LdIrLXo8H7Ig
https://ereforms.gov.az/en/page/bir-pencere-ixraca-destek-merkezi-12
https://ereforms.gov.az/en/page/bir-pencere-ixraca-destek-merkezi-12
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signatures for their further actions related to the release of goods as defined by 

legislation. 

The Azerbaijan Customs Service performs steady expansion of the Single Window 

system. The overall aim is the creation of a reliable, electronically interconnected 

online data exchange with OGAs/PIAs in order to deliver to businesses and other 

interested stakeholders a wide range of electronic services on a timely basis from a 

single electronic platform. Not all government agencies have their advanced E-

Systems, whereas some agencies are connected to the customs Single Window for 

data exchange, and some agencies are still at the stage of development of their 

paperless systems and merely uploading paper-based information.  

In order to overcome the mentioned obstacles, starting from 2017 the Licenses and 

Permits19 web portal started functioning. The portal was created in accordance with 

Presidential Decree Presidential Decree No. 1205 21 January 2017. 20  The State 

Agency for Public Service and Social Innovations under the President of the Republic 

of Azerbaijan and the Ministry of Economy of the Republic of Azerbaijan are state 

bodies responsible for the deployment of the system and ensuring its work. The main 

purpose is facilitation and simplification of the entrepreneurial activity as well as 

integration and data exchange on issued permits and licenses to other governmental 

agencies. 

SCC, within the framework of the Trading Across Borders working group, 21  has 

initiated a new project called “e-Window”. The project envisages the further 

development of the existing Single Window system and expansion of inter-linkages 

between the customs Single Window and available data resources of the Licenses 

and Permits web portal, and with the information systems of the other stakeholders. 

The Azerbaijan Customs Service also took a significant step on the security of supply 

chains. Such measures include the submission of pre-arrival data by foreign trade 

participants to customs for their risk assessment and risk mitigation. Operators must 

provide advance cargo information in electronic form prior to the arrival of shipments 

to the customs territory of the Republic of Azerbaijan through the lodging of Entry 

Summary Declaration (ENS). This requirement entered into force on 1 February 2019, 

according to amendment of the Customs Code.22 

 

III.A.3. ICT infrastructure for paperless trade 

The United Automated Management System, that is developed in-house and operated 

by Azerbaijan Customs Service includes 14 modules and is integrated to 13 OGA/PIA 

E-Systems. At the moment UAMS servers are within the State Customs Committee 

 
19 "Licenses and Permits" Web Portal. Available at https://lisenziya.gov.az/  
20 Presidential Decree on approval of the “Regulations on the “Licenses and Permits” portal” No. 1205 from 
January 21, 2017. Available at https://president.az/articles/22528  
21 Working groups of the Business Environment and International Rankings Commission of the Republic of 
Azerbaijan. Available at https://azranking.az/en/working-groups  
22 Law of the Republic of Azerbaijan, “On Amendments to the Customs Code of the Republic of Azerbaijan” No. 
1431-VQD, 28 December 2018. Available at http://e-qanun.az/framework/41147  

https://lisenziya.gov.az/
https://president.az/articles/22528
https://azranking.az/en/working-groups
http://e-qanun.az/framework/41147
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premises in Baku and it also have a disaster recover site located in the outskirts of the 

Baku city. Other OGA/PIAs are using their own premises and resources for their ICT 

infrastructure. 

The web resources of customs and OGA/PIAs related to external trade operations are 

located within AzStateNet (Azerbaijan State Network)23 , hosting resources which is a 

single segment of the Internet for central and local government authorities of the 

Republic of Azerbaijan. AzStateNet only places on its servers official information 

related to the activities of public authorities of the Republic of Azerbaijan. The main 

network management centre (the main hub of the AzStateNet network), as well as the 

control centres of territorial segments are at the disposal of the State Service for 

Special Communications and Information Security. 

 

III.A.4. Security 

The Ministry of Digital Development and Transport of the Republic of Azerbaijan is the 

state body responsible for information technology (IT) security policy in the Republic 

of Azerbaijan. 

According to legislation24  the state bodies that are the proprietors of information 

resources or, pursuant to legislation of the Republic of Azerbaijan, the structural units 

responsible for information protection are entitled to exercise control over the 

execution of requirements on information protection, and to prohibit or suspend 

information processing in cases of non-fulfilment of these requirements.  

SCC, as a proprietor of the information resources related to cross-border operations, 

conducts the   security management of UAMS which is a closed network. Gateways 

of Network encryption is implemented through Internet Protocol Security (IPsec)-

based encryption techniques and standards. The SCC uses modern IT security 

solutions, including Next-Generation Firewalls, IPS/IDS, WAF, Anti-malware, Anti-

virus, sandboxing and SIEM, to protect its IT infrastructure from cyber-attacks. 

For providing trusted services to customs payers, SCC has the ability to authenticate 

and authorize users electronically with the qualified e-signature “Asan Imza” (Mobile-

ID25), Electronic Signature and certificates issued by the Bank Certification Service 

Center of the Central Bank of the Republic of Azerbaijan.26  

 
23 The list of Internet resources of government bodies of the Republic of Azerbaijan on GOV.AZ internet 
segment. Available at https://www.gov.az/az/orgs  
24 Law of the Republic of Azerbaijan, “On Information, informatization and protection of information”. Article 
18. Organization of information security. Available at http://www.e-qanun.az/framework/3525  
25 Asan Imza - Mobile-ID allows people to use a mobile phone as a form of secure digital ID. Like the ID card, it 
can be used to access secure e-services and digitally sign documents, but has the added advantage of not 
requiring a card reader. The system is based on a special mobile SIM card, which the customer must request 
from a mobile phone operator face-to-face. Private keys are stored on the mobile SIM card together with a 
small application supporting the authentication and signature functions. Available at 
https://asanimza.az/category/asan-imza-en/ 
26 Forms of user authentication by customs. Available at https://e.customs.gov.az/auth/login  

https://www.gov.az/az/orgs
http://www.e-qanun.az/framework/3525
https://e.customs.gov.az/auth/login
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Access to online customs services as well as financial services is available with the 

above- mentioned authentication forms; it cannot be used without an additional PIN 

code, and the two-factor authentication.  

 

III.A.5. Business process re-engineering 

The Azerbaijan Customs Service has always been one of the flagship governmental 

bodies as far as BPR is concerned. The Customs Service started the BPR process in 

2009 when developing UAMS based on the needs assessment of the customs 

authorities and the private sector. More than 60 internal decrees were issued and 

amended in order to optimize and streamline customs control and clearance- related 

processes. Projects like e-Customs, Single Window, Risk Management System, 

Trusted Trader programmes and its electronic management system, Advance Ruling, 

e-Declaration etc. required substantial transformation of then-existing outdated 

procedures. These steps contributed to ensuring smooth and transparent customs 

operations to the considerable benefit for trading community. 

 

III.A.6. Data harmonization and standardization 

According to the Decree of the President of the Republic of Azerbaijan on facilitation 

of management in the field of digital transformation, 27  the Ministry of Digital 

Development and Transport of the Republic of Azerbaijan was assigned to perform 

data harmonization and standardization at the national level in line with the State 

Digital Transformation Plan, which is currently at the stage of elaboration. 

In the field of customs, for data harmonization and standardization, customs 

authorities have implemented it in line with the requirements of WCO Data Model 3.28 

 

III.A.7. Capacity-building 

None of strategic directions in relation to paperless trade can be successfully realized 

without proper investment in capacity-building of human resources. Various 

government agencies therefore pay very high attention to the development of that area. 

In the field of customs, SCC benefited through various WCO support initiatives 

including expert- level training, workshops etc. in the Republic of Azerbaijan and 

abroad. In addition, SCC is constantly exchanging information on best practices with 

other customs services under various cooperation platforms such as the European 

Eastern Partnership Program, UNECE, ADB, ECO, BSEC, CAREC Program etc.  

 
27 Decree of the President of the Republic of Azerbaijan on facilitation of management in the field of digital 
transformation. Available at https://president.az/articles/51299  
28 WCO Data Model. Available at  http://www.wcoomd.org/DataModel  

https://president.az/articles/51299
http://www.wcoomd.org/DataModel
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A number of workshops and consultations29 related to paperless trade, systems have 

been organized at the country level by customs together with OGAs/PIAs involved in 

cross-border trade operations. 

Regarding capacity-building programmes on cross-border data exchange there are 

ongoing consultations and capacity-building activities in the framework of the GUAM 

customs experts working group. 

 

III.A.8. Other matters 

As stated above, private sector stakeholders who act directly or use the outsource 

services of indirect customs representatives (customs brokers), have access to the 

customs. 

Single Window system via their e-Signatures through the e-government portal 

mygov.az, via Asan Login 30  and customs web applications. In the Republic of 

Azerbaijan, the customs representation may be either direct (where the representative 

acts in the name, and in the interests of the represented person on that person’s 

behalf) or indirect (when the representative acts in his own name but in the interests 

of the represented person on that person’s instruction).31Customs maintains electronic 

registers of direct and indirect customs representatives and have an electronic system 

of management of their activities. Only the customs clearance specialists who have 

obtained a qualification certificate32 from the SCC have the right to perform operations 

on the customs clearance, on behalf of the customs broker. Customs annually 

performs training and test examinations for customs clearance specialists wanting to 

obtain the certificates.  

 

  

 
29 Press Conference on the Works on Trading across Borders. Available at 
https://azranking.az/en/article/serhedde-ticaretin-aparilmasi-gorulen-islere-dair-metbuat-konfransi-kecirildi  
30 See https://asanlogin.my.gov.az/auth?origin=https:%2F%2Fmy.gov.az%2Findex and 
https://www.digital.gov.az/en/projects/our-projects/mygov-en 
31 Customs Code of the Republic of Azerbaijan. Chapter 3. Customs representation.  Available at 
https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf  
32 Customs representation. Electronic application for registration as direct/indirect customs representative and 
electronic application to obtain the customs clearance specialist certificate.  Available at  
https://customs.gov.az/en/sahibkarlar-ucun/representative/  

https://azranking.az/en/article/serhedde-ticaretin-aparilmasi-gorulen-islere-dair-metbuat-konfransi-kecirildi
https://asanlogin.my.gov.az/auth?origin=https:%2F%2Fmy.gov.az%2Findex
https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf
https://customs.gov.az/en/sahibkarlar-ucun/representative/
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III.B. National status towards cross-border data exchange 

 

III.B.1. Electronic systems  

The Republic of Azerbaijan exchanges export and transit declarations data available 

in UAMS with selected trade partner countries, based on the bilateral agreements. the 

Republic of Azerbaijan has already established such data exchanges with Georgia, 

Ukraine, Turkey, Azerbaijan, the Islamic Republic of Iran and the Russian Federation. 

 

III.B.2. Single Window System 

The customs Single Window system is an integral part of the customs UAMS, under 

which all data exchanges are carried out nationally and with foreign partners. UAMS 

is a nationwide system that is operational at all ports and for all methods of 

transportation and Single Window functions such as the national Single Window, 

which acts as the national single point of connectivity for the private sector for any 

cross-border operations. 

UAMS is the central point through which the required import-export and transit 

declarations are processed electronically. Shipment data are processed immediately, 

and errors are detected and corrected at the time of filing. The system in addition, 

relevant communication channels for pre-arrival data exchange have been established 

between the Customs Administration of Belarus and SCC of the Republic of 

Azerbaijan. These communication channels are currently being tested and in the near 

future they will become operational. SCC is also working on the establishment of data 

exchange with Kazakhstan and several other countries was designed to ensure 

compliance with legislation and enforcement activities, improve trade statistics, 

eliminate duplicate actions in -border operations, improve customer service etc.  

Currently, 13 AGA/PIAs are connected to the customs Single Window. Customs are 

working on further extension of the customs Single Window and will launch a new 

Electronic Window (e-Window) project by increasing the inter-linkages with 

OGAs/PIAs and the private sector; the customs “e-Window” system will be a single 

electronic entry point between entrepreneurs and government agencies and will allow 

all trade operations to be carried out in an electronic environment that will minimize 

time and cost. The Electronic Window (e-window) system will concentrate all trade 

chain operations and will ensure fast track, customs clearance, pre-arrival data 

transmission, real-time issuance of permits and other documents, online payment 

processing etc. The SCC intends to create a single web application and bring together 

the responsibilities and functions of each relevant state agency involved in foreign 

trade operations. This will create opportunities to respond immediately to inquiries 

addressed by the system to them, and effective coordination environment between 

state bodies. 
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III.B.3. Business process re-engineering 

In terms of cross-border trade, as mentioned in section A, Business Process Re-

engineering, customs has made significant progress in BPR and recently introduced 

many initiatives affecting cross-border trade issues that have been positively noted by 

businesses and international organizations. However, re-engineering has been, and 

is continuing to be, a constant, regular process. Despite the remarkable changes in 

customs the level of development of the paperless trade systems in some of the 

OGAs/PIAs remains uneven due to several reasons such as a shortage of funds, lack 

of awareness and expertise to assess their needs. 

 

III.B.4. International transit 

Considering the Republic of Azerbaijan’s location at the crossroads of the East-West 

and North-South international transport corridors connecting Europe and Asia, the 

development of international transport corridors passing through the country is of 

particular importance. The sustainable development of the transit sector accelerated 

the integration into the global and economic environment. Plus, the development of 

transport links which are the main means of integrative processes, have become one 

of the main priorities of the economic policy of the Republic of the Republic of 

Azerbaijan. 

The Strategic Roadmap for the Development of Logistics and Trade in the Republic of 

the Republic of Azerbaijan, approved by the Decree of the President of the Republic 

of the Republic of Azerbaijan dated 6 December 2016, defines the country's strategic 

geographical position as an advantage for becoming an important logistics and trade 

hub in the region. Strategic goals, such as optimizing the time and cost of import and 

export operations and transit cargo transportation to ensure the Republic of 

Azerbaijan’s competitiveness in transport corridors, create a favourable environment 

for increasing trade through the Republic of Azerbaijan and for achieving higher value 

from transit trade, have been identified in the Roadmap. 

In 2015 the Coordinating Council on Transit Freight33 was established and it is now 

effectively coordinated by the Ministry of Digital Development and Transport. The main 

task of the Council is the simplification and improvement of transit procedures in the 

Republic of Azerbaijan and coordination of activities in that area. There are a number 

of high-scale initiatives introduced by the Republic of Azerbaijan aimed at transforming 

Azerbaijan into Eurasia’s transport hub.34 These initiatives are:  

• Restoration of the Great Silk Road – initiated in Baku on 1998; 

• The Baku-Tbilisi-Kars transport corridor35 linking Europe with Asia – operational 

since October, 2017; 

 
33 Coordinating Council on Transit Freight. Available at  https://www.transit.az/en  
34 Azerbaijan - Eurasia`s transport hub. Available at https://en.president.az/azerbaijan/silkroad  
35 Baku-Tbilisi-Kars transport corridor on the map. Available at http://www.traceca-
org.org/en/countries/azerbaijan/transport-corridors/baku-tbilisi-kars/  

https://www.transit.az/en
https://en.president.az/azerbaijan/silkroad
http://www.traceca-org.org/en/countries/azerbaijan/transport-corridors/baku-tbilisi-kars/
http://www.traceca-org.org/en/countries/azerbaijan/transport-corridors/baku-tbilisi-kars/
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• North-South Transport Corridor36 that connects Northern Europe and South 

Asia. 

In the field of customs, regarding facilitation of the transit operations relevant technical 

work on the implementation of the TIR Electronic Pre-Declaration (TIR-EPD) 

application – which allows transport operators to send advance information on goods 

transported under the TIR procedure to customs authorities in every country along the 

TIR journey in one go – has been completed in the Republic of Azerbaijan. Customs 

also plans to launch an e-TIR pilot project aimed at full usage of the e-TIR procedure. 

One of the targets to be achieved in the near future is the facilitation of the Republic 

of Azerbaijan’s connectivity with existing European Union customs systems in order 

to provide simplification of trade facilitation between the European Union and the 

Republic of Azerbaijan. For this purpose, the European Union is funding the Twinning 

Project, “Support to the State Customs Committee of the Republic of Azerbaijan in the 

accession to the Convention on a Common Transit Procedure, Convention on 

Simplification of Formalities in Trade in Goods and implementation of the New 

Computerized Transit System (NCTS)” launched officially in June 2020.37 

There is also ongoing work between the Republic of Azerbaijan, Georgia and 

Kazakhstan on launching the pilot project on deployment of the CAREC Advanced 

Transit System (CATS), which is the harmonized electronic system for the control of 

movement of goods in transit through CAREC member states.38 

 

III.B.5. Awareness programme 

For capacity-building purposes, customs is using both available internal and external 

resources. As it is mentioned in the earlier section (see section A, Capacity-building), 

there are number of external capacity building sources from where customs and 

OGAs/PIAs involved in cross-border trade benefits. the Republic of Azerbaijan is the 

active participant of the different cooperation platforms in the framework of the WCO, 

European Eastern Partnership Program, UNECE, ADB, ECO, BSEC, CAREC 

Program etc. that creates favourable conditions in exchange of best practices and 

experience.  

In addition, the Republic of Azerbaijan hosts two WCO regional capacity building 

oriented bodies that are in close cooperation with customs. The resources of these 

bodies are actively used and beneficial for awareness raising and trade facilitation in 

terms of expertise and resources:   

 
36 North-South Transport Corridor on the map. Available at http://www.traceca-
org.org/en/countries/azerbaijan/transport-corridors/north-south/  
37 EU Twinning Project, “Support to the State Customs Committee of the Republic of Azerbaijan in the 
accession to the Convention on a Common Transit Procedure, Convention on Simplification of Formalities in 
Trade in Goods and implementation of the New Computerised Transit System (NCTS). Available at 
https://euneighbourseast.eu/projects/eu-project-page/?id=1232  
38 Information on the CAREC Advanced Transit System (CATS). Available at 
https://www.carecprogram.org/?event=customs-cooperation-committee-meeting-sep-2017  

http://www.traceca-org.org/en/countries/azerbaijan/transport-corridors/north-south/
http://www.traceca-org.org/en/countries/azerbaijan/transport-corridors/north-south/
https://euneighbourseast.eu/projects/eu-project-page/?id=1232
https://www.carecprogram.org/?event=customs-cooperation-committee-meeting-sep-2017
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• First is the World Customs Organization Regional Training Center, operational 

from 2002;39; 

• Second is the WCO Regional Office for Capacity-Building for the European 

Region in operation 2009.40  

 

III.B.6. Other matters 

As a member of WCO, the Republic of Azerbaijan pays a great attention to the 

implementation WCO recommendations, guidelines and standards. In Azerbaijani 

legislation, a Trusted Traders scheme has been initiated based on the concept of the 

WCO AEO Program and customs compliance programme, which is called the Green 

Corridor Gating System. 

Currently, the Azerbaijan AEO Program is not fully operational. The customs service 

of the Republic of Azerbaijan is currently working on its improvement, including 

legislation related to benefits based on WCO guidelines as well as the best practices 

and expertise of the European Union members and the other countries. 

In February 2019, the Azerbaijan Customs Service introduced the Green Corridor 

Gating System, which is designed to create favourable conditions for national 

exporters and importers. After obtaining the status of the Green Corridor user a 

company is then treated as a low-risk operator, and customs grants that company a 

range of benefits that facilitates and simplifies its operations. Those simplifications and 

benefits include border crossings using Fast Track lanes, priority in customs clearance 

zones and customs laboratory formalities. For imports there are special benefits, such 

as direct dispatch of the goods to the owner’s premises and self-removal of the 

customs seals from the lorries carrying and unloading the goods after customs 

approval. For exports, the benefit is the independent attachment of customs seals to 

the vehicles and direct dispatch of the goods from the owner’s premises directly to the 

BCPs. All the processes within the Green Corridor, such as submission of entry 

summary declaration, customs declaration and other supporting documents, are dealt 

with electronically.  This practice is positively noted by the private sector, as it is aimed 

at reducing physical contacts between customs and traders; it has proved itself 

successful even during the COVID 19 pandemic period. 

Within the framework of the Green Corridor Gating System, since 1 February 2018 

more than 750 foreign trade participants have received the right to use the system. 

The participants of the Green Corridor cover 42% of import operations and 26% of 

export operations of the total volume of foreign trade turnover. The introduction of 

Green Corridor in the country is one of the important steps taken to stimulate the export 

of agricultural products. The share of participants in the Green Corridor Gating System 

in agricultural product exports is 46%. It should also be noted that the share of 

exporters of non-oil products in the Green Corridor Gating System is 46%. 

 

 
39 RTC Baku. Available at https://rocb-europe.org/rtc-baku  
40 European Regional Office for Capacity Building. Available at https://rocb-europe.org/  

https://rocb-europe.org/rtc-baku
https://rocb-europe.org/
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IV. Legal readiness for cross-border paperless trade: Key 

findings 

 

Key findings on the Republic of Azerbaijan’s legal readiness for cross-border 

paperless trade are summarized below. The findings are presented following the 

structure of the Legal Readiness Checklist adopted by the Interim Intergovernmental 

Steering Group on Cross-border Paperless Trade Facilitation, at its fifth meeting.41 

The completed checklist, which contains further details and elaborations, is available 

in Annex IV. 

The Republic of Azerbaijan is an active improver in the field of digitalization of the 

trade operations and is one of the first countries to have acceded to the Framework 

Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific 

(CPTA) in 2018. Understanding the challenges of modern trade communications, the 

Republic of Azerbaijan has gradually enacted a variety of normative Acts that have 

laid quite a solid foundation to provide recourse to paperless trade systems and 

engage with the main trading partners in cross-border electronic transactions. The 

enacted normative acts establish the functional equivalence between paper 

documents and electronic communications and equivalence between an electronic 

signature and a manual signature.  

The new Customs Code, which came into effect in January 2012, elaborated on the 

provisions of the European Union Customs Code and the Revised Kyoto Convention, 

and includes strengthened provisions in various areas that are expected to bring 

regulations into line with international standards, including: (a) the implementation of 

electronic data exchange on export/import and transit operations with other countries; 

(b) the Single Window principle in customs administration; (c) methods of electronic 

verification of the trade-related data; (d)  customs audit; (e) electronic submission of 

information on goods to the customs authorities; (f) the rights on data retention and 

protection; (g) and e-payments. A number of legislative contributions to the 

development of paperless trade systems cover a wide range of directions of the 

country’s e-government project. 

However, despite the remarkable achievements in the area of paperless trade, 

Azerbaijan’s legal readiness for cross-border paperless trade needs to be deeply 

explored and evaluated in order to find the bottlenecks that arise from provisions that 

are intended to favour electronic transactions, but which (a) do not work as well as 

they should; (b) are incomplete in their conception or their execution; or (c) cannot 

readily extend their application from domestic to cross-border commerce. In order to 

support such research, the Buy-Ship-Pay Reference Data Model (BSP)42 developed 

by UN/CEFACT can be used. Such a study will indicate the existing procedures linking 

 
41 Cross-border paperless trade: a legal readiness checklist. Available from: 
https://www.unescap.org/sites/default/files/IISG_2019_3_English.pdf  
42 UN/CEFACT Buy-Ship-Pay Reference Data Model (BSP). Available at https://tfig.unece.org/contents/buy-
ship-pay-model.htm  

https://www.unescap.org/sites/default/files/IISG_2019_3_English.pdf
https://tfig.unece.org/contents/buy-ship-pay-model.htm
https://tfig.unece.org/contents/buy-ship-pay-model.htm
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them to the provisions of the legislation in force in order to identify the gaps in 

legislation.

 

IV. A. Electronic transactions and signatures law 

 

IV.A.1. General principles 

As indicated above, the Republic of Azerbaijan has adopted a legal regime that 

supports domestic and cross-border electronic transactions. 

Pursuant to Article 406 of the Civil Code43, which sets out the rules for the form of a 

contract, a contract may be concluded in any form provided for the conclusion of 

transactions. If the parties have decided to conclude the contract in a certain form, the 

contract will be deemed concluded after it has been put into in an agreed form, unless 

another form is required by Legislation for that type of contract. The contract may be 

concluded in writing by drawing up a document signed by the parties concerned as 

well as by post, telegraph, teletype, telephone, electronic communication or other 

means of communication that allow accurate determination of whether the document 

came from the contracting party.  

According to Article 331.3 of the Civil Code,44 during the conclusion of transactions in 

such cases and in the manner prescribed by the parties, such parties are allowed to 

use a facsimile of a signature, an electronic signature or another analogue of a 

personal signature carried out by mechanical or other means of copying. 

The rules for using an electronic signature are determined by the Law of the Republic 

of Azerbaijan on Electronic Signatures and Electronic Documents. 45It defines the 

organizational and legal bases of the use of electronic signatures and electronic 

documents, their application in electronic document circulation, and the rights and 

relations of related entities. It also stipulates the functional equivalence between an 

electronic and a handwritten signature.  

It should be noted that the Law of the Republic of Azerbaijan on Electronic 

Commerce 46  (hereinafter referred to as the Law on Electronic Commerce) also 

provides for the conclusion of transactions in electronic form. Thus, according to Article 

7 of the Law on Electronic Commerce, in e-commerce, contracts between the seller 

(supplier) and the buyer (customer) are concluded in the form of an electronic 

document. The terms of the contract must be drafted in a manner that is clear and 

unambiguously understood by a buyer (customer) who does not have special 

 
43 Civil Code of the Republic of Azerbaijan. Available at http://ask.org.az/wp-content/uploads/2018/11/The-
Civil-Code-of-the-Republic-of-Azerbaijan.pdf  
44 Civil Code of the Republic of Azerbaijan. Available at http://ask.org.az/wp-content/uploads/2018/11/The-
Civil-Code-of-the-Republic-of-Azerbaijan.pdf  
45 Law of the Republic of Azerbaijan on Electronic Signature and Electronic Document. Available at 
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf  
46 Law on Electronic Commerce. Available at http://www.e-qanun.az/framework/10406  

http://ask.org.az/wp-content/uploads/2018/11/The-Civil-Code-of-the-Republic-of-Azerbaijan.pdf
http://ask.org.az/wp-content/uploads/2018/11/The-Civil-Code-of-the-Republic-of-Azerbaijan.pdf
http://ask.org.az/wp-content/uploads/2018/11/The-Civil-Code-of-the-Republic-of-Azerbaijan.pdf
http://ask.org.az/wp-content/uploads/2018/11/The-Civil-Code-of-the-Republic-of-Azerbaijan.pdf
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
http://www.e-qanun.az/framework/10406
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knowledge, and the contract must be prepared in a form that allows the buyer to get 

acquainted with it and store it. 

The contract cannot be considered invalid due to the reference in some terms of the 

contract to another electronic document. In this case, the seller (supplier) must provide 

access to the referenced electronic document during the term of the contract. The 

contract is considered concluded from the moment of acceptance by the seller 

(supplier). 

Thus, in the Republic of Azerbaijan, written contracts can be concluded by signing in 

the following order:47 

• The parties personally signing it; 

• Signature (facsimile) by mechanical or other means of copying; 

• Electronic signature; 

• Use of another analogue of the personal signature. 

As can be seen from the content of the analysed norms, in the Republic of Azerbaijan 

the legislation provides the possibility for concluding a transaction through exchanging 

documents by mail, electronic and other means of communication in addition to using 

a document signed by the parties in person. The conclusion of an agreement through 

the exchange of documents by electronic means has the same legal force as a 

transaction concluded through the preparation of a paper-based document. 

 

IV.A.2. Electronic signatures and trust services 

The Law of the Republic of Azerbaijan on Electronic Signature and Electronic 

Document defines an “electronic document” as a document submitted in electronic 

form for use in the information system and confirmed by an electronic signature. It also 

defines the organizational and legal bases of the use of electronic signatures and 

electronic documents, their application in electronic document circulation and the 

rights of related entities and regulates the relations between them. 

According to Article 3.1 of the Law of the Republic of Azerbaijan on Electronic 

Signature and Electronic Document, an electronic signature cannot be considered 

invalid because it is an electronic version or has no certificate, created by signature 

means not certified. This means that an electronic signature can be created by the 

signatory, but only a signature issued by the Certification Service Center (CSC) via a 

certified method of signature is equal to a handwritten signature. Azerbaijani legislation 

stipulates specific areas where enhanced electronic signatures need to be used. Such 

equivalence is also provided for electronic documents in which there is no obligation 

of the parties to sign them with electronic signatures. Such a method of transaction 

must be duly agreed upon in advance between the parties. The criteria for a 

strengthened e-signature (Article 1.1.5) resembles (although appears to be more 

 
47 Decision of the Plenum of the Constitutional Court of the Republic of Azerbaijan on the interpretation of 
Article 407.2 of the Civil Code of the Republic of Azerbaijan. Available at http://www.e-
qanun.az/framework/45787  

http://www.e-qanun.az/framework/45787
http://www.e-qanun.az/framework/45787
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stringent than) those in the Model Law on Electronic Signatures (MLES) of the United 

Nations Commission on International Trade Law (UNCITRAL). 

Laws in the Republic of Azerbaijan related to cross-border trade, such as the Customs 

Code and its supporting normative Acts, allow the submission of documents to 

customs authorities both electronically and in paper form.48 In 2018 the Action Plan to 

improve the system of control over import and export operations was enacted by the 

Presidential Order,49 according to which since May, 2019 the operations on customs 

declaration are carried out exclusively in electronic form. Provisions of Azerbaijan 

customs legislation require that electronic communications must be authenticated by 

an electronic signature.50 

The Law of the Republic of Azerbaijan on Electronic Signature and Electronic 

Document allows only strengthened signature and certified signature methods51 to be 

used for electronic document exchange in information systems of state agencies and 

local self-governing bodies. The same law also allows the use of electronic signatures 

in corporate information systems where they are to be regulated according to the 

internal normative Acts of the system or the contract among participants. Such internal 

normative Acts of corporate information systems or a contract among its participants 

must include (a) the rights and duties of persons while using signatures, as well as (b) 

provisions for compensation for damage caused to participants because of non-

compliance with the rules of use of electronic signature. 

Article 2 (Verification of the digital signature) of the Resolution of the Cabinet of 

Ministers of the Republic of Azerbaijan on the "Approval of some regulatory legal Acts 

connected by the digital signature and the electronic document in the Azerbaijan 

Republic," describes the rules for e-signature verification.52 

The Law of the Republic of Azerbaijan on Electronic Signature and Electronic 

Document also recognizes foreign electronic signatures that meet the following 

criteria:  

 

 
48 “Rules of Declaration of goods and means of transport crossing the customs border” approved by Decree of 
the Cabinet of Ministers of the Republic of Azerbaijan, 2 July 2014 № 263, Section 2. Available at 
http://www.e-qanun.az/framework/28199  
49 “Action Plan to improve the system of control over import and export operations” enacted by Presidential 
Order, 28 June 2018 No. 260. Available at http://www.e-qanun.az/framework/39273  
50 Customs Code of the Republic of Azerbaijan. Article 40.5-40.6. Available at 
https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf  
51 Article 1.1.5. Strengthened electronic signature – electronic signature created by electronic signature means 
controlled by signature holder and belonging only to signature holder, identifying it, admitting to identification 
that the information notice to which it is linked is integral, stable, not distorted and faked; and 
Article 1.1.18. Certified electronic signature means – electronic signature means compliance of which with 
requirements set is confirmed upon certification rules. Available at 
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf  
52 “About approval of some regulatory legal acts connected by the digital signature and the electronic 
document in the Azerbaijan Republic” approved by Resolution of the Cabinet of Ministers of the Republic of 
Azerbaijan on 28 January 2006, No. 27. Available at https://cis-legislation.com/document.fwx?rgn=11481  

http://www.e-qanun.az/framework/28199
http://www.e-qanun.az/framework/39273
https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
https://cis-legislation.com/document.fwx?rgn=11481
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• The foreign certificate centre has undertaken accreditation in the Republic of 

Azerbaijan; 

• The certificate issued meets the security requirements set by the Republic of 

Azerbaijan the legislation;  

• The certificate is guaranteed by accredited centres in the Republic of 

Azerbaijan;  

• The certificate has been granted by foreign centres recognized in interstate 

contracts. 

Currently, there is ongoing work in the Republic of Azerbaijan on necessary measures 

with regard to adherence to the United Nations Convention on the Use of Electronic 

Communications in International Contracts by the Republic of Azerbaijan. This is for 

the purpose of adapting the laws that regulate arrangement of electronic commerce to 

international requirements as well as for improving the legal framework for mutual 

recognition of electronic signatures internationally. 

 

IV.A.3. Privacy and data protection 

The Law on Personal Data53 was enacted in 2010. It establishes a standard and 

reputable set of rules to protect individuals’ privacy. Personal data expressly include 

biometric information, defined (properly) to include handwriting and signatures. Data 

may be collected only for specified purposes, and the law does not provide for any 

change of these purposes. If the purpose is satisfied, the data must be destroyed. 

There is a national register of databases of personal data.   

Personal data, once collected, must be held securely, but access must be provided to 

the data to give the subjects the right to correction and/or require the destruction of 

their data (the equivalent to revoking consent to collect it). The law applies to private 

and public sector collection and use of personal data. The relevant organ of executive 

authority oversees compliance with the statute. The Republic of Azerbaijan is a party 

to the Council of Europe’s 1981 Convention for the Protection of Individuals Regarding 

the Automated Processing of Personal Data.54 

In line with these requirements, the Customs Code sets out provisions related the 

protection of information in the field of cross-border trade operations.  Article 41 of the 

Code lays down the responsibilities of the customs authorities in respect to usage of 

the data obtained from the state authorities, legal and physical persons as well as the 

customs authorities of other countries. Such data can be used only for the purposes 

of implementing customs duties, and customs authorities must ensure the protection 

of classified and confidential information presented to, or obtained by them. Customs 

authorities must also use special programs and technical means in order to provide 

 
 

54 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS No. 
108). Available at https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=108  

https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=108
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proper protection of information. SCC implements the control of the fulfillment of 

obligations to exploitation of technical means of information protection. 

 

IV.A.4. Data sharing 

Decree No. 263 of the President of the Republic of Azerbaijan dated September 2018, 

on approval of “Rules for the Formation, Implementation, Integration and Archiving of 

State Information Resources and Systems and Some Measures Related to e-

Government” spells out the provisions related to the establishment of the e-

Government Information System (EGIS) and its subsystems. This is to ensure the 

systematization of information gathered in the state information resources and 

systems, in order to improve the efficiency of information exchange between public 

information resources and systems, and to optimize management in the provision of 

electronic services to the population. 

Clause 4.6 of Section 4 governs the exchange of information in the state information 

resources and systems based on requests in real time, according to the technical 

requirements set by the Coordinating Body. According to Clause 4.5.5. of the same 

rules, the connection of state information resources and systems to EGIS is carried 

out in accordance with the Regulations on the e-Government portal approved by the 

Decree of the President of the Republic of Azerbaijan, 5 February 2013, No. 813 as 

well as the rules and technical requirements established by law. The e-Government 

gateway, which is a component of the e-Government portal, ensures the integration of 

information systems of the participants, their interaction, the exchange of information 

between them through inquiries and the acquisition of relevant information. 

Article 37 of CC Chapter 7 is devoted to information sharing on customs matters and 

envisages that the documents and information shared among the customs authorities 

and state authorities, authorized economic operators and subjects of entrepreneurship 

as well as among the customs authorities themselves will be implemented through 

methods of electronic data processing, except in cases determined by the relevant 

executive authority. In order to ensure such information exchange, customs authorities 

of the Republic of Azerbaijan deployed UAMS and the Single Window, which enable 

the cross-border data exchange.  

Significant reforms in the development of the paperless trade systems have been 

carried out in accordance with the Action Plan to Improve the System of Control over 

Import and Export Operations, enacted by the Presidential Order of 28 June 2018, No. 

260.  Execution of clauses 1.2 (exchange of relevant information in electronic form 

between government agencies connected to the Single Window system during 

customs clearance) and 2.1 (providing real-time access to the sub-information 

systems on import-export data of the UAMS through the "e-Government" information 

system) of the Action Plan gave good impetus to the expansion of UAMS nationally. 

Clause 3.2 of the Action Plan (expanding the exchange of information with major 

foreign trade partners) is designated as a continuous process. 
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IV.A.5. Data retention and electronic evidence 

Section 18 of the Instruction on file management in state bodies, the state-owned legal 

entities and the budgetary organizations in which the controlling package of shares 

(stocks) belongs to the State, was approved by the Presidential Decree on 27 

September 2003, No. 935.55 According to Section 18, the organizations will use an 

information system that has, in line with the other listed requirements, the capability of 

storing electronic documents (144.10.). Provisions 153.1. and 153.2. require that 

electronic documents must be stored in a form that allows checking their integrity, and 

that the period of storage of electronic documents on electronic information carriers 

will not be less than the period specified in national legislation for paper versions of 

the relevant documents. 

The Law of the Republic of Azerbaijan on the National Archive Fund of 22 June 1999, 

No. 694-IQ,56 specifies a minimum and maximum data retention period. The retention 

period starts from the date of the creation of such documents. That same law also 

specifies the storage periods for specific documents created as a result of the activities 

of government agencies, departments, enterprises and organizations. Such lists for 

specific documents are adopted according to the Regulations on the National Archives 

of the Republic of Azerbaijan, approved by Decree No. 934 of 27 September 2003.57 

Selection of documents for permanent protection and destruction is carried out in 

accordance with the rules established by the legislation of the Republic of Azerbaijan 

in the relevant field. Documents with a "permanent" expiration date in the list must be 

handed over to the relevant state archives after the deadlines specified in the Law of 

the Republic of Azerbaijan on the National Archive Fund. The maximum retention 

period of such documents by state authorities, outside the Archives of the Republic of 

Azerbaijan, is 15 years. 

According to the Civil Procedure Code of the Republic of Azerbaijan, business 

correspondence and other documents and materials providing information on 

circumstances relevant to the case are considered to be written evidence.58 Materials 

obtained by electronic and other means may be accepted by the court as written 

evidence provided that it is possible to determine the validity of those documents. 

Determining the authenticity of written evidence, i.e., first of all, determining the 

authorship, its authority and the accuracy of the text of the document, will be the main 

problem facing the court. Such a problem is not limited to electronic documents only. 

Documents in traditional paper form can also be falsified. In practice, in the Republic 

 
55 "Instruction on file management in state bodies, the state-owned legal entities and the budgetary 
organizations in which the controlling package of shares (stocks) belongs to state" approved by the 
Presidential Decree from September 27, No. 935. Available at http://www.e-qanun.az/framework/2284  
56 Law of the Republic of Azerbaijan “On the National Archive Fund” from June 22, 1999, No. 694-IQ. Available 
at http://www.e-qanun.az/framework/4769  
57 The list of documents created as a result of the activities of government agencies, departments, enterprises 
and organizations, indicating the retention period. Decision No. 3/1 of the Board of the National Archives of 
the Republic of Azerbaijan, dated 12 April  2016. Available at http://www.e-qanun.az/framework/32619  
58 The Civil Procedural Code of the Republic of Azerbaijan, Article 89. Written evidence. Clauses 89.1.-89.2. 
Available at https://justice.gov.az/senedler/57?culture=en  

http://www.e-qanun.az/framework/2284
http://www.e-qanun.az/framework/4769
http://www.e-qanun.az/framework/32619
https://justice.gov.az/senedler/57?culture=en


 

 

 
28 

of Azerbaijan, thanks to e-Signatures and availability of UAMS, participants in cross-

border commercial relations are able to correctly identify the necessary information 

(author, authority, electronic signature, certificate, content etc.) in electronic 

communications.  

In this regard, as stressed in previous sections, in the Republic of Azerbaijan electronic 

signatures can be created by the signatory itself, but only signatures issued by 

Certification Service Center (CSC) via a certified signature are equal to a manual 

signature.59 Decree No. 27, of 28 January 2006, approved by Cabinet of Ministers of 

the Republic of Azerbaijan 60 lays out the rules for electronic signature validation, 

which comprise the stages and methods of verification. According to the already 

mentioned rules (5.2.), the results of verification may be positive, negative or 

incomplete. If the results of verification of the electronic signature in an electronic 

document are negative, this document is considered to be invalid. If the results are 

incomplete, additional data sets to determine the authenticity of the electronic 

signature are required and the procedure can be repeated. 

 

IV.B. Laws regarding paperless trade systems 

 

IV.B.1. Establishment of a paperless trade system 

The Republic of Azerbaijan has laid the foundation for the development of paperless 

trade as a result of the implementation of the State Program on Development of the 

Customs System of the Republic of Azerbaijan for 2007 to 2011. Under this 

programme, on 11 November 2008, the President of the Republic of Azerbaijan signed 

the Decree on the application of the principle of a Single Window for inspecting goods 

and vehicles transported across the border checkpoints of the Republic of Azerbaijan. 

The Single Window became fully operational on 1 January 2009. Introduction of this 

reform gave impetus to expanding the customs UAMS in order to manage and 

facilitate the data exchange between the agencies involved in the Single Window. 

At a later stage, in 2012, the Republic of Azerbaijan adopted its Customs Code (CC) 

which was prepared based on the European Union Customs Code, provisions of the 

Modernized Kyoto Convention and best practices of other developed countries. The 

CC includes a wide range of provisions related to paperless trade, such as the 

operation of the Single Window, data exchange with OGAs/PIAs involved in foreign 

trade activities and with other countries, Trusted Trader programmes, risk 

management based on the analysis of the pre-arrival data, advance ruling etc.  For 

 
59 Law of the Republic of Azerbaijan on Electronic Signature and Electronic Document. Article 3. Available at 
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf  
60 Decree of the Cabinet of Ministers of the Republic of Azerbaijan No. 27, 28 January 2006, on the approval of 
some of the normative legal acts for electronic signature and electronic document in the Republic of 
Azerbaijan. Available at https://customs.gov.az/modules/law/lawfolder/4/FILE_FA9E52-1F7111-577B6E-
B3F0D6-00462B-1F52FA.pdf  

https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
https://customs.gov.az/modules/law/lawfolder/4/FILE_FA9E52-1F7111-577B6E-B3F0D6-00462B-1F52FA.pdf
https://customs.gov.az/modules/law/lawfolder/4/FILE_FA9E52-1F7111-577B6E-B3F0D6-00462B-1F52FA.pdf
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example, Article 1361 of the CC governs the operations in the framework of the Single 

Window and implementation of information sharing between customs and other 

competent state authorities as well as with the competent authorities of other countries, 

about the arrival, departure and transit of the goods. 

Another notable initiative was the establishment, in accordance with the Presidential 

Decree on additional measures for strengthening the position of the Republic of 

Azerbaijan as a Digital Trade Hub and expansion of foreign trade operations, No. 

1255,62 in February 2017, of the portal “Digital Trade Hub of Azerbaijan” (DTH)63 The 

portal was created in order to extend export opportunities and conform the legal and 

infrastructural basis of e-trade to international requirements. DTH offers a wide range 

of useful cross-border e-services for trade facilitation including B2B and B2G services, 

customs operations between DTH partner countries, online company registration, 

online bank accounts and much more. DTH was put in place to (a) simplify everything 

related to international export and security by digitizing and automating all paperwork, 

(b) ensure real-time payments for goods, (c) ensure security of operations made 

through the Portal, and (d) effect real-time exchange of information among the 

information resources of the state bodies integrated into the portal. 

One of the latest legislative Acts that has significantly affected cross-border paperless 

trade operations was the adoption of the Action Plan to Improve the System of Control 

over Import and Export Operations, enacted by Presidential Order No. 260, 28 June 

2018.64  The Action Plan envisages a number of activities that give good impetus to 

the expansion of customs UAMS nationally. 

 

IV.B.2. Quality of information exchanged with the paperless trade system 

In the Republic of Azerbaijan, laws supporting relations in traditional and paperless 

trade, as well as related data exchange, are generally media-neutral, applying equally 

to paper and electronic communications, or providing separate but equivalent rules for 

both systems. Legislative Acts related to cross-border trade, such as the Customs 

Code and its supporting normative Acts, regulate the issues concerning the 

submission of the documents to customs authorities both electronically and in paper 

form and define inherent peculiarities. 

In addition, there are a number of specific legislative Acts that stipulate the 

requirements for trade-related data and documents in paperless trade. These include 

the Law on Electronic Signature and Electronic Documents, the Law on Electronic 

 
61 Customs Code of the Republic of Azerbaijan. Article 13. Available at 
https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf  
62 Presidential Decree on additional measures for strengthening of the position of the Republic of Azerbaijan as 
a Digital Trade Hub and expansion of foreign trade operations,” No. 1255, 22 February 2017. Available at 
https://mincom.gov.az/upload/files/b3b11c098b0d195ece136c7055c61b04.PDF  
63 “Digital Trade Hub of Azerbaijan” Portal. Available at https://dth.az/index  
64 Action Plan to Improve the System of Control over Import and Export Operations, enacted by Presidential 
Order No. 260, 28 June 2018. Available at http://www.e-qanun.az/framework/39273  

https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf
https://mincom.gov.az/upload/files/b3b11c098b0d195ece136c7055c61b04.PDF
https://dth.az/index
http://www.e-qanun.az/framework/39273
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Commerce, and the provisions on Electronic Commerce of the Civil and Administrative 

Code of the Republic of Azerbaijan etc. 

There are also specific rules that stem from technical specifications of UAMS and data 

exchange on export-import and transit operations with other countries.    

 

IV.B.3. Service level agreements (SLA) and memorandums of understanding  

There are a number of service level inter-agency protocols signed between SCC and 

governmental agencies of other countries related to the exchange of the preliminary 

data. Such SLAs exist with Georgia, Ukraine, Turkey, the Republic of Azerbaijan, the 

Islamic Republic of Iran, the Russian Federation, and Kazakhstan. 

Moreover, in order to expand the coverage of customs UAMS and facilitate data 

exchange between the agencies involved in Single Windows, SCC signed a number 

of memorandums of understanding (MoU) nationally.65 

Alongside that, in the framework of the Digital Trade Hub of Azerbaijan Project, the 

Center for Analysis of Economic Reforms and Communication signed MoU with 

ISESCO, Future Trust, Russia Trusted Service Provider, ASSECO Poland, 

Microsoft, the Eastern Partnership Center, OrientSwiss etc. The objective is to 

contribute to cross-border operations, mutual recognition of signatures and, thus, 

improve business relations between countries in order to facilitate the development 

of e-Commerce. 

In addition, the Ministry of Digital Development and Transport signed MoU for mutual 

recognition of signatures and thus improve business relations between countries with 

Turkey, Belarus, and Russian Federation. 

 

IV.C. Cross-border aspects 

 

IV.C.1. International agreements relevant for cross border paperless trade 

facilitation 

The Republic of Azerbaijan is a member of a number of international agreements that 

are designed to support and facilitate paperless trade. These agreements are: (a) the 

CPTA; (b) Protocol of Amendment to the International Convention on the Simplification 

and Harmonization of Customs Procedures (Revised Kyoto Convention, 2006); (c) 

International Convention on the Harmonization of Frontier Controls (1982); (d) TIR-

EPD and e-TIR systems under the Customs Convention on the International Transport 

of Goods under Cover of TIR Carnets (TIR Convention) Geneva, 14 November 1975. 

The Republic of Azerbaijan also aims to facilitate its connectivity with existing 

European Union customs transit systems in order to provide simplification for trade 

 
65 Press release, “Chamber of Accounts and State Customs Committee sign MoU”. Available at 
https://report.az/en/finance/chamber-of-accounts-and-state-customs-committee-sign-a-memorandum/  

https://report.az/en/finance/chamber-of-accounts-and-state-customs-committee-sign-a-memorandum/
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facilitation between the European Union and the Republic of Azerbaijan. For this 

purpose, SCC has created a Working Group which carries out its work within the 

European-funded twinning project, Support to the State Customs Committee of the 

Republic of Azerbaijan in the accession to the Convention on a Common Transit 

Procedure, the Convention on Simplification of Formalities in Trade in Goods, and 

implementation of the New Computerized Transit System (NCTS), which officially 

started in June 2020. 

As already noted above, the Republic of Azerbaijan was one of the first countries to 

sign the CPTA, which entered into force on February 20, 2021. The Agreement, a 

United Nations treaty adopted by the United Nations Economic and Social 

Commission for Asia and the Pacific (ESCAP), aims to promote cross-border 

paperless trade with a view to making international trade transactions more efficient 

and transparent, while improving regulatory compliance.66 

In addition, the United Nations Convention on the Use of Electronic Communications 

in International Contracts, aimed at facilitating the use of electronic communications 

in international trade in a valid format, has been acceded to by the Republic of 

Azerbaijan.67 

Even though the Republic of Azerbaijan has not formally declared implementation of 

the WTO TFA, it has introduced a number of initiatives that are in line with the WTO 

TFA requirements. Such initiatives include improvement of the regulatory legislative 

framework, reforms related to trade facilitation and simplification of cross-border 

customs operations via deployment of paperless systems.  

The Republic of Azerbaijan has signed several MoU in the field of mutual recognition 

and validation of e-signatures with Belarus. Such arrangements have also been 

executed within the Turkic Council and there are ongoing negotiations for mutual 

recognition of e-signatures with Georgia and Turkey. 

 

IV.C.2 International standards, guidelines and recommendations 

The Republic of Azerbaijan is party to several international organizations and treaties 

that govern aspects of usage of electronic documents and communications in trade 

relations. Some of the international treaties that the Republic of Azerbaijan is a party 

to are: 

• The International Convention on the Simplification and Harmonization of 

Customs Procedures (Revised Kyoto Convention); 

• SAFE Framework of Standards to Secure and Facilitate Global Trade 

(SAFE); 

• Convention on the Contract for the Shipping of Goods by Road (CMR 

Convention); 

 
66 The law on accession to the Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia 
and the Pacific. Available at http://www.e-qanun.az/framework/37545   
67 The law on accession to the United Nations Convention on the Use of Electronic Communications in 
International Contracts, No. 1200-VQ, 29 June 2018. Available at http://www.e-qanun.az/framework/38244  

http://www.e-qanun.az/framework/37545
http://www.e-qanun.az/framework/38244
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• Convention on the International Shipping of Goods under Cover of TIR 

Carnets; 

• Convention on International Trade in Endangered Species (CITES); 

• The 1965 Convention on Facilitation of International Maritime Traffic 

(FAL 1965); 

• International Maritime Organization (IMO) Resolution MSC.428(98) on 

Maritime Cyber Risk Management in Safety Management Systems; 

• IMO Guidelines for the Use of Electronic Certificates 

(FAL.5/Circ.39/Rev.2); 

• IMO Guidelines on Maritime Cyber Risk Management (MSC-

FAL.1/Circ.3); 

• World Customs Organization Data Model; 

• International Telecommunication Union (ITU). 

 

IV.D. Other considerations 

 

IV.D.1 Ownership of information in the paperless trade system 

The Law of the Republic of Azerbaijan on the Right to Obtain Information 68 defines 

the rights regarding the ownership of information. According to Article 9 of that Law, 

the entities listed below are considered to be the information owners: 

• State authorities and municipalities; 

• Legal entities implementing public functions as well as private legal 

entities and individuals engaged in the spheres of education, health care, 

and the cultural and social sphere based on their legal Acts or contracts. 

According to the law of the Republic of Azerbaijan on information, informatization and 

information protection,69 information resources, systems, technologies and means for 

their support created, acquired, accumulated at the expense of the budget of the 

Republic of Azerbaijan and funds of state-owned enterprises, institutions and 

organization are state property. Individuals and legal entities submitting documented 

information to bodies of the executive power and to relevant organizations do not lose 

their rights to use these documents and the information that they contain. These 

documents are under joint ownership of the State and the sources that submit them. 

Article 36 of the Customs Code defines the customs UAMS, which comprise the 

documents and data submitted by persons in the course of customs operations 

 
68 The law on the right to obtain Information, 30 September 2005, No. 1024-IIQ. Available at 
http://www.commission-anticorruption.gov.az/upload/file/Law_on_right_to_obtain_information_done.pdf  
69 Law of the Republic of Azerbaijan on Information, Informatization and Information Protection, Article 6. 
Available at 
https://www.ilo.org/dyn/natlex/docs/ELECTRONIC/83695/92621/F1512682825/AZE83695%202.pdf  

http://www.commission-anticorruption.gov.az/upload/file/Law_on_right_to_obtain_information_done.pdf
https://www.ilo.org/dyn/natlex/docs/ELECTRONIC/83695/92621/F1512682825/AZE83695%202.pdf
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prescribed by legislative Acts.70 In the Republic of Azerbaijan, access to information 

is free, except in cases prescribed by law. Any person is entitled to apply directly or 

via his (her) representative to the information owner, and to choose the type and form 

for obtaining the information. Customs legislation prohibits customs officials from 

making public or using for personal purposes any secrets or confidential information 

protected by law. SCC determines the level of access of customs officials to the 

customs information resources. For the purposes of risk mitigation, customs may also 

implement data exchange with businesses on a contractual basis.  

 

IV.D.2 Liability issues related to the cross-border paperless trade system 

According to Article 20 of the Law of the Republic of Azerbaijan on information, 

informatization and information protection, the operator of the paperless trade system 

is responsible for providing its services. The Article highlights the issues regarding the 

protection of the rights of individuals and legal entities in the field of formation use, 

development of information resources, and production and application of information 

systems.  The technologies and their means of provision are aimed at preventing 

violations, restoring violated rights and providing compensation for damage or losses. 

The protection of these rights is carried out by the relevant authorities according to the 

legislation of the Republic of Azerbaijan. 

In this context, Article 19 reflects the issues concerning the liability of the governmental 

agencies in terms of their interaction with the system. According to the law the state 

agencies will establish, pursuant to national legislation, procedures for the provision 

of information to a user and will ensure access to information by users. The 

responsibility for the use of non-certificated information systems and methods, and for 

the provision of services, will be laid on proprietors or owners of these systems and 

methods; the responsibility for the use of information received from such systems will 

be laid on the user. Regarding Customs UAMS, as mentioned in the previous section, 

it allows the application of restrictions and determines the level of access of the 

customs officials to customs information resources. Customs officials can access the 

system only by using their personal electronic signatures, which enables the system 

to identify and track the patterns of their activities. Customs legislation prohibits 

customs officials from making public or using for personal purposes secrets or 

confidential information protected by law. 

Moreover, Article 20 of the Law on Information, Informatization and Information 

Protection stipulates the relationship between the owners and users of information 

products and services. Such relationship is to be formalized on the basis of 

agreements. Conflicts arising between owners and users will be settled in court in 

accordance with the procedure established by legislation of the Republic of Azerbaijan. 

Azerbaijani legislation stipulates the liability of all the participants in terms of their 

interaction with the paperless trade system. Article 40 of the Customs Code reflects 

 
70 Customs Code, Chapter 6. Application of Information systems and information technologies in customs 
matters. Available at https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-
4C158C-A8D5AF.pdf  

https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf
https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf
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the liability of the persons participating in the customs clearance and their obligation 

to provide the customs authorities with all the necessary documents and data in 

accordance with legislation. The customs broker also fulfills all obligations of persons 

conveying the goods across the customs territory and takes responsibility when 

implementing customs clearance and other operations. The relationship between 

them is governed on a contractual basis. SCC keeps the register of customs brokers 

and their customs clearance specialists in electronic form. All foreign trade participants 

are able to interact with the customs system using their e-Signatures through the 

electronic services. 

There is also a possibility to get m-Residency at any Embassy of the Republic of 

Azerbaijan abroad. Physical distance can be a challenge for businesses looking to 

leverage the potential of an increasingly connected world. Geopolitical complications, 

ranging from trade wars to economic sanctions, often force companies to move from 

one country to another as well as reinvest and restart their operations. Business units 

aiming to optimize costs and increase profit therefore face a complex reality in the 

current global climate. 

The m-Residency programme, introduced in the Republic of Azerbaijan on the 

initiative of President Ilham Aliyev, provides insurance against these difficulties. The 

m-Residency programme provides virtual government-verified identification in the 

Republic of Azerbaijan; m-Residents receive a specially-issued Asan Imza (Mobile ID) 

SIM card for secure authentication and electronic signatures. With this, it is possible 

to start official activities in the country and use any banking service. The m-Residency 

programme was formed in the framework of the Digital Trade Hub of the Republic of 

Azerbaijan out of a close public-private partnership (PPP) between: (a) AzerTelecom, 

B.EST Solutions and PASHA Bank companies, representing the private sector; and 

(b) the Center for Analysis of Economic Reforms and Communications of Azerbaijan, 

representing the public sector.71 

 

IV.D.3 Dispute settlement and conflict of laws 

Arbitration is particularly attractive in international disputes, so that parties from 

different countries do not have to trust the neutrality of the courts of either party. It is 

important to the acceptability of international commercial arbitration that awards 

arising from it be enforceable in the country of the losing party or at least against assets 

of the losing party somewhere in the world. 

In the Republic of Azerbaijan, the national procedural normative Acts resolving 

disputes in international trade include the Civil Procedure Code, 72  the Law on 

 
71 Digital Trade Hub of Azerbaijan, Become and e- or m-Resident. Available at https://dth.az/become-resident ; 
https://e-estonia.com/wp-content/uploads/b-st-m-residence-2020.pdf  
72 Civil Procedural Code of the Republic of Azerbaijan. Available at 
https://justice.gov.az/senedler/57?culture=en  

https://dth.az/become-resident
https://e-estonia.com/wp-content/uploads/b-st-m-residence-2020.pdf
https://justice.gov.az/senedler/57?culture=en
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International Arbitration73 and the Law of the Republic of Azerbaijan on Mediation.74 

The Republic of Azerbaijan is also a party to, inter alia, the New York Convention on 

the Recognition and Enforcement of Foreign Arbitral Awards (ratified on 29 February 

2000), 75 the Washington Convention on the Settlement of Investment Disputes 

Between States and Nationals of Other States – International Centre for Settlement of 

Investment Disputes of 1965 (ratified on 18 November 1992)76 and the European 

Convention on International Commercial Arbitration of 1961 (ratified on 17 January 

2005).77 Article 13.1 of the Law of the Republic of Azerbaijan on electronic commerce 

also establishes online dispute resolution mechanisms in paperless trade. 

The Civil Procedure Code of the Republic of Azerbaijan states that a dispute may be 

submitted to arbitration by agreement of the parties (Article 29). When there is such 

an agreement and the respondent successfully objects to the jurisdiction of the court 

before the court starts reviewing the case, such claim will not be considered and will 

be dismissed. The Code also states that when there is an arbitral award in force 

concerning the same subject matter involving the same parties, a court will reject such 

a claim and terminate the court proceedings. 

 

IV.D.4 Electronic payments and electronic transferable records 

The Government Payment Portal established by the Central Bank of the Republic of 

Azerbaijan aims to expand cashless payments and increase and simplify the access 

to financial services. Currently in the Republic of Azerbaijan all the governmental 

agencies have signed an Agreement on making transactions for services rendered 

through the Government Payment Portal (GPP).78 The Portal provides centralized 

collection of customs duties,79taxes, fees, rent and other budget payments, as well 

as payments due to utilities, telecommunications and other public services over the 

Internet. 

In this context, most of the commercial banks80 in the Republic of Azerbaijan provide 

services to businesses (individual entrepreneurs and corporates) for execution of 

 
73 Law of the Republic of Azerbaijan “On International Arbitration”. Available at  http://www.e-
qanun.az/framework/90  
74 Law of the Republic of Azerbaijan “On Mediation”. Available at 
https://justice.gov.az/senedler/49?culture=en  
75 New York Convention. Available at http://www.newyorkconvention.org/  
76 Convention on the settlement of investment disputes between States and nationals of other States. 
Available at https://treaties.un.org/pages/showDetails.aspx?objid=080000028012a925  
77 European Convention on International Commercial Arbitration. Available at 
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XXII-2&chapter=22&clang=_en  
78 Government Payment Portal. Available at https://gpp.az/WebPortal/Infosite  
79 Customs e-payments integrated to GPP. Available at https://www.e-gov.az/en/services/read/3334/0  
80 Kapital Bank has joined the SWIFT gpi system. Press release, source at: 
https://www.thebanker.com/World/Kapital-Bank-s-path-to-digitalisation  

http://www.e-qanun.az/framework/90
http://www.e-qanun.az/framework/90
https://justice.gov.az/senedler/49?culture=en
http://www.newyorkconvention.org/
https://treaties.un.org/pages/showDetails.aspx?objid=080000028012a925
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XXII-2&chapter=22&clang=_en
https://gpp.az/WebPortal/Infosite
https://www.e-gov.az/en/services/read/3334/0
https://www.thebanker.com/World/Kapital-Bank-s-path-to-digitalisation
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electronic payments via plastic cards. some banks also apply more advanced 

innovative digital services, e.g., VISA B2B81 connect and SWIFT gpi.82 

In addition, all payments that are performed in the paperless trade system accept 

electronic transferable records. In the Republic of Azerbaijan, identification and 

classification of the payments are based on the Resolution of the Cabinet of the 

Ministers No. 44083 on approval of the single budget classification of the Republic of 

Azerbaijan. It lays down the classification of the profits of the state budget (e.g., 

115110 refers to import duty paid by legal entities or 115130 which refers to customs 

duty paid for imported vehicles). Such coding and their descriptions are an integral 

part within the e-payment system in the Republic of Azerbaijan. In international 

experience there are legal regulations regarding the information that electronic 

documents such as a digital Bill of Lading should contain, who should store it and how 

long this information should be kept. Companies can do this themselves, but there are 

also various platforms available on which companies can create and manage 

transferable documents such a digital Bill of Lading. On such a digital e-CMR 

platform,84 senders, logistics service providers and recipients can enter, exchange and 

sign a Bill of Lading with one uniform and standardized interface. The Republic of 

Azerbaijan also actively works on the implementation of e-CMR and ratification of the 

Additional Protocol to the Convention on the Contract for the International Carriage of 

Goods (CMR) concerning the Electronic Consignment Note. 

 

IV.D.5 Competition laws 

The Law on Anti-Monopoly Activities,85 the Law on Unfair Competition86 and the Law 

on Natural Monopolies87 apply throughout the territory of the Republic of Azerbaijan 

(excluding the Free Economic Zone) and apply to all legal entities and individuals. 

These laws relate to all aspects linked to competition, irrespective of the business, 

economic and social areas. The laws apply even if agreements and contracts 

concluded by economic entities, executive and administrative bodies with individuals 

and legal entities of foreign countries lead to restriction of competition in the national 

market. In addition, a competition code has been drafted and the work on its adoption 

is nearing completion in the Republic of Azerbaijan. 

 

 
81 VISA B2B. Available at https://www.visa.com.az/az_AZ/partner-with-us/payment-technology/visa-b2b-
connect.html  
82 SWIFT gpi. Available at https://www.swift.com/ru/node/35296     
83 Resolution of the Cabinet of the Ministers “On approval of the single budget classification of the Republic of 
Azerbaijan” from October 11, 2018 No. 440. Available at http://www.e-qanun.az/framework/40412  
84 Making freight truly paperless: e-CMR. Available at https://www.iru.org/what-we-do/facilitating-trade-and-
transit/e-cmr  
85 Law of the Azerbaijan Republic About Anti-monopoly Activities, 4 March 1993, No. 526. Available at 
https://cis-legislation.com/document.fwx?rgn=2831  
86 Law of the Azerbaijan Republic, About Unfair Competition, 2 June 1995, No. 1049. Available at https://cis-
legislation.com/document.fwx?rgn=2796  
87 Law of the Azerbaijan Republic on Natural Monopolies, 15 December 1998, No. 590-IQ. Available at 
https://cis-legislation.com/document.fwx?rgn=2743  

https://www.visa.com.az/az_AZ/partner-with-us/payment-technology/visa-b2b-connect.html
https://www.visa.com.az/az_AZ/partner-with-us/payment-technology/visa-b2b-connect.html
https://www.swift.com/ru/node/35296
http://www.e-qanun.az/framework/40412
https://www.iru.org/what-we-do/facilitating-trade-and-transit/e-cmr
https://www.iru.org/what-we-do/facilitating-trade-and-transit/e-cmr
https://cis-legislation.com/document.fwx?rgn=2831
https://cis-legislation.com/document.fwx?rgn=2796
https://cis-legislation.com/document.fwx?rgn=2796
https://cis-legislation.com/document.fwx?rgn=2743
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In the Republic of Azerbaijan, the Single Window related to cross-border paperless 

trade is coordinated by SCC. However, the legislation does not limit the introduction 

of competitive initiatives in paperless trade for potential national and foreign providers.  

In line with the foregoing, all traders have equal rights in their access to paperless 

trade systems. Trusted traders in the Republic of Azerbaijan, such as the Green 

Corridor users, have certain advantages within UAMS in terms of communication and 

messaging, and some extra options aimed to control their activities in the framework 

of the benefits applied to them.   
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V. Recommendations for moving towards cross-border 

paperless trade 

 

Based on the findings from the technical and legal readiness of the Republic of 

Azerbaijan for cross-border paperless trade in sections III and IV of this report, a series 

of technical and legal recommendations for the Republic of Azerbaijan to accelerate 

progress towards cross-border paperless trade are presented in this section. 

 

V.A. Recommendations emerging from the technical readiness assessment 

As indicated in the previous sections, the Republic of Azerbaijan is one of the first 

countries to have ratified Framework Agreement on Facilitation of Cross-border 

Paperless Trade in Asia and the Pacific (CPTA). In analysing the overall will and 

readiness of the country in the development of paperless trade systems it is obvious 

that the Republic of Azerbaijan is very open to innovations and has a clear vision for 

implementation of the objectives outlined at State Road Maps and Action Plans. 

In order to further its journey towards cross-border paperless trade, it is recommended 

that the Republic of Azerbaijan should further expand the domestic paperless trade 

environment and gradually develop a national Single Window to achieve a reliable, 

interlinked electronic environment that is interoperable within and across borders.  

 

Institutional and governance bodies  

Recommendation 1 : It is essential for the Republic of Azerbaijan to establish a 

National Committee on Trade Facilitation that will coordinate the facilitation of trade 

procedures in the import, export and transit of goods and the expansion of integrated 

border management. It will also contribute to the effective management of the SCC 

initiative of the “e-Window” (national electronic Single Window platform for paperless 

trade) system and other paperless systems as well as support the Republic of 

Azerbaijan in accession to WTO, the fulfillment of the TFA requirements, and the 

further development of inter-agency and private sector integration and cooperation.   

Recommendation 2 : The SCC should enhance the studies of the cross-border trade 

environment, the interrelationship of the existing technical capabilities and customs 

procedures. In this regard, the Time Release Study (TRS) of WCO is very effective. 

The tool has been attracting significant attention globally, given its increasing regular 

use by WCO members, particularly in establishing the proper coordination of the 

processes, identification of the bottlenecks, and elimination of the overlaps and 

duplications.  It is necessary to integrate the TRS study solution into all stages of 

paperless trade for the collection of more reliable and time-stamped data, in order to 

further improve the effectiveness and expansion of the Single Window. 

 



 

 

 
39 

 

Level of automation 

Recommendation 3 : The Republic of Azerbaijan should take a uniform approach to 

the development of the OGA/PIAs involved in cross-border operations. Despite the 

relatively high level of overall technical readiness in some agencies, the level of 

automation and ICT infrastructure remains fair. Such an uneven level of development 

in authorities comes from lack of experience, expertise in re-engineering of business 

processes and lack of adequate funding. In order to overcome the mentioned 

challenges, the experience of the national entities that have already progressed in 

deployment of paperless systems can be used. The Government of Azerbaijan should 

take a leading role in initiating the digital transformations across the lagging 

government agencies and support them in transition. Therefore, the implementation 

activities in the administrations concerned need to be well-coordinated. 

 

Information and communication technology infrastructure  

Recommendation 4 : The Republic of Azerbaijan should establish a strategic plan and 

guidelines on business continuity of Information and communication technology (ICT) 

systems (including for paperless trade systems), such as a disaster recovery plan, to 

ensure service continuity and sustainability of such systems. This is essential to 

ensuring that paperless systems can safely substitute, rather than duplicate, paper-

based systems. 

Recommendation 5 : As a transit country, it is important for the Republic of Azerbaijan 

to perform studies with the countries that are part of the international transport 

corridors passing through the territory of the Republic of Azerbaijan about the 

expected volumes of goods, and to adapt accordingly its infrastructure with expected 

trade volumes. 

Recommendation 6 : The IT service providers should be involved in consultations on 

further development of paperless systems (including the customs Single Window). 

They can offer new technologies for infrastructure that can simplify the existing 

business processes, or update/propose digital infrastructure and services for traders 

to ensure the interoperability with state agencies. This can foster innovation. 

 

Business process re-engineering 

Recommendation 7 : Cross-border trade consists of a network of people, activities, 

resources and organizational systems that coordinate movement of a product or 

services from one point to another. Such a network contains multiple different actors 

that have different needs and operate under different business conditions. The 

complex and lengthy structure of supply chains makes it difficult for analysts to identify 

and model the appropriate business processes. In this regard, the Republic of 

Azerbaijan should carry out business process re-engineering (BPR) in implementing 

the paperless trade solutions of cross-border trade-related regulatory agencies. In 
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order to support the countries in their BPR, UN/CEFACT has developed a Buy-Ship-

Pay Reference Data Model (BSP).88 The BSP model describes the requirements for a 

generic reference data model supporting the trade and transport-related processes 

involved in the cross-border supply chain as well as covering, at a high-level, the 

involved business areas, the main parties and the information involved. It provides the 

framework for any cross-border transport-related business and government domains 

to specify their own specific information exchange requirements while complying with 

the overall processes and data structures. The BSP reference data model can be used 

as the basis for data harmonization as described in UNECE Recommendation 34, 

which is essential in the preparation of Single Window implementations. 

Recommendation 8 : It is necessary for the Republic of Azerbaijan to elaborate and 

adopt a National Road Map, based on BPR, for cross-border paperless trade with 

clearly indicated commitments of the involved governmental agencies and other 

parties. Such a strategic document will ensure the continuity of the activities and keep 

to the right course in reaching the targets. 

 

Data harmonization and standardization 

Recommendation 9 : The Republic of Azerbaijan should finalize the work on adopting 

the State Digital Transformation Plan and carry out data harmonization in 

implementing or upgrading ICT systems of trade-related regulatory agencies, using 

available international standards. in this way, the Republic of Azerbaijan’s paperless 

trade systems will increase their interoperability, and be able to exchange electronic 

data more readily with each other and with systems of other countries. 

 

Data protection and privacy regulatory aspects 

Recommendation 10 : Adequate measures should be defined to ensure the protection 

of personal identifiable information and their accepted use, especially in the context of 

widespread cross-border transfer of personal identifiable information between 

countries. Specific measures should be defined to protect the personal identifiable 

information contained in the digital trust services, especially qualified digital 

signatures, from misuse in activities such as behaviour profiling without prior user 

consent.  

 

Capacity-building 

Recommendation 11 : The Republic of Azerbaijan should build awareness and 

capacity of (cross-border) paperless trade among its stakeholders, especially 

governmental agencies with a low level of technical readiness as well as the private 

sector to prepare them for a changing environment. It is recommended that the 

 
88 UN/CEFACT Buy-Ship-Pay Reference Data Model. Available at https://tfig.unece.org/contents/buy-ship-pay-
model.htm  

https://tfig.unece.org/contents/buy-ship-pay-model.htm
https://tfig.unece.org/contents/buy-ship-pay-model.htm
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Republic of Azerbaijan make more use of internal expertise of those agencies with 

more advanced capabilities. The Republic of Azerbaijan may further seek support from 

the United Nations, WCO and other international development agencies to involve 

their experts in planning and delivery of capacity-building activities. 

Recommendation 12 : Small and medium-sized enterprises (SMEs) are the backbone 

of the economy, and digital skills are increasingly connected to how business is 

conducted. Digital skills are essential for work and life, and this especially became 

more concrete in recent years coping with the COVID-19 challenges. The COVID-19 

pandemic has had a severe impact on the operations of all types of enterprises and 

organizations that have completely or partially suspended operations or introduced 

work from home measures with their operations being mostly online using ICT. 

Peer review notes presented for discussion at the OECD Eurasia Competitiveness 

Roundtable, 202189 highlighted the importance of strengthening digital skills for SMEs 

in the Republic of Azerbaijan. It is important to facilitate both the teaching and learning 

of digital skills among SMEs. Awareness-raising is one of the most important activities 

for creating understanding in SMEs of the benefits of adopting digital technologies. It 

is recommended that the Republic of Azerbaijan increase education and sustainable 

training offers that match SMEs’ needs. SMEs often do not have the necessary time 

or financial and human resources to foster their employees’ digital skills, especially 

compared to large companies. 90  Therefore, they need support from the overall 

business ecosystem. The support can be in the form of developing free access to 

training for SMEs as well as providing funding for digitalization of the development of 

digital skills. 

 

Other matters 

Recommendation 13 : The Republic of Azerbaijan should secure a budget for 

implementing ICT systems of trade-related regulatory agencies on the basis of 

proposals elaborated as a result of the BPR and other studies. State agencies can 

also seek sources of funding by outreaching to international development agencies. 

Recommendation 14 : Analysis of the Azerbaijan Customs Service activities shows 

that the administration is currently engaged in exploring the use of blockchain 

technology91 in the area of customs operations. Blockchain seems to have potential 

for mitigating the high trade information costs by providing a digital record of 

transactions and creating an interlinked, transparent digital trade environment. 

Deployment of the blockchain technologies can offer data-rich platforms that will 

enable access to information on transactions, allowing instant knowledge of what is 

happening at each stage of the shipment journey and related processes, such as 

 
89 OECD Eurasia Competitiveness Roundtable, 2021. Available at 
https://www.oecd.org/eurasia/competitiveness-programme/      
90 International Labour Organization, 2021. Findings from a global survey of enterprises. Available at 
https://www.etf.europa.eu/sites/default/files/2021-06/skilling_of_employees_during_covid.pdf   
91 Press release: State Customs Committee starts applying blockchain technology. Available at 
https://customs.gov.az/en/faydali/xeberler/3554_/   

https://www.oecd.org/eurasia/competitiveness-programme/
https://www.etf.europa.eu/sites/default/files/2021-06/skilling_of_employees_during_covid.pdf
https://customs.gov.az/en/faydali/xeberler/3554_/
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issued documents, possible changes that have been made to documents, owners of 

the goods or service providers (freight forwarders, brokers, shippers etc.).  

Taking into account the fact that blockchain technology has the potential for improving 

efficiency and predictability, and in line with this in supporting the values such as 

transparency, fair trade, social and environmental responsibility, it is recommended 

that the Government of Azerbaijan promotes recognition of the technology among all 

agencies involved in cross-border trade and its use in trade and supply chain. 

 

Facilitation of cross-border data exchange 

Recommendation 15 : It is recommended that the Republic of Azerbaijan establish 

Joint Customs Control (JCC) with neighbouring countries located on transit routes of 

which the Republic of Azerbaijan is also part. JCC will facilitate the flow of the goods 

across the borders because the means of transport that previously would have to 

undergo two control points will only have to pass through one control point. For such 

purpose, it is necessary to initiate bilateral discussions and perform a related updating 

of the legislation, in particular, related to recognition of a JCC and required documents. 

Both sides will need to develop new procedures for the joint border control and new 

standard operating procedures that can comply with the legislation in both countries. 

Establishing the JCC will contribute to cross-border data exchanges, harmonization 

and standardization of data flow. 

Recommendation 16 : The Republic of Azerbaijan should continue to engage in global, 

regional, subregional and bilateral initiatives on cross-border paperless trade. This will 

ensure that national paperless trade initiatives will be easily interoperable with those 

of neighbouring countries and trade partners. 

 

V.B Recommendations emerging from the legal readiness assessment 

In order to improve its domestic legal environment for paperless trade and its legal 

readiness to participate in cross-border paperless trade, the Republic of Azerbaijan 

should continue to gradually update its e-commerce legal framework, proactively join 

relevant international agreements, incorporate international standards into its legal 

framework, and follow international legal guidelines on Single Window and related 

paperless trade system development. Recommendations related to key areas covered 

during the legal readiness assessment follow. 

 

Electronics transactions and signatures law 

Recommendation 1 : The Republic of Azerbaijan should harmonize the standards and 

procedures for certification of e-signatures with its principal trading partner States and 

make changes in the existing Law on e-Signatures in the Republic of Azerbaijan, 

taking into account the latest international standards. The principles of the CPTA and 

Models laws of UNCITRAL are important elements of an effective mutual recognition 

scheme. Harmonizing legal regimes is a good start, but it does not take countries all 



 

 

 
43 

the way to mutual recognition. International rules and standards play a significant role 

in developing and maintaining a legal framework for electronic commerce. 

The development of common frameworks and standards related to trust services and 

electronic identification should be among the priorities for development of cross-border 

paperless trade, as the first step to creating the regional roadmap and national action 

plans towards mutual recognition of electronic identification methods both with trade 

partner-countries and in the East Asia and Pacific (EAP) region. This should be based 

on eIDAS and in full compliance with the European Union acquis for the EaP countries. 

For mutual recognition of methods of electronic identification, it is necessary to 

understand the current situation in different countries. According to eIDAS, electronic 

signature creating devices must correspond to certain criteria. 

One of the main recommendations is to implement clear metrics for all processes that 

have an impact on digital trust services, including: (a) adoption of internationally 

accepted standards for information security management (e.g., ISO 27001); (b) 

regulatory clarification of the purpose of electronic signatures and electronic seals; 

and (c) regulatory clarification of the specific requirements for the mechanisms used 

to achieve the qualified status of digital trust services (e.g., usage of FIPS or EAL 

compliant technical mechanisms). 

 

Paperless trade and Single Window laws 

Recommendation 2 : The Republic of Azerbaijan’s recent plans for further 

modernization of the existing customs Single Window to a reliable interoperable 

electronic platform, and which connects all the state authorities, will give good impetus 

to the development of the cross-border paperless environment. Based on the analysis 

of the existing legislative Acts regulating the current customs Single Window 

environment, it is recommended that the following steps be considered: 

 

(a) Establishment of the customs Single Window related in some way to international 

trade. There is a distinction between the information and documents used within a 

country and data exchanged between trading-partner countries or economies. In this 

regard, during the next phase of amendments to legislation, elaboration is 

recommended – in line with the national issues related to the connection of the 

OGAs/PIAs to the Single Window – of the provisions on the information flows 

exchanged across the border, including the interoperability with Single Window 

systems of other countries;  

(b) The primary drivers (OGA/PIA and other stakeholders), their role and technical 

aspects of their activities and connection need to be identified and integrated into the 

normative Acts regulating the Single Window;  

(c) Research and examine the world’s best practices and recommendations of 

intergovernmental organizations in the harmonization and standardization of 
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procedures in order to elaborate business processes and information to be exchanged 

between Single Windows of other countries; 

(d) Research all relevant multinational and bilateral trading agreements and 

arrangements to ensure that specific protocols or legally binding obligations are 

considered when developing a legal framework for the e-Window and its 

interoperability with Single Windows of other countries;  

(e) Acknowledge the views and opinions of all stakeholders in developing the new 

legislative framework in order to ensure that it meets their business needs. 

 

Cross-border aspects 

Recommendation 3 : The creation of a legal framework that provides equal legal status 

and acceptability of modern authentication methods is crucial for cross-border trade. 

While forming a cross-border authentication policy for a paperless trade system, the 

Republic of Azerbaijan should agree on a common authentication standard in 

information exchanges with trading partners, or mutually recognize the standards of 

other cooperating states. 

 

Other considerations 

Recommendation 4 : The Republic of Azerbaijan should utilize more effectively the 

provisions of the Conventions to which it is a party that allow paperless documentation, 

to ensure that its agencies and traders are aware of the opportunities that these 

instruments give them. Azerbaijan has joined a number of Conventions focused on 

international trade relations, and therefore should take the opportunity to share the 

knowledge on the benefits of such standards throughout the public sector, so agencies 

across government recognize opportunities to go electronic. 

Recommendation 5 : In the Azerbaijan customs legislation, Trusted-Trader 

Programmes should be developed based on the concept of the WCO AEO 

Programme and customs compliance programme, which is called the Green Corridor 

Gating System. In the Republic of Azerbaijan, an AEO Programme is not operational 

yet because of the deficiencies existing in legislation, while the Green Corridor Gating 

System has been successfully functioning since February 2019 and now has more 

than 750 participants. The Azerbaijan Customs Code envisages the provisions on data 

exchange with AEO. Operationalization of AEO will integrate the businesses with the 

paperless environment, facilitate their operations and result in increased compliance 

with the domestic and international legislative framework. In the context of activities 

on AEO operationalization, it is necessary to take into account the existing Green 

Corridor Gating System, in order not to harm its functioning and the rights of the users 

(e.g., obtaining Green Corridor user status can be the stepping stone TO submitting 

an application to obtain AEO status).  
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It is important to take into account cooperation with other competent authorities, 

mutual recognition of the benefits granted to AEOs and related information sharing. 

Such alignment of activities is a key element in the further development of a robust 

AEO programme and important for ensuring global supply chain security as well as 

avoiding duplication of efforts and costs for authorities and economic operators. 

 

Recommendation 6 : Given the special geographical location of the Republic of 

Azerbaijan at the crossroad of the North-South and East-West trade corridors, 

facilitation of transit activities is very important for the country. The expansion of transit 

activities crucially rests on the reduction of the costs and facilitation of the transit 

procedures. Therefore, considering the significant importance of the transit operations 

for the Republic of Azerbaijan, it is recommended speeding up the implementation of 

projects such as e-TIR, e-CMR, integration to New Computerized Transit System of 

EU (NCTS), and other initiatives such as CAREC CATS. Deployment of these projects 

will attract extra cargo volume to the Republic of Azerbaijan and will help to improve 

the cross-border paperless environment.   
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VI. Republic of Azerbaijan Action Plan for cross-border 

paperless trade 

 

Part 1: Technical aspects 

Priority level: High, Medium, Low 

Institutional and governance bodies for electronic data exchange in a paperless environment 

Indicative action 
Priority 

level 
Timeline 

Capacity- 

building 

needs 

Potential key 

agencies 

1. Establishment of the National 

Committee on Trade Facilitation 

(NCTF). 

Medium End of 

2023 

Yes Ministry of Economy 

 

State Customs 

Committee 

2. Create a mechanism on 

strengthening the institutional 

framework of the NCTF to monitor 

and coordinate the correct 

application of international standards, 

recommendations and best practices 

in the field of trade facilitation and 

paperless trade.  

Medium End of 

2024 

Yes Ministry of Economy 

 

State Customs 

Committee 

3. Integrate the Time Release Study 

solution in all stages of paperless 

trade for collecting more reliable and 

time-stamped data in order to further 

improve the effectiveness and 

expansion of the Single Window. 

High 2023 Yes State Customs 

Committee 

 

OGAs/PIAs involved 

in cross-border trade 

operations (as their 

connection to the 

system) 

Automation 

Indicative action 
Priority 

level 
Timeline 

Capacity- 

building 

needs 

Potential key 

agencies 

4. Support and initialization of the 

digital transformations across lagging 

government agencies and 

coordination of their activities in 

transition.  

High  End of 

2025 

Yes Ministry of Digital 

Development and 

Transport  

 

Ministry of Economy 

 

Ministry of Finance 
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ICT Infrastructure  

Indicative action 
Priority 

level 
Timeline 

Capacity 

building 

needs 

Potential key 

agencies 

5. Establishment of a strategic plan 

and guidelines on business continuity 

of ICT systems (including for 

paperless trade systems), such as a 

disaster recovery plan, to ensure 

service continuity and sustainability 

of such systems. 

High 2023 Yes Ministry of Digital 

Development and 

Transport  

 

State Service for 

Special 

Communications and 

Information Security 

 

State Agency for 

Public Service and 

Social Innovations 

 

Ministry of Economy 

6. Develop transit infrastructure 

based on studies conducted together 

with the countries that are part of the 

international transport corridors 

passing through the territory of the 

Republic of Azerbaijan. 

Medium Ongoing Yes Ministry of Digital 

Development and 

Transport  

 

Ministry of Economy 

 

Center for Analysis 

of Economic 

Reforms and 

Communication 

 

Ministry of Finance 

7. Involve the IT Service Providers in 

consultations on further development 

of paperless systems (including the 

customs Single Window). 

Medium Ongoing Yes State Customs 

Committee 

Business process re-engineering 

Indicative action 
Priority 

level 
Timeline 

Capacity- 

building 

needs 

Potential key 

agencies 

8. Carry out business process re-

engineering (BPR) in implementing 

the paperless trade solutions of 

cross-border trade-related to the 

UN/CEFACT Buy-Ship-Pay 

High End of 

2024 

Technical 

assistance 

required from 

Centre for Analysis 

of Economic 

Reforms and 

Communication 
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Reference Data Model (BSP) can be 

used as the basis for BPR and 

appears to be useful for data 

harmonization in the establishment of 

a paperless environment.   

international 

organizations 

 

State Agency for 

Public Service and 

Social Innovations 

 

State Customs 

Committee  

 

OGAs/PIAs involved 

in cross-border trade 

operations (as their 

connection to the 

system) 

9. Elaborate and adopt a National 

Road Map, on the basis of BPR, for 

cross-border paperless trade, with 

clearly indicated commitments of the 

involved governmental agencies and 

other parties. 

High 2022- 

2023 

Technical 

assistance 

required from 

international 

organizations 

Center for Analysis 

of Economic 

Reforms and 

Communication 

 

State Agency for 

Public Service and 

Social Innovations 

 

State Customs 

Committee  

 

OGAs/PIAs involved 

in cross-border trade 

operations (as their 

connection to the 

system) 

Data protection and privacy regulatory aspects 

Indicative action 
Priority 

level 
Timeline 

Capacity- 

building 

needs 

Potential key 

agencies 

10. Carry out measures aimed at 

ensuring the protection of personal 

identifiable information and its 

accepted use, especially in the 

context of widespread cross-border 

transfer of personal identifiable 

information.  

 

Conduct consultations and an 

analysis on the possibility of the 

High 2022- 

2023 

Technical 

assistance 

and expertise 

required from 

international 

organizations 

Ministry of Digital 

Development and 

Transport  

 

State Service for 

Special 

Communications and 

Information Security 

 



 

 

 
49 

adoption of the General Data 

Protection Regulation (GDPR) 

Regulation. 

State Agency for 

Public Service and 

Social Innovations 

 

 

Data harmonization 

Indicative action 
Priority 

level 
Timeline 

Capacity-

building 

needs 

Potential key 

agencies 

11. Finalize the works on adoption of 

the State Digital Transformation 

Plan.  

High 2022 Yes Ministry of Digital 

Development and 

Transport  

 

12. Carry out data harmonization in 

implementing or upgrading ICT 

systems of trade-related regulatory 

agencies, using available 

international standards. 

High Ongoing Expertise 

required 

Ministry of Digital 

Development and 

Transport 

 

All state agencies 

involved in paperless 

trade environment 

Awareness and capacity-building 

Indicative action 
Priority 

level 
Timeline 

Capacity-

building 

needs 

Potential key 

agencies 

13. Perform capacity-building and 

awareness-raising activities, using 

the available internal resources and 

support of international organizations 

on paperless trade, for its potential 

stakeholders, governmental agencies 

with a low level of technical 

readiness and the private sector.  

High Ongoing Technical 

assistance 

and expertise 

required from 

international 

organizations 

Ministry of Digital 

Development and 

Transport  

 

Ministry of Economy 

 

Center for Analysis 

of Economic 

Reforms and 

Communication 

 

All state agencies 

involved in paperless 

trade environment 

14. Increase education and training 

offers, and build sustainable training 

offers that match SMEs’ needs. 

High Ongoing Technical 

assistance 

and expertise 

required from 

Small and Medium 

Business 

Development Agency 

 



 

 

 
50 

international 

organizations 

Ministry of Economy 

 

Center for Analysis 

of Economic 

Reforms and 

Communication 

 

All state agencies 

involved in paperless 

trade environment 

Other matters 

Indicative action 
Priority 

level 
Timeline 

Capacity-

building 

needs 

Potential key 

agencies 

15. Create a mechanism for 

budgeting, based on BPR- or ICT-

related audits aimed at 

understanding and evaluating 

agency needs in implementing the 

ICT systems (facilities, networks, 

information systems, data, 

cybersecurity etc.). 

High 2023 Technical 

assistance 

and expertise 

required from 

international 

organizations 

Ministry of Finance  

 

Ministry of Digital 

Development and 

Transport  

 

Center for Analysis 

of Economic 

Reforms and 

Communication 

16. Provide promotion of recognition 

and awareness-raising activities of 

blockchain technology and its use in 

trade and supply chain among the 

agencies involved in cross-border 

trade. 

Medium End of 

2023 

Technical 

assistance 

and expertise 

required from 

international 

organizations 

Ministry of Digital 

Development and 

Transport  

 

State Agency for 

Public Service and 

Social Innovations 

National status towards cross-border data exchange 

Indicative action 
Priority 

level 
Timeline 

Capacity-

building 

needs 

Potential key 

agencies 

17. Provide studies and 

intergovernmental consultations on 

establishment of Joint Customs 

Control (JCC) BCPs with 

neighbouring countries. 

Medium End of 

2024 

Technical 

assistance 

and expertise 

required from 

international 

organizations 

State Customs 

Committee  

 

State Border Service 
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Ministry of Foreign 

Affairs 

18. Continue activities for engaging 

in global, regional, subregional and 

bilateral initiatives on cross-border 

paperless trade. 

 Ongoing Yes Ministry of Economy 

 

State Customs 

Committee  

 

Ministry of Digital 

Development and 

Transport  

 

Center for Analysis 

of Economic 

Reforms and 

Communication 
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Part 2: Legal aspects 

Priority level: High, Medium, Low 

Electronics transactions and signatures law 

Indicative action 
Priority 

level 
Timeline 

Capacity-

building needs 

Potential key 

agencies 

1. Harmonize the standards 

and procedures for certification 

of e-signatures with the 

Republic of Azerbaijan’s 

principal trading partner-states. 

High End of 2024 Expertise is 

needed 

Ministry of Digital 

Development and 

Transport 

 

State Agency for 

Public Service and 

Social Innovations 

 

Central Bank 

1.1. Amend existing Law on e-

Signatures in the Republic of 

Azerbaijan, taking into account 

the latest international 

standards. 

High End of 2024 Expertise is 

needed 

Ministry of Digital 

Development and 

Transport 

 

State Agency for 

Public Service and 

Social Innovations 

 

Central Bank 

 

Ministry of Justice 

2. Develop common 

frameworks and standards 

related to trust services and 

electronic identification. 

High 2025 Expertise is 

needed 

Ministry of Digital 

Development and 

Transport 

 

State Agency for 

Public Service and 

Social Innovations 

2.1. Create a regional 

roadmap and national action 

plan towards mutual 

recognition of methods of 

electronic identification with 

trading partners and in the 

EAP region, based on eIDAS 

and in full compliance with the 

European Union acquis for the 

EAP countries. 

High 2025 Expertise is 

needed 

Ministry of Digital 

Development and 

Transport 

 

State Agency for 

Public Service and 

Social Innovations 
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2.2. Implement clear metrics 

for all processes that have an 

impact on digital trust services, 

including adoption of 

international accepted 

standards for information 

security management (e.g., 

ISO 27001). 

High 2025 Expertise is 

needed 

Ministry of Digital 

Development and 

Transport 

 

State Agency for 

Public Service and 

Social Innovations 

2.3. Elaborate regulatory 

clarification of the purpose of 

electronic signatures as 

distinct from electronic seals. 

High 2025 Expertise is 

needed 

Ministry of Digital 

Development and 

Transport 

 

State Agency for 

Public Service and 

Social Innovations 

2.4. Elaborate regulatory 

clarification of the specific 

requirements for the 

mechanisms used to achieve 

the qualified status of digital 

trust services (e.g., usage of 

FIPS or EAL compliant 

technical mechanisms). 

High 2025 Expertise is 

needed 

Ministry of Digital 

Development and 

Transport 

 

State Agency for 

Public Service and 

Social Innovations 

Paperless trade and Single Window laws 

Indicative action 
Priority 

level 
Timeline 

Capacity-

building needs 

Potential key 

agencies 

3. Further modernize the 

existing Customs Single 

Window (Customs e-Window 

initiative). Within the project 

framework, consider and 

elaborate provisions 

concentrated on the 

information flows exchanged 

across the border, including 

the interoperability with other 

Single Window systems of 

other countries. 

High 2024 Expertise and 

assistance of 

international 

financial 

institutions and 

intergovernmental 

organizations is 

needed 

State Customs 

Committee  

 

Ministry of Digital 

Development and 

Transport 

 

State Agency for 

Public Service and 

Social Innovations 

 

Center for 

Analysis of 

Economic 

Reforms and 

Communication 

 

OGAs/PIAs 

involved in cross-
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border trade 

operations (as 

their connection to 

the system) 

Cross-border aspects 

Indicative action 
Priority 

level 
Timeline 

Capacity-

building needs 

Potential key 

agencies 

4. Create legal framework and 

common authentication 

standards for cross-border 

paperless trade. Mutually 

recognize the standards of 

other cooperating States. 

High 2025 Expertise and 

assistance of 

intergovernmental 

organizations is 

needed 

Ministry of Digital 

Development and 

Transport 

 

State Agency for 

Public Service and 

Social Innovations 

 

Central Bank 

Other considerations 

Indicative action   Timeline 
Capacity-

building needs 

Potential key 

agencies 

5. Conduct studies and 

awareness-raising activities on 

Conventions related to 

paperless trade to which the 

Republic of Azerbaijan is a 

party, and on opportunities 

provided by these instruments 

for state agencies and traders. 

Medium Ongoing Expertise is 

needed 

Ministry of Digital 

Development and 

Transport 

 

State Agency for 

Public Service and 

Social Innovations 

 

Ministry of 

Economy 

6. Develop amendments on 

AEO operationalization to 

existing customs legislation 

based on international 

standards. 

 

High 2024 Expertise and 

assistance of 

intergovernmental 

organizations is 

needed 

State Customs 

Committee 

 

Ministry of Justice 

7. Continue the 

implementation of the projects 

such as eTIR, eCMR, 

integration to the New 

Computerized Transit System 

of the European Union (NCTS) 

and other initiatives such as 

CAREC CATS.  

High Ongoing Expertise and 

assistance of 

intergovernmental 

organizations is 

needed 

State Customs 

Committee 
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VII. Conclusion and the way forward 

 

The Republic of Azerbaijan has made significant achievements in trade facilitation and 

paperless trade. However, more actions need to be taken to further enhance trade 

efficiency and fully shift the operations to a paperless environment.  

In this report, findings from technical and legal assessments of the readiness of the 

Republic of Azerbaijan for cross-border paperless trade are presented, together with 

recommendations derived from those findings. An initial action plan was formulated, 

based on the experts’ recommendations and input gathered during the national 

consultations, which provides a useful basis for the preparation by the Republic of 

Azerbaijan of an Individual Action Plan under the CPTA. 

The report highlights the fact that despite a quite high level of technical and legal 

readiness in the Republic of Azerbaijan, some obstacles remain that interfere with the 

fully-fledged formation of a paperless environment.    

The recommendations outlined as a result of the readiness assessment analysis, 

together with the action plan featured in this report, can serve as a foundation to 

elaborate more detailed activities at the national and agency levels in this area, with 

identifiable timelines and budget sources. Additional meetings and consultations 

among stakeholders may be useful to further refine and specify actions and their 

sequencing, in order to achieve the long-term goal of cross-border paperless trade – 

and to identify specific pilot projects, capacity-building and technical assistance needs.
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Annexes 

 

Annex I. List of stakeholders interviewed  

Organization Name Job Position 

The Ministry of Economy of 

the Republic of Azerbaijan 

Eldaniz Zeynalov Head of the Public Services Unit 

Policy and Regulation for 

Entrepreneurship Development 

Department 

Durdana Ahadova Head of Network and Operating 

Systems Management Unit 

e-Management Department 

Hasan Aliyev Advisor of Trade Policy Unit 

Trade Policy and the World Trade 

Organization Department 

Mahammad 

Hasanov 

Advisor of the Certification Unit 

State Service for Antimonopoly and 

Consumer Market Control 

Mahammad 

Mammadzade 

Chief Advisor of Commodity Markets 

Supervision of Antimonopoly 

Legislation Unit 

Antimonopoly and Advertisement 

Legislative Supervision Department 

State Service for Antimonopoly and 

Consumer Market Control 

Kanan Ibrahimov Specialist of Analysis and Monitoring 

Department 

Center for Analysis and Coordination of 

the Fourth Industrial Revolution 

Elshad Hasanov Advisor to the Director 

"Consumer Goods Expertise Center" 

LLC 

Ilgar Qasimli Advisor of International Economic 

Organizations Relations Unit  

International Organizations Relations 

Department 
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The Ministry of Agriculture 

of the Republic of 

Azerbaijan 

Javid Hasanov Senior Specialist 

Problems of Development of Agrarian 

Market and Improvement of Agribusiness 

Environment Division  

The Ministry of Digital 

Development and Transport 

of the Republic of 

Azerbaijan 

Emil Ahmadov   

 

 

Senior Consultant  

Cooperation with International 

Organizations Unit 

International Cooperation Department 

The Ministry of Justice of 

the Republic of Azerbaijan 

Shahin Farajov Advisor of the Economic Normative 

Acts Division 

Main Legislative Department 

The State Customs 

Committee of the Republic 

of Azerbaijan 

Igbal Babayev Deputy Chairman of the State Customs 

Committee  

Eldar Abbasov General Department of Technological 

Innovations and Statistics, Deputy 

Rauf Guliyev General Department of Technological 

Innovations and Statistics, Head of Digital 

Customs Administration Department 

Kazim Samadov General Department of Technological 

Innovations and Statistics, Deputy in Digital 

Customs Administration Department 

Mehman Abbasov General Department of Technological 

Innovations and Statistics, Head of division 

on Automated Management Systems of the 

Enterprise resources  

Mahmud Nuriyev Customs Control Management and Trade 

Facilitation Head Department, Head of 

division to support foreign trade participants   

The Center for Analysis of 

Economic Reforms and 

Communication of the 

Republic of Azerbaijan 

Masuma Talibova Head of the Digital Trade Hub of the 

Azerbaijan 

The State Tax Service 

under the Ministry of 

Economy of the Republic of 

Azerbaijan 

Adil Vahidov Head of the Analytical Assessment 

Structure 

Risk Management Division 

Main Department of the Ministry of Taxes 

for Control over Import-Export Operations 

Eldar Babazade Head of the International Experience Study 

and Project Management Division 
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Main Department of the International 

Relations 

Yagut Abdullayeva Chief Lawyer  

Organization and Analysis of Judicial 

Proceedings Unit 

Courts and Materials Operation Division 

Main Department of Law 

Islam Salahov Senior State Tax Inspector   

Economic Expertise Department 

Expertise and Economic Sectors Analysis 

Section 

Emil Karimov State Tax Inspector 

Transfer Pricing and e-Commerce Control 

Division 

Main Department of International Taxation 

and Tax Monitoring 

The State Agency for Public 

Services and Social 

Innovations under the 

President of the Republic of 

Azerbaijan  

Ali Valiyev 

 

Chief Specialist  

e-Government  

State Agency for Public Service and Social 

Innovations under the President of 

Azerbaijan 

The Small and Medium 

Business Development 

Agency of the Republic of 

Azerbaijan (KOBIA) 

Emir Shirinbeyli Head of International Cooperation 

Department of the Secretariat  

Azerbaijan Export and 

Investment Promotion 

Foundation (AZPROMO) 

Malik Salimkhanov 

 

Project Manager 

Export Promotion Department 

The Food Safety Agency of 

the Republic of Azerbaijan 

Nahid Asadov Senior Adviser   

Import and Export Control Department 

The Central Bank of the 

Republic of Azerbaijan 

Khayala 

Mammadova 

Senior Specialist 

National Payment System Development 

and Oversight Division 

Payment Systems & Settlements 

Department 

Eugene Seah 

 

Chief Operating Officer of Baku 

International Sea Trade Port 
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Baku International Sea 

Trade Port (The Port of 

Baku) 

Sahil Isayev Head of Information Technology 

Department 

The Azerbaijan Railways 

CJSC 

Ilgar Mustafayev Chief Engineer of the Freight 

Transportation Department 

Zahir Aliyev Deputy Chief  

Freight and Commercial Service 

Freight Transportation Department 

Farhad Karimov Head of Business Development Unit  

Marketing Department 

Asif Huseynov Deputy Head of Automation and 

Digitalization Department 

Turkan Ashurlu Senior Project Specialist 

Institutional Reforms Management Unit 

Strategic and Corporate Development 

Department 

Hikmat Guliyev Senior Specialist of Automation and 

Digitalization Department 

Farida Bashirova Leading Specialist 

Strategic Management Unit 

Strategic and Corporate Development 

Department 

 

 

 

 

 

 

 

 

 

 

  



 

 

 
60 

Annex II. List of participants at the national consultation workshop 

Name, surname Organization Position 

Igbal Babayev State Customs Committee 

of the Republic of 

Azerbaijan 

Deputy Chairman of the State Customs 

Committee of the Republic of Azerbaijan 

Vusal Gasimli Center for Analysis of 

Economic Reforms and 

Communication 

Executive Director of the Center for Analysis 

of Economic Reforms and Communication 

(CAERC) 

Ramil Asadov State Customs Committee 

of the Republic of 

Azerbaijan 

1st Deputy Chief of International 

Cooperation Department 

Mehman Abbasov State Customs Committee 

of the Republic of 

Azerbaijan 

General Directorate of Technological 

Innovations and Statistics, AIS Department 

of Enterprise Resources, Chief of the 

Division 

Elvin Akhmadov State Customs Committee 

of the Republic of 

Azerbaijan 

Customs Control Management and Trade 

Facilitation Head Department, Head 

inspector in Division to Support International 

Trade  

Ayshan Abdinova State Customs Committee 

of the Republic of 

Azerbaijan 

Secretariat, Head Inspector 

Masuma Talibova Center for Analysis of 

Economic Reforms and 

Communication 

Head of the Digital Trade Hub of the 

Azerbaijan 

Jana Krimpe  Team leader 

Sabina Gurbanova  Project Expert 

Khayala 

Mammadova 

Central Bank of the 

Republic of Azerbaijan 

Payment Systems and Settlements 

Department, Senior Specialist 

Mehdi Mekhdizade Central Bank of the 

Republic of Azerbaijan 

Legal Department, Leading Legal Advisor 

Adil Vahidov Tax Service under the 

Ministry of Economy of the 

Republic of Azerbaijan 

Head of the Analytical Division of the Risk 

Management Division of the Main Control 

Department for Import and Export 

Operations 

Eldar Babazada Tax Service under the 

Ministry of Economy of the 

Republic of Azerbaijan 

Head of the International Experience 

Research and Project Management 

Department of the International Relations 

Head Office 
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Yagut Abdullayeva Tax Service under the 

Ministry of Economy of the 

Republic of Azerbaijan 

Head Department of Law, Department of 

Courts and Materials 

Islam Salahov Tax Service under the 

Ministry of Economy of the 

Republic of Azerbaijan 

Department of Expertise and Analysis of 

Economic Areas, Senior State Tax 

Inspector of the Economic Expertise 

Division 

Emil Karimov Tax Service under the 

Ministry of Economy of the 

Republic of Azerbaijan 

General Directorate of International 

Taxation and Tax Monitoring, State Tax 

Inspector of the Transfer Prices and E-

Commerce Control Division 

Emil Ahmadov Ministry of Digital 

Development and 

Transport of the Republic 

of Azerbaijan 

International Cooperation Division, Leading 

consultant of the Sector for Work with 

International Organizations 

Alish Ismayılov Ministry of Digital 

Development and 

Transport of the Republic 

of Azerbaijan 

Leading consultant of the Transport Policy 

Department 

Aytan Turabova Ministry of Digital 

Development and 

Transport of the Republic 

of Azerbaijan 

Leading consultant of the Transport Policy 

Department 

Malik Salimkhanov Azerbaijan Export and 

Investment Promotion 

Foundation (AZPROMO) 

Project Manager of the Export Promotion 

Department 

Tural Hajili Azerbaijan Export and 

Investment Promotion 

Foundation (AZPROMO) 

Director of the Export Promotion 

Department 

Ilgar Mustafayev Azerbaijan Railways CJSC Chief Engineer of the Freight Department 

Shahin Farajov Ministry of Justice of the 

Republic of Azerbaijan 

Adviser of the Economic Regulatory Acts 

Department of the Main Legislative 

Department 

Javid Hasanov  Ministry of Agriculture of 

the Republic of Azerbaijan 

“Agrarian Research Center” public legal 

entity, Research department, Chief 

Specialist of the Unit of Agrarian Market 

Development and Improvement of 

Agribusiness Environment 

Nahid Asadov Food Safety Agency of 

The Republic of 

Azerbaijan 

Chief Adviser of the Import and Export 

Control Division 
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Tural Valiyev  Small and Medium 

Business Development 

Agency of the Republic of 

Azerbaijan 

Head of the Strategy and Corporate 

Development Division of the Secretariat 

Eldaniz Zeynalov Ministry of Economy of the 

Republic of Azerbaijan  

Head of the Public Services Organization 

Sector of the Entrepreneurship 

Development Policy and Regulation Division 

Durdana Aliyeva Ministry of Economy of the 

Republic of Azerbaijan 

Head of Network and Operating Systems 

Management Sector of Electronic 

Management Division 

Hasan Aliyev Ministry of Economy of the 

Republic of Azerbaijan 

Trade Policy and the World Trade 

Organization division, Adviser on Trade 

Policy Sector  

Mahammad 

Hasanov  

Ministry of Economy of the 

Republic of Azerbaijan 

Consultant of the Certification Sector of the 

State Service for Antimonopoly and 

Consumer Market Control 

Mahamad 

Mammadzada 

Ministry of Economy of the 

Republic of Azerbaijan  

State Service for Antimonopoly and 

Consumer Market Control Department of 

Antimonopoly and Advertising Legislation, 

Senior consultant in the field of control over 

antimonopoly law in commodity markets 

Kanan Ibrahimov Ministry of Economy of the 

Republic of Azerbaijan  

Specialist of the Analysis and Monitoring 

Department of the Center for Analysis and 

Coordination of the Fourth Industrial 

Revolution 

Elshad Hasanov Ministry of Economy of the 

Republic of Azerbaijan  

Adviser to the Director of "Consumer Goods 

Expertise Center" LLC 

Ilgaq Gasimli Ministry of Economy of the 

Republic of Azerbaijan  

Division of cooperation with international 

organizations, Consultant of the sector of 

cooperation with international economic 

organizations 

Eugene Seah Baku International Sea 

Trade Port 

Head of Port Operations Department 

Sahil Isayev Baku International Sea 

Trade Port 

Head of IT department 

Eltun Shikarli State Agency for Public 

Service and Social 

Innovations under the 

President of the Republic 

of Azerbaijan 

Senior Consultant, Services and Systems 

Evaluation Sector, Service Design and 

Evaluation Division  
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Annex III. Cross-border paperless trade: a technical readiness checklist: Azerbaijan 

Scope and structure of the checklist 

The Checklist is to assess technical gaps in implementing cross-border paperless trade systems. The Checklist takes into considerations of national issues 

such as implementation of electronic and paperless transactions at national level and Single Window system, pre-requisites for cross-border paperless trade 

data exchange.  

The Checklist is structured in two sections as below: 

Section A - Paperless trade system at the national level 

This section focuses on technical issues related to implementation of electronic trade systems in paperless environment at the national level.  Technical 

issues are grouped into the following categories. 

1. Institutional and governance bodies  

a. Strong political commitment 

b. Coordination 

c. Inter-agencies governance structure 

2. Level of automation 

a. Electronic systems 

b. Single Window System 

3. Information and communication technology (ICT) infrastructure 

a. Network service availability 

b. Common/single network (E-Systems)  

c. Single Window System 

d. Strategic plan for ICT infrastructure issues  

e. Disaster recovery 

f. Business continuity plan 

4. Security 

a. IT security policy 

b. Security measures (E-Systems) 

c. Authentication mechanism 

d. Communication protocol 

5. Business process re-engineering 

a. BPR For paperless trade 

b. Implementation of paperless trade transactions 

6. Data harmonization and standardization 



 

 
 

64 

7. Capacity building 

8. Other matters 

a. Computer literacy 

b. Budget constraints 

Section B – National status towards cross-border data exchange 

This section is aimed at assessing the status of a country or an organization to embark on cross-border paperless trade data exchange projects. 

1. Electronic systems  

2. Single Window System   

3. Business process re-engineering   

4. Data harmonization and standardization  

5. International transit 

6. Awareness program 

7. Other matters 

a. Authorized Economic Operator  

b. Stakeholders and trade community 

c. Government budget  

d. Documents being considered for cross-border data exchange & prioritization 

e. Further information 
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A. Paperless trade system at the national level  

No.  Questions  Elaboration on status/issues/future plan  

Timeline (if 

relevant) for future 

plan 

A1.  Governance bodies92   

One of the critical success factors for implementation of paperless trade systems is strong commitment from the Head of Government, 

without which many projects of this magnitude tend to stall. When top management is committed to spearhead a project, issues of 

financial support and access to other resources may be addressed more readily. Coordination among government agencies and 

between the government and the private sectors is not an easy task but it can be carried out more efficiently and effectively with the 

establishment of an institutional body equipped with a strong governance structure. The institutional set-up provides a venue for 

relevant officials to come together to discuss functionalities and other technical as well as legal matters. By establishing the role and 

responsibilities of each unit/group as well as reporting mechanisms, the governance structure expedites the implementation of 

paperless trade systems.  

A1.1  
Is there a governance structure 

established for paperless trade, 

(e.g. national trade facilitation 

council)?  

 

Presidential Decree on establishment of NTFC is drafted jointly by the State 

Customs Committee and Ministry of Economy and submitted for approval. 

The technical part will be realized by the Center for Analyses of Economic 

Reform and Communication in the framework of Digital Trade Hub project. 

 

 

End of 2021 

A1.2  Does it include all the community 

partners/stakeholders 

(government and private sector)?  

 

It includes Ministry of Economy, Ministry of Internal Affairs, Ministry of 

Foreign Affairs, Ministry of Agriculture, Customs Committee, The Center for 

Analysis of Economic Reforms and Communication, Food Safety Agency, 

State Tax Service under the Ministry of Economy and all partners, 

  

 
92This is an issue of policy nature.  
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stakeholders, including OGAs, railroad & port agencies, transport 

associations, and etc. 

 

A1.3  

Who chairs this governance 

structure?  

 

NTFC will be chaired jointly by The State Customs Committee and The 

Ministry of Economy. 

According to the “Decree of the President of the Republic of Azerbaijan on 

additional measures for strengthening of the position of the Republic of 

Azerbaijan as a Digital Trade Hub and expansion of foreign trade 

operations” 

(https://mincom.gov.az/upload/files/b3b11c098b0d195ece136c7055c61b04.

PDF ) 

the technical part of the project will be implemented by The Center for 

Analysis of Economic Reforms and Communication. DTH – a Public-Private 

Partnership Consortium between the Center for Analysis of Economic 

Reforms and Communications, PASHA Bank, B.EST Solutions and 

AzerTelecom. DTH represents a hub, where the government and private 

sector jointly create an advantageous business environment for digital 

nomads, freelancers, and entrepreneurs. 

 

 

  

A2.  
Level of automation  

It is not feasible for an organization or agency to consider implementing paperless trade systems without the ability to process 

electronic documents, information or data, let alone the subsequent cross-border data exchange.  

https://mincom.gov.az/upload/files/b3b11c098b0d195ece136c7055c61b04.PDF
https://mincom.gov.az/upload/files/b3b11c098b0d195ece136c7055c61b04.PDF
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A2.1  Electronic systems  
  

 
  

A2.1.1  

Has your country implemented 

electronic customs (and other 

services that facilitate customs 

declarations in an electronic 

format)?  

If yes, please answer A2.1.1.1–

A2.1.1.6.   

 

Decree of the President on the application of the "Single window" principle 

for inspection of goods and vehicles crossing the state border of Azerbaijan 

(2008). 

An automated Customs system commenced operation on 1 January 2009 

after the Decree signed by the President to apply the “Single Window” 

principle. This was an important milestone reached to implement the 

principle of a “Single Window” that was congruent with the nation’s “one-

stop shop” principle. Subsequently, border customs procedures were further 

simplified to reduce time and facilitate import and export of goods. 

(President of the Republic of Azerbaijan. “Decree of the President of the 

Republic of Azerbaijan on the application of the "Single window" principle for 

inspection of goods and vehicles crossing the state border of the Republic 

of Azerbaijan,” November 11, 2008. State Customs Committee of the 

Republic of Azerbaijan. https://customs.gov.az/en/faydali/innovativ-

layiheler/bir-pencere/ )  

 

The first version of an automated clearance system was the "Automated 

System of Customs Clearance and Control (GRNAS),” launched in 2008. 

Following an upgrade, a Unified Automated Management System, (UAMS) 

that was operated on the network of the State Customs Committee was 

created in 2009 to automate customs procedures. The system comprises 

number of subsystems that are designed to regulate different areas of 

customs business. Currently UAMS connects customs with 13 OGAs and 

PIAs and with other customs authorities of other countries. Customs 

continuously works on expansion of UAMS. The private sector participants 

have access to the system using their e-Signatures via the electronic 

 

https://customs.gov.az/en/faydali/innovativ-layiheler/bir-pencere/
https://customs.gov.az/en/faydali/innovativ-layiheler/bir-pencere/
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services available in webportals of the government.  

(https://customs.gov.az/en/faydali/innovativ-layiheler/vais/)  

 

The adoption of the “Action Plan to improve the system of control over 

import and export operations” enacted by the Presidential Order from June 

28, 2018 №260 gave an impetus to switch customs operations completely 

to electronic environment.  In the context of question the execution of the 

clauses 1.2. (Exchange of relevant information in electronic form between 

government agencies connected to the "Single Window" system during 

customs clearance) and 2.1. (Providing real-time access to the sub-

information systems on import-export data of the UAMS through the "e-

Government" information system) and the clause 3.2 of the Action Plan 

(Expanding the exchange of information with major foreign trade partners) 

are essential. (http://www.e-qanun.az/framework/39273)  

 

Customs Code (1997) 

The Code was later revised to allow submission of electronic documents 

certified by electronic signature to the Customs. The rules for submission of 

the documents follows the Law on Electronic Signature and Electronic 

Document. The Customs Code also include Articles on protection of 

information where customs authorities must ensure protection of secret and 

confidential information. Illegal use or disclosure of information containing 

state or commercial secret as well as other confidential information by the 

customs officials could entail legal responsibility. (State Customs Committee 

of the Republic of Azerbaijan. “Customs Code of the Republic of 

Azerbaijan,” May 3, 2019. 

https://customs.gov.az/modules/law/lawfolder/11/FILE_B6B3FE-1BD7C5-

78F927-89F67A-4E7411-2AFF72.pdf 

https://customs.gov.az/en/faydali/innovativ-layiheler/vais/
http://www.e-qanun.az/framework/39273
https://customs.gov.az/modules/law/lawfolder/11/FILE_B6B3FE-1BD7C5-78F927-89F67A-4E7411-2AFF72.pdf
https://customs.gov.az/modules/law/lawfolder/11/FILE_B6B3FE-1BD7C5-78F927-89F67A-4E7411-2AFF72.pdf
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Smart Customs is a new application developed by the State Customs 

Committee of the Azerbaijan Republic.  

The main aim of the application is to accelerate and increase the quality of 

the services rendered by the State Customs Committee. The application 

allows users to queue online for border crossings, calculate vehicle customs 

duties, appeal to the Committee, get news and contact the Call Center of the 

State Customs Committee.   

( https://e.customs.gov.az/ ). 

 

A2.1.1.1  
Does it have the capability to 

receive, process and issue 

documents electronically?  

 

The customs UAMS is a nationwide system and have the capacity to 

receive process and issue the documents. It is based on internet 

technologies and all operations within the system are electronic and all the 

documents submitted should be signed by qualified e-signatures.   

 

  

 

A2.1.1.2  

Is it integrated with an electronic 

payment system? 

 

Yes, all E-Systems are integrated to electronic payment systems provided 

both by government and private sector. 

For example: 

- Government Payment Portal; 

- AsanPay; 

- Banking electronic payment services – Customs UAMS; 

- etc. 

 

  

https://customs.gov.az/az/
https://customs.gov.az/az/
https://e.customs.gov.az/
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A2.1.1.3  

Does it have the ability to 

authenticate users electronically? 

 

Yes, all electronic customs have ability to authenticate users electronically 

with qualified e-signature Asan Imza (Mobile ID): 

(https://e.customs.gov.az/auth/login).  

Digital certificates issued by Asan Imza cannot be used without an 

additional PIN code, meeting the three-factor authentication requirements 

of: 

“something you have” (physical SIM card), “something a user is” (biometrics 

and face-to-face meeting), “something you know” (PIN code). 

  

A2.1.1.4  

Does it ensure data/document 

security?  

 

All trade related data and documents are secure through various security 

mechanisms. All operations are approved with qualified e-signature Asan 

Imza (Mobile ID). It is significant to mention that the eIDAS Regulation 

technical standards and requirements was fully implemented in the process 

of issuing and providing Asan Imza (Mobile-ID) solution and service. 

  

  

 

A2.1.1.5  What is the percentage of trade 

covered under this system?  

 

System covers all import, export and transit operations. It is 100% coverage.  

 

  

A2.1.1.6  Are community 

partners/stakeholders connected 

to it electronically? 

 

United Automated Management System of Customs Service of Azerbaijan 

has been integrated to more than 13 agencies, including OGAs, ports, 

warehouses, and other partners. 

  

https://e.customs.gov.az/auth/login
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A2.1.2  Has your country implemented 

electronic port systems (including 

air, sea, road, rail, and inland 

ports)?  

If yes, please answer A2.1.2.1–

A2.1.2.6.  

All related government has electronic systems, but they lack overall 

integration.  

 

  

A2.1.2.1  

Does it have the ability to receive 

process and issue documents 

electronically?  

 

 

 

Following the adoption of the National Information and Communication 

Technologies Strategy for the development of Azerbaijan in 2003, the Law 

on Electronic Signature and Electronic Document was enforced in March 

2004. The Law permits the use of electronic signature and electronic 

document in all settings except in cases indicated in the legislations of 

Azerbaijan. (President of the Republic of Azerbaijan. “Law on Electronic 

Signature and Electronic Document,” March 9, 2004. 

https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.

pdf ). 

 All documents are received and processed electronically by The State 

Customs Committee.  

The Port of Baku has partially implemented the functionality to generate 

internal Port documents involved in the handling of cargo in the PMIS on the 

territory of the Port. 

PMIS also has the functionality to add attachments to various types of 

announcements and visits.  

Exchange of documents in digital format through machine-to-machine 

integration links with various local and foreign stakeholders is envisaged as 

the next step in the improvement of the PMIS in future. 

(https://sustainableworldports.org/project/port-of-baku-port-management-

and-information-system-pmis/ ) 

  

https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
https://sustainableworldports.org/project/port-of-baku-port-management-and-information-system-pmis/
https://sustainableworldports.org/project/port-of-baku-port-management-and-information-system-pmis/
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A2 .1.2.2  

Is it integrated with an electronic 

payment system?  

 

The State Customs Committee fully implemented payment system with 

Government Payment Portal, AsanPay, Banking electronic payment systems 

etc. 

The Port of Baku and Azerbaijan Railways’ payment systems are under the 

development stage.  

 

 

  

A2.1.2.3  Does it have the ability to 

authenticate users electronically?  

 

Yes, https://e.customs.gov.az/auth/login 

The access to online financial services is available with qualified e-signature 

Asan Imza (Mobile ID). 

  

A2.1.2.4  

Does it ensure data/document 

security?  

 

Yes. The access to online financial services is available with qualified e-

signature Asan Imza (Mobile ID). 

To ensure data security following steps have been implemented:  

• Access control  

• Authentication 

• Backups, 

• Resiliency 

 

  

A2.1.2.5  What is the percentage of trade 

covered under these systems?  

 

All cross-border trade operations are covered.  

 

  

https://e.customs.gov.az/auth/login
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A2.1.2.6  

Are community 

partners/stakeholders connected 

to it electronically? 

 

 Yes. The Port of Baku’s PMIS has integration with: 

 

1) Azerbaijan Customs Committee; 

2) Azerbaijan Railways; 

3) Planned integration with the Port of Aktau (Kazakhstan) - To be 

completed; 

4) Planned integration with the Port of Turkmenbashi (Turkmenistan) - To be 

completed; 

5) Direct access provided to several partners - cargo carriers and forwarders. 

Regarding the Azerbaijan Railways it is significant to mention that freight 

forwarders and few customers are connected 

All the clients and 

also customs are 

planned to be 

connected to the 

system in next few 

years   

A2.1.3  

Has your country implemented 

electronic licenses, electronic 

permits and electronic 

certificates? (Please fill out the 

appendix for this question.)  

 

 Yes, all certificates, permits and licenses related to cross-border trade are 

integrated to https://lisenziya.gov.az/ portal.   

Through the portal possible to submit an electronic application in order to 

obtain licenses and permissions for a number of activities. Some of the 

documents that are available through the portal are following: Issuance of the 

certificate of origin for the goods 

(https://lisenziya.gov.az/request/permissions?letter=M ), Issuance of 

permission for transportation of dangerous goods, including transit through 

the territory of the country 

(https://lisenziya.gov.az/request/permissions?letter=T ), Issuance of a 

document confirming the import of machinery, technological equipment and 

facilities by a resident, management organization and operator of industrial 

parks (https://lisenziya.gov.az/request/permissions?letter=S ), Issuance of 

investment promotion document 

(https://lisenziya.gov.az/request/permissions?letter=%C4%B0 ), etc. 

A detailed list of all integrated permits and certificates is listed in the 

Appendix 3 of the Law of the Republic of Azerbaijan on Licenses and 

Permits 

  

https://lisenziya.gov.az/
https://lisenziya.gov.az/request/permissions?letter=M
https://lisenziya.gov.az/request/permissions?letter=T
https://lisenziya.gov.az/request/permissions?letter=S
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https://migration.gov.az/content/pdf/a49c8153426058a3bc7e8e78ce85f395.p

df . 

 

 

 

 

 

A2.1.4  

Has your country implemented 

any cross-border trade systems 

other than those specified above?  

If yes, please answer A2.1.4.1–

A2.1.4.5.  

State Customs Committee has established bilateral cross-border data 

exchange mechanisms with Turkey, Ukraine, Georgia, Russia, Iran and etc.  

The pilot projects on cross-border mutual recognition of electronic signatures 

with Russia and with the EU in one direction have been launched within the 

framework of the DTH. 

The pilot version of the project includes C2G, B2C, B2B, B2G, G2G type of 

services such as e-Apostille, medical records, e-invoices, e-Document 

signing between countries and international businesses, informatization of 

customs processes, e-procurement, calculations on taxes, tax returns and 

etc. 

A detailed information is available at https://dth.az/cross-border-services. 

  

A2.1.4.1  Does it have the ability to receive, 

process and issue documents 

electronically?  

 

 This system ensures the exchange of pre-arrival information for risk analysis 

purposes. 

 

  

https://migration.gov.az/content/pdf/a49c8153426058a3bc7e8e78ce85f395.pdf
https://migration.gov.az/content/pdf/a49c8153426058a3bc7e8e78ce85f395.pdf
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A2.1.4.2  Is it integrated with an electronic 

payment system?  

 

Not relevant. 

 

  

A2.1.4.3  Does it have the capability to 

authenticate users electronically?  

 

 Yes, authentication required via Customs United Automated Management 

System. 

 

  

A2.1.4.4  
Does it ensure data/document 

security?  

Yes, it does through UAMS security management system  

 
  

A2.1.4.5  What is the percentage of trade 

covered under these systems?  

 

Around 20 to 30% of trade covered. 

 

   

A2.1.5  

What is your country’s targeted 

timeline to cover all trade 

transactions through these 

systems (i.e., e-customs, e-port, 

e-certificates, e-licenses, e-

permits and others)?  

 

Currently, licenses for 23 types of activities are issued through the "Licenses 

and Permits" portal.  

It is planned to issue all licenses and permits specified in the Law of the 

Republic of Azerbaijan “On Licenses and Permits” (http://www.e-

qanun.az/framework/32626) through the “Licenses and Permits” portal 

(www.lisenziya.gov.az)  and work is underway in this direction. 

There are no specific timelines documented in any legislation. However, The 

State Customs Committee is working on extending the coverage. The recent 

“eWindow” initiative introduced by SCC envisages the expansion of the 

interlinkages with all the national agencies involved in foreign trade 

operations. Such The expansion also implies to “On Licenses and Permits” 

  

http://www.lisenziya.gov.az/


 

 
 

76 

portal with the aim fully embrace and complete the connection on issued 

permits related to cross-border trade.  

A2.2  

Has a single window system been 

implemented in your country to 

expedite cargo 

movement/clearance and to 

facilitate the international trade 

supply chain?  

If yes, please answer A2.2.1–

A2.2.4. If no, please answer 

A2.2.5.  

Yes. 

Decree of the President on the application of the "Single window" principle for 

inspection of goods and vehicles crossing the state border of Azerbaijan 

(2008). 

An automated Customs system commenced operation on 1 January 2009 

after the Decree signed by the President to apply the “Single Window” 

principle. This was an important milestone reached to implement the 

principle of a “Single Window” that was congruent with the nation’s “one-stop 

shop” principle. Subsequently, border customs procedures were further 

simplified to reduce time and facilitate import and export of goods. (President 

of the Republic of Azerbaijan. “Decree of the President of the Republic of 

Azerbaijan on the application of the "Single window" principle for inspection 

of goods and vehicles crossing the state border of the Republic of 

Azerbaijan,” November 11, 2008. State Customs Committee of the Republic 

of Azerbaijan. https://customs.gov.az/en/faydali/innovativ-layiheler/bir-

pencere/ )   

Single Window of The State Customs Committee system has been operating 

since January 2009. 

The Port of Baku's PMIS has been partially implemented in accordance with 

Single-Window paradigm. The basic principle is that all data is submitted into 

the system only once. Data can be submitted by computer messages or 

directly from the web user interface.               

  

https://customs.gov.az/en/faydali/innovativ-layiheler/bir-pencere/
https://customs.gov.az/en/faydali/innovativ-layiheler/bir-pencere/
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The submitted data can also be changed and corrected. Access to data is 

only for those users, who have appropriate user rights. 

 

A2.2.1  

How does it receive data 

electronically, i.e., what kind of 

user interface and communication 

channel is used (Internet Based 

network or dedicated/secured 

private network)?  

 

Machine-to-Machine Integration / Dedicated – Secured Private Network. 

The current capabilities of the PMIS in terms of machine-to-machine 

integration are described below: 

• Integration with Azerbaijan Customs Committee: PMIS is capable of 

receiving Vehicle Announcements from Customs in the form of electronic 

messages in XML format using a web-service. Electronic messages are 

transmitted by Customs and are converted into Vehicle Announcements in 

Port Community System (PCS) module of the PMIS. Status: Completed 

• Integration with Azerbaijan Railways: PMIS is capable of receiving Wagon 

Announcements and associated Cargo Item Announcements from 

Azerbaijan Railways in the form of electronic messages in JSON format. 

Electronic messages are transmitted by Azerbaijan Railways and are 

converted into Rail Announcements in PCS module of the PMIS. 

Additionally, associated cargo carried by the Wagons is converted into 

respective Cargo Item Announcements (Containerized Cargo and Breakbulk 

cargo). Status: Implemented (Optimization Related Works are In Progress) 

• Integration with Port of Turkmenbashi and Port of Aktau: PMIS is capable of 

transmission as well as receival of electronic messages in XML format using 

a dedicated web-service. Currently, PMIS is able to generate 6 types of XML 

messages on Vessel Announcements; RoRo Cargo; Containerized Cargo; 

General Cargo; Passengers (on board of the vessel) and Crew Members (on 

board of the vessel) and transmit them to other Ports as well as able to 

receive the mentioned 6 types of XML messages and convert them into 

respective Vessel Announcements and associated Cargo Item 
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Announcements based on the nature of cargo carried by the Vessel. Status: 

In Progress 

Moreover, several of the Port of Baku's partners cargo carriers have direct 

access to the PMIS where they are announcing incoming cargo which is then 

checked internally and confirmed upon arrival. 

A2.2.2  

Does it support a paperless 

environment?  

 

Yes, definitely, 99.9% of the documents are exchanged and issued 

electronically at The State Customs Committee and no papers required by 

then. 

In the Port of Baku PMIS has already partially implemented functionalities 

that reduce the need for paper-based documentation. Certain internal 

documents can be generated within the system and certain approvals 

(limited) can be done electronically through the system to allow for various 

processes to commence.   

PMIS has the potential to support paperless environment but additional 

developments are needed. PMIS needs to be integrated with The State 

Customs Committee and Border to support paperless clearance of 

documents by respective institutions. In addition, the current level of 

integration with external stakeholders supports the exchange of only 

operational data but doesn't yet support the exchange of electronic 

documents. Additional modifications are needed. 

 

  

A2.2.3  

How many agencies are 

connected to the single window? 

Please list them.  

 

In total 13 organizations: 

 

The Ministry of Economy, 

The Ministry of Agriculture, 

The Ministry of Emergency Situations, 
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The Ministry of Internal Affairs, 

The Ministry of Labour and Social Protection of Population, 

The Ministry of Health,  

The Ministry of Finance, 

The Ministry of Digital Development and Transport, 

The State Tax Service under the Ministry of Economy, 

The Food Safety Agency, 

The Central Bank, 

The State Sea Administration, 

The Compulsory Insurance Bureau. 

A2.2.4  
Who operates this system?  

 

The State Customs Committee implements the policy making part and The 

Center for Analysis of Economic Reforms and Communication is responsible 

for technical realization of the project.  

  

A2.2.5  

What is your country’s future plan 

and the targeted timeline to 

implement a single window 

system?  

 

The State Customs Committee is planning to develop further and extend the 

coverage of Single Window in Azerbaijan via new e-Windows project.  

The following works are planned for 2022: 

• Diagnose the capabilities of portals and electronic systems currently 

created for foreign trade participants for the effective implementation of 

the "eWindow" system and to make recommendations on the results - 

The diagnostic work is fulfilled jointly with SCC and State Agency for 
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Public Services and Social Innovations under the President of the 

Republic of Azerbaijan. 

• Carrying out national level analysis with the involvement of international 

experts within the projects and preparation of proposals based on the 

conducted analysis - to support Azerbaijan Customs towards the 

implementation of the eWindow, Asian Development Bank will provide 

technical assistance at the initial stage of assessing the requirements for 

the enhancements to the Azerbaijan Customs eWindow initiative. The 

TOR of the project available at 

https://selfservice.adb.org/OA_HTML/OA.jsp?OAFunc=XXCRS_CSRN_

PROFILE_PAGE&selNo=174165  

• Development of a conceptual design of the "e-Window" system based on 

the developed proposals – the works are planned for 2022 after the 

finalization of the above-mentioned assessment. 
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A3.  

Information and communications technology infrastructure for paperless trade  

Good information and communications technology (ICT) infrastructure is an essential element of an efficient paperless trade system. The 

primary function of the network is to serve as a secure channel for information exchange between the participating parties. The lack of 

Internet service could be one of the obstacles to full implementation of a trade facilitation system when the business process is incomplete 

due to missing parties in network connectivity.   

There are various options of network, such as multiprotocol label switching (MLPS),  

Internet protocol (IP), virtual private network (VPN) and secure hypertext transfer protocol (HTTP). Regardless of the choice of options, the 

network should allow connectivity and interoperability between heterogeneous platforms and support various protocols and exchange 

paradigms within a secure operating environment. It is not uncommon that different stakeholders have different levels of computerization 

and systems on different platforms. To ease integration, interfacing and interoperability between these systems, a single window system 

which connects them needs to support interface with heterogeneous systems.  

Putting in place a strategic plan to address ICT infrastructure issues and a disaster recovery plan should be part of a business continuity 

plan. It is essential to ensure the effects of operating disruptions are properly mitigated.  

A3.1  Is network service available at all 

border posts, including ports, 

airports and cargo clearance 

facilities, in your country?  

If not, what is your country’s future 

plan and targeted timeline to 

connect the stakeholders of the 

logistics and supply chain, 

including controlling agencies?  

 

 Yes, The State Customs Committee network services cover all customs border 

checkpoints as well as inland customs offices. 

Also, The Azerbaijan Railways provides network service at each railway border post. 
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A3.2  Are any of the systems mentioned 

in A2.1,  

“Electronic systems”, connected 

via a common or single network?  

If yes, please answer A3.2.1–

A3.2.6.  

 

Yes, The State Customs Committee’s United Automated Management System is 

integrated to the single network system. 

 

  

A3.2.1  
Is it integrated and secure?  

 

 

Yes. The systems mentioned in section A2.1 “Electronic systems” are integrated via a 

common or single network. The communication channel in this network is secure. 

Private and Closed Network, Gateways of Network encryption are implemented 

through Internet Protocol Security (IPSec)-based encryption techniques and 

standards. 

 

 

  

A3.2.2  Is it able to provide a high 

availability rate of minimum 99.9 

per cent in terms of service level 

agreement for trade data 

exchange in a paperless 

environment?  

 

Yes, it is able to provide 99,9% availability for data exchange in paperless environment. 

 

  

A3.2.3  Is it able to support various 

communication protocols?  

 It supports multiple communication protocols, including XML, JSON, TCP-IP, REST.   
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A3.2.4  

Is it able to provide secure 

information exchanges that 

ensure confidentiality and data 

integrity?  

 

Data exchange is totally secured, and confidentiality is ensured.  

The pioneering X-Road platform is an imperative element of the nation’s digital 

infrastructure. The revolutionary technology was made to create an e-government 

information system (EGSIS) and e-government portal along with infrastructure, 

buildings, hardware and software based on the engrained X-Road system and 

adapted to the necessities of the Azerbaijani e-government. All services in the 

governmental portal were integrated with the national eID (based on Mobile-ID). All 

state and private authorities were integrated with the system. 

 

  

A3.2.5  Is it designed to take into account 

future requirements such as 

device and technology upgrades?  

 

Yes. The network of ICT infrastructure is designed with the possibility of device and 

technology upgrade and extension. 

  

A3.2.6  

If any of the above (A3.2.1–

A3.2.5) is lacking, what is your 

country’s future plan to upgrade it 

and what is the targeted timeline? 

 

 

All “Electronic systems” are connected via common or single network, connections is 

secure and there is no lacking point. The government continuously performs the 

improvement of the system.  
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A3.3  

Is the single window system, if 

implemented, interoperable with 

other systems? 

 

Alongside with e-government platform the Digital Trade Hub, recognized by the OECD 

as an outstanding example of innovation that has generated is built on open-source 

X-Road technology, a data exchange layer (DXL) solution that enables organizations: 

The Ministry of Internal Affairs, The Ministry of Economy, The Ministry of Agriculture, 

Customs Committee, The State Tax Service under the Ministry of Economy to 

communicate over the internet and offer online services. Another powerful tool 

introduced within the framework of Digital Trade Hub of Azerbaijan is “Online Single 

Export”. The system for completing the single export application was built on the basis 

of single-window and once-only principles. The resource offers veterinary, 

phytosanitary, origin, food safety and free sales certificates combined with electronic 

customs declarations and applications for export promotion subsidy. 

In the X-Road framework the interoperability includes the following: 

-  Unified security measures - the initial cost of implementing the security measures 

will be amortized across all the state registry connections; 

- Unified API - all applications must be able to access all state registries in a similar 

way; 

- Unified installation and management – all installations should look like same. 

(https://bestsolutions.az/2018/03/12/azerbaijan-has-become-the-first-country-to-

implement-the-prototype-of-estonian-x-road-platform-in-e-government-system/ ) 

 

  

A3.3.1  

  

Is it able to integrate, interface 

and/or interoperate with other 

existing heterogeneous systems 

(i.e., with systems on a different 

platform)?  

 

All state and private authorities are able to integrate with the X-Road system. 

The X-Road is a centrally managed distributed data exchange layer between 

information systems that provides a standardized and secure way to produce and 

consume services. 

  

https://bestsolutions.az/2018/03/12/azerbaijan-has-become-the-first-country-to-implement-the-prototype-of-estonian-x-road-platform-in-e-government-system/
https://bestsolutions.az/2018/03/12/azerbaijan-has-become-the-first-country-to-implement-the-prototype-of-estonian-x-road-platform-in-e-government-system/
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The X-Road system implements a set of standard features to support and facilitate 

data exchange and ensures confidentiality, integrity, and interoperability between data 

exchange parties: 

• address management; 

• message routing; 

• access rights management; 

• organization-level authentication; 

• machine-level authentication; 

• transport-level encryption; 

• time-stamping; 

• digital signature of messages; 

• logging; 

• error handling. 

 

 

A 3.3.2  
If it does support (i.e., is 

interoperable with) 

heterogeneous systems, what is 

the method of 

integration/interfacing?  

 

 Clarified REST interface section; 

 

Simple object Access Protocol (SOAP) and Representational state transfer (REST). 

SOAP- lightweight protocol intended for exchanging structured information in a 

decentralized, distributed environment. SOAP uses XML technologies to define an 

extensible messaging framework, which provides a message construct that can be 

exchanged over a variety of underlying protocols. The framework has been designed 

  

https://cio-wiki.org/wiki/Framework
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to be independent of any particular programming model and other implementation 

specific semantics. 

Representational state transfer (REST) is a software architectural style that was 

created to guide the design and development of the architecture for the World Wide 

Web. REST defines a set of constraints for how the architecture of an Internet-scale 

distributed hypermedia system, such as the Web, should behave. The REST 

architectural style emphasizes the scalability of interactions between components, 

uniform interfaces, independent deployment of components, and the creation of 

a layered architecture to facilitate caching components to reduce user-

perceived latency, enforce security, and encapsulate legacy systems. 

 

A3.4  

Strategic plan to address ICT 

infrastructure issues   

 

 Under Decree No.718 of the President of the Republic of Azerbaijan dated June 3, 

2019 on the creation of the Government Cloud (G-Cloud) and measures in the field of 

providing cloud services, the implementation of the Government Cloud project will 

ensure the operation of state information systems, the deployment of their infrastructure 

and the formation of standards  and also reduce the cost of creating and storing 

information systems in public administration and the formation of a centralized 

infrastructure for government agencies. Thus, it will make it possible to optimize the 

costs necessary for government agencies for information technologies, create and 

provide electronic services, and ensure the organization of information systems in a 

high-quality, stable and secure infrastructure based on up-to-date standards. 

 

As mentioned in Decree No.718, measures will be taken to comprehensively protect the 

cloud infrastructure in order to ensure the physical security and cybersecurity of the 

Government Cloud, together with the Special State Security Service of the Republic of 

Azerbaijan. 

 

New data centers to be based on modern world standards for cloud services will be brought 

into compliance with the international certification TIER III from Uptime Institute, 

  

https://cio-wiki.org/wiki/Model
https://en.wikipedia.org/wiki/Software_architecture#Architectural_styles_and_patterns
https://en.wikipedia.org/wiki/World_Wide_Web
https://en.wikipedia.org/wiki/World_Wide_Web
https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/Hypermedia
https://en.wikipedia.org/wiki/Scalability
https://en.wikipedia.org/wiki/Interface_(computing)
https://en.wikipedia.org/wiki/Component-based_software_engineering
https://en.wikipedia.org/wiki/Abstraction_layer
https://en.wikipedia.org/wiki/Cache_(computing)
https://en.wikipedia.org/wiki/Latency_(engineering)
https://en.wikipedia.org/wiki/Computer_security
https://en.wikipedia.org/wiki/Legacy_systems
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standards for the provision and management of IT services ISO-20000 and information 

security ISO 27001. Also, the equipment used in data centers will be managed on the 

principle of N +. This, in turn, means the use of second backup equipment in order to 

ensure continuity of service in case of any preventive work on the equipment or the 

occurrence of a technical malfunction. Thus, correct and reliable management of 

information technologies in all cases will provide a 99.982% of stability level for the safe 

execution of this process. 

https://gcloud.azcloud.az/  

https://azcloud.az/en  

 

 

A3.4.1  

Does your country have a 

strategic plan to address ICT 

infrastructure issues (for 

paperless trade)?  

 

Presidential Decree on the Approval of Strategic Roadmap for the Development of 

Telecommunications and Information Technologies dated 6 December, 2016; 

Presidential Decree on the approval of Azerbaijan 2030: National Priorities for Socio-

economic Development, dated 2 February, 2021; 

According to the “Decree of the President of the Republic of Azerbaijan on facilitation 

of management in the field of digital transformation” https://president.az/articles/51299 

The State Digital Transformation plan is under development. 

 

  

A.3.4.2  If not, what is your country’s future 

plan and targeted timeline to 

establish a strategic plan?  

 

Not relevant. 

 

  

A3.5  Disaster recovery       

https://gcloud.azcloud.az/
https://azcloud.az/en
https://president.az/articles/51299
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A3.5.1  

Is there a policy for the 

establishment of a disaster 

recovery plan at the agency 

level? 

 

Each organization possesses own separate disaster recovery plan. The level of 

implementation differs from each other and depends on internal affairs of each 

organization. 

For example, The State Tax Service under the Ministry of Economy prepared their 

own disaster recovery plan which is regulated with internal procedures.  

Parallelly according to the Decree No.718 of the President of the Republic of 

Azerbaijan dated June 3, 2019 on the creation of the Government Cloud (G-Cloud) 

and measures in the field of providing cloud services, the implementation of the 

Government Cloud project will ensure the operation of state information systems, the 

deployment of their infrastructure and the formation of standards  and also reduce the 

cost of creating and storing information systems in public administration and the 

formation of a centralized infrastructure for government agencies. 

  

A3.5.1.

1  

If yes, please indicate the level 

of implementation for the 

disaster recovery plan (specify 

percentage of agencies).  

 

   

A3.5.2  Is there a policy for the 

establishment of a disaster 

recovery plan at the national 

level? 

 

Not exist.   

A3.5.2.

1  
If yes, please indicate whether 

the disaster recovery plan is 

implemented at the national level.  

Not exist.   
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A3.5.3  If there is no policy for the 

establishment of a disaster 

recovery plan, what is your 

country’s future plan and targeted 

timeline to set up a disaster 

recovery plan? 

 

 There is ongoing work on the formalising of the plan. 

 

  

A3.6  Does your country have a 

business continuity plan for 

paperless trade systems?  

 

No business continuity plan for paperless trade systems is planned for now.   

A3.6.1  If yes, is it regularly tested at an 

established frequency?  

 

Tests are conducted regularly. 

 

  

A3.6.2  If not, what is your country’s 

future plan and targeted timeline 

to develop a business continuity 

plan?  

 

 There is ongoing work on the formalising of the plan. 
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A4.  Security  

The confidence of users to replace paper-based document with electronic information or data depends to an extent on the security of the 

information technology system that manages electronic data.  

A4.1  Is there an information technology 

security policy for your country?  

If yes, please specify.  

Law of the Republic of Azerbaijan “On Information, informatization and protection of 

information”  

(http://www.e-qanun.az/framework/3525). 

  

A4.2  

If any of the systems mentioned in 

A2.1, “Electronic systems”, have 

been implemented, what kind of 

security measures are in place to 

protect them from unauthorized 

access?  

 

- Firewalls. While operating firewalls often involves adding and editing rules and 

reviewing logs, there are other tasks that are important, too. For example, review the 

firewall configuration change log to see which configuration settings have been 

changed recently. 

- Intrusion detection and prevention systems. You need to routinely evaluate the 

effectiveness of your IDS and IPS systems. You also need to review and fine-tune the 

alerting functionality. If too many alerts are sent (especially false positive or false 

negatives), administrators will often ignore or be slow to respond to alerts, causing 

response to a real incident alert to be delayed. 

- Whitelisting and blacklisting. Whitelisting is the process of marking applications as 

allowed, while blacklisting is the process of marking applications as disallowed. 

Whitelisting and blacklisting can be automated. It is common to whitelist all the 

applications included on a corporate computer image and disallow all others. 

- Security services provided by third parties. Some vendors offer security services 

that ingest the security-related logs from your entire environment and handle detection 

and response using artificial intelligence or a large network operations center. Other 

services perform assessments, audits or forensics. Finally, there are third-party 

security services that offer code review, remediation or reporting. 

- Sandboxing. Sandboxing is the act of totally segmenting an environment or a 

computer from your production networks and computers; for example, a company 
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might have a non-production environment on a physically separate network and 

internet connection. Sandboxes help minimize damage to a production network. 

Because computers and devices in a sandbox aren’t managed in the same way as 

production computers, they are often more vulnerable to attacks and malware. By 

segmenting them, you reduce the risk of those computers infecting your production 

computers. Sandboxes are also often used for honeypots and honeynets, as 

explained in the next bullet. 

- Honeypots and honeynets. A honeypot or a honeynet is a computer or network 

purposely deployed to lure would-be attackers and record their actions. The goal is to 

understand their methods and use that knowledge to design more secure computers 

and networks. There are important and accepted uses; for example, an anti-virus 

software company might use honeypots to validate and strengthen their anti-virus and 

anti-malware software. 

However, honeypots and honeynets have been called unethical because of their 

similarities to entrapment. While many security-conscious organizations stay away 

from running their own honeypots and honeynets, they can still take advantage of the 

information gained from other companies that use them. 

- Anti-malware. Anti-malware is a broad term that often includes anti-virus, anti-spam 

and anti-malware (with malware being any other code, app or service created to 

cause harm). You should deploy anti-malware to every possible device, including 

servers, client computers, tablets and smartphones, and be vigilant about product and 

definition updates. 

- Compliance with the standard ISO 27001 information security management 

system. All the processes are implemented in according with the ISO 27001.  
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A4.3  

What kind of authentication 

mechanism is used to ensure 

security of information transmitted 

electronically?  

 

Has been used Asan Imza (Mobile ID).  

The Asan İmza (Mobile ID) is the mobile identity with which you can confirm your 

identity when accessing e-services and give digital signatures. The Asan İmza 

(Mobile ID) enables to execute all available e-activities. An Asan İmza (Mobile ID) is 

essentially the SIM-card of your mobile phone connected to certificates, which 

constitute a document equal to a physical ID-card in the electronic environment. 

With the Asan İmza (Mobile ID), you are able to prove your identity and digitally sign 

documents. 

 

FEATURES 

• Equivalent to a Passport and to the hand-written signature 

Mobile-ID works like a physical identification method in the real world, such as a 

passport or ID card. It can be used to access e-services and confirm transactions or 

to sign e-documents. 

• No Internet Required 

Because mobile-ID (SIM based) does not need an internet connection, it allows the 

building of e-services appropriate for everyone. It can do this with either feature 

phones or smartphones. This makes it perfect for developing regions and rural 

areas. 

• Accessible to All 

With a mobile device in almost everybody’s pocket, it makes sense to use that to 

your advantage. Users do not need device upgrades or application downloads and 

require no card reader. 

• Simplicity for Users 
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Regardless of the e-channel used (internet, USSD, SMS or a call centre), the 

service is always simple for the end-user. Authentication and transactions are 

carried out with 4 or 5-digit PIN numbers. 

• Inclusive 

Opening the door to e-services provides an equal opportunity for everyone to be a 

part of modern society. This prevents a digital divide from developing. 

• Fully Compliant with Legislation (KYC, AML, and KYB) 

For trustworthy transactions to happen, all parties must be verified. mobile-ID is the 

cornerstone of all legal e-interaction between people, businesses, and the state. 

• Trusted security 

Proven technology is used in order to provide the highest level of assurance, 

including KYC procedures. An identity is embedded on a SIM card, which has been 

used in mobile phones for over 30 years. The highest level of security is achieved 

with elliptical curve cryptography and PKI. 

 

More than 1000 e-Services have been integrated with Asan Imza. 

 

The eIDAS Regulation technical standards and requirements was fully 

implemented in the process of issuing and providing Asan Imza (Mobile-ID) solution 

and service.  

 

In the framework of the Digital Trade Hub Azerbaijan has started to prepare the 

agenda for implementing eIDAS article 14 implementations on cross-border mutual 

recognition of e-Signatures. Taking into consideration of the latest changes in eIDAS 



 

 
 

94 

regulation we are waiting for the last amendments into eIDAS and cross-border 

schemas. 

 

Organisation for Economic Cooperation and Development (OECD) “National digital 

Identity and legally binding e-signatures based on Mobile-ID technology branded 

‘Asan Imza’ from the Republic of Azerbaijan.” https://oecd-

opsi.org/innovations/national-digital-identity-and-legally-binding-e-signatures-based-

on-mobile-id-technology-branded-asan-imza-from-the-republic-of-azerbaijan/ ) 

 

qualified electronic signature is defined as an advanced electronic signature that is 

created by a qualified electronic signature creation device and is based on a qualified 

certificate for electronic signatures. 

In Azerbaijan only the qualified electronic signatures have the equivalent legal effect 

of hand-written signatures. 

A4.4  

What kind of communication 

protocol is used for electronic data 

exchange currently?  

 

Centrally managed distributed data exchange layer between information systems that 

provides a standardized and secure way to produce and consume services. 

 

Our secure data exchange layer implements a set of standard features to support and 

facilitate data exchange and ensures confidentiality, integrity, and interoperability 

between data exchange parties: 

 

1. address management 

2. message routing 

3. access rights management 

  

https://oecd-opsi.org/innovations/national-digital-identity-and-legally-binding-e-signatures-based-on-mobile-id-technology-branded-asan-imza-from-the-republic-of-azerbaijan/
https://oecd-opsi.org/innovations/national-digital-identity-and-legally-binding-e-signatures-based-on-mobile-id-technology-branded-asan-imza-from-the-republic-of-azerbaijan/
https://oecd-opsi.org/innovations/national-digital-identity-and-legally-binding-e-signatures-based-on-mobile-id-technology-branded-asan-imza-from-the-republic-of-azerbaijan/
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4. organization-level authentication 

5. machine-level authentication 

6. transport-level encryption 

7. time-stamping 

8. digital signature of messages 

9. logging 

10. error handling 

A4.5  What is your country’s future plan 

and targeted timeline to enhance 

the security level in A4.1 and 

A4.2?  

 

 Future plan for enhancing security level will be defined in the Decree of the President 

of the Republic of Azerbaijan on facilitation of management in the field of digital 

transformation  

(https://president.az/articles/51299 ). 

  

A5.  
Business process re-engineering  

Failure to review and re-engineer a manual procedure/process in the development of an electronic system will often lead to inefficiency of 

the system. It will jeopardize integration/interfacing with other systems if business processes across the board are not streamlined to ensure 

the seamless flow of information. Implementation of an electronic system often begins with parallel processing of paper documents, but 

the ultimate goal is to discontinue the usage of paper documents.   

A5.1  Have the stakeholders in your 

country conducted re-engineering 

and streamlining of business 

processes to support paperless 

trade or a national single window: 

Customs Service carried out overall business process analysis and reengineering 

when developing UAMS. Some of the reforms that have been carried out on the basis 

of BPR are the: legislative reforms and adoption of the new Customs Code in 2012, 

customs Single window, introduction of the Trusted Trader programme - “Green 

Corridor” gating system, Smart Customs application for e-commerce, etc. 

  

https://president.az/articles/51299
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A5.1.1  

   At the agency level?  

   (Please list them.)  

 

-The State Customs Committee 

-The Port of Baku 

-Banks  

 

  

A5.1.2  
   At the national level? 

 

There is no conducted re-engineering and streamlining of business processes at the 

national level. 

 

  

A5.2  Has your country implemented any 

paperless trade transactions? 

 

Yes, The State Customs Committee exchanges trade related data with Georgia, 

Ukraine, Turkey, Uzbekistan, Iran and Russia. 

 

  

A5.2.1  If yes, what kind of transactions 

have been implemented, and 

what type of electronic documents 

are exchanged? 

 

 Export and transit declarations data.  

 

  

A5.2.2  If not, what is your country’s 

future plan and targeted timeline 

At the moment The State Customs Committee is planning to set up electronic 

exchange mechanism for certificates of origin with Russian Federation. It is planned to 

finalize such connection in 2022.  
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to do away with paper-based 

documents? 

 

 

A6.  Data harmonization and standardization  

Data compatibility is one of the main issues that needs to be addressed in various connectivity projects in and around the region. Thus, if 

data harmonization and standardization can be carried out as early as possible, seamless data exchange will be achieved without 

compatibility issues especially if it is based on international standards.  

A6.1  Has data harmonization and 

standardization been conducted 

for the data elements for 

paperless trade:  

   

A6.1.1  
At the agency level? 

 

According to the article 18 and 16 of the “Law of the Azerbaijan Republic about 

personal data” (http://www.e-qanun.az/framework/19675) personal identification 

numbers (FIN) are used to ensure the information coordination of the same object in 

different information systems, by being allocated in the personal data section of the 

national information space, and also to prevent duplication in this field. 

  

A6.1.2  

   

 At the national level? 

 

 Data harmonization and standardization at the national level will be conducted in the 

State Digital Transformation plan, which will be prepared in according to the “Decree 

of the President of the Republic of Azerbaijan on facilitation of management in the 

field of digital transformation” (https://president.az/articles/51299 ). 

 

  

http://www.e-qanun.az/framework/19675
https://president.az/articles/51299
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A6.1.3  If yes, has a data model been 

adopted and is it based on 

international 

standards/guidelines such as the 

United Nations Rules for  

Electronic Data Interchange for  

Administration, Commerce and 

Transport,   

United Nations Code for Trade 

and Transport Locations, Core 

Component Technical 

Specification, core component 

library and/or the World Customs  

Organization Data Model? 

 

Yes, has been adopted with the following international standards:  

- The State Customs Committee is using WCO Data Model  

(http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-

and-tools/tools/data-model/dm_technicalbrochure_en.pdf ). 

- The United Nations Convention on the Use of Electronic Communications in 

International Contracts 

(https://president.az/articles/22892). 

- The Convention for the Protection of Individuals with Regard to Automatic 

Processing of Personal Data (http://www.e-qanun.az/framework/18625). 

- "Rules of formation, maintenance, integration and archiving of state information 

resources and systems" (http://www.e-qanun.az/framework/40020). 

 

 

  

A7.  Capacity-building  

Capacity-building is an ongoing activity in most projects but is important particularly at the outset to ensure stakeholders have a common 

understanding of the project and their respective roles and responsibilities to make it a success.  

A7.1  Has your country conducted any 

awareness programme and/or 

workshop to ensure the 

stakeholders, including 

government agencies and 

traders, have a common 

understanding on paperless 

trade as well as their respective 

 Though not at the country level with the participation of all stakeholders, still customs 

service organized many  

workshops on paperless systems. 

A number of capacity building activities have been organized at the country level by 

customs together with OGAs/PIAs involved in cross-border trade operations. 

  

http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/tools/data-model/dm_technicalbrochure_en.pdf
http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/tools/data-model/dm_technicalbrochure_en.pdf
https://president.az/articles/22892
http://www.e-qanun.az/framework/18625
http://www.e-qanun.az/framework/40020
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roles to help realize cross-border 

paperless trade data exchange? 

 

(https://azranking.az/en/article/serhedde-ticaretin-aparilmasi-gorulen-islere-dair-

metbuat-konfransi-kecirildi) 

A7.2  Do the stakeholders of cross-

border trade in your country fully 

understand the single window 

approach? 

 

Yes, they do. 

  

  

A7.3  

Has your country conducted any 

awareness programme or 

workshop on single window? 

 

The State Customs Committee benefited through WCO Single Window support 

initiatives including expert level trainings, workshops and etc. in Azerbaijan and 

abroad. In addition, Customs in in constant exchange of best practices with other 

customs services under various cooperation platforms like UNECE, ADB, ECO, 

BSEC, CAREC program and etc.  

 

  

A7.4  What is your country’s future 

plan and timeline to enhance 

capacity-building for cross-

border paperless trade data 

exchange? 

Currently there is work on NTFC in the framework of this community we will promote 

plan for enhance capacity-building for cross-border paperless trade data exchange. 

Alongside with above mentioned there is a prospect for becoming a member of 

International X-Road Community. 

 

  

A8.  Other matters    
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A8.1  Computer literacy      

A8.1.1  What is the level of computer 

literacy in the trading community 

in your country as a whole to 

support electronic transactions?  

(70–100%=high,  20–

69%=medium,  0– 

19%=low) 

 

The level of computer literacy in the trading community is 70-100 % in Azerbaijan 

Republic.  

Also, is it important to note that customs and taxes declaration are submitted 

electronically, the level of computer literacy is above average. 

 

  

A8.1.2  Are they ready to accept changes 

arising from re-engineered 

business processes in 

implementing paperless trade 

systems? 

 

Yes, they are very interested and eager for changes. The level of readiness will vary 

among traders. 

 

  

A8.2  Budget constraints      

A8.2.1  Does your country encounter 

budget constraints in 

implementing paperless trade 

systems? 

 

Customs Service has no budgetary constraints for the development and 

implementation of paperless trade systems. Despite the high level of technical 

readiness in a country level, the level of the ICT development varies across state 

agencies. One of the reasons affecting to this is the shortage of funding.  
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A8.2.2  If yes, what is your country’s 

future plan to overcome this 

financial constraint and what is 

the targeted timeline? 
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B. National status towards cross-border data exchange 

No.  Questions  
Elaboration on status/issues/future  

plan  

Timeline (if 

relevant) for 

future plan  

Ideally, all stakeholders of cross-border trade should be on board the cross-border data exchange project to bring forth full benefits. In this respect, 

it is important that their information technology systems support cross-border data exchange. A single window system is meant to connect systems 

of the stakeholders via a single point of connectivity providing more efficient integration/interfacing. Likewise, a national single window, which acts as 

the national single point of connectivity, will ease integration/interfacing for cross-border data exchange with dialogue partners.  

B1.  Electronic systems   

B1.1  If any of the systems mentioned 

in A2.1,    

“Electronic systems” have been 

implemented, what percentage 

support cross-border data 

exchange? 

 

UAMS supports all import, export and transit operations. 

 

 

B2.  Single window system  

B2.1  If a single window system 

mentioned in A2.2 has been 

implemented, does it support 

cross-border data exchange? 

Single Window system is integrated to UAMS of Customs under which all data 

exchange is carried out with foreign partners as well. 

 

  



 

 
 

103 

 

 

B2.2  If yes, does it function as the 

national single window, which 

acts as the national single point 

of connectivity for any cross-

border data exchange with other 

dialogue partners?  

  

 It is Customs operated national single window involving many other agencies. 

Nevertheless, it needs further extension and development. 

 

  

When business process re-engineering is done on domestic procedures/processes for paperless transactions at the national level, it has to take into 

consideration requirements for cross-border data exchange whereby paper documents will not be exchanged across borders.  

B3.  Business process re-engineering  

B3.1  If your country has implemented 

paperless transactions at the 

national level, as mentioned in 

A5.2, has re-engineering and 

streamlining of business 

processes been conducted to 

support cross-border data 

exchange? 

Yes, re-engineering has been and is continuing to be constant, regular process. 

However, for cross-border data exchange more actions will need to be taken.  
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B3.2  If not, what is your country’s 

future plan and targeted timeline 

to develop a regional business 

process for cross-border data 

exchange?  

 

 

  

 

  

If data harmonization and standardization is done based on international standards which are adopted by most organizations or  countries in the 

region, it will minimize changes in the national system process and database structure when implementing cross-border data exchange electronically.  

B4.  Data harmonization and standardization  

B4.1  Has data harmonization and 

standardization been conducted 

based on international 

standards/guidelines, such as 

the United Nations Rules for 

Electronic Data Interchange for 

Administration, Commerce and 

Transport, United Nations Code 

for Trade and Transport 

Locations, single window 

recommendation of the United 

Nations Centre for Trade 

Facilitation and Electronic 

Business, to support cross-

border paperless trade data 

exchange?  

The State Customs Committee has applied WCO instruments on Single Window, 

such as Single Window Data Harmonization Guidelines as well as Recommendation 

33 as developed by the United Nations Centre for Trade Facilitation and Electronic 

Business (UNCEFACT). 

The United Nations Convention on the Use of Electronic Communications in 

International Contracts is indicated in the following links 

https://president.az/articles/22892 . 

 

 

  

https://president.az/articles/22892
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B4.2  If not, what is your country’s 

future plan and targeted timeline 

to minimize changes in your 

system process and database 

structure for cross-border data 

exchange electronically?  

  

 

  

B5.  

International transit  

The issues transit traders face under the current international transit procedure in many countries in the region include the following:  

(a) Repetitive submission of a customs transit declaration at entry to every country of transit;   

(b) A security document needs to be registered at every country of transit.  

To address the above issues, the following could be considered:  

(a) A single customs transit declaration to be valid for the whole transit route: data and information of the customs transit declaration 

could be submitted and approved at the country of departure and shared across borders with the countries of transit and the country of 

destination.  

(b) A single guarantee to be valid for the whole transit route: relevant data/information of the guarantee could be registered at the 

country of departure and shared across borders with countries of transit and the country of destination.   

If single stop inspection is done by all controlling agencies in the exporting country and data of the inspection results are shared with the 

importing country, it will definitely expedite cargo clearance.  

B5.1  
Has the country implemented a 

paperless customs declaration 

for national transit procedures 

Transit declarations are 100% online.  
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(inbound transit, outbound 

transit, inland transit)?  

 

B5.2  Has the country implemented a 

paperless customs declaration 

for international transit?  

 

 For international transit operations, The State Customs Committee is running 

project to join EU NCTS system as well as is planning to apply eTIR project. In 

addition, Customs Service is already benefiting from IRU EPD system  

 

  

B5.2.1  

  

If yes, is the customs regime in 

your country able to support the 

implementation of a single 

customs transit declaration and 

single guarantee valid for the 

international transit route taking 

into consideration the following:  

(i) To agree on a guarantee 

registered at the country of 

departure, covering the highest 

duty amount calculated based on 

the duty rate of each country in 

the transit route, to be valid and 

accepted throughout the transit 

route?  

(ii) To agree on a 

regional/subregional format and 

content of the single guarantee?  

There is project going on financed by ADB on the development of single guarantee 

mechanism plus EU NCTS system single national guarantee mechanism will be 

insured  

valid for international transit. 
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B5.2.2  

  

If not, what is your country’s 

future plan and targeted timeline 

to address this issue?  

 

The State Customs Committee is planning to develop first of all national guarantee 

mechanism for transit operations and to make it operable under EU NCTS system. 

 

  

B5.3  

Has your country implemented a 

one-stop inspection system by 

all controlling agencies at the 

borders at the time of 

exit/export?  

 

Under the "State Program on development of the customs system of the Azerbaijan 

Republic for 2007 to 2011." on 11 November 2008, the President of the Republic of 

Azerbaijan signed the "Decree on the application of the principle of" single window 

"for inspecting the goods and vehicles transported across the border checkpoints of 

the Azerbaijan Republic". Thus, from January 1, 2009 in Azerbaijan in the clearance 

of goods and cargoes at the customs border the "single window" system was 

implemented. Above mentioned Decree gave to Azerbaijani customs to perform 

inspections on all the goods crossing the border, including veterinary, phytosanitary, 

sanitary and other certificates (certificates) for goods, and veterinary, phytosanitary 

and carry out sanitary control of these goods as well. 

  

B5.3.1  If yes, are the inspection results 

shared with the importing 

country?  

 

The State Customs Committee signed protocol on the recognition of customs control 

results with Russian Federation regarding certain commodities.  

 

  

B5.4  If not, is there any intention to 

implement a single-stop 

inspection and what is the 

timeline?  
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B6.  
Awareness programme  

Awareness programmes are important for stakeholders to understand how cross-border data exchange could be carried out to reduce 

their anxiety and prepare them to address any issues that may arise.   

If a country lacks the expertise to carry out business process analysis, data harmonization and simplification, system development, project 

management, etc., it may look for technical assistance from external parties.  

B6.1  Does your country have an 

awareness programme (for 

example, capacity-building, 

training, workshops) for 

stakeholders to have a better 

understanding of the following 

issues?  

In order to increase the knowledge and capacity of SMEs the trainings on different 

subjects (Import and export operations, the requirements of legislation, foreign trade, 

etc) are regularly held in SME Development centers of SME Agency. 

  

B6.1.1  
How could cross-border data 

exchange be implemented?  

 

The Center for Analysis of Economic Reforms and Communication has implemented 

a number of trainings and meetings with embassies in regards with the data 

exchange and cross-border data. 

 

  

B6.1.2  

Potential business transactions 

and documents for cross-border 

data exchange?  

 

  

The pilot version of the project includes services such as e-Apostille, medical records, 

e-invoices, e-Document signing between countries and international businesses, 

informatization of customs processes, e-procurement, calculations on taxes, tax 

returns and etc. 

A detailed information is available at https://dth.az/cross-border-services. 
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B6.1.3  Methods of identifying inhibitors 

that need to be addressed.  

 

 The following methods are used: 

- Questionaries,  

- Pre-assessment surveys etc. 

  

B6.2  If your country has not conducted 

any awareness and capacity-

building programmes  

    

 related to B6.1.1–B6.1.3, what is 

your country’s future plan and 

targeted timeline to conduct an 

awareness programme?  

 

Additional to existing awareness program The Ministry of Economy and The State 

Customs Committee are planning to develop and promote unified approach under 

NTFC mechanism in future. 

 

 

B6.3  Does your country have the 

capacity to carry out the 

following: (a) business process 

analysis; (b) data harmonization 

and simplification; (c) system 

development; and (d) project 

management?  

 

 Yes, it certainly does.  

Capacity is delivered by The State Customs Committee and WCO, UNESCAP tools 

and instruments. 
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B7.  
Other matters  

Some countries which are ready for cross-border data exchange may not be willing to participate in a pilot project. One of the reasons is 

a lack of trust in the economic operators of their dialogue partners. If your economic operators are able to comply with the authorized 

economic operator scheme and are mutually recognized by their dialogue partners, it will expedite cross-border data exchange.  

B7.1  

Authorized Economic Operator 

(AEO)   

 

Due to incomplete legislative framework the AEO programme is not operational in 

Azerbaijan. SCC works on amendments to Customs Code and other supporting 

normative acts in order to bring the legislative framework in line with the WCO 

standards.  

  

B7.1.1  In general, what is the level of 

compliance of traders in your 

country (high, medium or low)?  

 

The level of compliance of traders is medium. 

 

  

B7.1.2  
Has the authorized economic 

operator scheme been 

implemented in your country? 

 

The State Customs Committee has implemented the customs compliance 

programme which is called “Green Corridor” gating system. 

(https://customs.gov.az/en/sahibkarlar-ucun/green-corridor/) 

http://www.e-qanun.az/framework/26551 

 

  

B7.1.2.1  
 If yes, how extensive is the 

implementation in terms of the 

percentage of economic 

operators registered for the 

scheme? 

At the imports side, around 41% of trade turnover in terms of value covered by 

Green Corridor program. At the exports side, this figure is around 27%. 

The participants of the “Green Corridor” account for 41% of import and 33% of 

export operations of the total volume of foreign trade turnover. The introduction of 

this gating system in the country is one of the important steps in the field of 

stimulating the export of agricultural products. The share of participants in the 

  

http://www.e-qanun.az/framework/26551
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 "Green Corridor" gating system in the export of agricultural products is 55%. It 

should be also noted that the share of participants in the "Green Corridor" gating 

system in the export of non-oil products is 50%. 

B7.1.3  Is your country ready to sign any 

mutual recognition agreements 

for authorized economic 

operators with dialogue 

partners? 

 

Azerbaijan is basically interested to sign MRAs on AEO after starts implementing 

AEO system.  

  

  

In the preparatory stage, it is useful to assess the readiness of stakeholders to accept changes arising from cross-border data exchange and the 

availability of funds for any potential cross-border paperless trade project.  

B7.2  Are the stakeholders and the 

trade community ready to accept 

changes arising from the re-

engineered processes towards 

cross-border data exchange?   

• Regulatory agencies  

• Agents/customs brokers  

• Traders  

• Port community  

• Financial institutions  

• Other (please specify)  

 Regulatory agencies, financial institutions and port community are very much 

interested and ready to accept possible changes. The State Customs Committee 

brokers and traders vary in principle, most of them having all the resources to adjust 

to changes.   

 

  



 

 
 

112 

B7.3  Has your country’s government 

budget provisioned for the 

transition to cross-border 

paperless trade data exchange? 

 

There is no specific budget item. Nevertheless, all cross-border paperless trade data 

exchange projects can be financed via trade facilitation schemes or PPP 

mechanisms.  

 

  

B7.3.1  

If not, what is your targeted 

timeline? 

 

   

Sharing information on a country’s preferences on the prioritized documents for cross-border data exchange can help identify potential participants 

having the same or similar preferences to work together on pilot projects.  

B7.4 

Is your country considering cross-

border data exchange for any of 

the documents and related 

processes? (Y=Yes, N=No. 

Please select the top five 

prioritized documents)  

(i) Seaway bill  

(ii) (Advance) Manifest  

(iii) Customs transit declaration  

(iv) Transit bond  

(v) Phytosanitary certificate  

(vi) Sanitary certificate  

Certificate of origin (preferential) - Y 

 

Certificate of origin (non-preferential) – Y 

 

Phytosanitary certificate – Y 

 

Customs transit declaration – Y 

 

Sanitary certificate – Y 
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(vii) Fumigation certificate  

(viii) Convention on International 

Trade in Endangered 

Species of Wild Fauna and 

Flora certificate  

(ix) Certificate of origin 

(preferential)  

(x) Certificate of origin (non-

preferential) (xi) 

 Pharmaceutical certificate  

(xii) National  standard 

 and  quality certificate  

          International 

 Organization  for 

(xiii) Standardization  (ISO) 

 and  other international 

standards and quality 

certificates  

(xiv) Certificate for medical 

devices  

(xv) Certificate of electrical and 

electronic components, 

equipment and products  

(xvi) Dangerous Goods List   

(xvii) Material safety data sheet  

Dangerous Goods List already exchanged with diplomatic channels – Y 

 

International  Organization for Standardization  (ISO) and other international 

standards and quality certificates – Y 

 

Invoice - Y 
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(xviii) Letter of credit  

(xix) Bill of lading  

(xx) Invoice   

(xxi) Packing list  

(xxii) Import permit  

(xxiii) Others (please specify)  

For each of the five prioritized 

documents identified in B7.4, 

please provide/specify further 

information on the following: 

document name; 

implementing agency; and 

percentage of the paperless 

documents and related 

processes. 

B7.5  For each of the five prioritized 

documents identified in B7.4, 

please provide/specify further 

information on the following: 

document name; implementing 

agency; and percentage of the 

paperless documents and related 

processes. 
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Appendix I (for Annex III): Form for implementation of paperless trade by the other government agencies   

 

Name of ministry or agency  
  The State Customs 

Committee 

 

Permit type IL = import  

licence  

EL = export licence  

C/O = certificate of origin  

SC  =  sanitary  /  health   

certificates  

PS = phytosanitary certificates  

OT = other types  

 

 

1. Has business process re-engineering been 

conducted and completed?  

Completed  

[   ]  

Ongoing  

[ X ]  

Not 

conducted  

[   ]  

Don’t know 

 

               [   ]  
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1.1. If it is on-going, when is it going to be completed?  

[ Year/Month]   

1.2. If it is not implemented, is there a plan to conduct it?  

[  ] Yes  [  ]  No   [  ] Don’t know  

1.3. If 1.2 is yes, when is it going to commence?  

[ Year/Month]   

Please provide further information, such as website, date of 

implementation, etc.  

2.  Has  e-application  

(capability to receive, process and issue 

document electronically) been implemented?  

Fully 

implemented  

[ X ]  

Partially 

implemented  

[   ]  

Not 

implemented  

[   ]  

Don’t know [   ]  

2.1. If it is not implemented, is there a plan to implement it?  

[  ] Yes  [  ]  No   [  ] Don’t know  

2.2. If 2.1 is yes, when is it going to be implemented?  

[ Year/Month]  

2.3 If it is implemented, how the supporting documents are being submitted?  

[  ] MSD = Manual Supporting Documents  

[  ] EDHC = Electronic Declaration/Application but hard copy still required  

[  ] any other methods (Please specify_____________________________)   

Please provide further information, such as website, date of 

implementation, etc.  
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3. Has e-application been connected to the e-

customs system and/or the single window?  

e-customs  

system  

[ X ]  

Single  

Window  

[   ]  

Not 

connected  

[   ]  

Don’t know [   ]  

3.1. What is the level of integration between e-application and a single 

window and/or an e-customs system, if connected?  

[ X ] Partially connected  [  ]  Fully connected   [  ] Don’t know  

Note: Partially connected means electronic transfer of information is one-way, 

while fully connected means electronic transfer of information is reciprocal 

between an e-application and a single window and/or an e-customs system.   

Please provide further information, such as website, date of 

implementation, etc.  

4. Is e-payment available for the e-application?  Yes  

[ X ]  

No  

[   ]  
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4.1. What are the available payment options for the e-Application?  

[ X ] EFT = electronic funds transfer  

[X ] CD = cash deposit  

[ X ] CC = credit card  

[ X ] CSH = cash   

[  ] Other options (please specify_____________________________)  

Please provide further information, such as website, date of 

implementation, etc.  

 

 

 

 

 

  

Name of ministry or 

agency  
       Food Safety Agency of the Republic of Azerbaijan 
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SC  =  sanitary  /  health   

certificates  

PS = phytosanitary 

certificates  

 

 

 

1. Has business process 

re-engineering been 

conducted and 

completed?  

Completed  

[   ]  

Ongoing  

[  ]  

Not 

conducted  

[ X ]  

Don’t know 

 

               [   ]  

1.1. If it is on-going, when is it going to be completed?  

[ Year/Month]   

1.2. If it is not implemented, is there a plan to conduct it?  

[  ] Yes  [  ]  No   [  ] Don’t know  

1.3. If 1.2 is yes, when is it going to commence?  

[ Year/Month]   

Please provide further information, such as website, date of implementation, 

etc.  

2. Has e-application  

(capability to receive, 

process and issue 

Fully 

implemented  

[   ]  

Partially 

implemented  

[   ]  

Not 

implemented  

[ X ]  

Don’t know [   ]  
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document electronically) 

been implemented?  

2.1. If it is not implemented, is there a plan to implement it?  

[  ] Yes  [  ]  No   [  ] Don’t know  

2.2. If 2.1 is yes, when is it going to be implemented?  

[ Year/Month                        ]  

2.3 If it is implemented, how the supporting documents are being 

submitted?  

[  ] MSD = Manual Supporting Documents  

[  ] EDHC = Electronic Declaration/Application but hard copy still 

required  

[  ] any other methods (Please 

specify_____________________________)   

Please provide further information, such as website, date of implementation, 

etc.  

3. Has e-application been 

connected to the e-

customs system and/or the 

single window?  

e-customs  

system  

[  ]  

Single  

Window  

[   ]  

Not 

connected  

[ X ]  

Don’t know [   ]  
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3.1. What is the level of integration between e-application and a single 

window and/or an e-customs system, if connected?  

[  ] Partially connected  [  ]  Fully connected   [  ] Don’t know  

Note: Partially connected means electronic transfer of information is one-

way, while fully connected means electronic transfer of information is 

reciprocal between an e-application and a single window and/or an e-

customs system.   

Please provide further information, such as website, date of implementation, 

etc.  

4. Is e-payment available for 

the e-application?  
Yes  

[ X ]  

No  

[   ]  

  

4.1. What are the available payment options for the e-Application?  

[ X ] EFT = electronic funds transfer  

[  ] CD = cash deposit  

[ X ] CC = credit card  

[   ] CSH = cash   

[  ] Other options (please specify_____________________________)  

https://gpp.az/WebPortal/Infosite  
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Annex IV. Cross-border paperless trade: a legal readiness checklist: the Azerbaijan 

Scope and structure of the checklist 

 

This checklist will help evaluate the degree to which current laws accommodate electronic documents and communications, notably whose with cross-border 

elements, and what could be done to bring the laws into conformity with the Framework Agreement on Facilitation of Cross-Border Paperless Trade in Asia and 

the Pacific, which aims to help member states to accommodate these changes for the purpose of cross-border trade without paper.  

 

The Checklist is structured in four sections as below: 

 

Section A. Electronics transactions and signatures law 

1. Electronic transactions  

a. Electronic communications 

b. Identity management and trust services 

2. Data retention and electronic archiving 

3. Electronic evidence 

 

Section B. Paperless trade and Single Window laws 

1. Single Window system/paperless trade system 

2. Information security: 

a. Information security and data confidentiality 

b. Data accuracy and integrity  

c. Sharing information and data between and among government agencies 

3. Service level agreements (SLA) and Memoranda of Understanding (MOUs) 

 

Section C. Cross-border aspects 

1. Existing bilateral or regional agreements  

2. International standards/guidelines   
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3. Existing bilateral or multilateral technical /operational agreements 

4. Other international legal instruments, regulations and standards  

 

Section D. Other considerations 

1. Liability issues  

2. Dispute settlement considerations  

3. Intellectual property rights and database ownership 

4. Electronic payments 

5. Competition law 

 

A. Electronic transactions and signatures law  

 

No.  Focus questions  Response  

  
Related provisions of the Framework Agreement:   

• Article 5 on general principles.  

• Article 6 on the national policy framework, enabling domestic legal environment and paperless trade committee.  

• Article 7 on the facilitation of cross-border paperless trade and development of single-window systems (more specific questions on 

the single window appear below in part II).  

I.A  Electronic transactions law: general principles  

This section is aimed at identifying the general features of electronic transactions law, including whether they implement internationally 

recognized general principles.  
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I.A.1  

What is the legal status of 

electronic transactions?  

 

Based on the Article 3.2, 3.3 of the Law of the Republic of Azerbaijan “On Electronic Signature and Electronic 

Document” (https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf) only qualified 

electronic signatures have the equivalent legal effect of hand-written signatures. 

Issues related to concluding agreements in electronic form are regulated by the Law “On Electronic Commerce” 

(http://www.e-qanun.az/framework/10406) and legislation on electronic document circulation, and issues 

related to the content and execution of obligations arising from agreements are regulated by civil legislation, 

except for the issues provided for in Article 10 of this Law. 

I.A.2  

If an electronic 

transactions law exists, is 

it based on uniform 

models?  

 

 

Yes, according to the Law of the Republic of Azerbaijan on Electronic Signature and Electronic Document, 

(https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf)  electronic signature has the 

same legal effect as a handwritten signature if it is “created by certified means” and has a “valid full certificate” 

which is one from an accredited Certification Service Center (CSC). An electronic document with such a 

signature meets the legal conditions for submission of a electronic document. However, the law goes on to 

say that an electronic document—with no specification of the kind of signatur it must bear “is equivalent to a 

document on paper and has the same legal force” unless the law requires notarization or state registration. An 

“enhanced” signature is one that is subject to close control by its owner. The criteria for enhanced e-signature 

(Article 1.1.5) resembles (though appears to be more stringent than) those in the Model Law on Electronic 

Signatures (MLES) of the United Nations Commission on International Trade Law (UNCITRAL). 

 

I.A.3  What are the conditions, if 

any, for the legal 

recognition of electronic 

transactions?  

According toArticles 1.1.8, 1.1.5, 1.1.12, 16 of the Law of the Republic of Azerbaijan on electronic signature and 

electronic document  

https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
http://www.e-qanun.az/framework/10406
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
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 (https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf) the conditions for legal 

recognition of electronic transactions are as following: 

- Should be used strengthened electronic signature, controlled by signature holder and belonging only to 

signature holder, identifying it, admitting to identify the information notice to which it is linked is integral, 

stable, not distorted and faked; 

- Certificate should be granted by certificate services center accredited on strengthened signature 

verification information; 

- Electronic signature creation information should be unrepeatable data consisted of code or cryptographic 

key known by signature holder only and used to create electronic signature;  

- Electronic signature holder (hereinafter signature holder) is physical person speaking on behalf of itself or 

person empowering it in legal manner; 

 

Certificates provided in foreign countries, are valid in the Republic of Azerbaijan in following cases:  

-   If center granting certificate has undertaken accreditation in the Republic of Azerbaijan;  

-  If certificate meets security requirements set by this law and other legal acts of the Republic of Azerbaijan;  

-  If certificate is guaranteed by center accredited in the Republic of Azerbaijan or corresponding executive 

body;  

-    If certificate has been granted by foreign centers stated in interstate contracts supported by the Republic 

of Azerbaijan. 

 

I.A.4  Does the law establish 

functional equivalence 

between paper 

documents and electronic 

communications?  

-  Yes. According  to the Article 24 “Original of electronic document” of  “Chapter IV Electronic document” 

of the Law of the Republic of Azerbaijan on electronic signature and electronic document 

(https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf) :Original of electronic 

document is possible in internal form of submission only.  

- All the same copies of electronic document in its internal form of submission are considered original and 

equal.  

https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
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 - Electronic document can have no copy in electronic version.  

- Each of documents of the same contents made by the same person in paper and electronic version is 

independent and has equal right. In this case document on paper is not copy of the one in electronic 

version. 

 

I.A.5  What is the legal status of 

electronic contracts? 

 

Azerbaijan legal regime that supports domestic and cross-border electronic transactions based on the Law of 

the Republic of Azerbaijan “On Electronic Signature and Electronic Document”.  

The legal status of electronic contracts has been described in Article 7 “Contract conclusion”  

of the Republic of Azerbaijan about e-Commerce  

http://www.e-qanun.az/framework/10406 : 

7.1. In electronic commerce, the contracts between a seller (supplier) and a buyer (customer) are concluded in 

an electronic document form. 

7.2 An invitation to conclude a contract (offer), including an offer (a general offer), which is addressed to an 

undetermined number of people, may be made by the bidder itself or by a person authorized to act on its behalf 

in with the offer, or through an programmed and automated information system, which is regulated by them.  

7.3 The terms of the contract must be clearly and explicitly understandable by the buyer (customer), who doesn’t 

possess with particular knowledge and the contract must be prepared in a form that enables the buyer to 

familiarize with it and keep it. 

7.4. Some of the terms of the contract may be provided with reference to another electronic document and, by 

this, the contract cannot be considered as invalid. In this case, the seller (supplier) must provide access to the 

specified electronic document during the contract term period. 

7.5 The contract is considered concluded from the moment of its acceptance by the seller (supplier). Unless 

otherwise agreed by the parties, the acceptance of an electronic document is not considered approved. 

 

http://www.e-qanun.az/framework/10406
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Civil Code of Azerbaijan regulates the issues related to the content and execution of obligations arising from 

agreements. 

 

Provisions of the Customs Code of the Republic of Azerbaijan (CC) and its supporting normative acts that were 

adopted since the CC came into force in 2012, regulate the issues related to cross-border paperless trade 

operations: 

Chapter 7. Exchange and protection of information on customs matters. Article 37. Information sharing 

37.1. Documents and information sharing among the customs authorities and state authorities, authorized 

economic operators, subjects of entrepreneurship as well as between the customs authorities themselves shall 

be implemented through methods of electronic data processing except cases determined by the relevant 

executive authority. 

37.2. For the purposes of ensuring information sharing between authorities and persons indicated in Article 37.1 

of this Code electronic information system shall be developed. This system should reflect details required for 

risk analysis and introduction of the customs control in the relevant order with application of international 

standards and trade practice 

 

Article 13. Introduction of ‘single window’ principle by the customs authorities 

13.2. The customs authorities and other state authorities for the purposes of reduction of risks, provision of 

security of activity of international trade supply chain, facilitation of conditions for foreign trade, implement 

information sharing 

among themselves and with the customs and other competent state authorities of other countries in the order 

determined by the relevant executive authority with regard to arrival, departure and transit of the goods and 

means of transport to 

customs territory conveyed across the customs border. 
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Article 2 of the Law of the Republic of Azerbaijan on Electronic Signature and Electronic Document stipulates 

that electronic signature and electronic document can be used in all fields of activity where corresponding means 

are applied. Official and unofficial correspondences, exchange of documents and information causing legal 

responsibility and liabilities can be implemented via electronic document. Articles 1, 5, 12 of the mentioned law 

also address how identification, authorization and authentication are carried out in an electronic environment. 

  

I.A.6  Are there special rules for 

the use of electronic 

communications in 

paperless trade? 

 

Electronic communications in paperless trade require mutual recognition agreements or protocols between 

countries. SCC continuously works on expansion of the connections. (“On approval of the Protocol between 

the State Customs Committee of the Azerbaijani Republic and the State Customs Committee of the Republic 

of Uzbekistan on the organization of preliminary data exchange of information on the goods and means of 

transport crossing the state border. Adopted following the presidential Decree from 17.10.2014 № 360 - 

http://www.e-qanun.az/framework/28702 )  

Currently Azerbaijan has bilateral cross-border data exchange mechanisms with Turkey, Belarus, EU, 

Uzbekistan, Iran, Russia and Georgia. 

I.A.7  In particular, are there 

special rules for the use 

of trade-related data and 

documents in electronic 

form, such as certificates 

of origin, invoices and 

phytosanitary 

certificates? 

 

Use of trade documents in electronic form require intergovernmental arrangement on mutual recognition. 

Rules for the use of trade- related data and documents have been described in: 

-Article 8 of the Law of the Republic of Azerbaijan “On Licenses and Permits” 

(https://migration.gov.az/content/pdf/a49c8153426058a3bc7e8e78ce85f395.pdf); 

- Paragraphs 3.5, 7.3 and sub-paragraph 10.0.7 of the “Regulations on the “Licenses and Permits” portal” 

approved by the Decree of the President of the Republic of Azerbaijan No. 1205 dated January 21, 2017 

(http://www.e -qanun.az/framework/34660); 

- Sub-paragraph 10.0.7 of the “Rules for maintaining the Unified Register of Licenses and Permits” approved 

by the Decision of the Cabinet of Ministers of the Republic of Azerbaijan No. 347 dated September 16, 2016  

(http://www.e-qanun.az/framework/33695). 

 

http://www.e-qanun.az/framework/28702
http://www.e-qanun.az/framework/33695
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I.A.8  Are there special rules for 

the use of electronic 

transferable records such 

as bills of lading? 

 

Special rules consider availability of interagency protocols and signed acts between countries and agencies. 

In this process has been used uniform model for exchange data with Customs Committees of other countries. 

Interagency protocol is approved by the government and all data is tailored to the customs declaration 

number. 

Identification and classification of the payments based on the Resolution of the Cabinet of the Ministers No. 

440  “On approval of the single budget classification of the Republic of Azerbaijan”. It lays down the 

classification of the profits of the state budget (e.g. 115110 refers to “Import duty paid by legal entities” or 

115130 to “Customs duty paid for imported vehicles”).  Such coding and their descriptions are the transferable 

records within the payment system. (http://www.e-qanun.az/framework/40412 ) 

I.B  Electronic signatures and trust services  

Electronic signatures serve to identify the originator of an electronic communication and ascertain their intention with respect to that 

communication. Certain types of electronic signatures, namely digital signatures based on public key infrastructure certificates, may provide 

additional information, for instance on the integrity of the data message and on timestamping.  

Many laws deal with the legal recognition of electronic signatures. However, legislative approaches may vary significantly, in particular with 

respect to technological neutrality and the recognition of service providers.   

Trust services are electronic services that provide assurance on the quality of data. Trust services are often used to establ ish confidence 

in the use of electronic communications.  

I.B.1  Does the law address 

how electronic 

signatures, including for 

identification, 

authorization and 

authentication, are added 

in an electronic 

environment? Does it 

require the use of a 

The Law of the Republic of Azerbaijan “On Electronic Signature and Electronic Document” 

(https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf ) defines an “electronic 

document” as a document submitted in electronic form for use in the information system and confirmed by an 

electronic signature. The Law “On Electronic Signature and Electronic Document” defines the organizational 

and legal bases of the use of electronic signatures and electronic documents, their application in electronic 

document circulation and the rights of related entities, and regulates the relations between them. 

The Article 2 (The Verification of the digital signature) of the Resolution of The Cabinet of Ministers of 

The Azerbaijan Republic on "About approval of some regulatory legal acts connected by the digital 

http://www.e-qanun.az/framework/40412
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
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specific technology or 

method for electronic 

signatures or is it 

technology neutral?   

 

signature and the electronic document in the Azerbaijan Republic" describes the rules for e-signature 

verification. Detailed information is provided through the following link https://cis-

legislation.com/document.fwx?rgn=11481. 

 

  

 

I.B.2  Does the law adopt a 

functional equivalence 

approach for electronic 

signatures? 

 

 

Signature created by certified signature means with strengthened perfect valid certificate is equal to the manual 

signature. If information on authorities of signature holder is shown in perfect certificate, strengthened signature 

according to Article 3.2 of the Law of the Republic of Azerbaijan “On Electronic Signature and Electronic 

Document” (https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf) is equal to manual 

signature on paper, confirmed with seal 

 

I.B.3  Is the law based on 

international standards?  

 

In preparation of the current legislation, the European Union Regulation 1999/93 / EC was taken into account. 

A new draft law on electronic identification, electronic document management and trust services was 

developed with the 

participation of foreign and local experts. The project is based on the EU Regulation on Electronic ldentity and 

Trust Services (No. 910/2014 (EU)) The rules "Provision of certification services, issuance of certificates and 

maintenance of the register" of the Cabinet of Ministers of the Republic of Azerbaijan (January 28, 2006 No. 

27) reflect the requirements for standards and technical documentation for certification service centers 

operating in the country. https://customs.gov.az/modules/law/lawfolder/4/FILE_FA9E52-1F7111-577B6E-

B3F0D6-00462B-1F52FA.pdf  

 

https://cis-legislation.com/document.fwx?rgn=11481
https://cis-legislation.com/document.fwx?rgn=11481
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
https://customs.gov.az/modules/law/lawfolder/4/FILE_FA9E52-1F7111-577B6E-B3F0D6-00462B-1F52FA.pdf
https://customs.gov.az/modules/law/lawfolder/4/FILE_FA9E52-1F7111-577B6E-B3F0D6-00462B-1F52FA.pdf
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I.B.4  Does the law recognize 

foreign electronic 

signatures? 

 

Yes, it does.  

- According to the article 16 of the Law of the Republic of Azerbaijan on Electronic Signature and Electronic 

Document https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf  foreign electronic 

signatures are recognized in Azerbaijan in case if the foreign certificate center “has undertaken 

accreditation in Azerbaijan, or the certificate issued meets the security requirements set by the law, or if 

the certificate is guaranteed by accredited centres in Azerbaijan or if the certificate has been granted by 

foreign centres stated in interstate contracts”.  

 

-      According to the “Decree of the President of the Republic of Azerbaijan on additional measures for 

strengthening of the position of the Republic of Azerbaijan as a Digital Trade Hub and expansion of foreign 

trade operations” (https://mincom.gov.az/upload/files/b3b11c098b0d195ece136c7055c61b04.PDF): 

 

       Together with the Ministry of Foreign Affairs, the Ministry of Justice, the Ministry of Taxes, the Ministry of 

Digital Development and Transport of the Republic of Azerbaijan, State Agency for Public Service and Social 

Innovations under the President of the Republic of Azerbaijan and the Centre for Economic Reforms 

Analysis and Communication shall take necessary measures with respect to adherence to the United 

Nations "Convention on the use of electronic communications in international contracts" by the Republic of 

Azerbaijan for the purposes of adapting the laws that which regulate arrangement of electronic commerce 

to international requirements and improving the legal framework for mutual recognition of electronic 

signature, including "ASAN İmza" internationally. 

      Currently, Azerbaijan has bilateral cross-border data exchange mechanisms with Turkey, Belarus, EU, 

Georgia, Russia and Georgia. 

I.B.5  Are there special rules for 

the use of electronic 

signatures in paperless 

trade? 

Azerbaijan has become one of the first countries to sign the Framework Agreement on Facilitation of Cross-

Border Paperless Trade in the Asia-Pacific Region, which entered into force on February 20, 2021. 

https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
https://mincom.gov.az/upload/files/b3b11c098b0d195ece136c7055c61b04.PDF
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 The Agreement, a UN treaty adopted by the United Nations Economic and Social Commission for Asia and 

the Pacific (the "UNESCAP"), aims to promote cross-border paperless trade with a view to making 

"international trade transactions more efficient and transparent while improving regulatory compliance." 

Customs Code and its supporting normative acts allow the submission of the documents to customs 

authorities both electronically and in paper form. “Rules of Declaration of goods and means of transport 

crossing the customs border” approved by Decree of the Cabinet of Ministers of the Republic of Azerbaijan 

from July 2, 2014 № 263. Section 2. Source: http://www.e-qanun.az/framework/28199  

The Article 40.5. of the Customs Code stipulates that documents submission to the customs authorities can 

be carried out in an electronic form and in the way determined 

by Law of the Republic of Azerbaijan on Electronic Signature and Electronic Document. 

The Article 150.2. of the Customs Code reflects the necessity of the signage of customs declarations with 

electronic signatures or other means enabling identification of the declarant. 

(https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-

A8D5AF.pdf ) 

 

  I.B.6  Does the law deal with 

trust services? 

 

Yes, it has a number of relevant provisions on this topic: 

For ensuring the security and legal validation of electronic activities, Trust Services provides the following: 

• Information about electronic time stamping described in: 

- Clause 22.3 of the Article 22 in the Law “On Electronic Signature and Electronic Document” 

https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf ; 

- Article 6 of the Approved by the Cabinet of Ministers of some normative legal acts for electronic signature 

and electronic document in the Republic of Azerbaijan 

https://customs.gov.az/modules/law/lawfolder/4/FILE_FA9E52-1F7111-577B6E-B3F0D6-00462B-

1F52FA.pdf;   

http://www.e-qanun.az/framework/28199
https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf
https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
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• Information about electronic stamping described in the Clause 3.4, 3.5 of Article 3 of the Resolution Of The 

Cabinet Of Ministers Of The Azerbaijan Republic on "About approval of some regulatory legal acts connected 

by the digital signature and the electronic document in the Azerbaijan Republic";    

• Information about electronic invoice described in the Cabinet of Ministers adopts the decision on "Rules for 

the form, application, registration and use of electronic invoices" (14th of March 2017); 

• Information about certified electronic delivery described in “Rules for electronic signature validation Chapter” 

in the Approved by the Cabinet of Ministers of some normative legal acts for electronic signature and 

electronic document in the Republic of Azerbaijan 

https://customs.gov.az/modules/law/lawfolder/4/FILE_FA9E52-1F7111-577B6E-B3F0D6-00462B-

1F52FA.pdf;   

• Website authentication  

“E-GOV Development Center", a public legal entity, acts as a process regulator for providing trusted services 

according to the clause 1.2 of The Decree of the President of the Republic of Azerbaijan dated March 14, 

2018 "On measures for the development, of e-Government and transition to digital government" 

https://president.az/articles/27423  

 

 

I.C  
Privacy and data protection  

Privacy and data protection are important elements of the legal landscape of electronic commerce as they may impose conditions to data 

transfer between the parties. This section is aimed at identifying laws relating to privacy and data protection, with special attention to those 

relevant to paperless trade.  

I.C.1  Is there a law on privacy 

and data protection? If so, 

what are its features? Is it 

The Law on Personal Data was enacted in 2010 (https://cis-legislation.com/document.fwx?rgn=31412). It 

establishes a standard and reputable set of rules to protect individuals’ privacy. Personal data expressly include 

biometric information, defined (properly) to include handwriting and signatures. Data may be collected only for 

https://president.az/articles/27423
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based on international 

standards? 

 

specified purposes, and the law does not provide for any change of these purposes. If the purpose is satisfied, 

the data must be destroyed. There is a national register of databases of personal data. Personal data, once 

collected, must be held securely, but access must be provided to the data subjects to give them a right to 

correction and to require destruction of their data (the equivalent of revoking their consent to collect it). The law 

applies to private and public sector collection and use of personal data. The relevant organ of executive authority 

oversees compliance with the statute. Azerbaijan is a party to the Council of Europe’s 1981 Convention for the 

Protection of Individuals with Regard to Automated Processing of Personal Data 

(https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=108). 

 

Customs Code (CC) includes the provisions related the protection of information in the field of cross-border trade 

operations. The Article 41 of the CC lays down the responsibilities of the customs authorities in respect to usage 

of the data obtained from the state authorities, legal and physical persons as well as the customs authorities of 

other countries. https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-

4C158C-A8D5AF.pdf  

 

I.C.2  

Does domestic law 

address the transfer of 

data abroad? 

 

Yes, this process is regulated by the Law of the Republic of Azerbaijan “On Information, informatization and 

protection of information” http://www.e-qanun.az/framework/3525 

According to the Article 14 of the Law of the Republic of Azerbaijan "On Personal Data", cross-border transfer 

of personal data is carried out in compliance with the established requirements by the abovementioned Law 

and taking into account the requirements established by this article. Cross-border transfer of personal data is 

prohibited in the following cases: 

1.If there is a threat to the national security of the Republic of Azerbaijan; 

2. If the legislation of the country to which personal data is transferred, doesn't provide legal protection of this 

data at the level established by the legislation of the Republic of Azerbaijan. 

Cross-border transfer of personal data can be carried out regardless of the level of their legal protection in 

cases where the individual has consented to the cross-border transfer of personal data, as well as if the 

https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=108
https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf
https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf
http://www.e-qanun.az/framework/3525
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transfer of personal data is necessary to protect the life and health of the individual. In the case of cross-

border transfer of personal data, the security of this data is ensured by the owner or operator. 

Article 37 of the Chapter 7 of Customs Code envisages the provisions on information sharing on customs 

matters. Unified Automated Management System and the Single Window of customs enables the cross-

border data exchange with other countries. https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-

95D131-978C6F-3020DF-4C158C-A8D5AF.pdf  

I.C.3  Do international 

agreements contain 

provisions relevant to 

privacy and data 

protection? 

 

Yes, they do. The relevant information is provided below: 

- The Council of Europe’s 1981 "Convention for the Protection of Individuals in regards with Automated 

Processing of Personal Data", which the Republic of Azerbaijan has joined 

(https://mincom.gov.az/upload/files/38c3de8877a7e94f1577e71b770bbe32.pdf ). 

- Law of the Republic of Azerbaijan on approval of the Council of Europe’s Convention “On Cybercrime” (the 

Budapest Convention)  (https://mincom.gov.az/upload/files/9dd20fa1b4035d04117ea2e286a26bfc.pdf ). 

I.C.4  Does the law require data 

localization? If so, does it 

apply to paperless trade? 

 

No such law exists. 

 

I.C.5  

Are there any special 

rules on privacy and data 

protection for paperless 

trade? 

 

The copyright protection of data compilations is covered under the Law on Legal Protection of Compilations of 

Data, and the Law on Copyright and Related Rights. (“The Law of The Republic of Azerbaijan on Legal 

Protection of Compilations of Data”, 2012. 

https://www.legislationline.org/download/id/4292/file/Azerbaijan_law_legal_protection_of_compilations_of_dat

a_2004_en.pdf#:~:text=In%20accordance%20with%20the%20Law%20of%20the%20Republic%20of%20Azer

baijan,state%20secrets)%20protected%20by%20special)      

Article 3.1 of the Law on Legal Protection of Compilations of Data state that compilations of data resulting 

from creativity by means of selecting and assembling materials are copyright-protected and rights shall be 

exercised under the Law on Copyright and Related Rights (“The Law of The Republic of Azerbaijan on 

Copyright and Related Rights”, 1996. https://www.wipo.int/edocs/lexdocs/laws/en/az/az001en.pdf ) 

https://mincom.gov.az/upload/files/38c3de8877a7e94f1577e71b770bbe32.pdf
https://mincom.gov.az/upload/files/9dd20fa1b4035d04117ea2e286a26bfc.pdf
https://www.legislationline.org/download/id/4292/file/Azerbaijan_law_legal_protection_of_compilations_of_data_2004_en.pdf#:~:text=In%20accordance%20with%20the%20Law%20of%20the%20Republic%20of%20Azerbaijan,state%20secrets)%20protected%20by%20special
https://www.legislationline.org/download/id/4292/file/Azerbaijan_law_legal_protection_of_compilations_of_data_2004_en.pdf#:~:text=In%20accordance%20with%20the%20Law%20of%20the%20Republic%20of%20Azerbaijan,state%20secrets)%20protected%20by%20special
https://www.legislationline.org/download/id/4292/file/Azerbaijan_law_legal_protection_of_compilations_of_data_2004_en.pdf#:~:text=In%20accordance%20with%20the%20Law%20of%20the%20Republic%20of%20Azerbaijan,state%20secrets)%20protected%20by%20special
https://www.wipo.int/edocs/lexdocs/laws/en/az/az001en.pdf
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Additional protections are provided to compilations of data prepared, verified and compiled with essential 

investments to contribute to their quantity or quality under Article 6 and 7, involving the right to claim against 

extraction, copies, or repeated use of such compilations of data or their essential part (“The Law of The 

Republic of Azerbaijan on Legal Protection of Compilations of Data”, 2012. 

https://www.legislationline.org/download/id/4292/file/Azerbaijan_law_legal_protection_of_compilations_of_dat

a_2004_en.pdf#:~:text=In%20accordance%20with%20the%20Law%20of%20the%20Republic%20of%20Aze

rbaijan,state%20secrets)%20protected%20by%20special ) 

Legal entities may protect their data by classifying them as commercial secrets under the Law on 

Commercial Secrets, and the principal method of protecting information is to enter into a confidentiality 

agreement as a provision in a contractual agreement. If there is a confidentiality agreement in place, the data 

must be used in accordance with that agreement.  

 

I.C.6  

Does the law protect the 

confidentiality of 

commercial information in 

electronic form? 

 

Yes, it does.  

According to the Chapter 32 “Electronic documents containing confidential information” of the “Law of the 

Republic of Azerbaijan on Electronic Signature and Electronic Document” 

(https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf ) protection confidentiality of 

the commercial information in electronic form include the following points: 

 

 

32.1 Rule of use and actions of protection of electronic documents containing state, commercial, bank secrets 

and other confidential information is set by legislation of the Republic of Azerbaijan.  

32.2 For exchange of electronic documents containing state secret only certified electronic signature and 

electronic document circulation means shall be used.  

32.3 Expertise of information systems used for making, development and exchange of electronic documents 

containing state secret is carried out in the way set by corresponding executive body.  

https://www.legislationline.org/download/id/4292/file/Azerbaijan_law_legal_protection_of_compilations_of_data_2004_en.pdf#:~:text=In%20accordance%20with%20the%20Law%20of%20the%20Republic%20of%20Azerbaijan,state%20secrets)%20protected%20by%20special
https://www.legislationline.org/download/id/4292/file/Azerbaijan_law_legal_protection_of_compilations_of_data_2004_en.pdf#:~:text=In%20accordance%20with%20the%20Law%20of%20the%20Republic%20of%20Azerbaijan,state%20secrets)%20protected%20by%20special
https://www.legislationline.org/download/id/4292/file/Azerbaijan_law_legal_protection_of_compilations_of_data_2004_en.pdf#:~:text=In%20accordance%20with%20the%20Law%20of%20the%20Republic%20of%20Azerbaijan,state%20secrets)%20protected%20by%20special
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
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32.4 Individuals with access to work with electronic documents stated in Article 32.1 of this law shall assure 

implementation of actions required for protection of these documents by legislation of the Republic of 

Azerbaijan. 32.5 Subjects implementing electronic document circulation upon contract signed between parts 

set by themselves ways of appeal to electronic documents containing confidential information and their 

protection by legislation of the Republic of Azerbaijan. 

 

Article 41 of the Customs Code relates to protection of information and reflects the provisions regarding the 

use of data obtained from the state authorities, legal and physical persons as well as the customs authorities 

of other countries. Such information may only be used for the purposes of implementation official duties of 

customs. 

According to Article 41.2. The customs authorities must ensure protection of secret and confidential 

information presented to or obtained by them. The customs authorities have no right to disclose this 

information without immediate consent of the persons or authorities which provided the information except 

cases determined by law. Appropriate legislative acts provide penalties for violation of the mentioned 

requirements. (https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-

4C158C-A8D5AF.pdf). 

 

I.C.7  

Are there provisions on 

cybercrimes that are 

applicable to paperless 

trade? 

 

Yes, the Law on Personal Data prohibits the cross-border transfer of personal data unless the legislation of the 

destination country gives protection “at the level established” by Azerbaijan law, the data subject consents to 

the transfer, or consent is not needed domestically (for protection of the life or health of the subject). 

Also, Azerbaijan is a member of the Budapest Convention of 2001. In compliance with it, the country prohibits 

certain activities concerning computers in its criminal code and in ways that are similar to those in effect in 

most CAREC countries. The Criminal Code of the Republic of Azerbaijan provides that unauthorized access 

to “law-protected computer information” is prohibited if damage is caused. Just looking around without stealing 

(copying or downloading) data does not seem to be covered. A higher penalty is imposed if the crime is done 

by a group or by an official using his official position or if committed against a computer that is part of 

important public infrastructure. Spreading malware is contrary to law.  
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I.D  
Data sharing  

Paperless trade systems are often built around the notion of a single window for customs operations, which involves collecting trade-related 

data and documents and sharing them among participants. This process raises delicate issues. Besides general rules on privacy, data 

protection and data retention, specific legal texts may address data sharing, especially among public entities.  

I.D.1  Are there agreements or 

policies for collecting, 

accessing, using and 

sharing data among 

government agencies 

participating in a 

paperless trade system? 

 

Decree No. 263 of the President of the Republic of Azerbaijan on approval of "Rules for the Formation, 

Implementation, Integration and Archiving of State Information Resources and Systems" and some measures 

related to e-Government 

(http://www.e-qanun.az/framework/40020 ) 

Prepared in accordance with paragraph 1.6 of the Decree of the President of the Republic of Azerbaijan 

dated March 14, 2018 No. 1885 "Rules for the formation, maintenance, integration and archiving of state 

information resources and systems", "Measures for the development of e-government and the transition to 

digital government" determines the procedure for formation, maintenance, integration and archiving of 

information resources and systems, as well as the mechanism of information exchange. 

 

According to the “Law on Access to Information” of the Republic of Azerbaijan, all the state institutions are 

required to disclose their information and data sets publicly:  

 

✓ Law of the Republic of Azerbaijan “On freedom of information”          

http://e-qanun.az/framework/3420 

 

✓ Law of the Republic of Azerbaijan “On Information, informatization and protection of information” 

http://www.e-qanun.az/framework/3525 

 

✓ Law of the Republic of Azerbaijan “On personal data” 

http://www.e-qanun.az/framework/19675 

 

http://www.e-qanun.az/framework/40020
http://e-qanun.az/framework/3420
http://www.e-qanun.az/framework/3525
http://www.e-qanun.az/framework/19675
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✓ Law of the Republic of Azerbaijan “On right to obtain Information” 

http://www.e-qanun.az/framework/11142 

 

 

I.E  
Data retention and electronic evidence  

The legal effect of electronic records often depends on their evidentiary value, i.e. the ability to use those records before a court to 

substantiate a legal claim. This section is aimed at clarifying which retention and evidence rules apply.  

I.E.1  Does the law establish 

general requirements for 

data retention, including a 

minimum and maximum 

retention period? Do they 

apply to electronically 

stored data? 

 

Yes, it does. Electronic documents are to be retained for at least as long as their paper equivalents, and must 

retain their form for that time and be accessible for subsequent reference. The owner of the information 

system where the e-document is stored is generally responsible for its retention. 

Detailed information is described in Article 29, 30, 32 of The Law of the Republic of Azerbaijan “On Electronic 

Signature and Electronic Document” 

(https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf ). 

I.E.2  Does the law require or 

favour the use of specific 

trust services or service 

providers for data 

retention?  

 

 Yes, it does.  

According to the Article 15 about “Storage of electronic document” of The Law of the Republic of Azerbaijan 

“On Electronic Signature and Electronic Document” 

(https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf ) Rule of storage of electronic 

document is set by legislation of the Republic of Azerbaijan considering following terms:  

29.1.1 Electronic document shall keep structure that it was created, transmitted or received; 

29.1.2 Electronic document shall be available for identification of its sender, receiver, time of sending and 

receiving;  

http://www.e-qanun.az/framework/11142
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
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29.1.3 information in electronic document shall be available for use in next reference;  

29.1.4 term for storage of electronic document shall not be less than the period considered for paper 

document;  

29.1.5 shall comply with other terms set by legislation and upon agreement of parts.  

 

I.E.3  Do data custodians, such 

as data centres, assume 

liability for loss or 

damage to electronically 

stored information? Is 

such liability contractual, 

statutory or both? 

 

Yes, they may be liable for such loss. Detailed information is described in Article 29, 30 of The Law of the 

Republic of Azerbaijan “On Electronic Signature and Electronic Document” 

(https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf ).  

I.E.4  Is electronic evidence 

admissible in judicial and 

other proceedings? 

 

 According to Article 89.2 of the Civil Procedure Code of the Republic of Azerbaijan, the materials received by 

fax, e-mail or other means of communication or obtained in any other way as evidence are accepted by the 

court only if it is possible to establish their authenticity (https://justice.gov.az/senedler/57?culture=en ). 

I.E.5  Is electronic evidence that 

is generated, stored or 

collected abroad 

admissible? If so, under 

which conditions? 

 

The same rule applies to evidence from abroad as to evidence from domestic sources – it is accepted by the 

court only if it is possible to establish its authenticity (https://justice.gov.az/senedler/57?culture=en ). 

  

https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
https://justice.gov.az/senedler/57?culture=en
https://justice.gov.az/senedler/57?culture=en
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B.  Paperless trade and Single Window laws 

  

No.  Focus questions  Response  

  
Related provisions of the Framework Agreement:   

• Article 6 on the national policy framework, enabling domestic legal environment and paperless trade committee.   

• Article 7 on the facilitation of cross-border paperless trade and development of single-window systems.  

II.A  
Establishment of a paperless trade system  

The establishment and operation of a paperless trade system often requires a set of dedicated laws and regulations. This sect ion is 

aimed at identifying those laws and regulations as well as the basic features of governance of the paperless trade systems.  
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II.A.1  Does a dedicated 

paperless trade system, 

such as a single 

window, exist? If so, 

what legal instruments 

are used to establish 

and operate it? How do 

these instruments 

define the rights and 

obligations of the 

participants? 

 

The State Customs Committee implements the policy making part of Single Window system for cross-border 

trade and according to the “Decree Of The President Of The Republic Of Azerbaijan On additional measures 

to strengthen the position of the Republic of Azerbaijan as a Digital Trade Hub and expand foreign trade 

operations” (http://www.e-qanun.az/framework/34919 ) the Centre for Analysis of Economic Reforms and 

Communication is responsible for technical realization of the project.  

II.A.2  Which government 

agencies participate in 

the paperless trade 

system? On what legal 

basis? 

 

The Ministry of Economy, 

The Ministry of Agriculture, 

The Ministry of Emergency Situations, 

The Ministry of Internal Affairs, 

The Ministry of Labour and Social Protection of Population, 

The Ministry of Health,  

The Ministry of Finance, 

The Ministry of Digital Development and Transport, 

The State Tax Service under the Ministry of Economy, 

The Food Safety Agency, 

The Central Bank, 

http://www.e-qanun.az/framework/34919
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The State Sea Administration, 

Compulsory Insurance Bureau. 

 

The State Customs Committee has signed protocols with external users on access to Single Window 

environment and data exchange. 

 

II.A.3  Is there a central body 

tasked with setting up 

and managing the 

paperless trade system? 

 

Presidential Decree dated 11 November 2008 on the application of Single Window principle to customs 

control of goods and means of transport moved across state border checkpoints of the Republic of 

Azerbaijan endows The State Customs Committee with the policy making authority for the Single Windoww 

related to cross-border trade and according to the “Decree Of The President Of The Republic Of Azerbaijan 

On additional measures to strengthen the position of the Republic of Azerbaijan as a Digital Trade Hub and 

expand foreign trade operations”  

(http://www.e-qanun.az/framework/34919)The Center for Analysis of Economic Reforms and 

Communication is responsible for technical realization of the project.  

 

II.B  
Quality of information exchanged with the paperless trade system  

The main function of the paperless trade system, including the single window, is to facilitate the exchange of trade-related data and 

documents in electronic form. The information is originally submitted on paper or electronically by commercial operators that have a 

duty to make complete and correct statements. Moreover, in an electronic environment, there could be special procedures to attribute 

the declarations originating from the various participants. Electronic signatures may play a significant role in the attribution of the 

declarations.  

II.B.1  Does the law on the 

substantive requirements 

Yes, it does. All substantive requirements in force for traditional trade apply also to paperless trade. 

http://www.e-qanun.az/framework/34919
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of trade-related data and 

documents also apply to 

paperless trade?  

 

 

II.B.2  Are there specific rules 

for the exchange of 

trade-related data and 

documents in electronic 

form? 

 

Specific rules do exist and they stem from technical specifications of the United Automated Management 

System (UAMS) of The State Customs Committee, they are also described in Chapter 5 of The Law of the 

Republic of Azerbaijan “On electronic signature and electronic document”, the general rules on 

communication and retention of e-documents. 

(https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf). 

 

II.C  
Service-level agreements and memorandums of understanding   

A number of legal texts, such as service-level agreements, memorandums of understanding, end-user agreements and other contractual 

agreements, are relevant to the operation of a paperless trade system. These legal texts define the obligations of the participants in the 

paperless trade system. For instance, service-level agreements define the obligations of the service provider with respect to the 

availability of the system, response time, processing time and other technical requirements that are critical to  define to ensure the 

availability and smooth operation of the system.   

II.C.1  Are there service-level 

agreements or 

memorandums of 

understanding 

governing paperless 

trade operations? If so, 

who are the parties and 

what is the legal 

Yes, they do exist.  

For example, The State Customs Committee signed service-level inter-agency protocols with other 

government agencies to give access to UAMS data. The State Customs Committee exchanges trade related 

data with Georgia, Ukraine, Turkey, Uzbekistan, Iran and Russia.  

Alongside that, in the framework of Digital Trade Hub of Azerbaijan project, The Center for Analysis of 

Economic Reforms and Communication signed memorandums of understanding with ISESCO, FutureTrust, 

Russia Trusted Service Provider, ASSECO Poland, Microsoft, The Eastern Partnership Center and 

https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
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authority for concluding 

these agreements? 

 

Orientswiss, etc., to contribute in cross-border operations, mutual recognition of signatures and thus, to 

improve business relations between countries, to facilitate the development of e-Commerce. 

Additionally, The Ministry of Digital Development and Transport signed memorandums of understanding for 

mutual recognition of signatures and thus improve business relations between countries with Turkey, 

Belarus and Russia. 

  

 

 

 

 

 

C.  Cross Border Aspects 

No.  Focus questions  Response  

  

Related provisions of the Framework Agreement:  

• Article 8 on cross-border mutual recognition of trade-related data and documents in electronic form.  

• Article 9 on international standards for exchange of trade-related data and documents in electronic form.  

• Article 10 on relation to other legal instruments enabling cross-border paperless trade.  

III.A  International agreements relevant for cross-border paperless trade facilitation  
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III.A.1  Which international 

agreements relevant to 

paperless trade 

facilitation are in force in 

your country? 

 

Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia and the Pacific; Protocol of 

Amendment to the International Convention on the Simplification and Harmonization of Customs Procedures 

(Revised Kyoto Convention, 2006); International Convention on the Harmonization of Frontier Controls (1982); 

TIR-EPD and eTIR systems under Customs Convention on the International Transport of Goods under Cover 

of TIR Carnets (TIR Convention) 

Geneva, 14 November 1975 

 

III.A.2  Are there technical or 

operational 

international 

agreements providing 

for legal recognition of 

electronic 

communications or 

documents? 

 

 Yes, there are. 

Azerbaijan has become one of the first countries to sign the Framework Agreement on Facilitation of Cross-

Border Paperless Trade in the Asia-Pacific Region, which entered into force on February 20, 2021. 

The Agreement, a UN treaty adopted by the United Nations Economic and Social Commission for Asia and 

the Pacific (the "UNESCAP"), aims to promote cross-border paperless trade with a view to making 

"international trade transactions more efficient and transparent while improving regulatory compliance." 

The law on accession to the Framework Agreement on Facilitation of Cross-border Paperless Trade in Asia 

and the Pacific http://www.e-qanun.az/framework/37545 . 

 

In line with the International Convention for the Prevention of Pollution from Ships (MARPOL) the use of an 

electronic record book to record operational logs has been recognized as an alternative method to a hard 

copy record book. Electronic recording systems shall be approved by flag state Administrations. 

In addition, the Convention on Facilitation of International Maritime Traffic (FAL) imposes requirement for 

creating the systems needed to support transmission, receipt and response of information required for the 

arrival, stay and departure of ships, persons and cargo using electronic data interchange messaging. 

Also, The United Nations Convention on the Use of Electronic Communications in International Contracts 

(http://www.e-qanun.az/framework/38244 ) has been acceded to by Azerbaijan. 

http://www.e-qanun.az/framework/37545
http://www.e-qanun.az/framework/38244
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In the framework of recognition of electronic communications, the following actions were realized: 

- The State Customs Committee signed service-level inter-agency protocols with other government 

agencies to give access to UAMS data. The State Customs Committee exchanges trade related data with 

Georgia, Ukraine, Turkey, Uzbekistan, Iran and Russia.  

- In the framework of Digital Trade Hub of Azerbaijan project, The Center for Analysis of Economic Reforms 

and Communication signed memorandums of understanding with ISESCO, FutureTrust, Russia 

GAZINFORMSERVICE, ASSECO Poland, Microsoft, The Eastern Partnership Center and Orientswiss, 

etc., to contribute in cross-border operations, mutual recognition of signatures and thus, to improve 

business relations between countries, to facilitate the development of e-Commerce. 

- The Ministry of Digital Development and Transport signed memorandum of understanding for mutual 

recognition of signatures and thus improve business relations between countries with Turkey, Belarus.  

 

III.A.3   Are contracts used to 

provide for mutual 

recognition of electronic 

communications and 

signatures? 

 

Azerbaijan has signed several MoUs to advance the mutual recognition of e-signatures for supporting the 

Digital Trade Hub (DTH), although it has not signed binding agreements. It has signed MoUs for mutual 

recognition and validation of e-signatures with Republic of Belarus (Ministry of Digital Development and 

Transport of the Republic of Azerbaijan. “Memorandum between ministries of two countries signed with 

electronic signature for first time in Azerbaijan”, 2019. 

https://mincom.gov.az/en/view/news/798/memorandum-between-ministries-of-two-countries-signedwith-

electronic-signature-for-first-time-in-azerbaijan ) and the Turkic Council Azernews. “Azerbaijan in talks with 

several states on mutual recognition of e-signatures”, 2017. https://www.azernews.az/nation/120923.html ) 

and is holding negotiations for mutual recognition of e-signatures with Georgia) Telecompaper. “Azerbaijan 

discusses e-signature with neighbouring states”, 2017. https://www.telecompaper.com/news/azerbaijan-

discusses-e-signaturewith-neighbouring-states--1201493 ) , Turkey (Onlayn Xəbər Agentliyi. “Testing 

measures on mutual recognition of e-signatures between Azerbaijan and Turkey to be conducted in 

December”, 2019. https://ona.az/en/economy/testing-measures-on-mutual-recognition-of-e-signatures-

between-azerbaijan-and-turkey-to-be-conducted-in-december-9617 ).  Azerbaijan authorities have signed 

MoUs to promote the cross-border recognition of electronic signatures with ISESCO, EU FutureTrust 

(Azernews. “Azerbaijan becomes associate partner of EU FutureTrust project”, 2018. 

https://www.azernews.az/business/133758.html ) GazinformService, ASSECO Poland, Microsoft, Eastern 

https://mincom.gov.az/en/view/news/798/memorandum-between-ministries-of-two-countries-signedwith-electronic-signature-for-first-time-in-azerbaijan
https://mincom.gov.az/en/view/news/798/memorandum-between-ministries-of-two-countries-signedwith-electronic-signature-for-first-time-in-azerbaijan
https://www.azernews.az/nation/120923.html
https://www.telecompaper.com/news/azerbaijan-discusses-e-signaturewith-neighbouring-states--1201493
https://www.telecompaper.com/news/azerbaijan-discusses-e-signaturewith-neighbouring-states--1201493
https://ona.az/en/economy/testing-measures-on-mutual-recognition-of-e-signatures-between-azerbaijan-and-turkey-to-be-conducted-in-december-9617
https://ona.az/en/economy/testing-measures-on-mutual-recognition-of-e-signatures-between-azerbaijan-and-turkey-to-be-conducted-in-december-9617
https://www.azernews.az/business/133758.html
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Partnership Centre, Orientswiss (Azerbaijan Economic Reforms Review. “Digital Trade Hub: Special Edition”, 

2018. http://ecoreform.az/store//media/islahat_icmali/2018/iyun/_DTH_ENG.pdf ).  

Article 16 of the Law on Electronic Signature and Electronic Documents provides the conditions in which 

certificates given in foreign countries are valid in Azerbaijan, which requires the certificate service centre to 

have undertaken accreditation in Azerbaijan or otherwise to meet Azerbaijan’s standards. Such equivalence 

may be provided for in interstate agreements. (http://e-qanun.az/framework/5916 ). 

 

III.B  International standards, guidelines and recommendations   

III.B.1  Which standards, 

regulations or 

guidelines are in use for 

the cross-border 

exchange of trade-

related electronic 

communications? 

 

- The International Convention on the simplification and harmonization of Customs procedures (Revised 

Kyoto Convention); 

- SAFE Framework of Standards to Secure and Facilitate Global Trade (SAFE); 

- Convention on the Contract for the Shipping of Goods by Road (CMR Convention):18 

- Convention on the International Shipping of Goods under Cover of TIR Carnets:19 

- 1965 Convention on Facilitation of International Maritime Traffic (FAL 1965); 

- International Maritime Organization (IMO) Resolution MSC.428(98) on Maritime Cyber Risk Management 

in Safety Management Systems; 

- IMO Guidelines for the Use of Electronic Certificates (FAL.5/Circ.39/Rev.2); 

- IMO Guidelines on Maritime Cyber Risk Management (MSC-FAL.1/Circ.3); 

- World Customs Organization Data Model; 

- International Telecommunication Union (ITU). 

 

  

  

  

http://ecoreform.az/store/media/islahat_icmali/2018/iyun/_DTH_ENG.pdf
http://e-qanun.az/framework/5916
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Treaty/Model Law  Implementation status  

Customs and trade facilitation  

Association of Southeast Asian 

Nations (ASEAN) Single Window 

Agreement (2005) and Legal 

Protocol (2017)  

Not related. 

 

Framework Agreement on Facilitation 

of Cross-border Paperless Trade in 

Asia and the Pacific (2016)  

Member since 2 Mar 2018 through accession. 

 

World Trade Organization Agreement 

on Trade Facilitation (2013)  

Azerbaijan is not member of WTO yet, nevertheless The State Customs Service is implementing WTO TFA 

arrangements.  

 

Protocol of Amendment to the 

International Convention on the 

Simplification and Harmonization of 

Customs Procedures (Revised Kyoto 

Convention, 2006)  

Member since 9 January 2004 through accession. 

 

International Convention on the 

Harmonization of Frontier Controls 

(1982)  

 Member since 8 May 2000 through accession. 
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Transport 

Convention on the Contract for the 

International Carriage of Goods by 

Road (CMR Convention) (1956)  

  Member since 18 Sep 2006 through accession. 

 

Additional Protocol to the Convention 

on the Contract for the International 

Carriage of Goods by Road 

concerning the electronic 

consignment note (2008)  

 Relevant work to join is underway. 

 

Customs Convention on the 

International Transport of Goods 

under Cover of TIR Carnets (1975)  

 Member since 12 Jun 1996 through accession. 

 

Convention concerning International 

Carriage by Rail (1980)  

  

 The Republic of Azerbaijan joined in April 2015. 

 

International Maritime Organization 

Amendments to the Annex to the 

Convention on Facilitation of 

International Maritime Traffic, 1965, 

as amended (2005)  

The Republic of Azerbaijan 

acceded to the FAL Convention on 12 May 2006. 

International Maritime Organization 

Guidelines for the Use of Electronic 

Certificates (2016)   

  

This is an IMO non-mandatory initiative aimed at facilitating the use and acceptance of electronic certificates. 
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United Nations Convention on the 

Carriage of Goods by Sea (Hamburg 

Rules) (1978)  

 The Republic of Azerbaijan is not a Party to the Convention. 

United Nations Convention on 

Contracts for the International 

Carriage of Goods Wholly or Partly 

by Sea (Rotterdam Rules) (2008)  

The Republic of Azerbaijan is not a Party to the Convention. 

Electronic transactions 

United Nations Convention on the 

Use of Electronic Communications in 

International Contracts (2005)  

 Member since 18 Sep 2018 through accession. 

 

UNCITRAL Model Law on Electronic 

Commerce (1996)  

Has been used when drafting Law of the Republic of Azerbaijan on electronic signature and electronic 

document dated 9 March 2004. 

 

UNCITRAL Model Law on Electronic 

Signatures (2001)  

An electronic signature has the same legal effect as a handwritten signature if it is “created by certified 

means” and has a “valid full certificate” which is one from an accredited certification service center (CSC). An 

electronic document with such a signature meets the legal conditions for submission of a    Commission on 

International Trade Law (UNCITRAL). 
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UNCITRAL Model Law on Electronic 

Transferable Records (2017)  

 Not implemented yet. 

 

Convention on Cybercrime of the 

Council of Europe (Budapest 

Convention) (2001)  

Law of the Republic of Azerbaijan on approval of Convention “On Cybercrime”  

https://mincom.gov.az/upload/files/9dd20fa1b4035d04117ea2e286a26bfc.pdf . 

Others (please specify):   
  

 

  

 

D.  Other considerations 

 

No.  Focus questions  Response  

  Related provisions of the Framework Agreement:  

• Article 6 on the national policy framework, enabling domestic legal environment and paperless trade committee.  

• Article 10 on the relation to other legal instruments enabling cross-border paperless trade.   

• Article 12 on the action plan.  

• Article 14 on capacity-building.  

https://mincom.gov.az/upload/files/9dd20fa1b4035d04117ea2e286a26bfc.pdf
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IV.A  
Ownership of information in the paperless trade system 

Paperless trade facilitation involves the collection and exchange of a large amount of information. Delicate issues arise with respect to 

data subject rights, confidentiality and other rights on that information. For instance, the paperless trade system operator may acquire 

the right to use, analyse and redistribute the information submitted to the system. In other cases, the system may be designed to avoid 

the storage of any information, so as to simplify compliance with privacy and data retention laws.   

IV.A.1   What defines rights 

regarding information 

exchanged in the 

paperless trade 

system, the law or 

contractual 

agreements? 

  

- The Law of the Republic of Azerbaijan “On electronic signature and electronic document” 

(https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf ); 

- The Law of the Republic of Azerbaijan “On right to obtain Information” 

(http://www.e-qanun.az/framework/11142 ). 

- Law of the Republic of Azerbaijan “On information, informatization and information protection. Article 6. 

(https://www.ilo.org/dyn/natlex/docs/ELECTRONIC/83695/92621/F1512682825/AZE83695%202.pdf  

     http://www.commission-anticorruption.gov.az/upload/file/Law_on_right_to_obtain_information_done.pdf ) 

 

- Customs Code Chapter 6. Application of Information systems and information technologies in the customs 

matters  

(https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-

A8D5AF.pdf ) 

IV.B  
Liability issues related to cross-border paperless trade systems  

Trading parties and other concerned entities may suffer losses from the incorrect transmission of information and may seek 

compensation for those losses from those liable for them under contracts among the transacting parties or, if this is not possible, under 

the general law of civil wrongs. This form of liability is separate from any sanction that may apply under criminal and administrative law.  

https://mincom.gov.az/upload/files/55d6592556a028f7d533d589f283c4c7.pdf
http://www.e-qanun.az/framework/11142
https://www.ilo.org/dyn/natlex/docs/ELECTRONIC/83695/92621/F1512682825/AZE83695%202.pdf
http://www.commission-anticorruption.gov.az/upload/file/Law_on_right_to_obtain_information_done.pdf
https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf
https://customs.gov.az/modules/law/lawfolder/2/FILE_9C810F-95D131-978C6F-3020DF-4C158C-A8D5AF.pdf
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IV.B.1   May the operator of the 

paperless trade system 

be held liable for 

providing its services? 

 

Operator is liable under contractual agreements. 

 

IV.B.2   May government 

agencies participating 

in the paperless trade 

system be held liable 

for their interaction with 

the system? 

 

Government agencies are liable under contractual agreements. 

 

IV.B.3  May service providers, 

such as internet 

service providers and 

trust services 

providers, be held 

liable for interacting 

with the paperless 

trade system? 

 

 Trust and internetservice providers has liabilities under contract. 

Contact terms are flexible and depends on the delivered services and level of access required.  Article 2. 

Clause 2.2. The Civil Code of the Republic of Azerbaijan determines the legal status of the subjects of civil 

legal 

relationships, the basis for establishment and the manner of exercising rights of ownership and other property 

rights, and regulates contractual and other obligatory 

relationships as well as other the property and related personal non-property rights related to them. 

 

 

IV.B.4   May other participants 

in the paperless trade 

system (e.g. customs 

brokers) be held liable 

Customs brokers are liable for all data they submit to customs under customs legislation (Cabinet of Minister’s 

Decision #263 dated 22 July 2014). 
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for their interaction with 

the system or their role 

in the passage of 

information or data 

passing through their 

systems? 

  

IV.C  Dispute settlement and conflict of laws  

The following section is aimed at examining the dispute settlement mechanisms for the operators of a single window or other paperless 

trade system.  

IV.C.1   Do national laws deal 

with choice-of-forum 

and choice-of-law 

issues relevant to 

paperless trade 

facilitation?  

 

Azerbaijani laws deal with choice-of-law issues with relevance with the selected country. 

IV.C.2   Does the law 

contemplate 

alternative means of 

resolving disputes in 

international trade, 

such as arbitration and 

mediation? Are the 

results of any such 

means clearly 

 Yes, it does.  

- Law of the Republic of Azerbaijan “On International Arbitration” (http://www.e-qanun.az/framework/90);  

- Law of the Republic of Azerbaijan “On Mediation” (http://www.e-qanun.az/framework/41828); 

- Article 13 of the Law of the Republic of Azerbaijan “On electronic commerce” (http://www.e-

qanun.az/framework/10406).   

Azerbaijan is a party to the New York Convention on the Recognition and Enforcement of Foreign Arbitral 

Awards, which facilitates cross-border enforcement. 

http://www.e-qanun.az/framework/90
http://www.e-qanun.az/framework/41828
http://www.e-qanun.az/framework/10406
http://www.e-qanun.az/framework/10406
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enforceable across 

borders? 

 

 

IV.C.3   Are online dispute 

resolution mechanisms 

used in paperless trade 

facilitation? 

 

Yes. Legally it is permitted by Article 13.1. of the Law of the Republic of Azerbaijan “On electronic commerce” 

(http://www.e-qanun.az/framework/10406): 

13.1 Disputes between e-commerce participants can be resolved extra-judicially, including the usage of 

electronic means that do not contradict the law. 

 

IV.D  
Electronic payments and electronic transferable records  

Electronic payments are the backbone of the digital economy. To the extent that electronic payments are available, they could be 

incorporated in the paperless trade system. Usually, this is done by using electronic funds transfers, i.e. by ordering a bank to transfer 

money (wire transfer) or by using credit or debit cards. In other cases, certain commercial documents may be used to perform payment 

or give guarantee of payment.   

IV.D.1   Does the paperless 

trade system accept or 

initiate electronic 

payments? 

 

Yes. Most commercial banks provide services to businesses (individual entrepreneurs and corporates) for 

execution of electronic payments via plastic cards. Also, some banks have applied more advanced innovative 

digital services, for example: VISA B2B connect and SWIFT gpi. Visa B2B Connect's multilateral payment 

network enables cross-border transactions directly between any banks connected to the platform for a more 

consistent and streamlined payment experience. This service connects over 15500 financial institutions 

worldwide, across 200+ countries. For more information, please visit this link:  

(https://www.visa.com.az/az_AZ/partner-with-us/payment-technology/visa-b2b-connect.html ) 

Commercial banks can provide automation of MT 101 or MT 103 messages for its corporate clients using 

SWIFT global payments innovation (gpi) to execute payments via their current accounts. More than 4232 

http://www.e-qanun.az/framework/10406
https://www.visa.com.az/az_AZ/partner-with-us/payment-technology/visa-b2b-connect.html


 

 
 

157 

financial institutions worldwide have signed up to SWIFT gpi. For more information, please visit this link:  

https://www.swift.com/ru/node/35296   

In any case, hard copies of commercial documents of trade transactions are submitted by businesses for 

executing electronic payments in order to be compliant with regulatory requirements.  

The access to online financial services is available with a qualified e-signature Asan Imza (Mobile ID). 

Resolution of the Cabinet of the Ministers No. 440 lays down the classification of the profits of the state 

budget. e.g. 115110 refers to “Import duty paid by legal entities” or 115130 to “Customs duty paid for imported 

vehicles”.   

Such coding and their descriptions are integral part within the e-payment system in Azerbaijan.  

 

IV.D.2   Does the paperless 

trade system accept 

electronic transferable 

records? 

 Azerbaijan works on implementation of e-CMR platform and ratification of the Additional Protocol to the 

Convention on the Contract for the International Carriage of Goods (CMR) concerning the Electronic 

Consignment Note. Deployment of the platform will allow Azerbaijani companies create and manage 

transferable documents such a digital bill of lading. 

IV.E  
Competition laws  

The following section is aimed at examining the competition law issues involved in a single window or other paperless trade system.  

IV.E.1   Does a competition law 

exist? If so, is it 

applicable to single 

window operators or 

other paperless trade 

services providers? 

The competition legislation of Azerbaijan consists of Law on Antimonopoly Activity, dated 4 March 1993, the 

Law on Unfair Competition, dated 2 June 1995 and the Law on Natural Monopolies, dated 15 December 

1998. Those laws apply to all aspects related to competition, irrespective of the business, economic and 

social areas. In addition, a competition code has been drafted but not adopted yet. 

https://www.swift.com/ru/node/35296
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IV.E.2   Does the law give 

authorized economic 

operators preferential 

access to the paperless 

trade system? 

All the traders have equal rights in their access to paperless trade system. Trusted Traders in Azerbaijan such 

as “The Green Corridor” users have certain advantages within the customs UAMS in terms of communication 

and some extra options aimed to control their activities in the framework of the benefits applied to them.  

 

IV.E.3   Are paperless trade 

service providers 

selected on a 

competitive basis? Are 

foreign providers 

admitted? 

 

Yes, they are selected on competitive basis. There is no limitation for foreign service providers to deliver their 

services.  

  

_________________   
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