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ROLES OF IMDA

INDUSTRY
DEVELOPER

DIGITAL
CHAMPION

ENABLER

Drive digitalisation across
industries

Develop the digital tech
and media industries as an
engine of growth for
Singapore

Master-planner for
connectivity, digital
infrastructure & standards
Supporting a digitally
enabled workforce Prepare tech & media
manpower, and segments
of society to be digitally-

ready

Foster a data ecosystem
for the digital economy

REGULATOR
&
PROTECTOR

Ensure resilient telecom &
broadcast networks

Govern market conduct and
protect consumer interest
through infocomm, media,
postal and data protection
regulation
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DIFFICULTIES WITH PAPER IN CROSS BORDER TRADE

Current State . . Fragmented
Inefficient
Systems
‘- -------- *  Manual handling e Costly connections
Authority Consignee . Vulnerable to fraud . No interoperability
@
9 i Cost of documentation
Exporter ~ Authonty\‘ ’,4:’ 20%*
------- >
Info exchanges
Just 1 shipment involves
. Many parties across different sectors Cost of shipping
= Many exchanges of information
= Manysilo systems This inefficiency is costly

*Maersk and IBM’s Paper Trail Research in 2014
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TRADETRUST’S 3 KEY FUNCTIONALITIES: AUTHENTICITY, SOURCE & TITLE OWNERSHIP FOR TRADE DOCUMENTS

* TTis designed to provide industry the means to verify the authenticity and source of a document, as well as enable the digitalisation
of transferable documents into Electronic Transferable Records (ETR) that have the legal ability” to effect title transfers.

1) Authenticity Gre-Tech of TradeTr@

] - Any tampering would be evident i L
Verify e Uses Decentralised Identifiers

E’;g (DID) and digital signatures to
digital + H
'9 verify the source and
signatures

authenticity of documents.

Verifiable Documents

e.g. Certificates, Licenses, Packing Lists,
Purchase Orders etc.

2) Source
- Genuine creators of documents
Usina N like Carriers, Govt authorities * Uses Blockchain to create Non-
sing Non- .
Fungible Fungible Tokens (NFTs) to
Tok . .
Transferable Documents (NFTS) and + represent title ownership and
e.g. Bills of Lading smart enable transfers from one party
contracts h
3) Title Ownership to the next.
*Decentralized Identifiers (DID) are a new type of unique, cryptographically - Legally-valid Performance
verifiable identifiers that are designed to be decoupled from centralized obl ig ation Transfer

registries, identity providers and certificate authorities

ey A

. , . . . y . . i * TradeTrust L‘ DEVELOPMENT
ASingapore’s 2021 amendment of its Electronic Transactions Act (ETA), one of the first few internationally, enables the creation and use AUTHORITY
of ETRs such as electronic Bills of Lading (eBLs), empowering practitioners to reap the benefits of digitalisation more easily.



ARCHITECTURES FOR DIGITAL DATA EXCHANGE*

%o

Peer to peer architecture

Shared hub architecture

Decentralised architecture

*Extracted from UNCEFACT White Paper on eDATA Verifiable Credentials for Cross Border Trade is freely available at

https://unece.orq/trade/uncefact/quidance-material

(v Technologically mature parties must make some investment to
set up connections

* Model works well for high volume exchanges between small
number of parties that already know and trust each other

* More difficult for low tech mature parties and 3™ parties that

\_ need access to same data

KModeI works well where hub represents an existing identifiable
community where the hub has a natural monopoly and each
party can complete most of what they need on that hub

* Does not scale well for trade processes across geographic or
industry sectors
* In Trade, such architecture results in duplicated memberships in
\__many platforms

AN

)

or Competent Authorities
* Documents are digitally signed by the issuer using an identity
created and owned by the issuer

because security is built into the document itself

\ No dependency between issuer and verifier

K Documents are self-issued as “verifiable credentials” by trade partie}

* Documents can be exchanged using whichever convenient method

)
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https://unece.org/trade/uncefact/guidance-material

THE TRADETRUST FRAMEWORK

The Framework SUPPORTS Platforms and Systems to achieve the 3 functionalities ACROSS Platforms
and Systems. The technical methods are implemented in open-source software that has been made

freely available to the international community

Finance Insurance Logistics

Cross-domain Interoperable Framework

Technical Infrastructure

L | euwinessted |

* Digital Ecosystems Co-Development
e Enterprise Adoption & Digitalisation I

o= =

---------------J

£ === = - -~

‘ TradeTrust Framework Cross-border Recognltlon ‘
(Standards, Semantics, Legal) United Nations ey \F I
I To legally recognise cross-border digital documents (e.g. Standards Devt
eBL, eCO, elnvoice, eSPS Certs, eBills of Exchange) y \Q\J L I
To enable system interoperability of trusted digital \ll“@y Iso
I documents exchange through standards j’{t}‘j iz I
I TradeTrust Digital Infrastructure I
I Blockchain gateway that allows business apps to consume blockchain services through standardized
APIs, achieving decoupling that eases the burden on them of enhancement and maintenance while
I blockchain technologies evolve.
*  Published as open source for ease of industry adoption and for further enhancements by the open '
\ source community

To be contributed as reference implementation to standards bodies to support standards

development and accelerate TradeTrust usage

-------------—
IHFGOOMM
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The 4 Key Components of TradeTrust

| TradeTrust
, ‘ s 2. Standards @
9 1. Legal Harmonisation ——e ‘ i’ ( ¢ Alignment / Development
. -, Develop international
Prolwdte Iegal vallgltzlfor ) standards that TradeTrust
electronic negotiable ( complies to

documents through
compliance to MLETR

OpenAttestation
e—— 4. Software Framework @

A set of open-source
software code that can
easily integrate backend
solutions to the
TradeTrust network

3. Accreditation Framework ¢ ‘

Certify technical solutions
meet the requirements of
the law
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TRADETRUST FRAMEWORK IS ACCESSIBLE TO ALL

g2 7 2 & g3 %
Application Layer . [$] J a0y -
Basic Ul I Sample Finance Insurance  Logistics  Platforms Ecosystems
implementations L
via PoCs Commercial Applications/Platforms/Ecosystems
os ~ = ’,0. =
. g B] € ] B &
® T [/ =
° Tl‘adeTl‘USt Payload  — MLETR Identity = ‘
Agnostic Document Compliant Distributed  Seamless Exchange Resolver Smart Connectors
Documents Verification Title Transfer filestore  Ppaper ¢ Paperless (Verifiable Claim) Contracts
Blockchain Layer \‘ Co polygen el @é
Hashgraph 7
ethereum Sidechain
o \ z N
v N ‘,V N) P
V@V \ V)
ey &7 ISO

UNCITRAL Model Law
MLETR, MLEC, MLES
Singapore ETA

Standards Development

-.
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Pertinent highlights from the UNCEFACT White Paper

Weaves together how Verifiable Credentials, Trust Anchors and Decentralised Identifiers
enable a decentralized architecture for digital trade documents

Documents are digitally signed by the issuer using an identity created and owned by the
issuer (a.k.a self-sovereign identities).

The digital documents can have a human friendly view that looks like the paper equivalent
(but with a QR code that links to the encrypted digital version) and supports paper-friendly
processes whilst being machine-readable (hence supports automation!)

The documents can be exchanged via any convenient method (email attachment, portal
upload, APl automation, even as a QR printed on the corresponding goods!) because
security is built into the document itself.

No need for centralized hubs or EDI connections so every party can digitalise at their own

pace. -
:"Trade A 4 35

*Extracted from UNCEFACT White Paper on eDATA Verifiable Credentials for Cross Border Trade is freely available at
https://unece.org/trade/uncefact/quidance-material



https://unece.org/trade/uncefact/guidance-material

NORMAL DOCUMENTS’ INTEROPERABILITY

3. Forward digitally-signed CO and other trade
documents via conventional methods (e.g. as email
attachment, file transfer, portal upload, data-
sharing platform, API, etc..)

2. Generates digitally

signed CO (TradeTrust

document) and issues
the CO to Exporter

........................ IS = .
Exporter Trader
ERP System

=h

Pref Cert of Origin
Issuer
Documentation system

@ 1. Apply for CO @

A

4. Verifies (automated or :
manual) digitally-signed ...eeesss ;

LEGEND:

0. Issuer s_ets up own CO w Issuer’s DID
: Decentralised ID :

(W3C’s DID Standard)

TradeTrust network

Q Co polygon @ .ee

ethereum

Non-TradeTrust| :
activity L - T
TradeTrust
activity

TradeTrust Open
@ Source digital
utility
Public
— - Blockchain
Nodes

5. Submit import Declaration and provide
digitally-signed CO and other supporting
documents (TradeTrust documents or PDF)

= p/

Importer Customs

Marketplace Platform National Single Window

O

A
6. Verifies digitally-
signed CO and extracts End
data from TradeTrust
documents for
automated processing
ool I I ¥V, hessomm
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DEALING WITH TRANSFERABLE DOCUMENTS (BL AS EXAMPLE)

Paper Transferable Instrument

Electronic Transferable Record

SUPanOwan

BILL OF LADING

558538

. Title ownership

.
|

b

)ooxas

BL Data

MA™ 2039662

1) TITLE ownership

-+

Bl of Lading

2) BL Data
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TRANSFERABLE DOCUMENTS’ INTEROPERABILITY

START
END
Buyer 7 H >‘ Enmg,
e et Carrier Traa,,
ﬂ 38 === Non-Blockchain b, Blockchain-based Platform
based Doc System for Buyers & Sellers
—{1—{1—1
Transaction @ _@ O—0—0
info on chain
Seller 1 Transaction
’ info on chain
_ %
: > - Trader 2
g Public Blockchain (TradeTrust network) .&‘
Non-Blockchain S = ~ i
based Bank Portal = — n
A N
JINTR v
@ .
LEGEND: Bank 3 0’
Transport of electronic A *
‘ ® documents containing BL ‘ Bank 4 I I I I ‘
data (e.g. platform, email) ’Q.
portal) S Govt Authority 5 .
Reading and updating of v, = M Non- Blockchain-based
< Title Ownership ﬂ Platform for Banks
Reading and verification Non-Blockchain-based ‘l "TEIER L
€= /f Title Ownership National Single Window
@ TradeTrust Open _ Y isocom
Source software ‘e I I DEVELOPMENT
. _ Public Blockchain : TradeTrust A 4 2E¥oms
Nodes 12




TRADETRUST DESIGN PRINCIPLES

\\ // \\ // \\ /,
Public and Permissionless Data Off-Chain Payload Agnostic
NO Central governance authority Preserves data Confidentiality NO dataformat or Standards
restrictions
/” N\\\ /”—_-N\\
// \\ /, \\\
/ \ / \
1 \ 1 \
\ 1 \ 1
\ / ' —Jv K
A SMo P ’/ N N //
Open-Source MLETR-Compliant
Full transparency for faster Meet the requirements of the law
adoption (for electronic negotiable documents)

wee INFOCOMM

e A
MLETR = Model Law on Electronic Transferable Records published by United Nations Commission on International Trade Law in Sept 2017 ¢ TradeTrust I I L ‘ MY



GLOBAL PARTNERSHIPS

INTERNATIONAL
e, CHAMBER
OF COMMERCE

Convening alongside the World Economic Forum
Annual Meeting in Davos, the International
Chamber of Commerce (ICC) has joined the
Singapore Government and industry partners to
accelerate the digitalisation of global trade and
commerce,

Australia and Singapore to trial blockchain for
cross-border trade

The trial will test digital verification platforms across both the ABF-
developed Intergovernmental Ledger and IMDA's TradeTrust for

electronic trade documents.

SWIFT and Singapore’s IMDA Join
Forces to Drive Global Trade
Digitalisation

TRADE

Collaboration combines the reach, scale and reliability of SWIFT with

World’s first digital trade financing
pilot between MLETR-harmonised
jurisdictions

Paves the way for wider adoption of IMDA’s
TradeTrust framework to facilitate the
exchange of digital trade documents in global
trade finance

Vo Port of
” Rotterdam

Succesfull Proof of Concept Electronic Bill

I Qetaber 201%, IMDA {Infocomm Media and Development Authority) and the Maritime ard Port
#wthority of Singapare (MPA] co-hosted o 2-doy workshop for the delenates from Blecklob, Port of
Ratterdoms blockehain cenire fo work fagether on the requirements of title trancfer copability in
relation ta eBLs for cross-border frade transactions.

IMDA’s efforts on technology and legal frameworks to accelerate trade

digitalisation

FINANCIAL TIMES

=2 DBS

DBS and Trafigura
collaborate with IMDA to
launch open-sourced

Sillgap0r€ ChaI'tS it‘S WHY tO digital flltlll'e fOI‘ tl’ade blockchain trade platform

Longer term, Singapore is working on a project
called TradeTrust that aims to develop an
“interoperability framework” for the exchange
of digital trade documentation that would
simplify and speed up procedures.

cfeyps

ey II V¥ ESSoMmM
' TradeTrust A 4 S5vEimmenT

14



CHARTING GROWING INTEREST WITH NOTABLE INSTITUTIONS GLOBALLY

< ) WORLD
ECONOMIC
A
et Z b, FORUM ICC |((
WCOnews . iecffc iz Al ':?E -
R The role of advanced How blockchain can restore trust in trade

Renewal
Resilience

Tratng Syte

technologies in cross-border
trade: A customs perspective

o

e
https://mag.wcoomd.org/magazine/wco- www.wto.orglenglishires_e/publications_e www.weforum.org/agenda/2017/02/block https://icowbo.org/publication/standards- w‘wgz.;niscap org/zvents(/j20§2/:fwar‘ds- unece.org/sites/defaultfiles/2022-
news-94/tradetrust-accelerating-the- Jweotech22_e.htm chain-trade-trust-transparency toolkit-for-cross-border-paperless-trade globally-hamonized-standards-digital- 06/010_Verifiable-Credentials-CBT.pdf
digitalization-of-international-trade P trading-system
e
) 7 TRADE
T B T T | T B T y ) ([ FinanCE
HE BUSINESS 1IMES HE BUSINESS TIMES BLACKSTONE & GULD
. S N  omeizns = ~i=i== )

TRADE FINANCE

: T TheSraveNew Workd OfBectonic Tranglerale Tade TALKS
Si = R

The brave new world of electronic Singapore at the helm of digital trade s

transferable trade documents

THE FINTECH ISSUE

BANK OF ENGLAND, ON
BANKING, PAYMENTS
AND INNOVATION

www.businesstimes.com.sglopinion/the-

www.businesstimes.com.sg/opinion/singa www.blackstonegold.com/bt-the-brave- www.tradefinanceglobal.com/posts/imda- . aCo
::ravef-ne\l/)v‘-w‘orlg-o;-e\eclron‘lc- pore-at-the-helm-of-digital-trade new-world-of-electronic-transferable- tradetrust-interoperability-framework-road- v L’:EMA MM
ransferable-trade-documents trade-documents to-ach ross-bord: less-trad!

’ e TradeTrust RUTHGRITY
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CALL TO ACTION

1) Join us to co-create TradeTrust Proofs of Value

If you're from:

a) Shipping lines

b) Shippers/Consignees

c) Logistics Service Providers

d) Financial Institutions providing Trade Financing Service
e) Govt Authorities involved in cross-border matters

2) Incorporate TradeTrust code into your Applications

If you’re from:
a) Tech Companies
b) Platform Providers

Useful URLs:
Reference Implementation Website: https://tradetrust.io/

Docs: https://docs.tradetrust.io/
Source code: https://github.com/TradeTrust

For more info, contact us at: IR{ET [TV {@I[3 1o EX-Lo) VRT3
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