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What is Singe Window (SW)?

The most commonly accepted definition of a SW is the one provided by UNECE
Recommendation No. 33. It describes the SW as “ that allows parties
involved in trade and transport to lodge standardized information and

documents with a to fulfill all import, export, and transit-
related regulatory requirements”
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Current situation for Goverment and Traders A “Single Window" environment

Source: UMECE -UN/CEFACT (UMECE Recommendation 33



http://tfig.unece.org/contents/recommendation-33.htm
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WTO TFA overall strategy includes a Single

The WTO Agreement explicitly mentions the Single Window in paragraph 4 of Arucle 10
( “Formalities connected with Importation, Exportation and Transit™). Paragraph 4 reads:

i.1 Members shall endeavour to establish or maintain a single window, enabling traders to submit

documentation and/or data requirements for importation, exportation, or transit of goods through a single
entry point to the participating authorities or agencies. After the examination by the participating

authorities or agencies of the documentation and'or data, the results shall be notified to the applicants
through the single window in a timely manner.

{2 In cases where documentation and/or data requirements have already been received through the single
window, the same documentation and'or data requirements shall not be requested by participating

authorities or agencies except in urgent circunstances and other hmited exceptions which are made public.

13 Members shall notafy the Committee of the details of operation of the single window,

{4 Members shall, to the extent possible and practicable, use information technology to support the single
window.
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The WCO Adapted Definition

WCO prefers the term ‘Single Window environment” (which was also the

term used in the concept brochure produced as a prelude to UN/CEFACT Recommendation No. 33).
The WCQO’s website currently gives an unofficial definition of the Single Window environment as a
“cross border, ‘intelligent’, facility that allows parties involved in trade and transport to lodge
standardized information, mainly electronic, with a single entry point to fulfill all import, export and
transit related regulatory requirements” (WCO 2008). This is largely in line with UN/CEFACT

Recommendation No. 33

A\




Why is it an ‘Intelligent’ Facility?

The term ‘intelligent’ is significant because the Single Window is not merely a data switch or a
gateway to facilities belonging to cross-border regulatory agencies, nor simply a centralized access
point to information through a web portal. Rather, it is also a vehicle for providing shared services

to users.
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How to distinguish SW from SSP and TIP

How to distinguish SW from SSP and TIP

National Single Window (NSW) Single Submission Portals (SSP’s) Trade Information Portal (TIP)

Transactions: B2G, G2G, G2B

Operation: Public Domain

» Tariff and non-tariff requlatory
compliance (including duty/fee
calculations and their e-payment or
remittance control);

» Application of sanitary, veterinary
and sanitary-phytosanitary
quarantine measures; Safety/security;

Management of quota levels;
intellectual property rights;
submission of supporting
documentation.

(73 UNECE

41 UN/CEFACT

Transactions: B2B, B2G, G2B

Operation: Private Domain

Services:

+ Single entry & Single submission
* Transport
* Logistics
+ Financial
Types of SSP’s:
* Port Community Systems (PCS)
* Freight Forwarder Systems (FFS)
« Cargo Community Systems (CCS)

) UNECE

2 UN/CEFACT

REC. 37

Information:

» Laws, regulations and other legal
instruments relating to trade and
compliance

Electronic forms and messages for
applications for LPCO'’s, Customs
declarations etc.

List of codes used in electronic
forms, messages, applications,
declarations etc.

Information on how to connect to
NSW AW etc.

Tariff and Non-tariff measures,

Advance rulings etc.

s 1 UNECE

4
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Use of International Standards

When implementing a Single Window, governments and trade are strongly encouraged
to consider the use of existing recommendations, standards and tools that have been
developed over the past number of years by intergovernmental agencies and

international organizations such as UNECE, UNCTAD, WCO, IMO, ICAO and the ICC

The use of standards and available tools will help ensure that the systems developed to

implement the Single Window are more likely to be compatible with similar
developments in other countries, and could also help in the exchange of information

between such facilities over time.




Lead Agency for a Single Window

The appropriate agency to lead the establishment and operation of a Single Window
will vary from country to country depending on legal, political and organizational

issues.




/Business Needs / Business Opportunities of
- Cross-border Single Window Interoperability

* Many countries have successfully established
Single Window facilities with better regulation
and better efficiency (in both time & cost savings)

However the electronic information exchange
Is used to coordinate work among stakeholders
mostly within the country (national-level SW).

» Several documents and information required by
authorities are still in paper forms, especially
those created in other countries and then used
within the country.




Business Needs / Business Opportunities of
Cross-border Single Window Interoperability ...

National Level Cross-border level

* On average 15 * Many documents for
national agencies international trade are
are involved in generated in one country
international frade.  then used in the other

country.

(National)
Single Window
of one country

(National)
Single Window

(National) of the country B

Single Window
of the country A







Current Border Control Step on Import /
Export

CBRA CBRA/ Cargo
Decision on Customs release /
Inspection Inspection Hold

Obtain Process Inform

Permit Declaration CBRA

eManual / Paper ePartial automation N\ ERUE] eManual (trader/ *Manual *CBRA signs on
using ASYCUDA Customs Inform Gate pass.




Participating Agencies

Maldives National Single Window Environment - Concepitual Components

MFEFDA,

Asycuda 3
Agriculture Fisheries,

Defence

_N\/

Clearing >

il // \\

Ship/airline
Agent Importer / Customs

Exporter Broker




Business Process Analysis

* MED has conducted business process
analysis for Major CBRA’s

e System development
* MFDA
* MDNS
* MOFA
* Transport Authority

A\
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Opportunities for process improvements

* Leveraging the capabilities of automation

» Simplifying trade license requirements by
reviewing legislation

* Adopting risk-based strategies and tools for
cargo inspection

e Coordinating border control by relevant
agencies.




Legally-enabling Environment

 Electronic transaction bill enacted
* Data privacy and protection bill at the draft level
* Cybercrime bill AGO has been working on it

 Administrative law for NSW Operator to empower the company
to provide services
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¢ Login with you efaas

A123456

Authentication and Authorization

Legav.my

govcrnmcnt

Welcome to

* UN/CEFACT

Recommendation No.
35 suggests the
adoptlon of an
‘identity management’
solution. The Single
Window solution
needs to provide ‘rule-
based and role-based’
access to
heterogeneous
systems. Identity
management
solutions that are
based on open
standards can
promote
Interoperability by
federating and
managing identities of
users across different
organizations




Electronic connectivity between all
participating agencies

Int_erfa]ces bU”t_ for. { ﬂs::na;::_e_rw:E_rweloperxmlns:SUBperw:“htt':..-'.-" C
sharing information in ort License’, jg‘;‘ﬁzzigfﬁf”
i Xpi e g B ~=bd e
the form Ofg'ECtFOﬂIC 0", <asy:storeControl>
MeSssages etween : i <I--Optional—>
agencies ( projectione”: null <asy’1d>232121</asy ld>
o <I--Optional:-—>
N o g <asy:User=847</asy.User>
Data shared: uctTypela”: 7, 1 et oo <I-Optional:—>
"MIRA ucthy mse, <asy:Section>RELEASE</asy:Section>

b </asy:storeControl>
-MED : . </soapenv:Body>

</soapenv:Envelope>

-MACL
-MPL
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Electronic connectivity between all

AIRLINES

Maldives
Immigration

sys2sys y E-doc server GTAS system
b Web Service

Automatic notifications and
. data exchange
Web Portal y

Customs
RISK MANAGEMENT

ENGINE

Timer for

Web Services

g - Private aircrafts
An inter-operable services hosted & up-running over the web which
could be accessed by different independent clients like web browser

K ‘Police
There are 2 types Web Services

@ i Immigration
\ { 8- - | Customs

* REST (Representational State Transfer)

* SOAP (Simple Object Access Protocol)

Watch lists

=
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2 Criteria (View) - View criteria {red)
File Edit View Help

= @

'ASYCUDA

Risk Management

Trader Profile

00BW

BONDED WAREHOUSE OFF

Criteria Code Level Valid from

BOND_| National 11112016
HIGHDUTY_RATE National 030112018
PERMIT_REQUIRED National 03/01/2018

D mentati ted criteria BOND_IN

Criteria for Bonded Warehouse Declarations

Export

Import

Valid to

C3536 - STATE TRADING ORGANIZATION PLC LTD/5.T.0 PEOPLES CHOICE STAPLE FOODS

GREEN

1. Customs Clearance (Score: 5)

Hit on items
1,2,3

: = CIF Value, (Score: 5) CIF

= Number of declaration, (Score: 0) Standard Declaration (More than 700 declarations in past 1 year)

)00.00 in past 1

2. Business Form (Score: 0)
= Business Entity, (Score: 0) more outlets)

3. Financial Status (Score: 0)

= External, (Score: 0) Surplus More Than MVR 50i rs (Surplus of more than MVR 50,000 per year for 3 censecutive years)

= [nternal - Bounce Check, (Score: 0) ()

= Internal - Outstanding to Customs, (Score: 0) ()

= External - Outstanding to MIRA, (Score: 0) (

4. Fined Declaration Issues (Score: 2)

Article 7 of the
WTO Trade
Facilitation
Agreement lays
down that each
Member shall, to
the extent possible,
adopt or maintain a
risk management
system for Customs
control (paragraph
4.1 of Article 7
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Control Result

I_g‘] Detailed Declaration - View [2018]

« Other government
' | : agency systems
g i . CEITE can be integrated
Selectivity control document W|t h ASYC U DA
through web
service

M 4 2018 R 28 01/01/2018 2018 #8 2018 A 55 ! 01/01/2018 63

'ASYCUDA

Declarant Se 3 Initial Sel
B5001 Yellow

Bonito Group Pte Ltd
M. Hasowa Building, 5th Floor
Boduthakurufaanu Magu

Assigned Assigned . _ Selection Work X _
Section Officer JLEEFEEE Criteria involved completed EITIIETE

DOCUMENTA.. 891 Officer PERMIT_REQ...
EXAM Officer Manual A

RELEASE Officer PERMIT_REQ...
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CBRA accounts at MMA

_ . _— 7. Confirm Payment
H - ."“'\.,‘
= 2 Amount to A
) _— pay
Trader
3. ePayment
Instruction
"‘l-,“___- i

Unique Reference 1D
carried in all messages
associated with
payment transaction 4. ePayment

Instruction

5. Pl Issued

Commercial
Bank A

e

——

1. Amount

I

to pay

ol

'I'

7. Confirm
Payment

6. Confirm
Payment

Electronic Payment (proposed model)

« WTO Trade

Facilitation
Agreement Article
7.2 Electronic
Payment

Each Member shall,
to the extent
practicable, adopt
or maintain
procedures allowing
the option of
electronic payment
for duties, taxes,
fees, and charges
collected by
customs incurred
upon importation
and exportation.
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Data Harmonization

> Data, Systems, and business process need to be harmonized to maximize efficiency.

> Some data harmonization activities like introduction of single registration form
> Interfacing with MACL/MPL system




Road Map and National Single Window
Implementation

Policy

Technical
Activities

Implementation

KPl = key performance indicator, NSW = national single window.

".I CRUINCET .lﬁv.'-.l Al |_-J E'n"El QEImen I Ll.-i:l ]! L -



National Single Window Application

NSW Application Architecture External Applications

CLIENT/PRESENTATION MESSAGING GATEWAY

Web-forms | | Web-forms Web-forms G2G Messaging B2G Messaging
CBRA, user Trade Information Consumer Government Agency ade*
— e —— (XML /Edifact, NSW Protocol) | | (XML/Edifact)

Browser (1E /Firefox, etc) Secure HTML - GUI

APPLICATION INTEGRATION LAYER

‘Workflow Risk
Management Management

ASYCUDA World

MACL

MED

SLA Management TladséIIET:ijcr;;atim R
- MDNS

NSW Webservices . > i MOFA

APPLICATION SERVER LAYER [ MFDA

(Commercially available and supported multithreading tool, e.g., a J2EE application server)

DATABASE SYSTEM LAYER e-Payment

(Commercially available and supported, ANSI 5QL Compliant, e.g., Oracle 11 EE, Microsoft 5QL)

OPERATING SYSTEM LAYER
(Commercially available and supported portable product, Windows Server, Unix)
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Proposed Governance Structure for the
National Single Window Road Map




Sequencing of National Single window Road
Map Activities

NSW road map execution

'

Governance structure 1 month

w

BPR 2 months

Data harmonization 2 months

Legal framework 8 months

Service level agreements 3 months

Finalize application architecture 2 months

Specifications for NSW 2 months —l

Tender for NSW 2.5months —

NSW contract allocated E’

BPR = business process redesign, NSW = national single window.

Source: Asian Development Bank.




Changes due to Covid-19

Easier on boarding process - Importer registration requests by Customs portal and
automatic registration of importer/Declarant In ASYCUDA.

Automatic Assessment of Green Channel Declarations —30%

Changes to risk parameters , Green, Blue, Yellow, Red (Green, Blue % increase)
Introduction of Electronic Gatepass — Electronic Approval of cargo release approval
between Customs and Other CBRAs

Acceptance of Electronic payment only

ASYCUDA Password reset by customs portal

Automatic renewal of Customs Brokers/ Shipping agents when payment is made.

Other Payments Web Service - Manifest Late Submission fine, CO Charges etc..




Other Experiences

* Block Chain POC
* Phase 1: Manifest,

* Phase 2: Import Declaration

* Indo-Maldives pre-arrival Data Sharing




Block chain (POC)

ANNEX 1-Import Message Sequence Flow

Integrate Declaration

ASYCUDA RABBITMQ API INTERFACE BLOCK CHAIN

Persist Message Integrate Declaration

| |

| |

| |

|

: Success Response

| Integrate Daclaration :
D > 'q'

| Declaration Result

|

|

|

|

|

|

|

|

|

|

|

|

Declaration Result Declaration Hesuli




Block chain (POC)

ANNEX 2-Import Messages Structure

Declaration message(New mission)

submitter

type string

baseGeneralSegment

required declarationType, declarationProcedur

generalSegment
type object
required numberOfitems, numberOfPackages.,
<
== Properties
itemsDef / 0

type object

required sequenceNumeric, customsValue, commo .

itemsDef / 0
vehicles

type object
type array

required sequenceNumber, chassis, engine, fue

preValuation
type object

required mobileNumber, generalSale, auction, .

Declaratio uery and Amendments message

A
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Use of JSON messages

T"otring™
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India Maldives Data Exchange

A Data Exchange Platform is envisaged for message exchange between

Indian Customs (CBIC) and Maldives Customs. This data exchange

platform is an envisaged inter country electronic exchange system
which helps India and Maldives to share import and export related

| information. The objective of data exchange platform is to have

import/export related information in advance which can help to

expedite customs clearance process.




India Maldives Data Exchange

Exporting Country Importing Country

JSON over HTTPS (encrypted)
REST API| based authentication

Message (Add/Modify/Cancel)
| Ack

Data Processing

X

Failure message

Process &

Result - Failure at any step of processing
resend

Success message
Process &

save to DB Result — Success after complete processing

APl Gateway




Challenges

 Lack of local development team

* Lack of Support Agreements between UNCTAD or SoClass

 Confusion between web-based and web application - ASYCUDA

* Knowledge of Java and SoClass Frame work is required.

 The existing team is developing on the Microsoft development stack — C#, MSSQL

* Lack of technical knowledge to fine tune database

*  Running Customs system on virtualized environment




THANK YOU !
Q&A

Mohamed Ziyad

Senior Superintendent

Maldives Customs Service
mohamed.ziyad@customs.gov.mv




