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Mobilizing Financing for Development (MFD)
• Attract private investments to complement public-sector interventions
• Structure new public-private partnerships (PPPs) for sustainable development

Investment Project Financing (IPF)

SUPPORT TO DIGITAL ECONOMY

REGIONAL
IPF

NATIONAL
IPF

REGIONAL
DPO

NATIONAL
DPO

• Capital-intensive public investments to support a wide-range of activities
to build broadband infrastructure; digital public platforms; and digital skills under a MFD approach

Development Policy Operations (DPO)
• A program of policy and institutional actions to create an enabling environment for digital economy, in close
coordination with IFC Upstream Unit

Program-for-Results Financing (PforR)
•
Link disbursement of funds to the achievement of specific program results
• Support clients in enhancing the effectiveness and efficiency of their development programs

REGIONAL
ASA

NATIONAL
ASA

Advisory Services and Analytics (ASA)
• Use previous ASAs and TAs to inform IPFs and DPOs
• Assist governments in undertaking reforms
• Prepare new ASAs in emerging areas of policy reforms

5

GLOBAL
ASA

Data Governance Framework

Data Governance Framework

Governing Data Effectively

6

WDR 2021 Themes
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Key actions and policy areas relevant to Digital Development

Forge a new social contract for data

● National Data Strategy
● Data-driven digital Innovations
● 4th Industrial Revolution
● Digital solutions for Climate Change
● Digital Government

Increase data use and reuse to realize greater value

●Data sharing and data spaces
●Data reusability
●Open data
●Algorithms & Artificial Intelligence

Create more equitable access to the benefits of data

●
●
●
●

Foster trust through safeguards that protect people from
the harm of data misuse

● Data ethics
● Privacy, Data Protection & Data rights
● Data localization
● Cross-border data flows
● Cybersecurity

Work towards an integrated national data system (INDS)

● Foundational Data for Admin and Statistics
● Allowing data to flow safely and easily
● Data Protection and other legal issues
● Standards, classifications and typologies
● Data Architecture
● Institutions and governance

Data management
Quality and Standards
Semantic Interoperability
Platforms and Cloud

Analytical Work Examples
WDR2021 Pillars

Project Title
Caribbean Digital Transformation Project

Integrated National Data Systems
(INDS)

Digital Tanzania: Development of a national ICT statistical information
management system
Bangladesh EDGE

Data governance

Mali Digital Transformation Project
Resilient Digital Kazakhstan
Digital Cabo Verde

Human Capital
Infrastructure
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• Data-Driven Development - Information and
Communications for Development (2018)
• Unraveling Data’s Gordian Knot - Enablers and
Safeguards for Trusted Data Sharing (2021)
• Global Data and Cloud Infrastructure Study
(underway)
• Operationalizing Internet of Things and Mobile
(CDR) Big Data in WBG Lending (underway)

Mozambique Digital Acceleration Project
Côte d’Ivoire e-Agriculture
Haiti Digital Acceleration Project

Global coordination and
partnerships

Global:

Caribbean Digital Transformation Project

Kosovo Digital Economy

Regional:

• Data Policy Assessments: Nigeria, Armenia,
Uzbekistan (ODRA+) etc.
• Jordan and Morocco (MNA Data Governance report)
• Policy dialogue on Data Spaces in Digital Economy
in Turkey
• Numerous Open Data Assessments and Initiatives

Cybersecurity is a global public good, as viruses and malware – much like human health related viruses – spread globally and
put at risk the digital space worldwide.

The COVID-19
weaknesses.

crisis

has

exposed

cybersecurity

•

Theft of IP related to vaccine R&D

•

Disinformation and mal-information campaigns

•

Data theft and manipulation (contract tracing apps)

•

Vaccine supply chain and delivery

•

Cyberattacks on hospitals and healthcare centers

The Economist, December 2020

Cyber attacks affect even the most well-prepared organizations.
But 95% of attacks could be prevented if proper training and system updates were put in place.
The remaining 5% could be mitigated.
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Knowledge Agenda

Partnerships

Mainstreaming Cybersecurity across
Bank’s portfolio;
• Expanding resources being
invested in cybersecurity
• Enhancing client's cyber resilience
by ensuring that supported
activities and projects are cyber
protected

Data collection and analysis work to
ensure a better pool of knowledge to
support our clients in this area.

Strong Partnership in the cybersecurity
development community
Sharing knowledge and expertise and
cooperating on supporting clients and
mobilizing resources.

0

Recent WB examples
• Caribbean regional project
• Nigeria ID4D
• Uganda
• Somalia
• Rwanda
• West-Bank & Gaza

Diagnostics

New Approved Projects
with Cyber Components
(2014-2022)

Knowledge Products
Menu of Options for Cyber Activities
Available Expertise for Teams
Digital Economy Framework
CMM+
CIIP

Awareness Raising Activities

Capacity
Building

15

Global
Knowledge

Operations

Training Programs for Clients
Study Tours, Clinics, Workshops

Multilayered cybersecurity
diagnostic framework; utilizing
cybersecurity diagnostic tools as
part of the policy dialogue, technical
assistance, capacity building, and
investment
Digital Economy (DE) Framework;
WBG’s analytical model of digital
transformation, including
cybersecurity cross-cutting segment
CMM | Cybercrime Tool; National
level Cybersecurity maturity level gap
analysis models
CIIP Toolkit; Sectorial and sub sectorial
cybersecurity maturity assessment
incorporate actionable
recommendations

”Menu of Options” - The World
Bank will provide a set of instruments
and best practices of cybersecurity
activities to be integrated into
operations
Example
Title
Establishment of national cybersecurity
strategy; a manual for developing, updating,
adapting, and implementing national
cybersecurity strategies
Cyber-crime National Assessment; a model
for assessing the national capacity to combat
cybercrime

Establishment of National CERT; a toolkit to
assist with planning, implementation, and
operation of the N-CERT
Cyber Crisis Preparedness; A decision tree
articulating a checklist of activities to
incorporate to increase country’s cyber crisis
preparedness

Cyber Resilience Knowledge
Sharing Initiative; Expand the
understanding of the threat, its
impact on development,
opportunities and the need to think
“secured by design”
Knowledge sharing event series;
Digi-Talks & BBL webinars, regional and
sectorial
events,
masterclasses
and
information sessions
Cybersecurity advanced courses;
Deep-dive and upskilling for core cyber
security WB’s staff members and client
representatives
Online self-paced training courses;
Available for WB’s clients; First course on
Incident Response Deployment

Regional example: World Bank support on cyber resilience in the Kyrgyz Republic
• Country level diagnostic (CMM) and training was done by Oxford University and KISA in
2017, with the support of the World Bank and Government of Korea. The study informed
the establishment of the national cybersecurity strategy and catalyzed additional funding
from Korea.
• Digital resilience program was launched in 2020 (under the KWPF, Korean supported World
Bank Trust Fund as co-financing to Digital CASA Kyrgyzstan) to:
1. Promote digital resilience institutional capacity, including cybersecurity, business continuity and
data protection, for establishing and sustaining a Cyber Incident Response Team (CIRT), under the
Ministry of Digital Development, in a partnership with ITU
2. Carried out knowledge sharing activities with international experts
3. Digital resilience leadership training program with a focus on cybersecurity will be delivered shortly
by University of Central Asia with the support from World Bank and Ministry of Digital
Development (launch event on Feb 10)

