
Overview
August 2022



Department of State

Bureau of Cyberspace and 
Digital Policy

Regional Bureaus (EAP, SCA, 
WHA, EUR, AF)

DCCP Overview
The Digital Connectivity and Cybersecurity Partnership (DCCP) is a global whole-of-
government effort led by the Department of State that aims to promote an open, 
interoperable, secure, and reliable Internet. 
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USG Interagency

US Agency for International 
Development (USAID)
 Innovation, Technology and 
Research Hub

Millennium Challenge 
Corporation (MCC)

U.S. Trade and Development 
Agency (USTDA)

Department of the Treasury International Development 
Finance Corporation (DFC)

Department of Defense 
(DOD)

Federal Communications 
Commission (FCC)

U.S. Export-Import Bank 
(EXIM)

Department of Homeland 
Security (DHS)

Department of Commerce –
 Commercial Law Development Program (CLDP)
 International Trade Administration (ITA) 

 National Institute for Standards and Technology (NIST)
 National Telecommunications Infrastructure Agency (NTIA)

DCCP Partners



DCCP History and Timeline
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Why 
DCCP?

Developing economies 
are investing significantly 
in ICT  equipment and 
services in order to 
stimulate economic 
growth.

The USG wants to offer a 
credible, alternative policy 
and development approach 
to ICT development that 
emphasizes private sector 
involvement and market 
friendly regulation.

A country’s path to self-reliance 
must embrace the role of digital 
technologies in strengthening 
socio-economic livelihoods while 
also building the capacity to 
manage cybersecurity risks.

NSC provides guidance 
to State and USAID on 
countering authoritarian 
powers in the areas of 
internet governance, ICT 
infrastructure 
developments, and 
cybersecurity.

DCCP developed as an 
interagency initiative co-
chaired by EB/CIP and 
USAID/Lab to 
coordinate relevant 
efforts across the 
interagency, identify 
existing gaps, and 
provide targeted foreign 
assistance. 

First DCCP 
projects 
undertaken in the 
Indo-Pacific 
region.

Projects 
expanded to 
Latin America 
and the 
Caribbean and 
Africa.

DCCP expands to 
include African and 
Central Asian 
countries. EB/CIP 
undertakes 
interagency update of 
design and 
performance 
management.

Secretary Pompeo 
announces DCCP as 
part of the Indo-
Pacific Strategy on 
July 30 at the Indo-
Pacific Business 
Forum.
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Establishment of 
the Department 
of State’s Bureau 
of Cyberspace 
and Digital 
Policy (CDP). 



DCCP Approach

Grow Global Markets for U.S. ICT goods and 
services, especially high-quality, interoperable, 
secure ICT equipment, software, and services.

Advance an Open, Interoperable, Reliable, and Secure Internet 
by promoting inclusive, rights-respecting, multi-stakeholder models of 
internet governance and pro-competitive, pro-innovation digital 
economy policies and regulations.

Enhance Cybersecurity by 
increasing adoption and 
implementation of cybersecurity 
best practices.

Build Connections by promoting 
investments in secure, pro-
competitive ICT infrastructure.
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Help partner countries harness the economic power of an open, reliable, interoperable, and secure 
digital economy so they can be strong economic and national security partners with the U.S. 
through adoption of information and communication technology governance policies and 
approaches in line with international best practices.

Goal:

Pillars:

Support Tools:
Diplomatic Engagement Public-Private Engagement Capacity Building Project Design & Financing

• Bilateral and multilateral 
dialogues on digital economy 
and cybersecurity best practices

• U.S. business advocacy

• Reverse trade missions
• Trade shows
• U.S. business advocacy

• Cyber security capacity building
• Investment climate and market competition
• ICT regulatory strengthening, universal service, 

and utilization
• Procurement best practices and reform

• Feasibility studies
• Technical assistance
• Loans and financing
• Loan guarantees
• Political risk insurance



DCCP Footprint

Past & Current DCCP Activities, DCCP Dashboard 2022 (Tableau)

| A map of countries where DCCP has and continues to engage in activities across the globe. 
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DCCP supports U.S. policy goals  in support of an open, interoperable and secure 
digital economy and leverages funding mechanisms to make progress towards 
achieving those goals. Projects have taken place in SCA, WHA, EUR, EAP, AF and 
DCCP is continuing to expand globally. Sample successes include:
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DCCP Supports U.S. Policy Goals

Jamaica

Digital Asia Accelerator –
Online Safety Campaigns

DCCP Stakeholders: USAID (IP: DAI)

DCCP helped Cambodian citizens and 
small and medium-sized enterprises (SMEs) 
access information about how to protect 
themselves and their businesses online. The 
Digital Asia Accelerator used its local 
networks, along with USAID/Cambodia’s 
Facebook presence, to get video messages 
out to a massive audience, with feedback 
surveys reporting viewers frequently having 
taken actions to strengthen their passwords. 

Cambodia

Legal Assessment and Capacity Building 
of Wireless Networks

DCCP Stakeholders: DoS (IP: CLDP)

DCCP funded an assessment and training 
to support the modernization of Jamaica’s 
telecoms sector and expanded diplomatic 
engagement to advance bilateral 
partnerships with the U.S. This resulted in 
Jamaica concluding a joint “Declaration of 
Principles on 5G Cooperation” with the 
U.S., noting the benefits of Open Radio 
Access Network (Open RAN) 
infrastructure and the security risks posed 
by untrusted vendors, notably Huawei.

Jamaica

Technical & Operational Assistance to 
Modernize ICT Infrastructure

DCCP Stakeholders: USTDA (IP: Cisco)

USTDA is funding a training grant to the 
Philippines’ largest telecommunications 
company, PLDT, in partnership with U.S. 
company, Cisco, to provide equipment and 
services for modernizing is fiber optic 
network and transmission infrastructure in 
the Philippines, transforming it into a fully 
automated, 5G-ready network. An 
estimated $96 million in U.S. exports is 
expected from nationwide broadband 
access alone.

Philippines

Sample Success Stories:



DCCP is well-positioned for growth and to address emerging global needs, including: 
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DCCP is Positioned to Address Emerging Needs

Jamaica

• Scale up existing 5G 
efforts 

• Improve 5G vendor 
diversity and combat the 
use of untrusted vendors

• Increase research and 
development in Open 
RAN (radio access 
network)

• Improve interoperability 
between U.S. and key 
partner nation systems

Secure and Resilient 
Connections

• Combat government 
control of data in 
emerging markets 

• Support development of 
responsible artificial 
intelligence (AI) policies 
and practices

• Assist countries in 
meeting pro-competitive, 
pro-innovation, secure 
standards to  grow 
economies. 

• Tailor research and 
standards to country-
specific needs

Legal and Regulatory 
Reform

• Support secure financial 
technology (e.g., make 
transactions more secure)

• Expand the Cross Border 
Privacy Rules (CBPR) 
system globally, beyond 
APEC countries

• Expand programs aimed 
at increasing the use of 
trusted vendors for high 
quality ICT  goods and 
services

Grow Global Markets

• Take stock of and protect 
the critical infrastructure 
of partner nations

• Build and strengthen the 
global cybersecurity 
workforce 

• Help countries 
understand, prepare for, 
and respond/recover from 
cyber attacks (e.g., 
ransomware)

Enhance Cybersecurity



DCCP Mechanisms
Below is a partial list of existing and upcoming DCCP funded awards.
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Fall 
2021

DCCP Partner Project Title Region
State/CDP with Carnegie Mellon University Global Telecommunications and Emerging

Technology Training (GTETT)
Global

State/CDP with Atlantic Council Responsible AI Global

State/CDP with US Telecommunications Training 
Institute (USTTI)

Information and Communications Technology  
Capacity Building

Global

State/CDP with Western Door 5G/ORAN – Workshop/Conference Support Global

USAID with Digital Frontiers Digital Accelerator Asia S.E. Asia
USAID with Digital Frontiers ProICT Global
State/CDP World Bank Trust Fund for Cybersecurity Global

State/CDP Computer Security Incident Response Teams 
(CSIRTs)

Global

State/CDP and USAID Digital Ecosystem Country Assessments (DECA) Global

State/CDP with USTDA Digital Development Advisors Global 



For more information…
https://www.state.gov/digital-connectivity-
and-cybersecurity-partnership/

https://www.usaid.gov/digital-
development/digital-connectivity-
cybersecurity-partnership
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