Part 1:

INTRODUCTION
A. The Single Window for Trade Facilitation
The concept of a Single Window (SW) to enhance trade facilitation is not entirely new. Efforts
to simplify import, export and transit procedures have been underway for many years7 and the
idea of utilizing Information and Communications Technologies (ICT) emerged in the late 1970s.
Electronic Data Interchange (EDI) was envisioned, for example, in 1979 when the Government of
Singapore began its early discussions and work on what ultimately became its TradeNet system
in 1989.8
Over the past 10 years, efforts to develop single windows have increased dramatically as a result
of the growing importance of global supply chains in international trade. The concept of the SW
for trade facilitation is not complex but implementation of the legal, technical and organizational
aspects of a SW facility can be challenging. The United Nations Centre for Trade Facilitation and
Electronic Business (UN/CEFACT) Recommendation 33 defines the SW as follows:
A facility that allows parties involved in trade and transport to lodge standardized information and documents with a single entry point to fulfill all import, export, and transit-related
regulatory requirements. If information is electronic, then individual data elements should
only be submitted once.
This definition is likely one of the most widely used descriptions of a SW facility. However, “Single
Window” is not the only name that SW-type facilities have been called and some variants of the
SW concept include, among others, a “one-stop-shop.” In addition, similar SW-type approaches
have been applied to other types of government services such as the “one-door-service” provided for in the Lao People’s Democratic Republic foreign direct investment efforts.9
Work towards the ICT technical development of the Single Window in one form or another has
been underway for well over 10 years. While using ICT is certainly not the only methodology
for developing a Single Window,10 an ICT approach has been emphasized in many national and
international efforts. Additionally, the growing use of electronic commerce methods in international business transactions has demonstrated the increasing importance of ICT as a basis for
Single Window operations. Organizations such as the United Nations Economic Commission for
Europe (ECE),11 the Economic and Social Commission for Asia and the Pacific (ESCAP)12 and the
World Customs Organization (WCO),13 among others, have active programmes that focus on the
general benefits and the technical aspects of paperless trade.14
7 See e.g., the WCO’s International Convention on the simplification and harmonization of Customs procedures (Kyoto Convention), entered
into force in 1974.
8 ESCAP, Trade Facilitation Handbook for the Greater Mekong Subregion (2002), pp. 51-53.
9 Lao PDR Law on Investment Promotion, No. 02/NA, Vientiane, 8 July 2009. Article 44 describes the One-Door-Service as: “The investment’s onedoor-service is the services which provide the facilities in all fields to the investors through the provision of services on data and information,
consideration of the investment, issuance of enterprise registration certificate or concession license and the issuance of notifications relating
to the investment.”
10 As noted in UN/CEFACT Recommendation 33, “A Single Window does not necessarily imply the implementation and use of high-tech ICT,
although facilitation can often be greatly enhanced if Governments identify and adopt relevant ICT technologies for a Single Window”.
11 Information on the UN/CEFACT that is part of ECE can be accessed at www.unece.org/cefact/
12 For details, see UNNExT website at www.unescap.org/unnext/
13 See, e.g., The WCO Data Model, available at http://www.wcoomd.org/
14 See, e.g., “Workshop on International Standards to Stimulate Paperless Trade,” Kuala Lumpur, Malaysia (20-21February 2006). These programs
focus on the topic of “paperless trade” generally, within which the SW is an important component.
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Figure I.1. Illustration of a Single Window Facility

BOX I.1. Benefits of creating a single window in the Republic of Korea
Republic of Korea Customs completed a single window system in July 2008, allowing traders,
government agencies and private sector participants—including traders, banks, customs brokers,
warehouse operators, carriers, insurance companies and freight forwarders—to exchange information
in real time, thus speeding up approvals.
According to the World Bank’s Doing Business report 2010, the Korea Customs SW system called UNIPASS (http://portal.customs.go.kr), simplified the clearance process and reduced the clearance time,
thus saving logistics cost and reducing the financial burden of the users by approximately $2 billion
per year. In addition, UNI-PASS improved the quality of administrative service through reduction of
data elements by sharing information through the Internet among the border agencies and other
stakeholders.

Source: World Bank’s Doing Business report 2010, p.52
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Figure I.2. Alternative models of single window operations
Single Authority: A Single Authority that plays the role of a Single Window receives and disseminates information, and
coordinates control for example, in the Swedish Single Window, the Customs Authority performs selected tasks on behalf of
some authorities.

Single Automated System: A system that integrates the electronic collection, use and dissemination (and storage)
of data related to trade that crosses the border, either on the territory of a whole country like PortNet in Finland or in one
location like DAKOSY in Hamburg.

Automated Information Transaction System: A system that offers specific means of collecting incoming data.
Through this system a trader can submit electronic trade declarations to the various authorities for processing and approving
a single application. Approvals are transmitted electronically from governmental authorities to the traders’ computer. Such a
system is in use in Singapore and Mauritius.

Figure I.1. is one representation of a SW facility
based, in part, on the definition contained in
UN Recommendation 33 and incorporating a
broader paperless trade perspective.
The benefits of national electronic single
window systems are now well established.
They typically include significant reduction
in the time and overall cost of completing
export/import procedures, as well as increased
transparency. For example, the national single
window of the Republic of Korea and related
e-trade systems have brought enormous
economic benefits through reduced labour
and other costs associated with issuing and
circulating documents, reduced costs of
warehousing and inventory management,
and reduced redundant investment in the IT
sector (see Box I.1).15

Various approaches to a SW implementation
model are possible. The best solution depends
on compatibility with the local situation. For
example, three common models described in
UN/CEFACT Recommendation 33 are depicted
in Figure I.2.16
Over time it is possible that other SW
implementation solutions will emerge. The
key is that SW should build as much as
possible on existing international standards
and best practices to ensure, as far as possible,
interoperability with other SWs. From a legal
perspective, that also includes ensuring that the
SW facilities will comply with the current and
future rules of the multilateral trading system
negotiated at the WTO as well as the international
standards emerging from the work of UNCITRAL
in the area of electronic transactions.

FURTHER READING
“Recommendation and Guidelines on establishing a Single Window to Enhance the Efficient Exchange of Information Between Trade and
Government”, UN/CEFACT Recommendation No.33 (2005). Available at http://www.unescap.org/tid/unnext/tools/rec33_trd352e.pdf
“Recommendation on Establishing a Legal Framework for the International Trade Single Window to Enable the Development of Single
Window Systems and Exchange of Information in the Single Window Environment”, UN/CEFACT Recommendation No. 35 (2010).
Available at http://www.unece.org/fileadmin/DAM/cefact/recommendations/rec35/Rec35_ECE_TRADE_401_EstablishingLegalFramewor
kforSingleWindow_E.pdf
15 See The Case of Korea’s National Paperless Trade Platform, UNNExT Briefs on Towards a Single Window Trading Environment, No. 3, 2010.
16 See footnote n.4, UN/CEFACT Recommendation 33, p. 7-9.
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Figure I.3. Building blocks towards a single window

Source: UNNExT, Towards a Single Window Trading Environment – Gaining Support from Senior-level Policymakers, Brief No. 1, November 2009.http://www.
unescap.org/unnext/pub/brief.asp

B. The Intersection of Law and
Technology in the SW Environment
Single window facilities are complex trade
facilitation measures that require first and
foremost strong political will in bringing
the many stakeholders involved to work
together towards a common system. Once
the political will is there, establishment of
stakeholder coordination mechanisms and
the selection of a business model for the SW
are often natural steps, as key building blocks
towards implementation (see figure I.3).
However, much attention is often dedicated
to the technical development of the single
window and the procedures to be handled
by the facility, with little attention to the legal
implications of the choices made as well as the
availability of an enabling legal framework.
As noted earlier much of the technical Single
Window development work around the world
is focused on the use of ICT, that is, most SW
environments anticipate that transactions
involving the import, export, and transit of
goods that are submitted to and processed
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by the SW will be done electronically. This
reflects, of course, the rapidly growing use of
electronic transactions in international trade
generally and as part of the development of
global supply chains in particular.
There are a variety of technical areas within
a SW facility and its cross-border elements in
which different technologies can be selected
to perform particular functions. For example,
an electronic SW system will involve, among
other things, the use and creation of electronic
documents and data messages, transmission
of such documents and messages (which
may be done on open networks such as the
Internet or in a closed environment such as
through virtual private networks), and the
retention, storage and archiving of these
electronic documents and messages in
electronic formats that will enable them to be
used in the future for various purposes.
Given the increasing speed and sophistication
of ICT development, there is an element of
excitement when considering the array of
options available to technologists working
on SW development. The development of

And because these potential legal limitations
are not obvious, it is relatively easy to proceed
apace with the technical development of
the SW almost in a vacuum. In addition, it
is possible that several different technology
options will produce exactly the same SW
experience for its users (e.g., traders seeking to
import or export goods). However, the legal
implications of each of these technical models
may be quite different.

many technical options that ultimately lead
to the SW’s overall system architecture, can
affect the options available for creating the
legal infrastructure needed for a particular
Single Window implementation. Similarly,
legal requirements in a particular country’s
legislation and/or regulations can limit the
technology options that can be used in
developing its Single Window.17 For example,
if a country’s legislation mandates that digital
signatures using a private key infrastructure
(PKI) approach,18 then the use of alternative
technical approaches to electronic or digital
signatures will be limited (see Box I.2). It is
suggested that SW development programs
work simultaneously on both the technical and
legal frameworks in addressing issues related
to this “intersection” of law and technology.

The kinds of decisions made in the
development of the SW, i.e., choosing among

In this respect, it should be further noted
that, as is the case for the transposition of

SW facilities may seem to be limited only by
available resources such as funding, or by
political will and management capabilities.
However, there can be additional, although
often less obvious, limitations that are created
by the legal environment in which the national
SW may operate.

BOX I.2. Accommodating future technological developments – the Singapore
example
Singapore was arguably the first country in the world to implement the UNCITRAL Model Law on
Electronic Commerce in the form of the Electronic Transactions Act (ETA) in 1998. The act established
the general legal framework for paperless trade by introducing provisions on e-commerce transactions, on the use of electronic applications by government authorities and on the liability of network
service providers. The act also set a framework for the use of public key infrastructure (PKI) for digital
signatures.
Singapore has been actively monitoring the developments in the field of e-commerce and in 2010,
the ETA was repealed and re-enacted in order to take into account recent advancements and to accommodate future developments. The ETA enacted in 2010 largely retains the previous legal scheme
for dealing with electronic transactions. However, there are a number of changes which allow for
enhanced flexibility to take advantage of technological developments.
Most importantly with regard to the subject of this Guide, Part IV of ETA was amended to be technology neutral. The previous technology-specific provisions based on the use of PKI have been shifted to
a more open approach to accommodate other security procedures such as biometrics as can be seen in
the comparison of the relevant provisions:

17 See generally, Luddy, W. J., “International Single Window Development”, UNCITRAL Colloquium on E-commerce (New York, 2011); Luddy, W. J.,
“ASEAN Single Window: The Intersection of Law and Technology” (2008).
18 It should be noted, of course, that while some countries have adopted a technology-specific approach such as PKI in national legislation, this
would be inconsistent with the principle of “technology-neutrality.” Additionally, fixing a specific technology in national law makes it difficult
to adopt new and more effective technologies as they become available.
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BOX I.2. (cont.)
ETA 1998
Secure digital signature 20.
When any portion of an electronic record is signed with a digital signature, the digital signature shall
be treated as a secure electronic signature with respect to such portion of the record, if A. the digital signature was created during the operational period of a valid certificate and is
verified by reference to the public key listed in such certificate; and
B. the certificate is considered trustworthy, in that it is an accurate binding of a public key to a
person’s identity because i). the certificate was issued by a licensed certification authority operating in compliance with
the regulations made under section 42 ;
ii). the certificate was issued by a certification authority outside Singapore recognised for this
purpose by the Controller pursuant to regulations made under section 43;
iii). the certificate was issued by a department or ministry of the Government, an organ of State
or a statutory corporation approved by the Minister to act as a certification authority on such
conditions as he may by regulations impose or specify; or iv. the parties have expressly agreed
between themselves (sender and recipient) to use digital signatures as a security procedure,
and the digital signature was properly verified by reference to the sender’s public key.
ETA 2010
Secure electronic signature 18.
1). If, through the application of a specified security procedure, or a commercially reasonable
security procedure agreed to by the parties involved, it can be verified that an electronic
signature was, at the time it was made a). unique to the person using it;
b). capable of identifying such person;
c). created in a manner or using a means under the sole control of the person using it; and
d). linked to the electronic record to which it relates in a manner such that if the record was
changed the electronic signature would be invalidated,
such signature shall be treated as a secure electronic signature.
Source:
http://www.ida.gov.sg/Policies%20and%20Regulation/20100630114202.aspx
http://www.ida.gov.sg/News%20and%20Events/20050907163343.aspx?getPagetype=37
ETA 2010: Available at http://statutes.agc.gov.sg/aol/search/display/view.w3p;page=0;query=CompId%3Aa420994e76d64b5f-a5b2-6811a6626054;rec=0;resUrl=http%3A%2F%2Fstatutes.agc.gov.sg%2Faol%2Fbrowse%2FtitleResult s.w3p%3Blet
ter%3DE%3Btype%3DactsAll
ETA 1998: Available at http://statutes.agc.gov.sg/aol/search/display/view.w3p;page=0;query=DocId%3A%22294c715e89c8-48c4-8e14-58b9ea4f1c29%22%20Status%3Apublished%20Depth%3A0;rec=0#legis

paper-based processes in an electronic
environment, different approaches may be
possible based on available resources and
vision. At a minimum, the electronic single
window will aim at reproducing electronically
each step of the paper-based process. A
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more sophisticated approach will aim at a
full paperless process implementation, thus
maximizing the benefits arising from the use
of electronic media. It should be borne in mind
that the migration to the electronic world
provides an opportunity for fully rethinking

FURTHER READING
“ASEAN Single Window: The Intersection of Law & Technology”, by W. Luddy (May 2008). Available
at http://dec.usaid.gov/index.cfm?p=search.getCitation&rec_no=152324
“A Roadmap towards Paperless Trade”, United Nations Economic Commission for Europe (2006).
Available at http://www.unece.org/cefact/publica/ece_trd_371e.pdf

and re-engineering existing processes, so as
not to rationalize existing procedures, but
rather to implement brand new procedures
specifically designed for the new media. While
the complete re-engineering of the processes
may not always be possible, streamlining of
some of the processes can generally be readily
considered along with its legal implications,
particularly in terms of data sharing among
participating government agencies.

C. The Single Window as an EGovernment Tool: Legal Challenges
The electronic single window facility lies as
a core component of the paperless supply
chain, which is a broader concept aimed at
promoting cross-border trade, and, therefore,
economic development and growth. As a
result, the successful implementation of the
single window facility is necessary for the
establishment of the paperless supply chain,
and both goals require an enabling legal
environment.
In the trade context data and documents
may be exchanged between three main
actors: business (B), government (G), and
consumers (C). Historically, business has
driven the expansion of the use of electronic
communications on networks first closed, such
as electronic data interchange (EDI) and later
accessible to the public, such as the Internet.
The cross-border supply chain facilitates
commercial transactions between private
businesses at each end of the chain; however,
interaction with governmental offices is
required in order to complete the transaction
in compliance with regulatory requirements.

A significant part of the transaction with
public offices takes place in the context of
the electronic single window, which may
therefore be classified as a business-togovernment (B2G) application. The electronic
single window is also, therefore, a component
of the e-government system of a country.
The need to ensure seamless exchange of
electronic communications between business
and government entities in order to made the
electronic SW most effective in facilitating
trade poses peculiar legal challenges. In this
respect, two different approaches have been
observed.
On the one hand, in certain jurisdictions, often
belonging to common law systems, general
principles are provided for all electronic
transactions, while a limited set of special
rules for exchanges with government entities
(or consumers) may be added as needed.
On the other hand, in other jurisdictions,
possibly belonging to the civil law tradition,
exchanges among commercial operators fall
under rules of general and comprehensive
application to that sector, while different
separate rules are adopted for electronic
communications
exchanged
with
government - or consumers. This approach
may ask commercial operators to depart from
the standards used for private transactions in
light of higher requirements for exchanges
with public authorities. Commercial operators
may, in turn, be hesitant in embracing
the investments needed to satisfy those
higher requirements, which result in higher
compliance costs.
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Moreover, the multiplication of applicable
legal regimes may also result in lack of clarity
in legislation. This is particularly problematic
if interaction with electronic commercial
documents (i.e., documents used in B2B
transactions) is needed, as higher compliance
costs due to a different legal regime for B2G
transactions may discourage or prevent
commercial operators from submitting data
contained in those documents. This situation
might occur in cases in which authority
requires submission of a trade document that
is traditionally only a part of the underlying
B2B transactions. And while the exchange
between trading partners requires one type of
system in this example, the submission to the
public authority has different and putatively
higher costs.
These considerations may explain why
examples of successful implementation of an
electronic SW have oftentimes featured the
legal approach characterized by common
rules for the private and the public sector.
Although Singapore’s original SW was enabled
by specific legislation in 1979, it quickly
moved towards this broader approach when
it enacted its version of the UNCITRAL Model
Law on Electronic Commerce. The exchange
of electronic communications with public
authorities is now enabled by the general
legislation on electronic communications in
Singapore, i.e. the Electronic Transactions Act,
revised in 2010.19

Thus, the necessity of enabling B2G interaction
highlights the desirability of a uniform regime
for electronic communications applicable
to all actors involved. In fact, the underlying
economic operation (e.g., a contract for sale
of goods) at the core of the cross-border
movement of goods should ideally be
associated with only one set of data, to be
used for all related electronic transactions. As
the information originates from the business
sector, the legislative environment should
accommodate as much as possible the needs
of that sector. Hence, the adoption of general
comprehensive legislation able to fully address
the needs of commercial operators, and
whose application is extended to the public
sector, is desirable. Such approach, aimed at
obtaining information directly from electronic
commercial documents may ensure more
timely submission of data and better data
quality, as only one set of data is used for
selective distribution among participants.
Besides smoother B2G interaction, the SW
may serve other useful purposes related to
e-Government. For instance, the automated
creation of an electronic audit trail for all
transactions allows more accurate monitoring
and workflow optimization by customs and
other trade control agencies. This may enable,
for example, more precise control of revenues
(a G2G application), as well as a prompter reply
to queries from the public on the status of their
submissions (a G2B/G2Citizen application).

FURTHER READING
“Ten years of single window implementation: Lessons learned for the future” by Koh Tat Tsen, J.,
Global Trade Facilitation Conference, (Geneva 2011).
Available at http://www.unece.org/fileadmin/DAM/trade/Trade_Facilitation_Forum/BkgrdDocs/
TenYearsSingleWindow.pdf
“United Nations Convention on the Use of Electronic Communications in International Contracts” , UNCITRAL (2007). Available at http://www.uncitral.org/pdf/english/texts/electcom/05-89450_Ebook.pdf
19 Singapore Electronic Transactions Act (Singapore Statutes Chapter 88): “Acceptance of electronic filing and issue of documents 25. —(1) Any
public agency that, pursuant to any written law — (a) accepts the filing of documents, or obtains information in any form; (b) requires that
documents be created or retained; (c) requires documents, records or information to be provided or retained in their original form; (d) issues
any permit, license or approval; or (e) requires payment of any fee, charge or other amount by any method and manner of payment, may,
notwithstanding anything to the contrary in such written law, carry out that function by means of electronic records or in electronic form. […]”
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D. Organizational Considerations
for Identifying Legal Gaps
Undertaking a legal gap analysis to identify
the potential legal barriers for the implementation of an electronic SW is a challenging
process and raises a number of important
practical considerations. Among these is the
institutional or organizational framework in
which the work is being done (see figure I.4).
For example, some countries have established
a national steering committee approach to
implementing the SW. The national steering
committee should have representatives from
the highest level of government. It could include members from the Prime Minister’s or
President’s office, Ministers leading key areas
of government that will be involved in the SW,
legislative leaders, representatives from the
private sector, and so on.

This type of approach helps to insure that the
”political will” needed for establishing a SW,
which will include input from many different
ministries and government departments, is at
the centre of the process. The importance of
high-level involvement, as well as adopting
the necessary legal framework for the SW, is
noted as key ingredient for success in UN/CEFACT Recommendation 33, which states:
“The most important prerequisites for the
successful implementation of a Single
Window facility are the political will of
the government and the relevant governmental authorities and the full support
and participation of the business community. The basic legal framework, including
the introduction of privacy laws and rules
providing privacy and security in the exchange of information, will also have to be
developed.”

Figure I.4. Organizational considerations for the legal gap analysis
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Thus, it is important to have a high-level
group overseeing the SW development process, particularly since it can help ameliorate
any organizational barriers that might hinder
SW development. This group will also be key
to setting the policy direction for establishing
the legal framework for the SW and supporting the underlying legal change, such as new
or amended legislation, new decrees or regulatory changes that may be needed based on
the gap analysis. Reference may be made to
relevant recommendations and guides issued
by international bodies when prioritizing and
timing actions (e.g., see Box I.3).
In addition, it is helpful to create various
“subcommittees” or “working groups” that
will be responsible for particular aspects of
the SW. Commonly, at least a legal working
group and a technical working can be

established and would report directly to the
national steering committee. These working
groups would receive their mandate and
terms of reference from the national steering
committee. Considering the legal working
group, its membership should be comprised
of lawyers and legal experts from each of the
ministries and/or government departments
and agencies that will participate in the SW.
In order to be broad-based from the start of
the process, some SW development efforts
have included representation from the private
sector, either as full participants or as observers.
This is not always the case, particularly during
the early stages of development, but there can
be advantages to involving the private sector
at some point in the process to ensure that
this key user-group is aware of the benefits
of the SW and to build support for this major

BOX I.3. Legal framework development in the WCO single window compendium
Aside from the UNNExT Guide on Single Window Planning and Implementation (available at
www.unescap.org/unnext/) developed by UNECE in collaboration with ESCAP, other guides related
to SW development also provide guidance on which legal issues should be addressed and when. For
example, the WCO Compendium on How to Build a Single Window Environment divides the development
of a Single Window environment into three distinct phases namely (i) the Incubation & Strategic Planning phase, (ii) Establishment & Consolidation phase and (iii) Development, Implementation, Evaluation & Feedback phase.
During the Incubation & Strategic Planning phase, strategic decisions are taken concerning the nature
of the entity that would operate and manage the Single Window environment, services which will be
covered and broad directions concerning legal powers of the entity operating the Single Window. In
this phase, cabinet decisions or decrees issued by government set the basic ground rules.
In the Establishment & Consolidation phase, the cabinet decisions are translated into action through
detailed legislation and/or regulation. During the Establishment & Consolidation phase, the required
organizational structures for the Single Window operator and consultative structures to hold discussions with stakeholders covering technical, business process and legal issues are established.
By the time the initiative moves into the development and implementation phase, the basic legal
framework should be in place. In any case, it is recommended that before a project proposal with a
detailed business case is presented to the government for a decision on the investment, the basic legal
framework for operating the Single Window services should already be in place. If during this phase,
project evaluation and feedback reveals lacunae, the legal arrangements can be re-visited and corrective measures can be undertaken.
Source: Based on communications with the WCO Secretariat and the WCO compendium available at: http://www.wcoomd.org/
files/6.SW_Files/Guidelines_Volumes/PC_SWC_Vol_1_E.pdf

10

government initiative. For some countries,
this would also present an early opportunity
for capacity-building in the private sector and
assure, as far as possible, early adoption of the
SW by supply chain participants and rapid
deployment of all aspects of the SW.
Typically, the legal working group (LWG) will
be tasked with undertaking the Legal Gap
Analysis. While discussed in more detail later
in this Chapter, this work would include not
only identifying possible gaps in the legal
framework for the SW but also the preparation
of legal texts (for example, new or amended
legislation, decrees, regulations, etc.) that will
overcome any legal barriers to implementation of the SW. This work can be done with the
assistance of outside counsel depending on
the resources, primarily the time of those conducting the gap analysis, available to the LWG.
Unless, however, dedicated and full-time legal
resources from within the government can be
committed to preparing the legal gap analysis,
it may be beneficial to engage outside counsel
with specific technology law expertise and experience in the SW and electronic commerce
environments to assist and advise the LWG.
If outside experts are involved, the LWG will
need to prepare the terms of reference for the
work and to determine the scope of the work
to be done. For example, the scope might be
limited to identifying the potential legal gaps
in existing law and analysing the alternative
approaches for dealing with them. In this case,
government lawyers and legal experts may do
the actual drafting of new laws, decrees and/
or regulations. Alternatively, outside counsel may be engaged in all phases of the legal
work assigned to the LWG for developing the
legal framework for the SW.

In cases in which the underlying legal concepts for the SW and electronic commerce
are relatively new, it may be helpful to utilize
legal experts from outside the country to assist in the development of the legal gap analysis. This may be valuable where specialized
knowledge of the international legal standards and best practices for implementing a
SW is needed to ensure that the SW will be
interoperable with other SWs in the development of cross-border trade. Additionally,
when engaging outside counsel with this expertise, there may be important opportunities
for capacity-building as the LWG works with
its members. Technical assistance may also be
available from the UN and other international
organizations.
As a final comment and while this Guide is focused primarily on the development of the legal framework for the SW, countries may have
the opportunity to develop their SWs within
the context of a regional country or trading
group. Here, countries must be attentive not
only to the domestic legal infrastructure for
their SWs but also to how their SWs will interact from a legal perspective with other States
in its region or economic trading group. When
participating in such regional developments,
the organizational structures that have been
developed in some regions may provide useful guidance.
In the ASEAN region,20 for example, work on
the ASEAN Single Window has been developed under the direction of the ASEAN Single
Window Steering Committee. The Committee
is composed of senior government representatives from each ASEAN Member State and is
charged with the responsibility of overseeing
the development of both the technical architecture and the legal framework for the ASEAN
Single Window. Reporting to and advising the
ASEAN Single Window Steering Committee

20 The Association of Southeast Asian Nations (ASEAN) is composed of 10 member States: Brunei Darussalam; Cambodia; Indonesia; Lao People’s Democratic Republic; Malaysia; Myanmar; Philippines; Singapore; Thailand; and Viet Nam. See ASEAN’s website at http://www.aseansec.
org/18619.htm
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are the Working Group on Technical Matters
(Technical Working Group) and the Working
Group on Legal and Regulatory Matters (Legal
Working Group.)
Other organizational formats may also be considered when a country embarks on creating a
SW. For countries considering a single window
development effort, it may be useful to undertake the exercise of identifying possible gaps
in its legal framework prior to the creation of
any organizational structure. This may help
define the scope of the effort required on the
legal side of the Single Window programme
and determine what type of organizational
structure may be most effective for the development effort itself.
One serious pitfall to be avoided is moving forward with the rapid development of a technical architecture for the SW while not preparing a legal gap analysis and working towards
the development of the SW legal framework.
This has been seen in various technical development efforts in both the public and private

sectors endeavours. It can result in having a
SW ready to be implemented technically but
not having the framework in place to operate
on a legal basis both at the national level and
in cross-border transactions.21 Such a situation
can cause frustration on the part of national
officials as well as traders whose expectations
may have been raised significantly as implementation is delayed, sometimes for significant amounts of time, while the legal barriers
to SW operation are eliminated.
The best approach to avoid this scenario is
to develop the legal framework for the SW simultaneously or in parallel with the technical
development of the SW. This simultaneous
work on the legal issues related to the SW will
allow the technical design of the SW architecture and its processes to be carried out taking
into account the legal requirements. This will
be particularly important where the technical
architecture for the SW will have major legal
implications. Such an approach has been adopted by, e.g., Mongolia (see Box I.4).

BOX I.4. Towards a legal and organizational framework for establishing a single
window in Mongolia
Implementing and operating a Single Electronic Window requires an enabling legal environment. To
accommodate this need, three laws have been drafted in Mongolia, namely: the E-Signature Act, the
E-Transaction Act and the E-Security Act. The Information Communications Technology and Post Authority (ICTPA) and the Legal and International Liaison Working Group have spearheaded the development of legislation to support the national E-government policy.
Mongolia has strived for a coherent approach to E-Governance and consequently an Action Plan was
approved in April, 2012. This action plan is expected to help Mongolia to enhance transparency and to
expedite provision of electronic services. The implementation of the action plan will last until 2016,
and its implementation process and results will be introduced to the Cabinet every first quarter of the
year. Within this context, two legislative instruments have already been approved which will support
the regulatory framework for the Single Electronic Window: the E-Signature Act, and the Amendment
to Civil Law.
The E-Signature Act was approved on 15th of December, 2011. The purpose of the Act is to define the
legal basis for usage of electronic and digital signature and to regulate the use of a public key infrastructure within the context of digital signatures. The scope of the act is set in Article 3.1 which states
“The issues concerning communications related to the transfer and transmission of electronic documents other than State Confidential Information is governed by this Act.” Article 6.3 concerns digital

21 Particularly in the cross-border context, not having the enabling legal framework in place for national law may raise questions about the “legality” of goods being shipped in international transactions. Risks that might arise, such as delay of cargo release in an importing country or refusing entry of shipments could be of significant concern to traders and might significantly raise the insurance and financing costs for such goods.
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BOX I.4. (cont.)
signatures and it provides that “Digital signatures are solely used in order to transfer and transmit
electronic documents by government organization and other legal person of state propriety.”
In line with the E-Signature Act, amendments were made to Civil Law. In this regard, Article 421.1
states “Paper-based documents, other than transactions to be registered and notarized as stated in
the law, are equivalent with documents of electronic form.” Parliament resolution No.61 was also
adopted. The resolution commits Mongolia to:
1. Systematically develop, plan and implement the transmission of public services provided to
citizens into electronic form starting from 1 January 2013.
2. Submit draft legislation to the Great Assembly referring to public services provided to citizens
in electronic form.
3. In order to validate the usage of digital signatures to every Mongolian citizens starting from
1 January 2013, develop a smart public key infrastructure with the expense financed from the
state budget.
Source: Mongolia Customs (Communication with the UNNExT Secretariat, May 2012)

E. Moving forward: Conducting a
Legal Gap Analysis
Identifying the potential gaps in a country’s
legal infrastructure for implementing the SW
requires undertaking research and analysis
on domestic laws (legislation, regulations,
decrees, judicial decisions, etc.), administrative guidelines and policies, and international
agreements. The analysis should cover, in particular, the following matters, many of which
are described in more details in Part II of the
Guide:
1. Electronic transactions legal issues, including:

tronic transactions for the SW;
2. Policies (executive acts, instructions circulars, or documents of similar nature), legislative enactments, administrative rulings,
regulations and governmental decrees,
circulars and the like that would formally
establish the SW in national law;
3. Development of a service level arrangement (SLA) for the operation of the SW;
4. Laws and regulations on data protection
and information security;
5. Legal and/or regulatory requirements for
accessing and sharing information and
data between and among government
agencies;

a). Legal issues related to identification,
authorization and authentication in an
electronic transactions environment,
including electronic signatures;

6. Legal requirements and regulations on
confidentiality and privacy;

b). Legal requirements for electronic documents and messages;

8. Liability issues related to operations of the
SW, including cross-border transactions;

c). Need for development of legislation
or other regulations dealing with elec-

9. Regulatory/legal requirements for data retention and electronic archiving;

7. Laws and regulations relating to data accuracy and integrity for the SW;
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be participating in the SW;

10. Dispute settlement considerations;
11. Intellectual property rights and data base
ownership issues, including the ownership
of data and information stored or archived
in the SW;
12. Examination of banking law for electronic
payments in the SW system;
13. Cross-border
(mutual)
recognition
of electronic signatures and, where
appropriate, of certification authorities;
14. Legal issues related to conflict of laws in
cross-border transactions;
15. The use of electronic evidence, for example,
in judicial and enforcement proceedings;
16. Competition law issues (including treaties
and conventions, and General Agreement
on Tariffs and Trade (GATT)/WTO requirements applicable to the SW);

a.

Legal Research Methodology

17. Include an analysis of how international
legal standards have been (or have not
been) incorporated into a country’s legal
framework for its SW;

A methodology and approach typical of a
high-level legal research effort is essential for
the legal gap analysis (see figure I.5.). Thus,
the legal materials included in the research
should include:

18. Other legal issues that may be identified
as important to a particular country’s legal
regime, for example, laws and regulations
for government ministries or agencies, including Customs Administration that will

•• Primary legal sources. These include,
for example, enacted legislation, statutes
and laws, decrees, executive orders,
circulars, having the force of national law,
and formally adopted and promulgated

Figure I.5. Legal gap analysis sources
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The research should identify and describe,
among other things, the main domestic
laws, regulations, decrees, legal circulars
that arise in the relevant areas of electronic
transactions for the SW, related aspects of
electronic transactions law, and the legislative
and regulatory aspects of a country’s customs
operations as well as that of other ministries
and government agencies related to the
import, export and transit of goods. Most
importantly, the study should include analysis
that identifies any gaps in the domestic legal
framework that will need to be addressed
for the full implementation of the SW and its
cross-border interoperability in an electronic
environment.

regulations and rulings, judicial and
administrative decisions, among others.
•• Secondary legal sources. These include,
for example, legislative history, ministry,
administrative and executive reports
that should be reviewed and included to
provide background and interpretations of
the primary legal materials.
•• References to other legal materials.
Law review articles, conference reports,
international commentary, and so on
may also be included if relevant to the
development of the SW and related
electronic commerce legal framework
developments in national law as well
as cross-border transactions. Particular
attention should be paid to uniform legal
standards as their international nature
may be particularly useful in establishing
the legal environment needed for crossborder exchanges. In fact, uniform legal
standards may be analyzed as benchmarks
in the legal gap analysis.

b. Implementing the Findings of the
Legal Gap Analysis
If the development of the SW has begun
or a decision has been made to begin
development, the legal gap analysis should
be explicitly integrated into the overall
development timetable and should proceed
in parallel with the technical development
effort. Once the research is completed, efforts
should be commenced to provide solutions
immediately. In those cases where national
legislation is deemed necessary, the legislative
process and timing needs to be considered in
the overall objectives for implementing the
SW.
Preliminary drafts of proposed legislation
should be circulated to legislators and

policymakers as soon as possible. Background
papers and analysis of the findings of the gap
analysis should be included in the legislative
package so that all participants will fully
understand the policy objectives of the
proposed legislation.
Even if the analysis of national law concludes
that the SW can be initiated without the
adoption of new statutes, efforts should be
made to ensure that the regulatory framework
satisfies the requirements of an electronic
Single Window. This may be the case, for
example, where electronic transactions are
already authorized in law and the government
and its Ministries are in principle allowed to
use electronic communications between such
Ministries as well as with the private sector.
Some countries have enacted broad electronic
transactions statutes that encompass an
“e-Government” approach. In at least one case,
a government used legislation authorising
ministries to use electronic transactions as the
legal authority to enable its SW operations and
then amended regulations to finetune the use
of electronic transactions in its SW.
In addition to legislative actions, it is necessary
to assess the need for and use of contractual
instruments. For example, it might be
necessary to draft and implement interchange
agreements to be used between the parties
involved in the EDI context (see Box I.5).
Detailed and well-crafted agreements on the
exchange of electronic data and messages
can usefully complement the legislative
framework for the SW. Many countries have
developed MoUs between their NSWs and
participating Ministries. These accomplish the
same goals as UN/CEFACT Recommendation
26 but are designed for use between
government agencies rather than commercial
parties.
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BOX I.5. UN/CEFACT Recommendation 26 and interchange agreements for
electronic data interchange
In 1995 UN/CEFACT released Recommendation 26 containing model provisions for commercial use
of interchange agreements for electronic data interchange. The aim of the recommendation is
to promote the use of interchange agreements between commercial parties using EDI within the
context of international commercial transactions. The model agreement and its provisions can also
be adapted for use within the context of SW facilities.
Interchange agreements are typically made between partners wishing to set the rules for their
joint electronic data exchange. Such an agreement details the legal roles and responsibilities of the
partners with regard to the EDI operations, including the transmittances, reception and storage of
data. Interchange agreements play a significant role when clear governing legal rules and principles
are either non-existent or insufficient.
The model interchange agreement incorporated in Recommendation 26 is comprised of several
sections including the following:
Section 1. Scope and Structure (including provisions on Scope and reference and applicability of a
Technical Annex)
Section 2. Communications and Operations (specifying the standards, security procedures and
services, and record storage requirements governing the exchanges of electronic messages between
parties)
Section 3. Message Processing (including provisions on when a message is considered to have been
received, and rules on electronic message acknowledgement)
Section 4. Validity and Enforceability (including provisions specifying the validity of a transaction
made through exchange of electronic messages, the use of the electronic records as evidence, and
when a contract is considered formed on the basis of the exchange of electronic transaction)
Other Sections include: Section 5. Data Content Requirements; Section 6. Liability; and Section 7.
General Provisions.
The complete model agreement can be found at: http://www.unece.org/fileadmin/DAM/cefact/
recommendations/rec26/rec26_1995_r1133rev1.pdf
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