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INTRODUCTION 

3 



International wildlife trade 

• Exchange of hundreds of millions of 
plant and animal species worth 
billions of dollars 

• Species survival potentially 
threatened by a lack of regulated 
controls 

 

 

Impact of a Growing world population on species extinction 

• Early sixties need identified for an international convention for the regulation of 
wildlife 

• CITES was established as an international agreement between governments to 
ensure that international trade in specimens of wild animals and plants does not 
threaten their survival 
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CITES (the Convention on International Trade in Endangered Species of Wild Fauna and Flora) 

• The CITES agreement came into force 
in July 1975 and today has 181 parties. 

• CITES stands at the intersection 
between trade, environment and 
development  

• CITES currently issues annually over 
850,000 permits for legal and 
sustainable trade 

• Regulatory controls have ensured that 
species have not become endangered.  

• As a result, only 3% of traded species 
are considered to be endangered and 
are generally prohibited from 
international trade 

As the world’s population and economies grow, there is 

more pressure than ever on the planets resources and 

ecosystems that support the biodiversity of plant and 

animal species. CITES recognises the value of 

biodiversity  and as a part of their strategic vision 2008-

2020 statement the  core vision states: “Conserve 

biodiversity and contribute to its sustainable use by 

ensuring that no species of wild fauna or flora becomes 

or remains subject to unsustainable exploitation 

through international trade, thereby contributing to the 

significant reduction of the rate of biodiversity loss and 

making a significant contribution towards achieving the 

relevant Aichi Biodiversity Targets.” (CITES, 2013) 

Why biodiversity is vital 

5 



How CITES works 

• CITES works by subjecting international trade in specimens of selected species to 
certain controls.  

• All import, export, re-export and introduction from the sea of species covered by 
the Convention has to be authorized through a licensing system.  

• Each Party to the Convention must designate one or more Management 
Authorities in charge of administering that licensing system and one or more 
Scientific Authorities to advise them on the effects of trade on the status of the 
species. 

• The species covered by CITES are listed in  
three Appendices, according to the degree  
of protection they need.  
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CITES Trade 2014 - specimens 
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(blank)

Reptilia

Actinopterygii

Mammalia

Aves

Hirudinoidea

Anthozoa

Amphibia

Bivalvia

Top 5 species (in specimens) 
Galanthus woronowii 15,115,815  
Nepenthes hybrid 1,801,128  
Alligator mississippiensis 1,613,670  
Galanthus nivalis 815,550  
Phalaenopsis spp. 692,743  

(blank)

Mammalia

Actinopterygii

Gastropoda

Reptilia

Anthozoa

Elasmobranchii

Holothuroidea

Aves

In specimen In kg 

Top 5 species (in kg) 
Balaenoptera physalus 2,546,000  
Prunus africana 1,027,154  
Taxus hybrid 407,414  
Euphorbia antisyphilitica 369,316  
Nardostachys grandiflora 282,468  

Also: 31,000m3 African teak, 240kg American ginseng etc 



Top 2 traded CITES-listed species  (in specimen and in kg) 
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http://www.kew.org/science-conservation/plants-fungi/galanthus-woronowii-woronows-snowdrop 

"Kinabalu N.× alisaputrana" by JeremiahsCPs - Own work. 



The World Trade Organisation  (WTO) 

• WTO regulatory framework 

– Regulatory framework governs international 
trade 

– Have forged a strong relationship with CITES to 
work towards sustainable development and 
trade in plant and animal species 

–  In 2015 celebrated 20 years of collaboration 

– Major area of collaboration in sustainable 
development of least developed countries 

– Relationship between WTO & CITES a leading 
example of how global trade and 
environmental regimes can work together to 
achieve their shared objectives 

 

From the 2012 Rio+20 outcome 

document, The Future We Want, heads 

of government and states 

acknowledged the importance of the 

role that CITES has to play in sustainable 

development and that the CITES 

agreement stands as the intersection 

between trade, the environment and 

development, recognising the economic 

and environmental impacts of illicit 

trafficking in wildlife (Scanlon, 2012) 

RIO 2012 
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UN/CEFACT and WCO - CITES electronic permitting toolkit 

World Customs Organization (WCO) 

• An independent intergovernmental body whose mission it is to enhance the 
effectiveness of Customs administrations 

• Works with 180 customs administrations which collectively process 98% of world 
trade 

• The current WCO Customs Data Model establishes an international and harmonised 
data set that meets governments’ requirements for international trade and that is 
geared exclusively to the requirements of an automated environment 

• The WCO data model itself has been built using UN/CEFACT data standards 
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UN/CEFACT and WCO - CITES electronic permitting toolkit 

CITES electronic permitting toolkit standards 

• Developed to standardise the implementation of 
e-permitting systems across countries 

• CITES has worked closely to the standards 
developed by the UN/CEFACT and WCO 

• CITES standards are included in the WCO data 
model 

• Standards found in the CITES e-permitting toolkit 
are codified in the Extensible Markup Language 
(XML) 

• Used to transmit permit data related to the trade 
in species of wild fauna and flora listed in the 
Annexes of the Convention information exchange 
is between governments (G2G) and between 
businesses and governments (B2G). 

 

 

Toolkit progress 

• In 2010, a pilot project for the e-
permitting toolkit was conducted 
between the United Kingdom 
and Switzerland 

• Pilot was designed to build a set 
of data standards, tools, rules, 
security standards and the 
appropriate exchange file format 
for electronic CITES permit 
exchange 

• Switzerland is fully committed to 
the e-permitting toolkit; Thailand 
was an early adopter 

• Other countries that have 
adopted the e-permitting toolkit 
are Germany, France, Singapore, 
UAE, Brazil, Italy, Spain and 
Canada 
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CITES electronic permitting toolkit 

Why replace paper-based permits? 

• Include processes that are time and 
resource intensive, wasteful and 
have an impact on economic 
development 

• Paper-based CITES certificates have 
other significant drawbacks, not 
dissimilar to the eCERT SPS 
certificates as shown on the right 

• No guarantee a certificate is valid 

• Difficult to consolidate 

• More scope for irregular behaviour 
Integrity 

• Difficult to maintain and update in different 
languages 

• Slower processing time 

• No automated validation 

Efficiency 

• Higher risk of forgery and manipulation 

• Higher risk of import control failures 

• More difficult to identify patterns of 
fraud/misuse 

Security 

• More time to prepare 

• Longer time to export 

• More time to process 
Time 

Paper-based certificate 
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Typical paper based CITES permit certificate process 

Registration, 
amendment, 
Processing, 

Inspection and 
Issuance of 

Cites certificate 

Issuing 
Authority 
(Export) 

Exporter Importer 

Validation, 
Inspection and 

clearance of 
Import 

Shipment 

Recipient 
Authority 
(Import) 

Permit process 

1. Application 
for Cites 
certificate 

2. Approved 
Cites e-
permit 
certificate 

3. Transmit CITES certificate to importer 

4. Submit of Cites 
certificate for 
quarantine 
clearance (Including 
Phytosanitary Cert 
as required) 

5. Plant/Animal 
cleared 
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UNCTAD trade efficiency study 

• Average trade transaction 

– Goes through 27-30 persons 

– At least 40 documents are involved  
– Over 200 data elements are typically requested (60-70% are retyped at least once and  

15% re-typed 30 times) 

• UNECE Single Window Trade facilitation recommendation 

– Main objectives: 

• Simplification of administrative and commercial formalities, procedures and documents 

• Collaboration between government agencies in the efficient regulation of cross border trade Reuse 
of information submitted by the parties through standardisation and integration of information  

• Create transparency by making information of the application of trade regulations publicly available 

• CITES Single Window 

– e-permitting toolkit supports the development of a National Single Window 

– Note that the e-permitting toolkit can also be implemented as a stand-alone system 
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The ACITES ASYCUDA module  

• Regulating trade in wildlife 

– The CITES Secretariat and UNCTAD formed a partnership to 
devise a strategy for customs authorities to be able to 
regulate trade in wildlife 

– Involved the development of CITES module called ACITES 
that can be fully integrated with UNCTADs Automated 
SYstem for Customs DAta (ASYCUDA) 

• ASYCUDA 
– A computerised management system currently used in over 

90 countries which covers most foreign trade procedures 

– Offers developing nations a great opportunity to take 
advantage of CITES e-permitting to move away from paper-
based permits 

• A CITES ASYCUDA module  

– Will be able to link with computerized customs systems and 
will be based on the CITES Appendices, which contain over 
35,000 listed species of wild animals and plants 
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Benefits of CITES single window approach 

Traders 
 
• Lower costs in meeting CITES 

requirements 
• Faster clearance of goods resulting 

in increased efficiencies and, in the 
case of live animal transport, an 
increase in animal health protection 

• Increased security and increased 
compliance with obligations under 
the Convention 

• More effective and efficient use of 
resources 

• Increased transparency of 
regulatory processes 

Management Authority 
 
• Increased risk control , security and 

supervision management 
• Faster and less costly processing of 

CITES data 
• Easier collation and exchange of 

CITES statistical data 
• Simplified reporting requirements 

Benefits of CITES Single 
Window approach 
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HOW THE CITES E-PERMITTING TOOLKIT WORKS 
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Imports 
Managing Authority for 

CITES e-permit 
agreements 

CITES authority 

Competent 
authority/NPPO of the 

exporting country 

[Border Control of the 
exporting country] 

Border Control of the 
importing country 

[Exporters] 

Importers 

Exports 
Managing Authority for 

CITES e-permit 
agreements 

Competent 
authority/NPPO 

CITES authority 

[Border Control officials of 
the exporting country] 

Exporters 

[Border Control officials of 
the importing country] 

[Competent authority of 
the importing country] 

[Importers] 

The Toolkit has been 
designed to be harmonised 
and compliant with paper 
based permitting procedures 
to allow parallel use of paper 
and electronic permits in 
international trade. 

A fully electronic CITES e-permit management system with electronic exchange between trading nations  

Main stakeholders 

Square brackets indicate parties that do not necessarily play a role in the process. 
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Phase 1 Phase 2 Phase 3 

Management 
Authority and 
selected stakeholders 
define objectives and 
scope using the ‘as-is’ 
and ‘to-be’ 
methodology 

Integration with Border 
Control systems. 
Requires collaboration 
with the Managing 
Authority and Border 
Control officials.  
If a National Single 
Window is 
implemented, CITES e-
permits and certificates 
can be exchanged 
electronically 

Exchange of CITES e-
permits with other 
Managing Authorities  



Typical set up between CITES management authorities 
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EXCHANGING ELECTRONIC CERTIFICATES 

Component 1 
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Typical modules of electronic CITES applications 

Apply 

Filing of e-permit 
application 

Filing of supporting 
documentation 

Status of application  

Communication 
Im/exporter & 

authority 

Manage 

Logging of application 
on the system 

Scheduling of 
inspections 

Recording of 
inspection results 

Issue 

Secure issuance of 
certificates 

Secure printing of 
certificate (where 

necessary) 

ePayment 

Interfaces CITES and other eBusiness systems 
22 



CITES modules - Apply 

• Apply Module allows im/exporters to apply for a CITES e-permit. Im/exporters 
can apply for an export, re-export and import e-permit. Proof of identity is 
required of: 
– Individuals applying for a CITES e-permit  

– Individuals authorised to file an application on behalf of the company 

– Importing or exporting company 
– Suppliers of endangered plant and animal species 

• The application of the CITES e-permit it will require various details to be 
uploaded onto the system for inspection by the Managing Authorities officials 
– Will either make a decision or pass the permit to the Scientific Authority (SA).  

• The permits that are available and associated responsibilities include: 
– Export permits (MA and SA) 

– Import permits (Appendix I only) (MA and SA) 

– Re-export certificates (MA) 

– Certificates of Origin (Appendix III) (MA) 

– Pre-Convention certificates (MA) 

– Captive-breeding certificates (for animals) (MA) 

– Artificial propagation certificates (for plants) 
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CITES modules - Apply 

• Ideally identification of individuals and entities will use digital certificates if these 
are available in the country concerned and the necessary public key infrastructure 
(PKI) is in place 

• The process will typically require 
payment of a fee which ideally can be 
paid online.  

• Applicants can then file an application 
for a CITES e-permit 

• To successfully file the application, the 
importer or exporter must also 
identify which CITES appendix (I, II, III) 
applies to that species 

• The importer or exporter must also be able to show the source that the plant or animal 
has been taken from and for what purpose it is to be used 

• The Apply set of modules should allow applicants to see the status of their application 
and to receive relevant communications from the authority, such as the approval of the 
e-permit request, requests for additional documentation or a rejection of the 
application with explanation 
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CITES modules - Manage Module  (Tasks of Management Authority) 
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CITES modules – Issue module 

• e-permit or certificate 
– Based on the results of the review by the Managing/Scientific Authority 
– Certificate will be stored in the XML or UN/EDIFACT format compatible with the UN/CEFACT 

standard as defined by the CITES toolkit 
– The certificate should be securely issued using by the signing and encryption of SOAP XML 

signature and XML encryption 

• EPIX 
– Part of the UNEP-WCMC work on implementing a mechanism to facilitate the electronic 

exchange or verification of CITES e-permit data among Management Authorities  
– Regardless of the level of technological development of a Management Authority, EPIX has been 

designed to facilitate their participation 
– Data can be uploaded either via ‘push’ to the central CITES Trade database or ‘pulled’ into the 

UNEP-WCMC server at regular intervals. 
– MAs can also provide a service that allows UNEP-WCMC to extract data on demand. 
– The data transfer protocols to support an exchange tool have been provided in the CITES toolkit. 
– If the Managing Authority is unable to submit data electronically as mentioned above, then 

details can be provided in batches using the CSV format or case by case data provisions by email. 
– Management Authorities can access the portal at http://epix.unep-wcmc.org and by entering 

their allocated username and password , can search for permits via their permit number 
– As a result of the search, a summary of the permit is provided at the top and the detailed species 

information below 
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THE IMPLEMENTATION PROCESS 
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Implementation 

• A national implementation for CITES e-permitting should be based on the standards 
set out in the CITES e-Toolkit. 

• The goal of the Toolkit is to provide CITES parties with guidance to ensure that their 
e-permitting systems are harmonised with international standards/forms and to 
accommodate for future developments, particularly inclusion in Single Window 
environments 

• Two versions of the CITES electronic permitting toolkit have been published 

• Note that the CITES e-permitting toolkit will be updated with new developments 
related to electronic commerce, documentation and the  
incorporation of new standards and norms. It would be good  
practice to check www.cites.org for the latest version. 

• It is recommended that when establishing an electronic permitting  
system that the status quo (‘as-is’) is analysed first and  
subsequently the long term objective (‘to-be’) clearly defined.  
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View version 2 of the CITES electronic 
permitting toolkit in html format or 
download the pdf version 

http://www.cites.org/
https://cites.org/eng/prog/e/toolkit/
https://cites.org/eng/prog/e/toolkit/
https://cites.org/sites/default/files/eng/prog/e/cites_e-toolkit_v2.pdf


As-is 
 
Objective 
Review current system 
 
Identification 
Who is involved 
How are they connected 
Paper based, electronic or a combination of both. 
Specific processes described 
How data currently exchanged 
Technical or security legal requirements 
Current software and supporting hardware used  
Legacy issues 
Contractual constraints 
Data model currently used 

To-be 
 
Objective 
Define long term objectives 
 
Planning 
Stakeholder consultation 
Vision and goals to be achieved 
Restrictions and requirements to be addressed 
Identify Security concerns 
Identify Technical issues 
CITES requirements 
Define data exchange initiatives for 
internal/external parties 
Feasibility of converting from paper to electronic 
Data exchange requirements 
3rd party requirements 
Impact on CITES processes 
Estimate of benefits 

Towards  CITES electronic 
permitting 
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Implementation recommendations 

Implementation Task Recommendation 

Technical Specifications (R1) Use internationally agreed to and established open standards when describing 

and mapping CITES documents for use in e-permitting systems 

IT-Security & Secure Data 

Communication 

(R2) Establish a management system in conformity with ISO 27001 to designate, 

co-ordinate and monitor IT security related tasks. 

Protection Aims & Secure Data 

Communication 

(R3) Identify and use appropriate technologies when communicating via or using 

open/insecure networks (i.e. the Internet) to ensure confidentiality, integrity and 

authenticity of the data being exchanged 

Web Services and Web Service 

Security 

(R4) Use Web service technology among different systems to exchange CITES-

related data. 

(R5) Use Web service communication such as., SOAP via HTTP /HTTPS), or, where 

appropriate, SOAP via SMTP (E-Mail) as an alternative systems 

Web service technology (R6) Use Web services to facilitate exchange of CITES-permit data between 

applications (coupling). 

Secure Web Services (R7) Use Secure Web Services for data communication made through 

open/insecure networks (i.e., the Internet). 

Securing data content (R8) Use standards based on XML Digital Signature and XML Encryption when 

implementing Secure Web services for the exchange of CITES related information. 

Deployment and implementation 

of Web services 

(R9) Use WS-I profiles as guidelines to implement Web service communication and 

to ensure interoperability of the resulting service. 
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Improved business processes in “to-be” situation 

• Importer and/or exporter submit their application forms online 

• Importer and/or exporter can check the status of their applications online 

• Managing authority officers can issue the CITES permit online 

• CITES Permits issued electronically to the border control, and also to match with 
the corresponding Customs Declaration for faster/more compliant border clearance 
(through National Single Window).  

• The different application forms, and CITES import/export/transit-related Permits 
could be in electronic forms, or printed forms as requested.  

• Data Cross checking between competent authority/NPPO, the border control, and 
customs to reduce fraud and improve accuracy 

• Amendments (Add/Update/Delete) can be easily handled electronically  
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Main benefits 

The main contribution of a CITES e-permitting system is the improvement of trade 
processes for both import and exports. The areas of contribution can be summarised 
as 

32 

Electronic 
transactions 

instead of manual 

Electronic 
documents instead 

of paper 
documents 

Faster 

Less cost 
Less physical visits 

for each 
transaction 

Better compliance 
with data cross 

checking 



CONTRIBUTION TO THE NATIONAL ECONOMY 
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CITES result chain 

Input Process Output Outcome Impact 
also called Purpose also called Goal 

Improved 
trade 

• Protection of 
Biodiversity 

• Improved 
realisation of 
potential 

• Greater 
satisfaction of 
citizens 

Safe im/exports 
• Protected species 
• Good Reputation as 

trading partner 

Legal im/exports 
• Better collection of 

dues 
• Better reputation 

Less fraud 
• More market 
• Less damage 
• Less species 

exploitation 

e-Certificate 
• eApplication 
• eScheduling 
• eIssuance 

eCITES in Customs 
• epermit integrated 
• Risk-based 

inspections 

eCITES Exchange 
• Bilateral epermit 

exchange 
• Non-repudiation 
• Pre-arrival checks 

e-Permit 
• Specification 
• Implementation 
• Piloting 
• Rollout 

eCITES in Customs 
• Customs buy-in  
• Joint specification 
• Implementation 

eCITES Exchange 
• Bilateral agreement 
• Implementation 
• Piloting 
• Rollout 

Feasibility 
• Stakeholder buy-in 
• Funding 
• Specification 

Legal/infrastructure 
• Legality of eDocs 
• SPS arrangements 
• PKI/identification 

Training 
• National awareness 
• Training of officers 

and inspectors 
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Costing 

• Public information is not generally available 

• The cost of development will depend on the current state of the CITES permitting system 
that each country has as well as local costing 

• May be some funding support available for developing nations via several agencies, but 
generally speaking countries will need to fund their own implementation of CITES 

• Other methods of funding  
– A fee structure applied during the CITES e-permit application 
– With government funding, arrangements may be able to be made with the private sector to part 

finance the CITES e-permit development and share in a proportion of the fees charged for filing a 
CITES e-permit. 

• Government funding via legislation 
– Permit and certificate application and issuing fees 
– Licence and registration fees 
– The proceeds of fines paid for violation of the Act or regulations 
– The proceeds of the sale of confiscated specimens 

• Other organisations such as the Innovative Finance Foundation (IFF) and Global 
Environment Facility Funding (GEF), are considering funding CITES permitting projects 
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Strengths 
• CITES Toolkit 

• Conformity to international standards 

• Increased processing efficiency 

• Integrity of CITES e-permits 

• Non-repudiation of CITES e-permits 

• More robust CITES e-permits processes 

• Faster trade processes 

• Compliance to laws/treaties 

• Access to CITES trade Database 

Weaknesses 
• Additional cost for IT infrastructure 

• Technical capacity required 

Opportunities 
• Greater reputation as a trading partner 

• Improved competiveness 

• Increased protection of biodiversity 

• Traceability and Sustainable legal trade of 
species 

• Less fraud and increased collection of dues 

Threats 
• Lack of buy-in from senior government 

• Bilateral negotiations slow 

• Funding for development and operation 

CITES e-
permits 

CITES SWOT analysis 

36 



SWOT analysis 

• Main weaknesses 

– The need for funding and technical capacity for development.  

– The use of professional software firms might mitigate to some extent the risk of not having 
the right kind of capacity: However, this introduces other risks, such as  

• Identifying the right long-term partner 

• Economic sustainability of the partner organisation 

• Capacity of investment of the partner organisation 
• Economic viability of a private operation funded by fees without impacting exporters 

• Developing nations 

– May not have the available funds or technical resources to implement a CITES e-permitting 
system 

– May require support from the UN, donors or developed nations 

– Note: CITES e-permitting has been designed to make allowance for those nations that still 
need to use a paper-based CITES permitting system 
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Technical details of the CITES e-permitting toolkit 

• Information about e-permitting toolkit are available at the CITES website, CITES.org.  

• The e-permit model provides 
–  An XML (or UN/EDIFACT) based message structure and associated data components suitable for use 

by developers in the building of CITES e-permit compatible systems.  

– Information about the specification of the component model, system design, and presentation 
standards can be found with the CITES e-permitting toolkit 

• The CITES reference data model  
– Based on the UN/CEFACT Core Component Library (CCL) which is an open and international 

standard for trade.  

– The Toolkit has also been harmonised with standards developed by the WCO to ensure exchange of 
CITES e-permits with automated data flows for risk assessment and declaration processing by the 
Customs 

• The class diagram  
– Describes the structure of CITES e-permit components that are required to verify compliance with 

agreed requirements. CITES has designed the toolkit to specify a component model with standards 
to ensure harmonisation between different Managing Authorities 

• The current version of the CITES toolkit, V2.0, contains reference to all relevant schema 
information for the implementation of CITES e-permits. 
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More information 

• More information is available on the CITES website. CITES also offers a virtual 
college that features a variety of training materials. 

 

• The CITES Toolkit and e-permit schema is available from the CITES website:  

– http://www.cites.org/eng/prog/e/e-permitting-toolkit.php 

 

• For more information on ASYCUDA, please see Annex I, Section 13 of the Handbook 
on electronic business standards 
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ROUNDTABLE DISCUSSION 
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Roundtable discussion key issues in CITES management 

• Logframe for animal track and trace:  

– Many countries have implemented a track and trace system for animals (cattle as an 
example)Laboratory 
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Thank you for your attention! 
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