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In this presentation 

Electronic equivalents of paper permits  

..and why there is no such thing .. 

Workflow of electronic permits 

 Electronic equivalents of signatures 
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CITES, Global Trade and Trade Documents  

Global Trade: 

Goods:     18 trillion USD 

Containers:  670+ mio p.a. (ocean only) 

 

 Trade documents: 

 30 parties, 40 documents, 400 copies,  

  8+ billion documents p.a. 

 

 

 Information in paper documents does not 

allow fast and efficient control of 

international trade 

  Governments need electronic 

documents  to identify risks and better 

regulate imports and exports. 

 Global effort of Governments to 

implement Single Window and paperless 

trade  

 

*Source: World Bank, 

2016 



How to move from paper to electronic permits? 

The legal perspective on electronic permits 

 The lawyers answer: “Establish the functional equivalence of 

paper and electronic documents”  

 Example: CITES Conf 12.3 “…Recognising that permits and 

certificates may be issued in paper, electronic or both formats…” 

 

OK, that was all? We can now use electronic permits?  



Features that come with paper permits .. 

1. Authentication 

 Paper permit can have a signature or stamp as 

proof of authentication 

2. A paper permit is an “original” 

 The authority will issue an original document 

 Often marked with ”Original” or by stamp, signature, 

timbre, special paper, .. 

 there will only be one original permit 

 any copy of the permit it clearly identified as a 

copy 

3. A paper permit can be endorsed when used 

 When  the permit is used for export/import it is 

marked (stamped, signed, perforated, ..) 

  The paper permit can only be used once 

 



.. but don’t come with their electronic equivalent 

Q: If  we make a copy of a Word document which is the 

“original”? 

A: From one electronic permit (even if digitally signed) 

we can make a zillion undistinguishable copies 

 

There is no “original” electronic permit .. and that 

causes some issues.. 

 

That causes several problems: 

 The same permit can be used again and again 

 The content of a permit can be easily changed if it 

is not digitally signed 

 The permit can’t be authenticated if it is not 

digitally signed 

  
What shall we do now?  



Solution for use of electronic permits .. 
  

To address the issues a slightly modified workflow is needed for 

electronic licenses, permits and certificates: 

 

 The issuing agency has the  “original” electronic permit in its 

database 

 The trader receives the (unique) ID of the permit 

 Trader can pass this ID to another Gov’ agency  

 Gov’ agencies that need to access the permit can retrieve the 

electronic permit from the database of the issuing agency 

 Issuing agency can update, endorse or cancel the electronic 

permit 

 



electronic Permits national workflow 

Exporter 

Customs 
Authority 

I Request permit 

II Receive permit ID 

III Submit Customs declaration with permit ID 

V Send permit data 

IV Request permit data 

VI Update permit data 

 Permit DB 



Workflow for electronic permits .. 

All issues solved 

 There is only one electronic permit 

 All other permits are copies  

 Trusted data 

 Electronic permit is authenticated 

 No PKI is needed  

 



electronic Permits cross border workflow 

Exporter 

Customs Authority-Im 

I Send permit ID 

III Request permit data 

Importer 

II Submit declaration  

& permit ID 

Authority-Ex 

IV Request permit data 

V Send permit data VI Send permit data 

 Permit DB 



Signatures, stamps and seals in electronic SPS .. 

 

.. certification data should be authenticated by the issuing NPPO. This 
authentication process is equivalent to the signature of the authorized public 
officer and stamp, seal or mark. Authenticated electronic certification data is 
equivalent to the completed paper document of the phytosanitary certificate for 
export. (IPPC 12) 

   

 IPPC 12 does not require digital signatures in lieu of paper signatures and 

stamps 

 Instead the security provided through the IT system provides a functional 

equivalent to the physical signature 

 In line with UN/CEFACT Recommendation 14:  any process that provides 

the same function as the physical signature/stamp is an electronic signature  

 Note: requites that IT system is administered properly (user accounts, 

passwords, access control, log files, backup, training, ..) 

 

 



Example: Officer signs the permit 

Function of the paper signature 

 Name of the officer who issued 

the permit  

 The agency has authorized the 

permit 

 Original permit 

 

 

 

 

Agency ePermit system 

 Officer connects to the permit 

system user name and password 

 Permit is stored in database and 

marked “valid” 

 Only one permit in database 

 

 

 

 Normal password authentication mechanisms, together with 

secure data transfer (https) and proper IT operation management  

can  replace physical signatures 

 Agencies need to analyse the purpose of the physical signature 

and then check whether the electronic signature provides the 

same function 

 



How to implement cross border exchange 

of permits? 
Steps: 

1. Automate national  process (ePermit, eControl) 

2. Develop exchange system for permits 

3. Technical test of permit  exchange with other 

country 

4. Functional test of permit exchange  

5. Develop cross border agreement 

6. Exchange permits 

 

 

These steps need to be 

repeated for each new country! 

 

n(n-1)/2 

100 countries = 4950 tests 
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Electronic Permit Information Exchange 



 

Thank  you! 

 

 

 

Markus.Pikart@CITES.org  


